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Hampasnenue noaroroBku / cneruanbHOCcTh: 10.03.01 Undopmaunonnasi 6e30nacHocTh
HanpasnenHocts (mpo¢uis) / crienuanu3anys: be3onacHocTb aBTOMATH3MPOBAHHBIX CHCTEM

®dopma 0O0ydeHHS: OUHASA

QaxkynbreT: @b, @aKkyabTeT 0€30I1aCHOCTH

Kadenpa: KUBIBC, Kadenpa kommiaekcHoii HHPOPMANMOHHOI 0€30NMACHOCTH 3JIEKTPOHHO-
BbIYHMCJIUTEJIbHbIX CHCTEM

Kypc: 4

Cemectp: 7

YuebOnsrit man Hadopa 2020 roma

Pacnipenenenne pabouero BpemeHu

Ne Bunsl yaeOHOI A€ATEIBHOCTH 7 cemecTp Bcero Enununner
Jleknuu 18 18 4acoB
JlaGopaTtopHbie paboThI 36 36 4acoB

3 KonTtpois camocTosTensHOM paboThl (KypcoBOi 18 18 4acoB
MIPOEKT / KypcoBas paboTa)
4 Bcero aynutopHbIx 3aHsATHI 72 72 4acoB
5 CamocTosiTenbHas paboTa 72 72 4acoB
6 Bcero (06e3 sx3amena) 144 144 4acoB
7 OO0m1as Tpy10EMKOCTh 144 144 4acoB
4.0 4.0 3.E.

3auér: 7 cemecTp
KypcoBoii mpoekT / kypcoBast paboTa: 7 cemecTp

Tomck
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PilCC.\l()TpCH&l 151 ()ﬂ()(’)pCHLl Ha 3aCCJaHuM Kil(i)ﬁ;{pbl
nporokor Ne 12 oT « 26 » 11 2019 r
JINCT COI'TTACOBAHU A

Pabouas mporpamma AUCIUIUIMHBI COCTaBJICHA C y4eTOM TpeOoBaHUHU (enepaabHOTO Trocynap-
CTBEHHOTO 00pa3oBaTeNbHOTO cTaHaapTa Bhiciiero oopazoBanus (CPI'OC BO) no HampaBiieHHIO MOATO-
toBkH (crenmasnibHOCcTH) 10.03.01 MHbopmarmonnas 6e3omacHoCTh, yrBepxkaeHHOro 01.12.2016 rona,

paccmoTpena u onobpeHa Ha 3acenanuu kapenpsl KUBOBC «  » 20 roma, MPOTOKOI
Ne .

PazpaboTuuk:

Houent xad. BUC N. A. PaxmaHeHKO

3aBenyronmii o0ecnieunBaromeii kad.
KNBOBC A. A. lllenynaHoB

Pabouast mporpamMmMa IUCIMITIIMHBI COIIACOBaHa ¢ (DaKyIbTETOM U BBINTycKaroueil kadeapoii:

Jexan Ob . B. Kpyunnun
3aBeAyIOIHi BRITYCKAIOIICH Kad.

KHMB2BC A. A. lllenynanos
OKCIIepTHI:

JlotieHT Kadeapbl KOMITJIEKCHON MH-

(hopMaIMoHHO# 6€30MacHOCTH DJIEK-

TPOHHO-BBIYUCIIATEITHHBIX CHCTEM

(KNB2BC) A. A. Kones

JlonieHT Kadeapbl KOMITJIEKCHOM MH-
(dhopMaoHHO# 6€30MacHOCTH dJIeK-
TPOHHO-BBIYUCIIUTEITHHBIX CHCTEM

(KNBSBC) K. C. Capun
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1. lean u 3aga4n AUCHUTLIHMHBI

1.1. lleau TUCUMIIAHBI
Llenpro mpemnonaBaHusi AUCIMIUIMHBI SBISETCS OCBOCHHME METOJOB YIPABJICHHS MPOTPAMMHBIMH
CpeICTBaMH 3alIUThI MH()OPMALIUHU, peaTu30BaHHBIMU HA OCHOBE KIHEHT-CEPBEPHON TEXHOIOTHH.

1.2. 3agaun IMCHMIIINHBI

— Tlomyuenue 3HaHMIA ¥ YMEHHIA 110 METO/IaM cOopa M ayauTa cOOBITUI WH(POPMALIMOHHON 0e3-
OIMACHOCTU B COBPEMEHHBIX CPEJCTBAX 3aALUTHI MH()OPMALIHUH;

— IlomyueHue ymMeHMI M HaBBIKOB IIEHTPAJIN30BAHHOTO YIPABICHUS KIMEHTCKUMU MOAYISIMU U
pearupoBaHMsl Ha yrpo3bl O€30M1aCHOCTH;

— Ilomyuenue 3HaHMI O MeTOHaX KOHTPOJS pabOTOCIIOCOOHOCTH M LIEIOCTHOCTH KIMEHTCKUX
MOJIYJICH CPENICTB 3aIUThl HH(OpMAIHH;

— l3ydyeHue MeTONOB KOHTPOJI M OLEHKM YCTAaHOBJIEHHOTO MPOTrPaMMHOTO M aIrmapaTHOTo
o0ecrieyeHrs1 Ha 3alUIIAEeMbIX KOMIIBIOTEpaX B JIOKAJIBHOW CETH;

— H3yuenue meTonoB oOecrieyeHHss U KOHTPOJISl aHTUBUPYCHOM 3alllUThl pabOYMX CTAHLUN B
CETH OpPraHU3aLNH.

2. Mecto mucuuniuebl B ctpykrype OIIOII

Huctununa «Yrpasnenue cpeactBamu 3amutbl nHpopmarum» (b1.B.03.03) otHocutcs k 650Ky
1 (BapuaTuBHas 4acTh).

[TpeamecTBYOMMUMI TUCIUILIHHAMH, (GOPMUPYIOIINMHU HavYalbHBIC 3HAHUS, SBISIOTCS: besomac-
HOCTh ONEPAIMOHHBIX cucTeM, be3onacHocTh ceteit OBM, OpranusanoHHOE U MpaBOBOE OOecreueHHe
MHGOPMAITMOHHON 0€30MaCHOCTH.

[TocnenyromumMu AUCIUTITMHAMH SBIIsItOTCS: [[porpaMMHO-anmapaTHeie cpeAcTBa 3aluThl HHGOP-
MaIHH.

3. TpeGoBaHus K pe3yJbTATAM OCBOCHUS JUCHHUIIMHBI

[Tpouecc n3yueHus: AMCUUILIMHBI HaMpaBjieH Ha (JOPMUPOBAHUE CIEAYIOIIUX KOMIIETEHIUH:

— OK-3 cnocoOHOCTBIO aHAJIM3UPOBAaTh OCHOBHBIE ATAIlbl U 3aKOHOMEPHOCTH HMCTOPHUYECKOTO
pasBuTHa Poccum, ee MECTO U poiib B COBPEMEHHOM MHpE Ui (POPMHUPOBAHUS IPAKIAHCKON MO3UIHUU U
pa3sBUTHS IATPUOTU3MA ;

— TIK-1 ciocoGHOCTBIO BBIMONHATH paObOTHI IO YCTAaHOBKE, HACTPOWKE M OOCIYKMBAHUIO TPO-
IrPaMMHBIX, IPOrPaMMHO-ANNAPaTHBIX (B TOM YHCIE KPUNTOrpapUUECKUX) U TEXHUYECKHUX CPEACTB 3a-
[IATH HTHPOPMAIIHH ;

— TIK-3 crnocoOHOCTBhIO aJIMUHHCTPUPOBATH IMOJCUCTEMBl HH(POPMAIMOHHON O€30macHOCTH
00BbEKTa 3aIUTHI

— TIK-6 cnocoOHOCTBIO MPUHUMATH YYACTHE B OPraHU3ALUHN U MIPOBEICHUH KOHTPOJIBHBIX MPO-
BEPOK paboTOCNIOCOOHOCTH M 3()(HEKTUBHOCTH NPUMEHSIEMbIX IPOrPAMMHBIX, IIPOrPaMMHO-AMNaPATHBIX
U TEXHUYECKUX CPEACTB 3alIUTHI HPOPMALIUH ;

— TIK-10 crmocoOGHOCTBIO MPOBOIUTH aHAIU3 MHPOPMAIMOHHON 0€30MacHOCTH OOBEKTOB M CH-
CTEM Ha COOTBETCTBHE TPEOOBAHUSIM CTaHJIapTOB B 001aCTH HH(GOPMALIMOHHOM O€3011aCHOCTH ;

— IIK-12 cnocoOHOCTBhIO IPUHKUMATh Y4acTHE B IPOBEIEHUU IKCIEPUMEHTAIBHBIX UCCIIEI0BA-
HUI CUCTEMBI 3alUThl UH()OpPMALIUH;

— TIK-13 crmocoOGHOCTBIO MPUHUMATH y4acTre B (POPMUPOBAHNUHN, OPTAaHU30BHIBATH U MOJICPIKH -
BaTh BBITIOJIHEHUE KOMILIEKCa Mep MO o0ecTiedyeHrni0 HH(OPMAIMOHHON 0€30MacHOCTH, YIPaBIAThH PO -
LIECCOM MX pean3alui ;

— TIK-15 crmocoGHOCTRIO OPTaHMW30BBIBATH TEXHOJIOTWYECKHH TPOILECC 3alIUThl MHPOPMAITUH
OTPaHUYEHHOTO JIOCTYIA B COOTBETCTBUU C HOPMATHUBHBIMH MPABOBBIMHU aKTaMU U HOPMATUBHBIMU METO-
IMYecKUMU JokymeHTamu DexepanbHol ciryx0b1 6e3omacHocTH Poccuiickoit denepannn, OenepanbHOiA
CILY>KOBI 110 TEXHUYECKOMY M S3KCIIOPTHOMY KOHTPOJIIO;

B pesynbrare u3ydeHus: IUCHUIUIMHBI 00Y4arOMUNHCs JOKEH:

—  3HATh IPUHIUIbBI OPraHU3alui HHPOPMALMOHHBIX CUCTEM B COOTBETCTBUM C TPEOOBAHUSIMMU
1o 3ammre UH(popMaly; BO3MOXKHOCTH U Ha3HAYE€HHE COBPEMEHHBIX CPEJCTB 3aIlUThl HHPOPMAIUH OT
HECaHKIIMOHUPOBAHHOTO JOCTYIIA.
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—  YMeTb BBINOJHATH pabOTHI 110 YCTAaHOBKE, HACTPOIKE U 0OCITY)KUBAaHHUIO MTPOTPAMMHBIX, MIPO-
IrpaMMHO-AMIMAapaTHBIX CPEICTB 3alIMTHl MH()OPMAIMK; OPraHN30BbIBAaTh TEXHOJOTHUYECKUHN MpPOIecC 3a-
MUTHl UH(GOPMALIMK OrPAaHUYEHHOTO JOCTYNa B COOTBETCTBHM C HOPMATHBHBIMH IIPABOBBIMH aKTaMH U
HOPMAaTHBHBIMH METOAMYECKUMH JOKyMeHTaMu DeepanbHoi ciry)0bl 6e3omacHocTr Poccuiickoit Pene-
pauun, OenepanbHO CITyKOBI 10 TEXHUYECKOMY U SKCIIOPTHOMY KOHTPOJIIO; 3 (PEKTUBHO UCIIOIH30BATH
pas3InYHbIe METOIBI M CPEJICTBA 3alUTHI HH(OpMAIMK Ui KOMIBIOTEPHBIX CETeH; oOecreunBaTh EHTpa-
JM30BaHHOE YIPABJICHHE CPEACTBAMH 3aIUTHl HH(POPMALIMY aBTOMAaTU3UPOBAHHBIX CUCTEM MTPEATIPHUSATHS;
aJIMUHUCTPUPOBATH TOACUCTEMbI HH(OPMALIMOHHOM 0€301MacCHOCTH aBTOMAaTU3UPOBAHHBIX CUCTEM.

—  BJajieTh HaBBIKAMU aHaIN3a MH(OPMAMOHHOHN 0e301macHOCTH OOBEKTOB M CHCTEM Ha COOT-
BETCTBHE TPEOOBAaHMSIM CTaHIAPTOB B 00JacTU MH(POPMAIIMOHHON 0€30MacHOCTH; HABBIKAMH BBISBICHHS
¥ YHUYTO)KCHHSI KOMIIBIOTEPHBIX BUPYCOB; METOAMH U CPEACTBAMHU BBISBIICHUS yIpo3 0€301MacHOCTH aB-
TOMAaTU3UPOBAHHBIM CHCTEMAaM.

4. O6beM IMCUMIJIMHBI M BU/ABI Y4e0HOI padoThI
OO011ast TPyI0EMKOCTb JUCHUIUINHBI cocTaBisieT 4.0 3aUueTHBIX eIMHMIIBI U IIPECTaBIeHa B Ta0Ouu -

%Zgﬁ;ﬁa 4.1 — TpyaoeMKOCTb JUCHUILINHBI

Bunbl yueOHOI nesTENbHOCTH Bcero yacos CemecTpsl

7 cemecTp

AynuTtopHble 3aHATUSA (BCETO) 72 72
Jlexuun 18 18
JlabopaTtopHbie pabOThI 36 36
KoHTposb camocTosTenbHON paboThI (KypCOBOW POEKT / 18 18
KypcoBas paboTa)
CamocTosiTenbHas paboTa (Bcero) 72 72
Brinonnenne KypcoBoro npoekra / KypcoBoi paboThl 36 36
Odopmiierne 0T4eTOB 110 JTabOPaTOPHBIM paboTam 29 29
[IpopaboTka JIEKIIMOHHOTO MaTepuaia 7 7
Bcero (0e3 ax3amena) 144 144
OO6mmast Tpy1I0€MKOCTb, 4 144 144
3aueTHble EquHuIbI 4.0 4.0

5. Conepxxanue QTMCUMILIHHBI

5.1. Pa3gennl IMCOUILIAHBI M BHALI 3AaHATHHA
Paznensl nUCUUIUTMHEI ¥ BUABI 3aHATHN PUBEACHBI B Tabmmie S.1.
Tabmuia 5.1 — Pasgens! fUCHUILIMHEL U BUALI 3aHSITHI

Bcero
Jla6. | KIUKP, Caw, | 13S0B | Popmupyemel
HasBanus pa3nenos QUCHUTIIINHBL Jlek., q (Ge3 e
pab., u q pab., u
9K3aMe | KOMIIETEHIIUN
Ha)
7 cemecTp
1 LlenTpanu3oBaHHOE yIIPaBICHUE CPEI- 4 20 18 14 38 | OK-3, IIK-1,
CTBaMH 3alllUThl HH()OPMALIUU OT HECAHK- IIK-10, ITK-
LMOHUPOBAHHOTO JOCTYIIA B JIOKAJIbHON 12, TIK-13,
CETH. IIK-15, T1IK-3,
[TK-6

2 llenTpann3oBaHHasi ”HBEHTApU3ALIHS 2 4 7 13 |OK-3, IIK-1,
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3aIuTa OT BUPYCOB B

JIOKaJIbHOU CETH.

HUS; yIPaBJICHUE TPYNIIAMU aIMUHUCTPHUPO-
BaHHUs; YIIPABICHUE KIUEHTCKUMHU KOMIIbIO-

PECYPCOB JIOKAJIbLHOU CETH. YaNEHHbBIN [TK-10, ITK-
KOHTPOJIb pa00TOCTIOCOOHOCTH CPEICTB 12, TIK-13,
3aImuThl THQOPMAIMK Ha pabOYuX CTaH- [TK-15, TIK-3,
IUSIX. I1IK-6
3 llenTpanu3oBaHHasl 3alllUTa OT BUPYCOB 4 6 7 17 |OK-3, IIK-1,
B JIOKQJILHOM CETH. IIK-10, ITIK-
12, TIK-13,
[IK-15, TIK-3,
[1K-6
4 [leHTpaIM30BaHHBIA YUYET U yIIpaBie- 4 6 7 17 | OK-3, IIK-1,
HHUE IIPOrPaMMHO-AMIAPATHBIMU CPEJI- I1K-10, ITK-
CTBaMH 3allIUThl UH()OPMALIUH. 12, T1IK-13,
[IK-15, TIK-3,
ITK-6
5 AIMUHHCTPUPOBAHUE U YIIPABIICHUE 0 0 36 36 |OK-3, IIK-1,
CpelCTBaMH 3aIUThl MH(OpPMAIUHU OT He- [TK-10, ITK-
CaHKUMOHUPOBAHHOIO JIOCTYIIA. 12, T1IK-13,
[TK-15, TIK-3,
[1K-6
6 AHaM3 HOPMATUBHBIX TPEOOBAHUI TIO 4 0 1 5 OK-3, IIK-10,
YIIPaBICHUIO CPEACTBAMMU 3aILUTHI UH- IK-15
dhopmanmm
Uroro 3a cemectp 18 36 18 72 144
Hroro 18 36 18 72 144
5.2. Conep:xanue pa3aesioB AMCUMILIMHBI (110 JeKIHIM)
ConepxaHue pa3aenoB JTUCHUIUIMH (110 JIEKIUSAM) IPUBEACHO B Tabmuie 5.2.
Tabmuma 5.2 — Coneprkanue paseiaoB JUCIUIUIAH (TI0 JISKIIHSIM)
Copeprxanue pa3
Haspatis pasienos aep pazznenoB aucuuIuinHbI (Mo | Tpynoemkocts, | Dopmupyembie
JEKIUSM) q KOMIIETCHITUN
7 cemecTp
1 HentpanuzoBannoe |IIpunuunsl noctpoenus C3U “Secret Net”; 4 OK-3, IIK-15
yIpaBIEHUE OCHOBHBIE MEXAaHU3MbI 3alLUTHI; allllapaTHbHIE
CPEICTBaMHM 3alllUThl | CPEACTBA; KOH(PUTYpUPOBAaHUE; AyIUT; MOHU-
nH(pOpMaIUH OT TOPUHT U ONIEPATUBHOE YNPABIICHUE; TOJTHO-
HECAaHKIIMOHUPOBAHHOT | MOYHOE YIIPaBJIEHHUE JOCTYIIOM U KOHTPOJIb
0 JIOCTYMA B JIOKAJILHOM | [I€YaTH.
ceri. Hroro
2 llentpanu3oBanHas | 3HakoMcTBO ¢ uHTepdeiicom «Kb MuBenra- OK-3, TIK-15
MHBEHTapU3aIHs pHU3anus; MOATOTOBKA K MHCTICKIUSIM;
PECYpPCOB JIOKAJIBHOM | MHCIIEKIIUM KOMIIBIOTEPOB; IOJIYyYEHHE OTYE-
ceTH. YanéHHbIN TOB C pe3yJabTaTaMU UHCIIEKTUPOBAHHUS.
KOHTPOJIb Yan€HHbIii KOHTPOIh pabOTOCTIOCOOHOCTH
paboTOCIIOCOOHOCTH | CPENCTB 3aIMThl HH(MOPMAITMK Ha pabounx
CPEICTB 3aIUThI CTaHIIHUSIX.
uH(dOopMaIu Ha Vitoro 2
pabovnx CTaHIUAX.
3 LlenTpanu3oBaHHas | YHOpaBileHUE CEpBEpaMu aJIMUHUCTPHUPOBa- 4 OK-3, IIK-15
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TCpaMu; pa60Ta C OTYCTaMH, CTaTUCTHUKOM.

Hroro
4 TlentpanuzoBanubiii | Haznauenue «SafeNet Authentication OK-3, IIK-15
yUYeT U yIpaBlieHUe Manager»; BO3MOXXHOCTHU; apXUTEKTypa; Ha-
IIPOrpaMMHO- CTPOMKAa; yIIpaBICHUE KU3HEHHBIM LIUKIIOM
anmnapaTHbIMU CPEJICTB ayTeHTU(UKAIIMN; ayTUT HUCTIOIb30-
CPEACTBAMM 3alllUTHl | BaHUS CPEJICTB ayTeHTU(DUKAIIUH.
nH(popMaIuu. Vroro
6 AHanu3 AHanu3 HOpMaTUBHBIX TpeOOBaHUII 110 OK-3, [IK-10,
HOPMaTUBHBIX YIPABJICHHUIO CPEICTBAMM 3aIUTHl HH(pOpMa- IK-15
TpeOoBaHMil 110 uU. AHaIU3 HOPMAaTUBHBIX TPEOOBaHUI
yIpaBICHUIO ®denepalibHO CITy>KOBI IO TEXHUYECKOMY U
CPEICTBaMM 3alllUThl | 3KcropTHOMY KoHTpomo (PCTIK) npu
uHbOopMaIuu obecreyeHnn Mep 6€30MacHOCTH Iepco-

HAIBHBIX JJAHHBIX, B TOCYIAPCTBEHHBIX WH-
dbopMaIMOHHBIX cUcTeMax. AHanu3 Tpebo-
BaHUI 0€3011aCHOCTH K aBTOMaTHU3UPOBaH-
HBIM CUCTEMaM YIPaBIECHUS TEXHOJIOTHYE-
CKMMH IIPOLIECCAMHU.

Hroro

4

Hroro 3a cemectp

18

5.3. Paznenbl JMCUMILVIMHBI M MEKIMCUMIUIMHAPHBIE CBSA3H ¢ 00ecedyuBAKIIMMH (NPeAbl Ty IIUMHU)

U obecneynBaeMbIMH (IOCJIEAYIOUMIUMH) TUCHUIIMHAMHA

Paznmenpl TUCHUIUIMHBI M MEXIUCIUTUTMHAPHBIC CBSI3U C 00ECTICUMBAOIIMMHU (TIPEABIAYIIUMU) U
obecrieunBaeMbIMHU (TTOCIIETYIONTUMHI ) AUCITUTUTMHAMHE TIPEJICTAaBIEHBI B TabmuIe 5.3.
Tabmuua 5.3 — Pa3nenbl AUCHUTUTMHBI M MeXKANCIUITNHAPHBIEC CBSI3U

HawnmenoBanme JUCHUITIINH

No pasaciion HaHHOﬁ AUCHUIUIUHEBI, JJIS1 KOTOPBIX HCO6XOIII/IMO
HN3Y4YCHHUC 06€CHe‘II/IBaIOHII/IX H 00ecIieunBaeMbIX JUCHUITIINH

1 2 3 4 5 6

[IpeamecTByromue JUCUUTIIUHBI
1 be3onacHOCTH ONEpaIMOHHBIX CUCTEM + + + +
2 besonacHocTh ceTtert OBM + + +
3 OpraHu3aiMoHHOE U IPaBOBOE oOec-
nevyeHrne nHGOpMaIMOHHOM 0e30macHo- +
CTH

[Tocnenyromue TUCIUITITUHBI

1 TIporpamMmmHoO-anmapaTHble CpeICTBa . . n . n
3aIHUTHl HHGOPMAITIH

5.4. CooTBeTCTBHE KOMIIETEHIIHIT, (POPMUPYEMBIX NPH U3YYEeHUU THCHHILUIMHBI, 1 BUI0B 3aHSI THIi
CoOTBEeTCTBHE KOMIIETCHIMH, (OPMUPYEMBIX MPH W3YYCHHH ITUCLUIUIMHBI, W BHIOB 3aHATHI
npezcTaBiIeHo B Tabmmie 5.4.
Tabmuua 5.4 — CoOTBETCTBHE KOMIIETECHIUH, (POPMUPYEMBIX MPH U3yYCHHU AUCIUIUTHHBI, U BUJOB 3aHS -

THHN

Komrmieren

Bunnl zanstui

Rl JIek.

JIa6. pa6. | KCP (KII/KP) | Cawm. pab.

®opMBbl KOHTPOJIS
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OK-3 +

KoHCIeKT caMoIoIroToBKH,
3amuTa KypcoBbIX IPOEKTOB
/ KypcOBBIX paboT, 3auéT,
Tect

ITK-1

3amura otyera, OTYET 11O
naboparopHoii pabote, 3a-
IIUTa KYPCOBBIX MTPOEKTOB /
KypcoBbIX pabor, Tect

I1K-3

3amuTa otyera, OTYET MO
nmabopaTtopHoii padbore, 3a-
IIUTa KYPCOBBIX MPOEKTOB /
KypcoBbIX padort, Tect

ITK-6

3amuTa otyera, OTYET MO
nmabopaTtopHoii pabore, 3a-
IIUTa KYPCOBBIX MTPOEKTOB /
KypcoBbIX pabort, Tect

IIK-10 +

KoncnekT caMonoaroToBKH,
3ammTa oTdyera, OTUeT MO
naboparopHoii pabote, 3a-
ITUTa KYPCOBBIX MPOEKTOB /
KYypCOBBIX paboT, 3auér,
Tect

[K-12

3amuTa otyera, OTYET 110
nabopaTtopHoii pabore, 3a-
IIUTa KYPCOBBIX MTPOEKTOB /
KypcOBbIX pabort, Tect

[IK-13

KoHcneKkT camonoAroToBKH,
3amuTa otyera, OTYET MO
nmabopaTtopHoii padbore, 3a-
IIUTa KYPCOBBIX MPOEKTOB /
KypCOBBIX padoT, 3a4érT,
Tect

[IK-15 +

Koncnekr caMonoaroToBkH,
3amuTta otyera, OTYET MO
nmabopaTopHOi padore,
Ornpoc Ha 3aHATUSAX, 3allu-
Ta KypCOBBIX IPOEKTOB /
KYpCOBBIX padoT, 3auéT,
Tect

6. UaTepakTuBHBIE MeTOABI M (OPMBbI OPraHU3ALMHN 00yUEeHHUS
He mpenycmorpeno PVYII

HaumenoBanue nabopaTtopHbIX padoT npuBeneHo B Tabmure 7.1.

7. JIabopaTopHblie padoThI

Tabmuna 7.1 — HammeHoBaHue 1a00paToOpHBIX padoT
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Tpynoemkocts, | Dopmupyembie
HasBanwus pa3zaenos HaunmenoBanue mabopaTtopHbIX padoT Py ’ PMHPY
q KOMITCTCHITHI
7 cemecTp
1 IlenTpanuzoBanHoe |Pasrpannyenue qocTyna K JaHHbIM. Pasrpa- 6 ITK-1, TTK-10,
YIPAaBJICHUE HUYEHHE JocTyna K ycrpoiictBam. KonTposb ITK-12, I1K-13,
7




CpeACTBAMHU 3aITUThI nevyaTtu KOH(QUIECHIINATbHBIX TaHHBIX. IIK-15, I1IK-3,
HE(OpMATKH OT 3aMKHYyTas nporpaMMmHas cpena. Kontposnb 4 IIK-6
HECAHKLMOHUPOBAHHOT | |\ oo
0 JocTyna B
TIOKAJTbHOM CETH. Ayt coObITHI HH(OPMALIMOHHOM Ge3omac- 4

Hoctu B C3U ot HCJ] Secret Net. Pabora co

CBE/ICHUSMHU B )KypHaJIe PErUCTpalU cOObI-

TUH. TEHEBOE KOITUPOBaHUE

OnepatuBHOE yHpaBieHUE 3aIIUIAEMbIMU 6

pabounMM CTAaHLIUAMHU U MOHUTOPHUHT COOBI-

TN UHPOPMAIIMOHHOM O0e30nacHOCTH

Utoro 20
2 llentpanuzoBannas | “Kb MuBentapuzanus’. [IpoBenenue 4 IIK-1, TIK-15
WHBEHTApU3aLHs MHCIICKIIUN U y4eT U3MEHEHHUH KOH(pUrypa-
PECYPCOB JIOKAJIBHON | [IUU 3AIIMIAEMBIX pa0OUYMX CTaHIIHM.
ceTu. YanéHHbIN Hroro 4
KOHTPOJIb
paboTocrnocoOHOCTH
CPENICTB 3aLIUThI
uHpOpMaLIUU HA
pabounx CTaHLIHUAX.
3 lleHTpanu3oBaHHas | YHOpaBJICEHHE CEPBEPAMH aJIMUHUCTPUPOBA- 6 ITK-1, TTK-10,
3amurTa ot BUpycoB B |HuA "Kaspersky Security Center" [TK-12, I1K-13,
JIOKaJIbHOM CETH. Hroro 6 IIK-15, I1IK-3,

ITK-6

4 llenTpayiM30BaHHBIA | YTIPABJICHHE )KU3HEHHBIM IIUKIIOM CPEICTB 6 [TK-1, TTK-10,
y4eT U yIPABJICHUE ayrentudukanuu eToken ¢ moMorso ITK-12, I1K-13,
MIPOrpaMMHO- Safenet Authentication Manager. [1K-15, T1K-3,
anmnapaTHbIMU Wroro 6 I1K-6
CPEICTBaMHU 3alUTHI
uHpopMaLnu.
Hroro 3a cemectp 36

Tabimie 9.1.

8. [IpakTHyeckue 3aHATHS (CEMUHAPBHI)
He npenycmotrpeno PVYII.

9. CamocrosiTesqibHasi padoTa
Bunel camocrosTensHOM paboThl, TPYIOEMKOCTh U (pOpMHUpyeMble KOMIIETEHITMH TPEICTaBIECHbI B

Tabmuua 9.1 — Bussl caMoCTOATENBHON pabOThI, TPYIOEMKOCTh M JOPMHUPYEMbIE KOMIIETEHIINN

Bungpl camocrosarensHoi | TpygoemkocTs, | Dopmupyemelie

HasBanns paznenos a 2 ’ pMHPY @OpMBI KOHTPOJIA
paboThI q KOMITIETEHI[A
7 cemecTp

1 [IpopaboTka JIEeKITMOHHO- 3 OK-3, IIK-13, |3auér, 3amura otue-
LlenTpanu3zoBaHHoOE |TO Marepuaia IIK-15, I[IK-1, | Tta, Koncmekt camo-
YIIPaBJIEHHAE OdopMITeHIe 0TIETOB 10 11 gﬁ-;ohlg(é 12, noz[ro6TOBKH, OTquT
CpelCcTBaMU AGOPATOPHBIM PAGOTaM -3, IIK- 10 J1abopaTopHO
3aIUThI pabote, Tect
nHpOpPMaLUHU OT Hroro 14
HECAHKIIMOHUPOBAH
HOTO JI0CTyNa B
JIOKaJIbHOU CETH.
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2 [TpopaboTka JIEKITMOHHO- 1 IIK-15, IIK-1, |3auét, 3ammura oTde-

LlenTpanu3zoBanHas |ro Marepualia IIK-10, IIK-12, |Ta, Koncnekr camo-

MHBEHTapHU3aIus OQOPMICHHE OTUETOR 110 6 gi—? , IIK-3, | 1moaroToBkwH, %npoc

pecypeos AGOPATOPHBIM PAGOTaM - Ha 3aHATHAX, OTdeT

JTIOKAJIbHOU CETH. 1o J1abopaTopHO

VYnanéuusit Hroro 7 pabore, Tect

KOHTPOJIb

paboTocrnocoOHOCT

U CPEJICTB 3aIUThI

uHpOpMaIK Ha

pabouMX CTAHIIMSIX.

3 [TpopaboTka JTeKIHOHHO- 1 IIK-15, [IK-1, |3auér, 3amura oT4e-

LlenTpanu3zoBanHas |ro Marepualna IIK-10, ITK-12, |Ta, Koncnekr camo-

3aluTa oT BUI/IPYCOB OQOPMIEHHE OTUETOR M0 6 gﬁ-?, IIK-3, HOI[FOgOBKI/I, OTqveT

B JIOKQIbHOM CeTH. | = pATOPHBIM PAGOTAM - 110 J1abopaTopHO

pabote, Tect

Uroro 7

4 [TpopaboTka JTeKIIHMOHHO- 1 IIK-15, IIK-1, |3auéT, 3ammra oTde-

LlenTpanu3oBaHHbIM | TO MaTepuana IIK-10, ITK-12, |Ta, Koncnekr camo-

YUeT U YHpaBJIeHHe | (OpMIICHHE OTHETOB 110 6 glé-él [1K-3, HOI[FOgOBKI/I, OTqveT

IPOrpPaMMHO- 11aGOPATOPHBIM PAGOTaM - 1o J1abopaTopHO

anmapaTHbIMU pabore, Tect

CpelICTBaMH Hroro 7

3aIUTHI

uHdOopMaIuu.

5 BrinonHenne KypcoBoro 36 OK-3, IIK-1, 3ammra KypcoBbIX

AJIMUHHCTPUPOBAH |IPOEKTa / KypCOBOH pa- ITK-10, TIK-12, |mpoekToB / Kypco-

Y€ U yTpaBlieHUE 0OOTBI [TK-13, T1K-15, |BBIX pador, Tect

cpeAcTBaMHU Wroro 36 IIK-3, IIK-6

3aIUTHI

uH(dOpMaITH OT

HECAHKIIMOHUPOBAH

HOTO JIOCTYTIA.

6 Ananms [TpopaboTka JIeKITMOHHO- 1 [K-10, TIK-15 |3auét, Koncnekr

HOPMaTUBHBIX ro Marepuana CaMOTIOJITOTOBKH,

TpeOoBaHMil o Hroro 1 Tect

yIpaBICHUIO

CpelncTBaMHu

3aIIUThI

nH(popMauu

Hroro 3a cemectp 72

Hroro 72

COBOTO MPOEKTa / KypcoBOM paboThl pencTapieHbl Tadmuie 10.1.

10. KypcoBoii npoekT / kypcoBasi padota
TpynoeMKoCTh ayAIMTOPHBIX 3aHATUN U POpPMUpYyeMble KOMIETEHIIMH B paMKaX BBITIOJIHEHUS Kyp-

Ta6muma 10.1 — TpynoeMKocTh ayIMTOPHBIX 3aHATUN U (OPMUpPYEMbIe KOMIIETEHIIMY B PAMKaxX BBIIIOJIHE -
HUSI KypCOBOTO ITPOEKTa / KypcOBOM paboThI

HanmenoBanue ayquTOpHBIX 3aHATUI

9

TpynoeMKocCTb,

dopmupyemslie
KOMIIETCHLIUU
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7 cemecTp

Boinonnenue KypcoBoi paboTel Ha TeMY “AMUHUCTPUPOBAHUE U 18
ynpasnenue C3U ot HC/] Secret Net”. CoBMeCTHO ¢ pyKOBOIU-
TEJIEM BO3MOKEH BBIOOP APYroi TEMbI KypCOBOM pabOThI, OJHAKO
HEOOXOIMMBIM SIBJII€TCS YCIIOBHE IPUMEHEHHS B PAMKax KypCOBOH
paboThl cpeacTBa 3alMThl HHPOPMALUU OT HECAHKIIMOHUPOBAHHO-
'O JIOCTYIIA B JIOKAJILHOM CETH ¢ IPUMEHEHUEM BbIIAHHBIX MIPETo-
JlaBaTesieM BUPTYaJIbHBIX MAIIMH U BBHITIOJTHEHUE TpeOOBaHUH 3a/1a-

HHUA 110 BApHUAHTY.

OK-3, TIK-1, TTK-
10, TTK-12, TTK-
13, TIK-15, TIK-3,
TK-6

Hroro 3a cemectp 18

10.1. TembI KypCOBBIX IPOEKTOB / KYPCOBBIX padoT
[TpumepHas TeMaTHKa KypCOBBIX IPOEKTOB / KYpCOBBIX paloT:

— Tema kypcoBoit pabotsl: "AamunuctpupoBanue u ynpasienue C3UM or HCJ[ Secret Net".
KypcoBas pabGota BbimosnHsieTcst o BapuaHTaMm. [Ipu skenaHuu cTyleHTa BO3MOXKHA 3aMEHa Ha JIpyroe

C3U ot HCII.

11. PeiiTuHroBasi cucremMa JJisi OEHKH yCIIeBAeMOCTH 00y4arouXxcst

11.1. banabHble OLIEHKH /JIsl 3JIEMEHTOB KOHTPOJIA
Tabmuna 11.1 — bayutbHBIC OIICHKH IS 2JIEMEHTOB KOHTPOJIS

. . MaxkcuManbHbI
. MakcumanbHbIN MakcumanbHbIN
DneMeHThl y4eOHOM 0aJut 3a mepuos Bcero 3a
Oamn Ha 1-yto KT ¢ |  0am 3a nepuoa
NEeSATENbHOCTH mexny 2KT u Ha ceMecTp
Hayana cemectpa | Mmexay 1KT u 2KT
KOHEI[ ceMecTpa
7 cemecTp
3auér 20 20
3amuTa oT4eTa 15 15 15 45
Koncnekr camonoaroros- 5 5 10
KH
Otuet no nabopaTopHOii 5 5 5 15
pabote
Tect 10 10
Hrtoro makcumyM 3a nepu- 20 25 55 100
on
Hapacraromum ntorom 20 45 100 100
11.2. Ilepecyer 0a/1710B B OLICHKH 32 KOHTPOJIbHbIE TOYKH
[TepecueT OanioB B OLIGHKH 32 KOHTPOJIbHBIE TOUKH MIPE/ICTaBiIeH B Tabmuie 11.2.
Tabmuma 11.2 — Ilepecuer 6aJT0B B OIICHKH 32 KOHTPOJIbHBIE TOUKH
Bamibl Ha 1aTy KOHTPOJIBHON TOYKHU OneHka
> 90% ot MakcuManbHOU cyMMBbI OamioB Ha gaty KT 5
Ot 70% 1o 89% ot MakcuMaabHOM cymMMbl OaisioB Ha naty KT 4
Ot 60% 110 69% oT MakcuMaIbLHOM CyMMBI OaiToB Ha aaty KT 3
< 60% oT MakcuMaabHOU cyMMbI OauioB Ha naty KT 2

11.3. IlepecyeT cyMMbI 02/1710B B TPAAULHOHHYIO M MEKITYHAPOIHYIO OLEHKY
[Tepecuer cymmMbl OajioB B TPAAMLIMOHHYIO U MEXYHApOIHYIO OLIEHKY NPEJCTABIEH B TabauLe

11.3.
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Ta6muma 11.3 — IlepecueT cyMMbl 0aJIJI0B B TPAAMLIMOHHYIO U MEXKTYHAPOIHYIO OIICHKY

Hrorosas cymma 0asios,

Onenka (I'OC) YYHUTBIBACT YCTEIIHO CAaHHBIN Onenka (ECTS)

9K3aMeH

5 (OTIMYHO) (3a4TEHO) 90 -100 A (oTIIMYHO)
85 -89 B (o4enp xoporio)

4 (xopor1o) (3a4TeHO) 75 - 84 C (xoporo)
70 - 74
65 - 69 D (ynoBneTBOpHUTENIBHO)

3 (YZIOBJIETBOPUTEIHHO) (3aYTEHO) 60 - 64 E (HocpereTaerio)
2 (seynOBICTBOPHTENSHO) (HE Hwxe 60 6ainos F (HeynoBIETBOPUTENBHO)

3a4TEHO)

12. YueOHO-MeTOAUYecKOe U MHGOPMANIMOHHOE 00ecTieYeHrue TUCIHIIINHBI

12.1. OcHoBHas1 JIMTEpaTypa
1. JHessuun, I1. H. Monenn 6e30macHOCTH KOMITBIOTEPHBIX CHCTEM. YTIpaBJICHHE JOCTYIIOM M
MH(POPMALMOHHBIMU TOTOKaMU [DJIeKTpOHHBIN pecypc]: yueoHoe nocobue / [1. H. [leBsuun. — 2-e usm.,
ucnp. u gon. — MockBa : lopsuas munHus-Tenekom, 2017. — 338 c. — Pexum nocryna:
https://e.lanbook.com/book/111049 (mara o6pamenus: 10.03.2021).

12.2. lonostHUTEILHAS JIATEPATypa

1. ®owmun, [[. B. UnpopmanmonHas 6€30macHOCTh U 3amuTa HHGOPMAIUK [ DJIEKTPOHHBIN pe-
cypc|: cnenuaau3upoBaHHBIE aTTECTOBAHHBIC MPOTPAMMHBIE M MPOTPaMMHO-aNapaTHbIE CPEJCTBA : Me-
tonuueckue ykasanus / J{. B. ®omun. — bnarosemenck : AmI'Y, 2017. — 240 c¢. — Pexum mgoctyma:
https://e.lanbook.com/book/156494 (nara o6pamenus: 10.03.2021).

2. Epwmakosa, A. FO. MeTozapl u cpencTBa 3aluThl KOMIIBIOTEPHOU HHMOPMAIUK [ DIECKTPOHHBIN
pecypc]: yae6Hoe mocobue / A. FO. EpmakoBa. — Mocksa : PTY MUPDA, 2020. — 223 ¢. — Pexum 10-
cryma: https://e.lanbook.com/book/163844 (nara oopamenus: 10.03.2021).

12.3. YueOHO-MeTOAUYECKHE MTOCOOUH

12.3.1. O6s3aTesibHbIE YUeOHO-MeTOAHuYEeCKH e MOCO0Uus
1. JlaGopaTopHbIii MPAaKTUKyM IO JAUCHUIUIMHE “YTNpaBieHHWE CPeICTBaMH 3aIlIUThl MH(pOpMa-
mun” / Paxmanenko W.A. - 2021. - 103 c. [DnexrtpoHHslli pecypc]: — Pexum moctyma:
https://disk.fb.tusur.ru/information_security management/laboratory work.pdf  (mara oOparnieHus:
10.03.2021).
2. Meroanueckue yka3zaHUs 10 BBIIOJHEHHS] KypcOBOM palOThl IO AMCLUUILIMHE "YHpaBieHHe
CpeICTBaMHM 3aIuThl HHpopMaruu'" s ctyaeHToB crenuansaocteid 10.03.01, 10.05.02, 10.05.03 / Pax-

manenko M.A. - 2019. - 7 c¢. [OnektponHwlii  pecypc]: — Pexum  nmocryna:
https://disk.fb.tusur.ru/information_security management/course_work.pdf (mara oOparieHus:
10.03.2021).

3. Meroauueckue ykazaHUsi K CAMOCTOSITEIbHONH M WHAMBHIYalbHOW paboTe MO JAHMCIUILINHE
"VrpasieHnue cpernctBamu 3amuTel nHGopmanuu" / Paxmanenko ULA. - 2021. - 6 c¢. [D7eKTpOHHBIN pe-
cypc]: — Pexum JloCTyna:
https://disk.fb.tusur.ru/information_security management/independent work.pdf  (mara  oOpamienus:
10.03.2021).

12.3.2. Y4yeOHO-MeTOAMYECKHE OCOOUS IJIsI JIUI] C OTPAHUYEHHBIMH BO3MOKHOCTSMHU 310POBbS U
UHBAJU/I0B
Y4eOHO-MeTOIMUECKUE MaTepHalibl Il CAMOCTOSTENIbHOM M ayAUTOPHOM paboThl 00ydaromuxcs
H3 49ucJia Ji ¢ OrpaHUYCHHBIMU BO3MOXKHOCTAMU 340POBbA U MHBAJIMIOB IPCAOCTABIISIIOTCA B (popMax,
aJaNTHPOBAHHBIX K OTPAHUYEHUSIM UX 3/I0POBbS U BOCTIPUATHUS UHPOPMAIIIH.
Jlaist InI ¢ HApYIIeHUSIMU 3PeHUsI:
- B (hopMe AJIEKTPOHHOTO IOKYMEHTA;
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- B IIeYaTHOW (hopMe YBEITMUECHHBIM HIPHUPTOM.

JL1s1 JIMI ¢ HApYIIEHUSIMM CJIyXa:

- B ()OpME IITEKTPOHHOTO JIOKYMEHTA;

- B Ie4aTHOU hopme.

JI1s1 1M1 ¢ HApYIIEHUSIMM ONIOPHO-ABUTaTe/ILHOI0 annapara:
— B (hOpMe DITEKTPOHHOTO JIOKYMEHTA;

- B Ie4aTHoOU hopme.

12.4. IIpo¢peccunonaibHbie 0a3bl JaHHBIX H HH(GOPMALMOHHBIE CIPABOYHBIE CHCTEMbI

1. TocymapcTBeHHBIM peecTp  CepTU(PHUIIMPOBAHHBIX  CPEICTB  3alIUTBI  HH(POPMAIIUHU:
https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty-po-sertifikatsii/1 53-sistema-
sertifikatsii/591-gosudarstvennyj-reestr-sertifitsirovannykh-sredstv-zashchity-informatsii-n-ross-ru-0001-
01b100

2. HudopmammonHo-nouckoBsie cuctrembl Google; Wikipedia.

3. HudopmanuonHsle, CIpaBOYHbIC U HOpPMAaTUBHBIE 0a3bl TAHHBIX
https://lib.tusur.ru/ru/resursy/bazy-dannyh

13. MartepuajibHO-TEXHUYECKOE o0ecnedyeHue TMCIUILINHBI U TPpedyeMoe MporpaMMHoe
o0ecneueHmne

13.1. O01ue TpeOOBaAHUA K MATEPUAIBLHO-TEXHUYECKOMY U IIPOrPAMMHOMY 00ecrie4eHnI0
AUCHHUILIMHBI

13.1.1. MaTepuaJbHO-TEXHHYECKOE H IPOrPaMMHoOe o0ecnedyeHne ISl JICKIIMOHHbBIX 3aHATHH
Jlns mpoBeieHus 3aHATUH JIEKIIMOHHOTO TUIIA, TPYIIIOBBIX M MHIAWBUYaIbHBIX KOHCYJAbTALUH, TE-
KYILIEr0 KOHTPOJISL U MPOMEXKYTOUHON aTTECTALMU UCTIONb3YyeTcs yueOHasi ayTUTOpUs ¢ KOTUUYECTBOM I10-
CaJIOuYHBIX MeCT He MeHee 22-24, 000pyaoBaHHAs TOCKOM W CTaHAApTHOW ydeOHO# mebenbro. Mmerorces
JIEMOHCTpaIMOHHOE 000pyI0BaHNUE U yU4eOHO-HAITIIIHBIE TOCOOMs, 00eCcIeunBaloIIie TeMaTHIeCKUe Uil -
JIIOCTPALIMHU 10 JIEKLMOHHBIM pa3jieiaM JTUCIUIUINHBI.

13.1.2. MaTepuaIbHO-TEXHHYECKOE U MPOrpaMMHOe odecreyeHue 15 JJa0opaTopHbIX padoT
Jlaboparopust mporpaMMHO-aNmnapaTHbIX CPEACTB obecredeHns nHHOPMaIMOHHON 06e30MacCHOCTH
yueOHast ayuTOpusl ISl IPOBECHHS 3aHITUI PAKTUYECKOTO THIA, yueOHast ayIuTOpHUs ISl TIPO-
BEJICHUS 3aHITHI 1a00paTOPHOTO THUMA

634045, Tomckast obnacts, T. Tomck, yn. KpacHoapmetickas, 1. 146, 405 ayn.

Ornucanune UMeroIerocs 000pyI10BaHUS:

- Mono6mok: Asus V222GAK-BAO021D: Intel J5005/ DDR4 4G/ 500Gb/ WiFi / Mpiis/ knaBuaty -
pa (30mr.);

- Kommerorep: DEPO Neos DF226/ 13-7100/ DDR4 8G/ XKectkuit nuck 500G/ MblIb/ KiIaBHaTy-
pa/ MOHHUTOD;

- AnmmapatHsle cpecTBa ayreHTH(GUKanuu moss3oBarens «eToken Proy;

- [IporpammHo-anmapatHblii komiuieke 3amuTsl nHbGopmarmu: [IAK ViPNet Coordinator HW100
C 4.x, ITAK ViPNet Coordinator HW 1000 4.x, ITAK Akkop;

Crenapl A1 U3y4eHUs IPOBOIHBIX M OECIIPOBOIHBIX KOMITBIOTEPHBIX CETEH, BKIIIOUAIOIIHE:

- aDOHEHCKHE yCTPOUCTBA: KOMIIBIOTEPHI SuperMicro;

- kommyTtatopsl: Mikrotik CRS125-24G-1S-IN; Mikrotik RouterBoard 1100;

- mapuipytuzatopsl: Cisco 891-K9, Cisco C881-V-K9, Check Point CPAP-SG1200R-NGFW;

- Cpe/cTBa aHaIM3a CEeTeBOro Tpaduka v yriayOJeHHOW MPOBEPKU CETEBBIX MAKETOB: aHAIU3aToOP
tpaduxa Wireshark, nuctpubyrus Kali Linux;

- mexceteBbie 3kpanbl: UKC Lite, Positive Technologies Application Firewall Education, CISCO
ASA 5505, MD B cocraBe mapmipytu3atopa Check Point CPAP-SG1200R-NGFW;

- cucTeMbl OOHapY)KEeHHUsI KOMIBbIOTEpHBIX aTak: Snort, Suricata, COB B cocTaBe MapuipyTusatopa
Check Point CPAP-SG1200R-NGFW;

- Touku pocrtyna: D-link dwl3600ap;

- CUCTEMBI 3alIUThI OT yT€UKH JaHHbIX: KoHTYyp nHpopManmonHoii 6e3onacHoct SearchInform;

- CpeICcTBa MOHHMTOPUHTA COCTOSHHUS aBTOMATH3UPOBAHHBIX CHCTEM: CHCTEMa MOHHUTOPHHTA
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Zabbix;

- CpeAcTBa CKAaHUPOBAHMS 3alIMICHHOCTH KOMIIBIOTEPHBIX CeTel: cKaHep Oe3omacHocTH Xspider
Education, cuctema ananu3sa 3amuieHHocTH ceti MaxPatrol Education.

VYcrpoiicTBa UTEHHSI CMapT-KapT M PaJUOMETOK: AJanTep KOMIBIOTEPHBIA ISl CUUTBHIBAHUSA U
nepenaun B [1K cepuitHbIX HOMEpOB OECKOHTAKTHBIX HeHTH(puKaTtopoB IronLogic Z-2 USB;

- KommuiekT cnenuann3upoBaHHON yueOHOM MeOen;

- PaGouee mecto mpenogaBarens.

[TporpamMHOe obecrieueHue:

— Kaspersky endpoint security

— Microsoft Windows 10

— VirtualBox

AymuTopusi MOACTUPOBAHUS, TPOSKTUPOBAHUS U IKCIUTYaTallMd WHPOPMAITMOHHBIX W aHATUTHYC -
CKUX CHUCTEM

yueOHast ayTuTOpHsl ISl IPOBEACHHUSI 3aHATHI MPAKTUYECKOTO TUTIA, YIeOHAsT ayIUuTOPHS IS TIPO -
BEJICHUS 3aHITHH JIAOOPATOPHOTO THUTIA

634045, Tomckast obnacts, T. Tomck, yi. KpacHoapmetickas, 1. 146, 407 ayz.

Onwucanue uMeronierocst 000pyIoBaHuU:

- Mono6mok Asus V222GAK-BA021D: IntelJ5005/ DDR44G / 500Gb/ WiFi / mpitib/ ki1aBuatypa
(10mT.);

- Kommutekt crienmanusupoBanHoi yueOHOW Mebenu;

- PaGouee mecTo mpemnoaBares.

[IporpamMmMHoe obecnieueHue:

— Kaspersky endpoint security
KasperskySecurityCenter
Microsoft Windows 10
— VirtualBox

13.1.3. MarepuajibHO-TEXHMYECKOE M IPOTPAaMMHOe o0ecrevyeHne I CAMOCTOATEIbHOI padoThI
s caMoCTOSATEIbHOM PabOThl MCIOJIB3YIOTCS yYE€OHBIE ayIUTOPUU (KOMIBIOTEPHBIE KIIacChl),
PaCIOJIOKEHHBIE TI0 aJIpecaM:
- 634050, Tomckast o6macTh, r. ToMmck, Jlennna mpocnexr, a. 40, 233 ayn.;
- 634045, Tomckast obnacTs, I. Tomck, yin. Kpacnoapmeiickas, 1. 146, 201 ayn.;
- 634034, Tomckast obmacTh, 1. ToMck, Bepmmanna ymuna, 1. 47, 126 ayn.;
- 634034, Tomckast 06nacTh, r. Tomck, Bepmmnauna ynuua, 1. 74, 207 ayz.

CocTtaB 060pyI0OBaHHS:

- yueOHast MmebOerb;

- koMnbroTepsl Ki1acca He Hmwke [IDBM INTEL Celeron D336 2.8 T1. - 5 miT.;

- KOMIBIOTEPHI MOIKIIOUEHB! K ceTH «/HTepHeT» M 00ecneynBaroT IOCTYI B AJICKTPOHHYIO WH-
(dopmManmoHHO-00pa30BaTEIbHYIO CPEAY YHUBEPCUTETA.

[lepeyeHp MPOrpaMMHOTO OOECTICUCHUSI:

- Microsoft Windows;

- OpenOffice;

- Kaspersky Endpoint Security 10 ayis Windows;
- 7-Zip;

- Google Chrome.

13.2. MaTepI/IaJILHO-TeXHI/I‘IeCKOC o0ecneyeHue AUCHUIIVIMHBI JI JIMI ¢ OrPAHUYC€HHBIMH
BO3MOKHOCTAMMU 310POBbSI U HHBAJIU10B
OcBoeHHE JUCHUIUIMHEBL JIMOaMU C OTPaHUYCHHBIMU BO3MOXHOCTAMHU 3J0POBbA WU WMHBAJIWIAMU
OCYHICCTBIACTCA C UCITIOJIb30BAHUEM CPCACTB O6y‘leHI/I$I 06IH€FO H CIICHMUAJIBHOI'O Ha3HAYCHU .
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[Tpu 3aHATHAX ¢ O0YYAIOUIMMHUCS ¢ HAPYIIEHUSAMH CJIYXa MPeyCMOTPEHO UCIIOJIb30BaHUE 3BYKO-
YCUJIMBAIOLLEH anmapaTypbl, MyJIbTUMEAUUHBIX CPEJICTB U APYTUX TEXHUUYECKUX CPEACTB Mpuema/mepesa-
4yi y4yeOHOM nHpOPMALIUU B TOCTYIHBIX (hopMax, MOOMIIBHOM CHCTEMBI MTPEToiaBaHus il 00YJatOLTIXCsI
C MHBAJIMIHOCTHIO, TOPTATUBHON MHIYKIIMOHHON CUCTEMBI. Y4eOHasl aymuTOpUs, B KOTOPOUM 3aHUMAIOTCS
oOyyarolyecsi ¢ HapylIEHHEM CllyXa, 000OpYy/lI0BaHA KOMITBIOTEPHOM TEXHHMKOM, ayAMOTEXHUKOH, BUICO-
TEXHUKOMU, AJIEKTPOHHOM JOCKOH, MYJIbTUMEIUIHON CUCTEMOM.

[Tpu 3aHATHAX C OOYYAIOUIMMHUCS ¢ HAPYILIEHUSIMH 3PEeHUSIMH TIPEIYCMOTPEHO HCIIOJIb30BAHKE B
JICKIMOHHBIX U YU€OHBIX ayJUTOPUAX BO3MOXKHOCTH MPOCMOTPa yAaJIEHHBIX O0BEKTOB (Hampumep, TeKCTa
Ha JIOCKE WM CJIaiiia Ha SKpaHe) P MOMOIIM BUACOYBEINIUTENEH A1 KOM(POPTHOTO IPOCMOTPA.

[Tpu 3aHATHAX C 00YyYaIOIIUMUCS ¢ HAPYLIEHUSIMH ONOPHO-ABUIaTeIbHOIO aNnapara UCIOJb-
3yIOTCS aJbTePHATUBHBIC YCTPOHCTBA BBO/IA MH(OPMAIIMK U IpYTHE TEXHUUECKUE CPENICTBA ITpreMa/epe-
Jnaqnd yaeOHOM MHGOpMaIUKA B JOCTYIHBIX (popmMax, MOOMIIBHOW CUCTEMbI OOYYCHUS JJIs JIFO/ICH C MHBA-
JUIHOCTBIO.

14. OIIeHO‘lHLIe MaTepHuajJabl  METOAUYIECCKUE PEKOMEHIAUHU MO OPraHu3alluv U3yYCHUA
AUCHHUITINHBbI

14.1. Couepmalme OLICHOYHBIX MATCPHAJIOB U METOANIECCKUEC PEKOMECHAAIIUH
I[J'ISI OLCHKHU CTCIICHU C(bOpMI/IpOBaHHOCTI/I N YPOBHs OCBOCHHUA 3aKPCIIJICHHBIX 3a HHCHHHHHHOﬁ
KOMITCTCHITHUM HCIIOJIB3YIOTCA OLCHOYHBIC MaTCpHUaJibl B COCTABE!

14.1.1. TecToBbIe 3a7aHUA

1. Kaxko#t n3 MmeTonoB KOHTpoJIs 1ienocTHocTH (paitioB orcyreTByeT B C3U ot HCJI Secret Net?

a) Kontpoinb copepxumMoro

b) Konrposns arpubyroB

¢) KoHTposb CaHKITMOHMPOBAHHBIX H3MEHEHUI

d) KonTpoms cymecTBoBaHus

2. JIns yero npegHa3HadeHa MporpaMMa OnepaTUBHOTO ynpasieHus Secret Net?

a) Jlns 3amuTel KOHQUASHINATBLHOW HHPOPMAITUI

b) ns uneHTuduKanum 1 ayreHTUGHUKAIMK Toab30BaTesnel 1o 3arpy3ku OC

¢) st neHTpain30BaHHOTO YIPABICHUS 3aIUIAEMbIMU KOMITbIOTEpaAMH

d) J1st KOHTPOJIsE BEIBOJIA KOH(UACHIMAIBHON HHPOPMALIUU

3. HazoBuTe 0MH U3 peKUMOB pabOThI MPOTrPaMMBbl ONIEPaTUBHOTO ynpasieHus Secret Net?

a) PexxuM yrmpaBneHus 3aIUTHBIMA MEXaHU3MaMHU

b) Pexxum unentudukanuu u ayreHTuuKaluy nojab3oBarenei

¢) PexxuM MOHUTOPUHTA U ONEPATUBHOTO YIPABICHUS

d) Pexxum anmapatHoi GIIOKHPOBKH 3aIIMILIAEMOTO KOMITbIOTEPA

4. BeibepuTe TUIIOBBIE 33/1a41 aIMUHHCTpaTopa 0€30MacHOCTH, JUIsl BhIOIHEHUs KoTopeix HE uc-
MOJIb3yeTCs MPOrpaMMa OlepaTUBHOIO yIipaBieHus Secret Net B pexxrMe KOHPUTypUPOBAHUS:

a) PenaktupoBanue CTpyKTyphl ONIEPaTUBHOTO YIPaBICHUS

b) Hactpoiika mapameTpoB cOOpa JTOKAIbHBIX KYPHAIOB

¢) KonTponnpoBanne cocTOsIHUS 3aIIUIEHHOCTH CUCTEMBI

d) Hactpoiika napaMeTpoB ceTeBbIX COeTMHEHUI

5. Ilepeuncnure TUMOBBIE 33Jaul aIMUHHCTpaTOpa 0€30MaCHOCTH, ISl BBITIOJIHEHHS KOTOPBIX UC-
MOJIb3YeTCs MPOrpaMMa ONEPATUBHOTO YIIPABJICHUS B PEXKUME YIPABICHHUS.

a) KonTponupoBaHue U OMOBELICHUE O MPOU3OMIEANINX COOBITUAX HECAHKIIMOHHMPOBAHHOTO JI0-
cTymna

b) KonTposimpoBanue TeKyIIero COCTOSHUS 3alUIIAEMbIX KOMITBIOTEPOB

¢) Hactpotika moutoBoii pacceliku yBeaomieHni o cooprtusix HCJI

d) BoimonHenue AeHCTBUIM C 3aIIMIIIAEMbIMUA KOMITBIOTEpAMH TP BOZHUKHOBEHUH yrpo3 i 0e3-
OMACHOCTHU CHCTEMBbI

6. lns uero HeoOxoaumo kButupoBanue codbiTuii HC/I B cucteme Secret Net?

a) Jlns ycrpanenns nocnenctud HCJJ

b) dns npenorspamenust HCJI B Oyayiem

¢) Jns duxcamuu peakimu agMmuHucTpaTopa 6e3omacHoct Ha coosrtre HCJL

d) dns ynanenust coosituss HCJI u3 s)xypHanioB aynuta
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7. Kakoii u3 MeXaHU3MOB YIQJICHHOTO YIPAaBJICHUS 3aIIUIAEMbIM KOMITBIOTEPOM HE peaTnu30BaH B
Kaspersky Security Center?

a) YianeHHasi yCTaHOBKA MPUIIOKEHUN

b) Ynanennas nepes3arpyska 3amiinaeMoro KOMIboTepa

¢) YnaneHHbI KOHTPOJIb LIETOCTHOCTH HH(OPMAIIMK OTPAaHUYEHHOTO JI0CTyIa

d) YmaneHHoe ynpaBiieHHE HaCTPOMKaMU aHTUBHUPYCa

8. Kakue BO3MOXXHOCTH ympaBieHus amnmapatHeiMu uaeHtudukaropamu eToken HE mpenocras-
nsiet Safenet Authentication Manager?

a) O6noBenue conepxkumoro eToken

b) Ob6cmyxuBaHue 3aTPOCOB Ha pa30I0kupoBKyY eToken

c¢) UzBneuenue kiroueit mmdposanus u3 mamsata eToken

d) CamoctosarensHas peructpanus e Token monp3oBatenem Ha otaensHoM WEB-caiite

9. Kaxkoii 13 BapHaHTOB OTBETa HE OTHOCUTCS K BOBMOXKHOCTSIM LIEHTPAJIM30BAHHOTO ay[uTa COObI-
TUH, CBA3aHHBIX C HH()OPMAIIMOHHON 0€30MacHOCTHIO B JIOKAIBHOM CETH OpPraHu3allii ¢ IOMOIIBIO MPO-
rpaMMbl ONIEPATUBHOTO yrpasieHus Secret Net?

a) KonTponnpoBanue cocTOSHUS 3aIIUIIEHHOCTH CUCTEMBI

b) Onpenenenue 006CTOATEIHCTB, KOTOPBIC MPUBEIH K U3MEHEHUIO COCTOSIHHSI 3alTUIIEHHOCTH CH-
crembl i K HC/|

¢) Hactpoiika koH(UTYpallMOHHBIX TAPAMETPOB CEPBEPOB OE30MACHOCTH U areHTOB

d) BrisiBienue npuunH NpOU30IIEIINX U3MEHEHUI COCTOSHUS 3aIMIEHHOCTH CUCTEMBI

10. Kaxkoii u3 BapuaHTOB OTBETOB HE HCIIOJIL3YETCSI ITIsl OTIEPATUBHOTO M3BEIICHHS a[MUHUCTPATO-
pa 6e30MacHOCTH O COOBITUSX HECAaHKLIHOHHUPOBAHHOIO JOCTyMa B MPOTPaMME ONEPATUBHOTO YIIpaBiie-
Hus Secret Net

a) BuzyansHoe orobpaxenue HCJl Ha muarpamme yrpaBiaeHuUs

b) [TucbMoO Ha AIEKTPOHHYIO MOYTY aJAMUHUCTPATOPy OE30MACHOCTH

¢) YeenomiieHue Ha TenedoH agMuHUcTpaTopa 6e3omacHocTr mo SMS

d) 3ByKoBO€ yBeZJOMIIEHUE B ITPOrpaMMe OTIEPaTUBHOTO YIpaBieHus py BosHUKHOBeHHH HCJI

11. MexaHnu3M 3aMKHYTOM MporpamMmMHOM cpeabl Secret Net 1mo3BoJISIET YIOBIECTBOPUTH CIEAYIO-
MM MepaM 3alUThl HHPOPMAILIUY B TOCYAAPCTBEHHBIX HH(DOPMAIIMOHHBIX CUCTEMAX:

a) BrigBnenue, aHanu3 ys3BUMOcCTeH HWH(OPMAIMOHHON CHUCTEMBI M ONEPAaTHUBHOE YCTPaHEHHE
BHOBbB BBISIBJICHHBIX ySI3BUMOCTEH

b) brokupoBanue ceanca noctyna B ”HGOPMAIIMOHHYIO CUCTEMY TTOCJIE YCTAaHOBJIEHHOTO BPEMEHHU
Oe3neiicTBUs (HEAKTUBHOCTH) MOJIb30BATENISL WU TI0 €T0 3alpoCy

¢) Ympasienue 3amyckoM (0OparieHus M) KOMIIOHEHTOB ITPOTPAMMHOTO 00€CTIeUeHHsI, B TOM YHC-
Jie OTpeNeIeHHEe 3aIyCKaeMbIX KOMIIOHEHTOB, HACTPOIKa MapaMeTpoB 3ayCcka KOMIIOHEHTOB, KOHTPOIb
3a 3aIyCKOM KOMIIOHEHTOB MPOTrPaMMHOI0 00ecreueHus

d) 3ammra apxuBHBIX (hailIoB, MapaMeTpOB HACTPOWKM CPEACTB 3alIUTHl MH(OpMAIMU U TIpo-
TPaMMHOTO OOECTICUCHUS W MHBIX JIaHHBIX, HE TOJJICKAITNX U3MEHEHHUIO B TIpoliecce 00paboTku uHGOp-
MaIuu

12. JInst peanuzanuy Mepbl 3alIMThl HH(QOPMALIMK B TOCYIapCTBEHHBIX MH(POPMAIIMOHHBIX CHCTE-
Max «KoHTponb ucnonbp3oBaHus WHTEpQeEiicoB BBoAa (BbIBOIA) MH(MOPMAIMK HA MAIIMHHBIC HOCUTEIH
uHpopMaum» B cucteme Secret Net ciielyeT UCIONb30BaTh CIEAYIONIYIO TTOJCUCTEMY:

a) Moaynb Bxona

b) [ToacucTema KOHTPOJIS IETOCTHOCTH

c¢) [loacucrema pasrpaHuyeHus 10CTyIa K yCTpoilcTBaM

d) 3amkHYyTast mporpaMMHasi cpeaa

13. Kakyroo u3 Mep 3amuThl WHGOPMAIIUU B TOCYJAPCTBEHHBIX HH()OPMAIIMOHHBIX CHCTEMaX HE
no3BosisieT peann3oBatk C3U ot HC/ Secret Net?

a) Peanuzanus HeoOXOMUMBIX METOJIOB (IUCKPEIIMOHHBIN, MAHAATHBIN, POJICBON WIIM UHOW METO]),
TUTIOB (YTEHHE, 3aMUCh, BHIMOJIHEHUE WJIM UHOW TUI) U MIPABUJI pa3rpaHUuEHuUs JOCTYIa

b) Ymopasnenue 3amyckom (0OpareHusiMi) KOMIIOHEHTOB IPOTPAMMHOTO 00€CTICYCHHUSI, B TOM YHC-
Jie ompeielieHHe 3allyCKaeMbIX KOMIIOHEHTOB, HACTpPOilKa mapaMeTpoB 3alycka KOMIIOHEHTOB, KOHTPOIb
3a 3aIlyCKOM KOMIIOHEHTOB IPOTrPaMMHOI0 00ecrieueHus

¢) Peanuzanust aHTUBUPYCHO#M 3alITUTHI
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d) YnpaBnenue 10CTYNnoM K MalTMHHBIM HOCHTEIISIM HH(POPMAIHH

14. JIns peanu3zanuu Mepbl 3alIMThl HHQOPMALIMK B TOCYIapCTBEHHBIX MH(POPMAIIMOHHBIX CHCTE-
Max « MOHUTOPHUHT (ITPOCMOTP, aHATH3) PE3YJILTATOB PETUCTPALIMU COOBITHII 0€30MaCHOCTH U pearupona-
HUE Ha HUX» B cucTeme Secret Net ciiefyeT UCrob30BaTh CAEAYIOUIYIO MOACUCTEMY:

a) [Togcucrema KOHTPOJIS IETTOCTHOCTH

b) [loacucrema pasrpaHUYeHUs TOCTYIA K YCTPOHCTBAM

¢) [Toacucrema onepaTuBHOTO yIPaBICHUS

d) 3amkHYyTast mporpaMMHasi cpeaa

15. Kakoe u3 mporpaMMHBIX CPEICTB MO3BOJISET PEATM30BATh CICIYIONIYI0 MEepy 3alIuThl HHHOP-
MaIiH B rOCYIapCTBEHHBIX MH()POPMALIMOHHBIX CUCTEMaX: « YTpaBlieHHe UACHTU(UKATOpaMu, B TOM YHC-
Jie co3aHue, MPUCBOCHUE, YHUITOXKEHUE HICHTU(DUKATOPOBY ?

a) Kon bezonmacnoctu: UHBeHTapu3anus

b) Secret Net

c¢) SafeNet Authentication Manager

d) Kaspersky Security Center

16. [Ins yero npeaHa3HA4eH MEXaHU3M KOHTPOJIS MOAKIIOYEHUS M M3MEHEeHUs ycTtporctB B C3U
ot HCJ] Secret Net?

a) [lns cnexxeHus 3a HEM3MEHHOCTBIO COZIEPKUMOTO PECYPCOB KOMITbIOTEPA

b) ns orpannuenus ncnonb3oBanus [10 Ha koMIbIOTEpe

¢) [nst obHapy)eHHs 1 pearupoBaHUs HAa U3MEHEHHUS alapaTHON KOHPUTYypaluyd KOMITbIoTEpa

d) s neHTpann30BaHHOTO YIIPABJICHUS 3alUIIIAEMBIMU KOMIIBIOTEpAMU

17. Jlnsa uero npennasHaueH Mmexanu3m koHTpouis mnenoctHoctu (KL[) 8 C3U ot HCJI Secret Net?

a) Jlnst orpannyenus ucnonb3oBanus [10 Ha komnbroTepe

b) Jlnst oOHapyKeHus U pearupoBaHus Ha U3MEHEHUS annapaTHOl KOH(PUTYpaIuu KOMITbIOTEPA

¢) st IeHTpai30BaHHOTO YIIPABICHUS 3aIUIAEMBIMUA KOMITBIOTEPaMH

d) [ns cnexxeHus 3a HEU3MEHHOCTBIO COIEP)KUMOT0 PECYPCOB KOMIIBIOTEPA

18. Jlns yero mpeaHasHaueH MEXaHU3M 3aMKHYToM mporpammuoin cpenbl B C3U ot HCJI Secret
Net?

a) [lnst oOHapyXeHHsI ¥ pearupoBaHUs HAa U3MEHEHHS alapaTHON KOHPUTYpaLUK KOMITbIOTEpa

b) [l1st LeHTpaan30BaHHOTO YIPABICHHS 3aIIUIIAeMbIMUA KOMITbIOTEPAMHU

¢) st cneskeHus 32 HEU3MEHHOCTBIO COAEPIKIMOTO PeCypCOB KOMITBIOTEPA

d) Jns orpannvenwus ucnoias3oBanus [10 Ha koMIbIOTEpE

19. HazoBure pexxuMsbl 11 3aMKHYTOM niporpammHoi cpensl B C3U ot HC/I Secret Net?

a) KonduneHnmanbHbIN U CEKPETHBIN

b) DTanOHHBIN U TTOJTHOMOYHBIH

¢) MSTKui 1 KECTKUM

d) AuckpennoHHBIA U MaHIaTHBIN

20. Kakas u3 3amutHbix ¢yaknuit HE otnHocuTes k Kaspersky Security Center?

a) YraneHHoe yrnpaBleHHe aHTUBUPYCHBIMH CPEJICTBAMU 3aIUTHI

b) Yuer ycTaHOBJIEHHOTO TPOTrPAMMHOTO OOECIIEYCHHS U TIOUCK B HUX YS3BUMOCTEHN

¢) Pasrpannuenue gocrymna moip3oBateneil K ”HGOpMAIMH OTPAaHUYCHHOTO TOCTYIa

d) Aymut coObITHi HHOOPMAITMOHHONW O€30MaCHOCTH, MPOUCXOIANINX HA 3alIUINAEMbIX KOMITBIO-
Tepax B CETH OpraHU3aluu

21. Kakue u3 nepeunciaeHHbIX 3aMTHRIX MexaHu3MoB Secret Net HE ncnonb3yrorcst mist obecrie-
YEeHHS 3aIIUTHI UH()OPMAIIUK OTPAHUYEHHOTO AOCTyma?

a) KoHTpoIb 11e710CTHOCTH

b) Pasrpannuenue nqocrymna K ycTpoiicTBam

¢) Unentudukanms u ayTeHTH(PUKALNS TOTH30BaTEIICH

d) [TomrHOMOYHOE pasrpaHUYEHUE TOCTYIA

22. Cornacuo npukazy @CTIK Poccum ot 11 derpans 2013 1. N 17 06 yrBepkaennn TpedoBa-
HUI 0 3amuTe MH(POpPMALUU, HE COCTaBIIOIIEH TOCYJapCTBEHHYIO TalfHY, COAEpIKaIlleicss B rocymaap-
CTBEHHBIX MH(OPMAIIMOHHBIX CHUCTeMaX, Kakoe u3 aeictBuii HE OTHOCHTCS K BBISBICHUIO MHITUICHTOB
MH(POPMALIMOHHON O€30MaCHOCTH U PEarupoBaHUIO Ha HUX?

a) OmnpeneneHue Jul], OTBETCTBEHHBIX 3a BBISBICHIE UHLIUCHTOB
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b) AHanu3 MHIUACHTOB, B TOM YHCJE ONpPEAeIeHUE HCTOYHUKOB U IPUYMH BOZHUKHOBEHUS WHIIH -
JIEHTOB, a TAK)Ke OIIEHKa UX MOCIEACTBUN

¢) Onpenenenue Ul KOTOPBIM pa3pelIeHbl JCHCTBUS 110 BHECEHUIO U3MEHEHHH B 0a30BYI0 KOH-
¢durypanuro HHHOPMAITMOHHON CUCTEMBI U €€ CUCTEMBI 3alTuThl HHPOpMaIun

d) [InanupoBanue U NPUHIATHE MEP MO MPEIOTBPAIICHUIO TIOBTOPHOTO BO3HUKHOBEHHS MHIIMICH-
TOB

23. Cornacno npukazy @CTIK Poccuu ot 11 deBpans 2013 r. N 17 00 yrBepkaeHuu tpedoBa-
HUW O 3amuTe WH(OpMAIMU, HE COCTABJISAIONIEH TOCYIAapCTBEHHYIO TalHY, COAEpIKalleics B rocyaap-
CTBEHHBIX MH(OPMAIIMOHHBIX CUCTEMaX, KaKO€ U3 JCHCTBUI OTHOCUTCS K KOHTPOIIO (MOHHTOPHUHTY) 32
obecrieueHreM ypOBHS 3alTUIIICHHOCTH HH(POPMAIIUU, CoIepKaIIeicsi B ”HGOPMAIIMOHHON cucteme?

a) AHaJu3 UHIKJCHTOB, B TOM YHUCIIE ONPEIEICHNE UCTOUHUKOB U IPUYMH BOZHUKHOBEHHUS WHITH-
JIEHTOB, a TAK)Ke OIIEHKa UX MOCIEeACTBUN

b) Omnpenenenue napaMeTpoB HACTPOMKH MPOrpaMMHOTO OOECIEUYEHHs, BKIIIOYAs MPOTPAMMHOE
o0ecrieyeHre CpeaCTB 3allUThl WH(OPMALMU, COCTaBa M KOHPUTYpallUd TEXHUYECKUX CPENCTB U IMpPO-
rPaMMHOTO 00eCIeUueHHUs 10 BHECCHHSI U3MEHEHHUI B 0a30BYI0 KOHPUTYpaluio HHPOPMAIIHOHHOW CUCTE-
MBI U €€ CHCTEMBI 3alUThl HH(popMaun

¢) AHanu3 M OIeHKa (PYHKIIMOHUPOBAHMS CHCTEMBI 3aIlIUThl HHPOPMAIIMK WHPOPMALMOHHON CH-
CTEMBbI, BKJIIOYas BBISBICHHUE, aHAJIN3 U YCTPAHEHUE HEAOCTATKOB B (DYHKIMOHHUPOBAHUM CUCTEMBbI 3alllH -
Tl UHPOPMALUU UHHOPMAIIMOHHOMN CHCTEMBbI

d) YnpaBnenue cpeacTBamMu 3amuThl HHGOpPMAHKU B HHGOOPMAIIMOHHON CHCTEME, B TOM YHCJIC T1a-
paMeTpaMy HaCTPOHKH MPOTPaMMHOTO 00ECTICYCHHUS

24. Cornacuo npukazy @CTIK Poccum ot 11 derpans 2013 1. N 17 06 yrBepkaeHnn TpedoBa-
HUI 0 3amuTe MH(pOpPMALNUU, HE COCTaBIIOIIEH TOCYJapCTBEHHYIO TaliHy, COAEpIKalleicss B rocymaap-
CTBEHHBIX MH(POPMAIIMOHHBIX CHUCTEMaX, K MEpaM 10 OTPaHUUYEHHUIO MPOTPAMMHOMN Cpelibl OTHOCUTCSI BbI-
CKa3bIBaHUE!

a) JlomxHbl 0OecrieunBarh yIpaBieHHE IPaBaMU U MPUBUIIETUSAMU CYOBEKTOB JOCTYIA, pa3rpaHu-
YeHHUE JIOCTyNa CyObEKTOB JOCTYIa K 00bEKTaM JIOCTYIa Ha OCHOBE COBOKYITHOCTH YCTAHOBJICHHBIX B MH-
(dbopMaIMOHHO cucTeMe MpaBUIl pa3rpaHUUEHUs JOCTYIA, a TaKKe 00ecieyuBaTh KOHTPOJIb COOTIONIEHUS
ATHUX TPABUI

b) JlomkHbI 00ecreunBaTh COOp, 3aMKCh, XpaHEHHUE U 3aIIUTY WH(OOPMAITUH O COOBITUAX Oe3omac-
HOCTU B WH(OPMALIMOHHOM CUCTEME, a TAK)KE€ BO3ZMOXXHOCTh IIPOCMOTPA U aHaN3a HHPOPMAIIUHN O TaKUX
COOBITHSIX U pearupoBaHUe Ha HUX

¢) JomxHbl o0ecrieynBaTh YCTAHOBKY M (MJIHM) 3aIyCK TOJBKO Pa3pelIeHHOTO K MCTOIb30BAaHHIO B
MHGOPMAITMOHHON CUCTEME MPOTPaMMHOTO OOECTeUeHHs] WJIM HMCKIII0YaTh BO3MOKHOCTh YCTAaHOBKH U
(unM) 3aImycKa 3anpeneHHOTo K UCIOJIb30BaHUIO0 B MH(OPMAIIMOHHOM crcTeMe IPOorpaMMHOro odecreye-
HUS

d) Homxubl obecrieunBaTh OOHApY>KEHHE B MHPOPMALIMOHHONW CUCTEME KOMITbIOTEPHBIX IPOTrpaMM
1100 MHOW KOMIbIOTEpHOM MH(pOpMaLIUY, TPeTHA3HAYEHHOM JIIsl HECAaHKIMOHUPOBAHHOTO YHUYTOXKEHUS,
OJIOKMPOBaHMS, MOTU(PHUKAIINY, KOMTUPOBAHUS KOMITBIOTEPHON MH(OpPMALIMU WM HEHTpaIU3aluu CPEACTB
3amuThl THHOPMAIINH, a TAK)KE pearipoOBaHNe Ha OOHAPY)KEHHUE dTUX MPOTpaMM U UH(POpMaIuu

25. Jlna gero npeanasHaueHo TeHeBoe konrpoBanue B C3U or HCJI Secret Net?

a) Jlns HakoruieHust ”HPOPMALIUU O COOBITUSIX, PETUCTPUPYEMBIX HA KOMITBIOTEPE CPEACTBAMU CH -
CTEMBbI 3aIUThHI

b) 17151 KOHTPOJISL ¥ OMOBEIIECHHUS O MPOU3OLIEAIINX COOBITUSIX HECAHKIIMOHMPOBAHHOTO JOCTYIIA

¢) Jnst mepemenienus 1yOnuKaToB (KOMMIA) JaHHBIX, BBIBOJAUMBIX HAa OTUY>KAaeMble HOCUTEIH HH-
dbopmanuu

d) HenpaBuinbHbIN OTBET

26. [lnsa kakux yctpoiicts HE ocymectisiercs teneBoe konupoBanue B C3U1 ot HCJ Secret Net?

a) [IpunTepnl

b) USB-Hocutenu

c) CeTeBble KapThbl

d) CD-nipuBoBI

27. HazoBute anmnaparHoe cpeactso 3auuTthl, HE npumensemoe coBmectHo ¢ C3U ot HCJI Secret
Net:
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a) AnmapatHele uaeHTudukarops! «eTokeny

b) [IporpamMmmHo-anmapatHbiii KoMILIeKC «Co00ITb)»

¢) [IporpaMmHO-anmapaTHbI KOMIUIEKC «AKKOpI»

d) ITnata «Secret Net Card»

28. C xakoil 1enpio MOXeT Hcroib3oBathest Safenet Authentication Manager B rocyiapCTBEHHBIX
MH(GOPMAITMOHHBIX CUCTeMax?

a) LlenTpann3oBaHHOE pelICHHE OCHOBHBIX 3a71a4 110 YIPABICHUIO U 00CTYKMBAHUIO CUCTEMBI 3a-
IIUTHI CETH OpraHU3alUuU

b) 3amuTa KOHGUAESHIIMATFHONH HH(POPMALIUHU, B TOM YHCIIE MEPCOHATBHBIX JaHHBIX, a TAKXKE CBE-
JEHUI COCTABISIONINX TOCYAAPCTBEHHYIO U KOMMEPUYECKYIO TaillHy

¢) YmpaBieHue )KU3HEHHBIM [IUKJIOM allapaTHbIX ayTeHTU(UKATOPOB

d) Coop, oOpaboTka u cuctemMaru3aius HHGOPMAIMK O MPOTPAMMHOM M ammapaTHOM olecriede-
HHUH, yCTAaHOBJICHHOM Ha KOMITBIOTEPAX U CEPBEPAX B JIOKAJIHHON BBIYMCIUTEIBHON CETH

29. C kakoi 1eipio MoXxeT ucrnoiib3oBatbes Kaspersky Security Center B rocymapcTBEHHBIX HH-
(OpMaITMOHHBIX CUCTEMAX ?

a) 3amuTa KOH(pUIEeHIMAIbHON H(GOPMAIMH, B TOM YHCIIEe TIEPCOHABHBIX TaHHBIX, 4 TAKXKE CBE-
JIEHUH COCTAaBISAIOIIMX TOCYJaPCTBEHHYIO U KOMMEPYECKYIO TallHY

b) YnpaBneHne KU3HEHHBIM IUKJIOM allapaTHbIX ayTeHTU(PUKATOPOB

c) Coop, obpaboTka U cucTeMaruzanus HHGOpMaIMKU O MPOrPAaMMHOM M amllapaTHOM obecrede-
HUU, YCTAHOBJIEHHOM Ha KOMIIbIOTEpax U CepBEpax B JIOKATbHON BBIUMCIUTEIHLHON CETH

d) LlenTpasn3oBaHHOE peIIeHUEe OCHOBHBIX 33]a4 110 YIPABICHUIO U 00CTY)KUBaHUIO CHCTEMBI 3a-
IIUTHI CETH OpraHU3alUuU

30. Kakoe u3 mporpaMMHBIX CPEJCTB MO3BOJISIET PEATN30BaTh CIEAYIOIIYI0 MEPY 3aIIUThl HHDOP-
Mallid B TOCYJApCTBEHHBIX MH(POPMAIIMOHHBIX CHUCTEMaX: « YHHUUYTOXKEHHUE (CTHpaHWE) MHPOpMaIld Ha
MAIIMHHBIX HOCUTENSAX MPHU UX Teperade MEXIy MOJIb30BaTeIsIMU, B CTOPOHHUE OpPTaHM3alUU I pe-
MOHTA WJIM YTHJIN3AlUH, & TAK)KE KOHTPOJIb YHUUYTOKEHUS (CTUpaHUs)»?

a) Kox bezonacnoctu: MuBenTapuzanus

b) SafeNet Authentication Manager

c¢) Secret Net

d) Kaspersky Security Center

14.1.2. Tembl 0IPOCOB HA 3aHATHAX

1. OcHoBHble QpyHKIMHN cuctembl KBU.

2. Uto Takoe Kaspersky Security Center?

3. Kakue ocnoBubie ¢pynkuuu B Kaspersky Security Center?

4. Kak noixy4uts HH(OpMALMIO 0 KOHKPETHOM KOMIIBIOTEPE B CETU?

5. Yto Takoe nacnopT KomibroTepa’?

6. 1yt uero mpennasHadeH cadt SAM Self Service Center?

7. Ilepeuncnurte TUIOBBIE 33Jaul aIMUHHCTpaTOpa 0€30MaCHOCTH, ISl BBIMOJIHEHHS KOTOPBIX UC-
MOJIb3YETCs IPOrpaMMa ONEPATUBHOIO YIIPABJICHUS B PEXKUME YIIPABICHHUSL.

8. Kakoii hopmar nanHBIX HcHOIb3yeTCs B xKypHaie Secret Net?

9. 115t KakuX yCTPOMCTB pean30BaH MEXaHU3M KOHTPOJIS MOAKITIOYCHHSI K U3MEHEHNs?

10. Kakue ecTb pexumsl 1J11 3aMKHYTOW IIPOrpaMMHOM cpezbl?

11. Ilepeuncnure TUMOBBIE 33JaYl aJMUHUCTpaTOpa 0€30IaCHOCTH, JJIS BBINOJIHEHUS KOTOPBIX
UCTIOJIb3YETCsl IPOrpaMMa OMEPaTUBHOTO YIPABICHUS B PEKUME KOH(PUTYpHUPOBAHUSI.

12. Jlns uero npeanasHaueH cat SAM Rescue Center?

13. Jlna yero HyHbI OTYETHI O pe3yibTaTax MHCIEKTUpoBaHUs? Kakue rpymnmbl oTUETOB Ipeyia-
ratotcs cucremoit KbI?

14. Yto Takoe «CepBep aAMUHUCTPUPOBAHUS)?

15. Uto Takoe «YnaneHHas yCTaHOBKa» U Kak el M0JIb30BaThCs?

14.1.3. 3auér
1. {ns1 yero npeAHa3HAYeH MEXaHU3M KOHTPOJIS TOJKIIFOUCHUSI U UBMEHEHUS YCTPOMCTB?
2. 1514 KaKMX yCTPOMCTB peain30BaH MEXaHU3M KOHTPOJIS TIOJKITIOUEHUS U U3MEHEHUS?
3. Iyt yero npeaHa3HaueH MexaHu3M KOHTpods nenoctnoctu (K1)?
4. Jlyist 4ero npeaHa3HauYeH MEXaHU3M 3aMKHYTOW MPOrPaMMHOM Cpeibl?
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5. IlepeuniciuTe U MOSICHUTE METOABI KOHTPOJISI LIETOCTHOCTH.

6. Kakue ecTb peskuMbI [IJ11 3aMKHYTOW MPOrpaMMHOM cpefibl? B ueM 3aKIII0YaroTCs MX OTIIMYHS?

7. J171st yero Hy»eH KypHai COOBITUI?

8. Kakoit hopmar maHHBIX UCTIONIB3YETCS B KypHaie Secret Net?

9. IlpuBeuTe 1 NOSCHUTE HECKOJIBKO KaTETOPUN PEruCTpaLuu COOBITUH.

10. KTo Mmoxet paboTath ¢ )xypHaiom?

11. Iy 9ero Hy>KHO TEHEBOE KOIIMPOBAaHUE?

12. [Inst KakuX yCTPOMCTB MOXKET OCYILIECTBISATHCS TEHEBOE KOMUPOBaHUE?

13. Jlns uero npeaHasHaueHa porpaMma orepaTUBHOIO ynpasieHus Secret Net?

14. Kakue pe:xuMbl pabOThl IMEET ITporpaMMa OTepaTUBHOTO yrpaBieHus Secret Net?

15. Ilepeuncnure TUIMOBBIE 3a/la4d aJMHUHHUCTpAaTOpa OE30MACHOCTH, IS BBITOJHEHUS KOTOPBIX
HCIIOJIb3YETCS MPOrpaMMa ONEepaTUBHOIO YIIPABICHUS B PeKUME KOH(DUTYPUPOBAHUS.

16. Ilepeuncnure TUIIOBBIE 3a/a4M aIMHUHHUCTpAaTOpa OE30MACHOCTH, IS BBITOJHEHUS KOTOPBIX
HCIIOJIb3YETCs MMPOrpaMMa ONIEPATUBHOTO YIIPABJICHUS B PEKUME YIIPABICHUS.

17. B xakoli HOCJI€JOBATEIbHOCTH IPUMEHSIOTCS TaPaMETPhl IPYNIOBIX MOJUTHK?

18. Jlnis yero HeoOxonumo kBuTHpoBanue coowituii HCJI?

19. Kakue BUbI OTYETOB MOKHO TOCTPOUTH € MTOMOIIBIO porpaMmbl OY?

20. B xakux ciydasx He0OX0IUMO H3MEHEHHE CETEBBIX HACTPOCK?

21. llepeuncaure GpyHKIMHU cepBepa armMuHucTpupoBanus Kaspersky Security Center.

22. lyist wero HeoOxoauM macropT kommnbslotepa B cucteme Kb: MuBenTapuzanus?

23. Ha30BUTE OCHOBHBIE 33/1a4l, BO3HUKAIOLIUE PU YIIPABICHUH KU3HEHHBIM LIUKJIOM YCTPOMHCTB
ayTeHTU(UKAITUH.

14.1.4. Bonipocbl Ha caMONOATOTOBKY

1. Secret Net — apxutexrypa.

2. Secret Net - 3a1IUTHbIE MEXaHU3MBI.

3. Secret Net - [Iporpamma onepatuBHOTO yrpaBieHUS.

4. llenTpasin30BaHHasi HHBEHTapU3aLUs PECYPCOB JIOKAJIBHOM CETH .

5. llenTpanu3oBaHHasl 3allUTa OT BUPYCOB B JIOKAJILHOM CETH.

6. LlenTpanu3oBaHHOE yNpaBiICHUE CPEACTBAMU 3aLIUTHl OT HECAHKI[MOHUPOBAH-HOTO JOCTYyMa B
JIOKaJIbHOU CETH.

7. LleHTpan30BaHHBINA YYET U YIPaBJIEHUE IPOrPaMMHO-AIAPATHBIMU CPEACTBA-MU 3aLUThl UH-
dbopmanuu.

14.1.5. Tembl 1a00paTOpHBIX padoT

“Kb MuBentapuzanus”. [IpoBeaeHne MHCICKIWA W Y4eT M3MEHEHUNW KOH(PUTYpaIlMy 3aluiiac-
MBIX pabOUYUX CTAaHIUH.

VYmpasnenue ceppepamu anmMuarcTpupoBanus "Kaspersky Security Center"

Pasrpannuenue noctyna k naHHbIM. PasrpanudeHue nocryna K ycrpoiictBaM. KoHTponb meyatu
KOH(HIEeHIIUATbHBIX TAHHBIX.

3aMKHYyTas porpaMMHas cpea. KoHTposb 1enocTHOCTH.

Aymut coOwrTrii nHGopMannonHoi 6e3omacHoctr B C3U ot HCJ] Secret Net. PaGora co cBeneHu-
SIMU B JKypHaJIe perucTpannu coobITii. TeHeBoe KonupoBaHue

OnepatuBHOE yIpaBlieHUE 3aIIMUIIAEMBbIMA PAOOUYUMHU CTAHLUSAMHU U MOHUTOPUHT COOBITHI HH-
(dbopMaIMOHHOM 6€301acHOCTH

VYipaBineHue JKU3HEHHBIM IIMKJIOM cpeAcTB ayreHTu¢ukauuu eToken ¢ momomipio Safenet
Authentication Manager.

14.1.6. Tembl KypCOBBIX POEKTOB / KypCOBBIX padoT

Brimonnenune kypcoBoit paboTel Ha TeMy “AnmunHucTtpupoBanue u ynpasienue C3U or HCJJ
Secret Net”. CoBMECTHO C PYKOBOJHMTEIEM BO3MOXKEH BBIOOp IpYroi TeMbl KypCOBOW pabOTHI, OJTHAKO
HEOOXOIMMBIM SIBJISIETCSI YCIIOBHE TIPUMEHEHUS B paMKaX KypCOBOW pabOThI CPEICTBA 3alIUTHI HH(OpMa-
UM OT HECAaHKIIMOHUPOBAHHOTO JIOCTYIIA B JIOKAJILHOW CETH C MPUMEHEHUEM BBIIAHHBIX MPernoiaBaTeieM
BUPTYyaJIbHBIX MAIIUH U BBIOJHEHHE TPEOOBAHUI 33 JaHHS IO BapHUAHTY.

PaccmoTpuM 3aanue, KOToOpoe HEOOXOIMMO BBIIIOJHUTH B paMKaX BBINOJHEHHUS KypcoBOi pabo-
TBI:
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1. B cooTBeTcTBUU ¢ BapHaHTOM, ONPEAETUTh HHPOpMAIIIO, 00padaThiBaéMyi0 B aBTOMAaTH3HPO-
BaHHBIX cUCTeMax opranuzauuu. OnpeaenuTs YIrpo3bl, a Takke HHPOPMAIINIO, HY>KIAIOIIYIOCS B 3alllUTE.

2. O0beIMHAUTH BUPTYAIbHBIC MAIIMHBI, BBIIAHHBIC MIPETIOaBATEIEM B JOMEH.

3. Cxauats aemo-epcuto C3U ot HCJI Secret Net u Tpebyemyro TOKyMEHTaIIHIO.

4. TlpousBecTr yCTaHOBKY CEPBEPHON M KIMEHTCKUX yacTed Secret Net Ha BUpTyalibHbIE Malllu-
HBI.

5. [IpousBecTu HacTpoiKy nmojacucteM Secret Net B COOTBETCTBUM C BApUAHTOM (CO3/1aTh KaTajaoru
U (ailsibl Ha BUPTYAIbHBIX MalIMHAX, KOTOPbIE ObI COOTBETCTBOBAIIN

naHHoU nHpopMarun). Croia BXOAUT HACTPOIKa, a TaKKe 00BICHEHUE MPUYHH, B COOTBETCTBUU C
KOTOPBIMH OBLITM HACTPOEHBI JAHHBIE MOICUCTEMBI:

— [Monutuk Secret Net.

— Pasrpannuenue noctymna K yCTpOMCTBaM.

— 3alaHie MaHIaTHOTO WX JUCKPELMOHHOTO METOAA YIIPABICHUS JOCTYIIOM.

— Hacrpoiika 3aMKHYTOH TTpOrpaMMHO#M cpefibl (00s3aTeNIbHA SISl HEUETHBIX BApUAHTOR).

— Hactpoiika KOHTpOJIS IEJIOCTHOCTH TaHHBIX (00s3aTeNbHA JIJIS YeTHBIX BAPUAHTOB).

— Hactpoiika 3atupanusi JaHHBIX.

— Hacrpolika KOHTpOJIS I1eYaTH.

6. [1onroToBUTH MOSICHUTENBHYIO 3aMHCKY, COJAEPKAIIYIO OMMCAHHUE BBHIITOJHEHHBIX paboT, a TAaKkKe
BBIBO/IBI T10 BCEid paboTe.

14.2. Tpeﬁ()BaHI/Iﬂ K OIICHOYHBIM MaTepuajgam AJd JUll ¢ OrpaHHYC€HHBIMHA BO3MOKHOCTSAMU
3A0POBbH U HHBAJIHI0B
I[JISI JiuI ¢ OrpaHU4YCHHBIMH BO3MOXXHOCTAMU 3J0POBbA U MHBAJIUAOB MPECAYCMOTPCHBI JOIMOJIHU -
TCJIBHBIC OLICHOYHBIC MaTEPHAJIbI, IICPCUCHb KOTOPBIX YKa3aH B Ta6J'II/II_[€ 14.
Ta6J11/1ua 14 — I[OHOJIHI/ITGJIBHLIC MaTCpuajibl OUCHUBAHUA IJIA JIML C OrpaHUYCHHBIMU BO3MOKXHOCTAMU
310pOBbA U MHBAJIUJIOB

Kareropuu Bubl TONOTHUTETBHBIX OLIEHOYHBIX ®opMbI KOHTPOIISL M OLICHKH
oOyyaronuxcs MaTepuaioB pe3ynbTaToB 00y4eHHUS

TecTsl, MUCEMEHHBIE CAMOCTOSITEIIbHBIC
paboTHI, BOIIPOCH! K 3a4ETY,
KOHTPOJIbHBIE PA0OTHI

C napyumeHusMu
ciryxa

[TpeumyIieCTBEHHO MUCHMEHHAS
npoBepKa

C mapymenusmu | CobeceoBanme 1Mo BOIIpocaMm K 3a4ueTy, | [IpenmyinecTBeHHO yCTHas TPOBEpKa

3peHus OIIPOC 10 TEPMUHAM (MHOUBUYaJIbHO)
C napyumeHusMu Pemenne qucTaHIIMOHHBIX TECTOB,
OIIOPHO- KOHTPOJIbHBIE Pa0OThI, MUCbMEHHbIE | [IpenMylecTBeHHO AUCTaHIMOHHBIMU
JBUTATEJILHOTO CaMOCTOsITEeNIbHbIE PaOOTHI, BOIPOCHI K METOJAMHU
anmapara 3a4eTy
C orpanunuenussMu 1o | TecTsl, TUCbMEHHBIE CAMOCTOSITEIILHBIE [IpenmyiiecTBEHHO NPOBEPKa
00IIeMeTUITTHCKIM paboThl, BOIIPOCHI K 3a4ETY, METOZAMH UCXOJISl U3 COCTOSTHUS
MOKA3aHUAM KOHTPOJIbHBIE PA0OTHI, YCTHBIE OTBETHI | 00Y4aroLIerocss HA MOMEHT IPOBEPKU

14.3. MeTtoauueckue peKoMeHAAIMH M0 OLeHOYHBIM MaTepHAaJIaM JIsl JUI ¢ OTPAHUYEHHbIMHU
BO3MOKHOCTSIMU 3/10POBbsI 1 HHBAJIN/I0B

Jis M1l ¢ OrpaHUYEeHHBIMH BO3MOXKHOCTSIMHU 37I0POBbS M MHBAJIUIOB HPEAyCMaTPUBACTCS J10-
cTymHast (hopMma Mpe0CTaBICHUS 3aJaHUH OIEHOYHBIX CPEJICTB, @ IMEHHO:

- B IleyaTtHoi (opme;

- B IIeYaTHOW (hopMe ¢ YBEITHUYEHHBIM HIPUPTOM;

- B (hOpMe IITEKTPOHHOTO JIOKYMEHTA;

- METOJIOM YTEHHsI aCCUCTCHTOM 33JJaHUs BCIYX;

- IPEe0CTaBICHUE 3aJaHUs C HCIIOIb30BAaHUEM CYPIONIEPEBO/A.

Jlumam ¢ OrpaHWYEeHHBIMH BO3MOXKHOCTSIMU 3JI0POBbSI M MHBAIHIAM YBEIHYUBACTCS BpeMs Ha
MOATOTOBKY OTBETOB Ha KOHTPOJIBHBIE BOMPOCHL. /711 TakMX 0OyJarommxcst MpeayCcMaTpUBaeTCsl TOCTYTI -
Hast popmMa MpeoCTaBICHHS OTBETOB HA 3a/IaHUs, @ IMEHHO:
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- MMCEMEHHO Ha Oymare;

- Ha0Op OTBETOB Ha KOMITBIOTEPE;

- Ha0Op OTBETOB C UCIIOJIL30BAaHUEM YCIYT aCCHCTEHTA;

— NpEe/ICTaBICHNE OTBETOB YCTHO.

[Iponenypa orneHMBaHUST pPe3yAbTATOB OOYUEHUS JIUI] C OTPAHUYCHHBIMU BO3MOXKHOCTSMH 370PO-
BbSl 1 MHBAIHIOB 110 TUCLUILIMHE TPeIyCMaTpUBaeT IpenocTaBieHne nHGopMauu B popMax, aaanTH-
POBaHHBIX K OTPAHUYCHUSM HX 30POBBS M BOCTIPUSATHS HH(POPMALIUH:

JI1s1 JIMI ¢ HAPYIIEeHUSIMH 3PeHus:

- B (hopMe IIEKTPOHHOTO IOKYMEHTA;

- B IIeYaTHOW (hopMe YBEITMICHHBIM HIPHUPTOM.

JIJ1s1 JIMI ¢ HAPYIIEHUSIMH CJIyXa:

- B (hopMe IIMEKTPOHHOTO IOKYMEHTA;

- B reyaTHou (opme.

JIJ1s1 JIMI ¢ HAPYIIEHHUSIMH OTIOPHO-IBHIaTeJILHOTO anmapara:

- B (hopMe AIIEKTPOHHOTO IOKYMEHTA;

- B reyaTHou (popme.

[Tpy HEOOXOMUMOCTH JAJIS JIUI] C OTPAHUYEHHBIMHU BO3MOXHOCTSIMU 3/I0POBbS U MHBAJIUI0B TPOIIE-
Jypa OIICHWBAHUSI PE3yIbTaTOB 00yICHHUST MOXKET TIPOBOIUTHCS B HECKOIBKO ITATIOB.
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