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Ne Bunpl yueOHO# nesTebHOCTH 7 cemectp Bcero Ennaunner
1 Jlexnn 18 18 JacoB
2 IIpaxTryeckue 3aHATUA 10 10 4acoB
3 JlaGopaTopHbie pabOThI 24 24 JacoB
4 Bcero aynuTopHbIX 3aHATUI 52 52 4acoB
5 CamocTosiTenbHas paboTa 56 56 4acoB
6 Bcero (06e3 sx3amena) 108 108 4acoB
7 OO0m1as Tpy10EMKOCTh 108 108 4acoB
3.0 3.0 3.E.

3auér: 7 cemecTp

Tomck
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P'LICC.\I()'I'DCHU 151 ();l()6pCH’d Ha 3aCCJaHuM K'd(l)C,'_[pr
nporokor Ne 12 oT « 26 » 11 2019 r
JINCT COT'JTACOBAHUA

Pabouas mporpamma AUCIUIUIMHBI COCTaBJICHA C y4eTOM TpeOoBaHUHU (enepaabHOTO Trocynap-
CTBEHHOTO 00pa3oBaTeNbHOTO cTaHaapTa Bhiciiero oopazoBanus (CPI'OC BO) no HampaBiieHHIO MOATO-
ToBKH (criennanbHocTH) 10.05.04 WHDOpMaMOHHO-aHATUTHYECKUE CHUCTEMBbI 0€30MacCHOCTH, YTBEp-
xnaenHoro 01.12.2016 roma, paccmorpeHa u omobpena Ha 3acemannu kadeapsl KMBDBC «  »
20 ropma, mpotokos Ne

PazpaboTuuk:
HouenTt xap. KUBDBC A. 1O. SIxumyk

3aBenyronmii o0ecnieunBaromeii kad.
KNBOBC A. A. lllenynanos

Pabouast mporpamMmMa IUCIMITIIMHBI COIIACOBaHa ¢ (DaKyIbTETOM U BBINTycKaroueil kadeapoii:

Jexan Ob . B. Kpyunnun
3aBeAyIOIHi BRITYCKAIOIICH Kad.

BUC E. 1O. KocTrouenko
OKCIIepTHI:

JlotieHT Kadeapbl KOMITJIEKCHON MH-

(hopMaIMoHHO# 6€30MacHOCTH DJIEK-

TPOHHO-BBIYUCIIATEITHHBIX CHCTEM

(KNB2BC) A. A. Kones

JlonieHT Kadeapbl KOMITJIEKCHOM MH-
(dhopMaoHHO# 6€30MacHOCTH dJIeK-
TPOHHO-BBIYUCIIUTEITHHBIX CHCTEM

(KMB2BC) K. C. Capun
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1. lean u 3aga4n AUCHUTLIHMHBI

1.1. lleau TUCUMIIAHBI
dbopMHUpOBaHUE Y CTYACHTOB MPEJICTABICHUNA O MPAKTUYCCKOM HCIOJIb30BAaHUHM KpHUHTOrpaduye-
CKHUX METOJIOB 3alllUThl MH(OPMAIMU IS PEIICHUS OTICNBHBIX 3ajau oOecrneueHus UH()OPMAMOHHON
0e30MacHOCTH.

1.2. 3amaum AMCHUIIIMHBI
— chopMupOBaTh MPEACTABICHUE 00 OCHOBHBIX MPOOJIEMax, CBSI3aHHBIX C MPAKTUYCCKUM HC-
MOJIb30BaHUE KPUNITOTPAPUIESCKIX METOJIOB 3aIIUThHI HHPOPMAITUH;
—  HM3YYHUTh OCHOBHBIC KPHUIITOrpauuIeCKUe MPOTOKOIBI;
—  M3YYHTh HHPPACTPYKTYPY OTKPHITOTO KJIF0YA

2. Mecto mucuuniuebl B ctpykrype OIIOII

Hucuunnuna «IIpuknaanas xpunrorpadus» (b1.B.03.02) otnocutcs x 6moky 1 (BapuatuBHas
YacTh).

[TpenmecTByOUMMHI TUCHUIUIMHAMU, (POPMUPYIOIIMMH HadalibHble 3HaHUS, sBIsIOTCS: bezonac-
HocTh ceteld OBM, Kpuntorpadguueckue Metoas! 3amuThl HHGopMaruu, OCHOBBI HH(POPMALIMOHHOM 6e3-
OIaCHOCTH.

[Tocnenyomumy AUCUUIUIMHAMU SIBISIOTCS: 3alUTa BBITYCKHOW KBAIM(UKAIMOHHONW paloThI,
BKJIIOYasl MOATOTOBKY K MPOLIEAYPE 3aIIUThI U IPOLEAYPY 3aILUTHI.

3. TpeOoBaHus K pe3yJbTaTaM OCBOCHHS THCHUIINHBI

[Tpouecc n3yueHus: AUCUUILIMHBI HapaBjieH Ha (JOPMUPOBAHUE CIEAYIOIIUX KOMIIETEHIU:

— TIK-9 cnocoOHOCTBIO BBISBIISATH OCHOBHBIE YIpo3bl 0€30macHOCTH MH(OpMAlMU, CTPOUTH U
MCCJIE0BATh MOJENIN HAPYILIUTENS B KOMIIBIOTEPHBIX CUCTEMAX;

— IIK-10 crnocoGHOCTBIO OCYIIECTBISATH BHIOOP TEXHOJIOTMH, WHCTPYMEHTAJbHBIX CPEICTB,
CPE/CTB BBIYMCIUTEIBHON TEXHUKHU U CPENICTB oOecrieueHns MH(POPMAIIMOHHON 0€30MacHOCTH CO3/1aBae-
MBIX crrernaibHeIX MAC;

— TIK-14 cnocoGHOCThIO MCcTONB30BaTh cnenuanbubie MAC mis pemienus 3anad B chepe mpo-
(hecCHOHANBLHON IS TEIIEHOCTH;

— TIK-15 croco6HOCTBIO AKCIITyaTupoBarh crienraibabie MAC u cpencTBa obecreueHns ux uH-
(dopMamoHHOI 6€30MaCHOCTH Ha BCEX 3Tanax >KMU3HEHHOTO IMKJIA, a TAK)KEe BOCCTaHABJIMBATh UX paboTo-
CIIOCOOHOCTD MPH BHEIITATHBIX CUTYALIUAX;

B pesynprare u3ydeHus IUCIHUIIMHBI 00YJaIOIUNACS TOJIKEH:

— 3HATh OCHOBHBIE KPUNTOTrpapuUeCKUe METOJIbl, AJITOPUTMBbI, IPOTOKOJbI, UCIOIb3YEeMbIE IS
oOecrieueHrs 6€30MaCHOCTH B KOMIIBIOTEPHBIX CETSX.

—  yMeTb 3(p()eKTUBHO HCIIOIB30BATH KPUNTOrpahUIECKHEe METOBI U CPEJCTBA 3aIIUTHI HH(POP-
MaIii B aBTOMAaTU3UPOBAHHBIX CUCTEMAX.

—  BJIa/IeTh HAaBBIKAMU UCIIOJIb30BaHUS THIIOBBIX KPUNITOIPAPUUECKUX aJTOPUTMOB.

4. O6beM IMCUMIJIMHBI M BU/ABI Y4e0HOI padoThI
OO01ast TpyI0€MKOCTb JUCHUILUINHBI cocTaBisieT 3.0 3aueTHBIX eIMHMIIBI U IIPEJCTaBIeHa B TaOIu -

ue 4.1.
Tabmuna 4.1 — Tpy10eMKOCTh TUCITUILUIHHBI

Bunb! yueOHOI nesTeNbHOCTH Bcero yacos CemecTpsl

7 cemecTp

AynuTtopHble 3aHATUSA (BCETO) 52 52
Jleknun 18 18
[IpakTnueckue 3aHATHS 10 10
JlaGopartopHbie pabOThI 24 24
CamocrosTenbHas paboTa (BCero) 56 56
Odopmienne oT4eToB 10 Ja00paTOpHBIM paboTam 34 34
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[TpopaboTka JIEKITMOHHOTO MaTepraia 12 12
[ToaroroBka K NpakTUYECKUM 3aHATUAM, CEMUHApaM 10 10
Bcero (6e3 sx3amena) 108 108
OO6miast Tpy1I0€MKOCTb, 4 108 108
3avetHbie EnuHUIBI 3.0 3.0
5. Conepxxanue IMCUMILIHHBI
5.1. Pa3nenbl AMCHMILIMHBI M BUAbI 3aHATHI
Pazniensl TUCIUIUTAHEI ¥ BUBI 3aHATHN PUBEACHBI B Ta0muiie 5.1.
Tabnuna 5.1 — Pa3gensl AUCHUIUIMHBI U BUJIBI 3aHATUN
Bcero
Mpax. | Jla6. Cany, | 13COB dopMupyeMbl
Hazpanus pa3aenoB 1UCHUIUINHBI Jlek., u (Ge3 e
3aH., 9 | pab., 4 | pab., q
9K3aMe | KOMIIETEHIIUU
HA)
7 cemecTp
1 Kpunrorpadgudeckue mpoToKoibl: 00- 2 2 10 14 28 |TIK-10, ITK-
IIMe MOHSATHUS. 14, T1IK-15,
I1K-9
2 IIpoTOKOIIBI paclpeneaeHusl KIIIOUei. 2 2 2 10 16  |IIK-10, TIK-
14, TIK-15,
[K-9
3 UHdpacTpyKTypa OTKPBITBIX KITIOUEH. 6 4 12 16 38 |IIK-10, IIK-
14, TIK-15,
[K-9
4 TIpoTOKOJBI HICHTU()UKAITUH U AyTCH- 4 0 0 4 8 [1K-10, ITK-
TU(DUKALINH. 14, T1IK-15,
[K-9
5 Be3onacHblii kKaHa 0OMeHa COOOIICHHU- 2 2 0 6 10 |IIK-10, IIK-
SIMH. 14, TIK-15,
[K-9
6 IIpakTueckue aceKThl peannu3alun 2 0 0 6 8 [1K-10, ITK-
CPEACTB KPUNTOrpahUIEeCcKOi 3aIuThl 14, IIK-15,
nHpopMaIuu. ITK-9
HWroro 3a cemectp 18 10 24 56 108
Hroro 18 10 24 56 108
5.2. Conep:xanue pa3aesioB TMCUUILIMHBI (110 JEKIHSIM)
ConeprkaHue pa3IenoB TUCIUIUIAH (TI0 JICKITHSAM) IPUBEICHO B Tabmuie 5.2.
Tabmuma 5.2 — ConeprkaHue pasieiaoB JUCIUILIMH (TI0 JISKIIHSIM)
HasBanus pasienos Copneprxanue paznenoB qucuminHel (mo | Tpymoemkocts, | DopmupyeMsble
JICKIIHSIM) q KOMIICTCHITUHI
7 cemecTp
1 Kpunrorpadpuueckue |[lonarue kpunrorpaduaeckoro mpoToKosa. 2 [1IK-10, ITK-14,
IIPOTOKOJIBL: 001IKE Ponb kpunTorpaguueckux mpoToKOIOB B CH- [1K-15, I1K-9
HOHATHUS. cTemax 3aiuTsl nHpopmaru. OCHOBHbIEA-

TaK{ Ha KpUNTOTpapuueCcKue MPOTOKOIBI
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Hroro
2 IIpoTokoibl YnpasieHue CeKpeTHbIMU Kiltouamu. Pac- [1K-10, I1K-14,
pacrnpeneneHus MIpEJEIICHNE CEKPETHBIX KITIOUEH. IIK-15, TIK-9
KITFOYEH. Vitoro 2
3 Undpactpykrypa ITonsATHE DIIEKTPOHHOM MOAIUCH. YIIpaBJIe- 6 I1K-10, I1K-14,
OTKPBITBIX KIIFOUEH. HUE OTKPBITBIMU KiItoyaMHu. OCHOBHbBIE I1K-15, TIK-9

KOMIIOHEHTBI UH(PACTPYKTYPHI OTKPBITHIX

kitoueid. [lonarue ceprugukara OTKpeITOro

KJIto4Ya. YI0CTOBEPSAIOIIMM LIEHTP. APXUTEK-

Typa HHPPACTPYKTYphl OTKPHITOrO KIIH04a

Hroro
4 TIpoTOKOIIBI [TpoTokomnel ueHTH(UKAIMKA HA OCHOBE T1a- 4 [1IK-10, ITK-14,
UACHTUDUKAIMN U poJIeH, IPOTOKOIBI «PYKOIOXKATHUS» U TUIIA [1K-15, I1K-9
ayTeHTU(pUKaLUK. «3arnpoc-oteeT». [IoHsTHE TPOTOKOIOB UH-

TEPAKTUBHOTO J0Ka3aTeIbCTBA U JJOKa3a-

TeJIbCTBA 3HaHUs. [IpoTokombl neHTHUKA-

IIUY Ha OCHOBE IIPOTOKOJIOB JI0KA3aTeIbCTBA

3HAHUS C HYJIEBBIM PA3IJIAIIEHUEM.

Hroro
5 bezonachslii kaHan | [Toctpoenue 6e30mMacHOr0 KOMMYHHKAIIU- I1K-10, I1K-14,
oOMeHa cOOOIIEHUSIMH. | OHHOTO KaHajla Ha OCHOBE KpunTorpaduye- [1K-15, T1K-9

CKHX aJIFOPUTMOB.

Hroro
6 [IpakTnueckue [Tpobaemsl peanuzanuy KpunTorpaduye- [1K-10, I1K-14,
ACIIEeKThI peIN3allMi | CKUX aJlTOPUTMOB. [ eHepalus ciydaitHbIX IIK-15, TIK-9
CPEICTB qrcen. 3auMTa OT YTeUKd HH(POPMAIHH.
Kpunrorpapuieckoi Vitoro 2
3alIUThl HH(POPMALIUH.
Hroro 3a cemectp 18

5.3. Pa3esbl AMCUMINIMHBI M MEKIMCUMININHAPHBbIE CBSA3H ¢ 00eceYnBAKIIMMH (TPeAbITyLIUMHU)
1 o0ecrieynBaeMbIMHU (IOC/TEYIOIMMH) THCHUTIIHHAMHA
Paznenbl qUCHUIIIUHBL U MEXIUCIUIUIMHAPHBIE CBSI3M C 00€CTIeUMBAIOIIMMHU (TIPEAbIAYIIUMU) U
o0ecrnieyrBaeMbIMH (TIOCIIEAYIOIIMMHI) TUCIMIUTMHAME NIPE/ICTaBlIeHbI B Tabmuie 5.3.
Tabmua 5.3 — Pa3gens! AUCHUIUIMHBL U MEXIUCIIUIUIMHAPHBIE CBS3H

Ne pazniennoB JaHHOW AUCHUTLUIMHBL, I KOTOPBIX HEOOXOIUMO
U3ydeHHe 00eCTIeUMBAIONIUX U 00eCTIeYNBaEMbIX JUCIIHILTHH

1 2 3 4 5 6

[IpenmecTByronme quCUUILIMHBI

HaumeHnoBaHue qUCHMILIMH

1 be3zonacuHocts ceteit OBM + +
2 Kpunrorpaduueckre MeTO/Ibl 3alIUThI n N N N N N
uHpOpMaLUU
3 OcHoBBI HH(OPMAITMOHHOH Oe301ac- . N N
HOCTH

[Tocnenyromue AUCIUTUTHHBI
1 3ammTa BBIMYCKHOM KBaTU(UKAITMOH- + + + + + +

HOM pa0oThl, BKJIIOYask MOJITOTOBKY K
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MIPOILIETyPE 3AIIUTHI U TIPOLIEYPY 3allH-
TBI

5.4. CooTBeTcTBHE KOMIIETEeHIIMIi, GOPMHUPYEMBIX PH U3yYeHUM TUCHHUILUIMHBI, U BUA0B 3aHATHI
CooTBeTCTBHE KOMIIETCHIIMH, (HDOPMUPYEMBIX TPH HW3yYCHUHW AWCIMUILIMHBI, W BHJIOB 3aHATHU
MIPEICTaBICHO B Tabmuiie 5.4.
Tabnuna 5.4 — CooTBETCTBHUE KOMITETEHIIUM, (POPMUPYEMBIX MPU U3YYEHUU TUCUUILIAHBI, U BUJOB 3aHS -

TUH
KommeTen Bunel 3ansaTuii
DOpMBI KOHTPOJIA
nuu Jlek. [Tpak. 3aH. Jlab. pad. Cawm. pa0.

[K-9 + + + + Ot4er o 1aboparopHoii pa-
oote, 3auéT, Tect, OTUeT MO

MPaKTUYECKOMY 3aHSITHIO
IIK-10 + + + + Otuet o nabopaTopHoOii pa-
oore, 3auéT, Tect, OTueT MO

MIPAKTHYECKOMY 3aHSTHIO
[1K-14 + + + + OtyeT no nabopaTopHoOii pa-
oote, 3auéT, Tect, OTUeT MO

MPAKTUYECKOMY 3aHSITHIO
[IK-15 + + + + OtyeT no nabopaTopHoii pa-
oote, 3auéT, Tect, OTUET MO

MPaKTUYECKOMY 3aHSITHIO

6. UnTepakTBHBIE MeTOABI M OPMBI OPraHN3aLMU 00yYeHH s
He npenycmorpeno PVYII.

7. JlabopaTtopHble paGoThl
HaumenoBanue nabopaTtopHbIX padoT npuBeneHo B Tabnue 7.1.
Tabmuua 7.1 — HaumeHnoBanue 1a00paTopHbIX padboT

Tpynoemkoctsb, | DopMupyemblie
HasBanus pazaenos HaunmenoBanue mabopatopHbIX padoT Py ’ PMIPY
q KOMIIETEHIUH
7 cemecTp
1 Kpunirorpaduueckue | Kpunrorpapuueckue ¢ailioBble CUCTEMBI. 2 [1K-10, I1K-14,
MIPOTOKOJIBI: 001IIHe udposannas ¢aitnosas cuctema Windows I1K-15, ITK-9
TIOHATHA. Kpunrorpaduyeckue (aiinoBsie CHCTEMBI. 2
[udposanue aucka BitLocker
[Iudposanue nuckoB VeraCrypt
Kpunrorpaduyeckue aiinoBsie CHCTEMBI.
[lIndpoBannas ¢aitnosas cucrema Linux
Hroro 10
2 IIpoToxonbl CpenctBa kpunrorpaduyecKkoi 3almThl MH- 2 [1K-10, TIK-14,
pacnpeneeHus dbopmarumn ITK-15, TTIK-9
KJIFOUECH. Wroro
3 Undpactpykrypa HacTtpoiika y1ocToBepsIOnIero NeHTpa. 4 [TK-10, [1K-14,
OTKPBITBIX KIIFOUEH. Kpocc-cepTHbUKAIIS YI0CTOBEPSIONIHX [1K-15, TIK-9
LIEHTPOB
ITocTpoeHue nepapxuueckol MoAeIn JOBe- 4
pHsl YIOCTOBEPSIIOIUX LIEHTPOB.
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Htoro

12

Hroro 3a cemectp

24

8. [IpakTHYeckue 3aHATHS (CEMUHAPBHI)
HanmMeHnoBaHMe MpakTUUECKUX 3aHATHH (CEMHUHAPOB) MpUBEIeHO B Tadmmie 8.1.
Tabmuua 8.1 — HaumeHOBaHME PAKTUUECKHUX 3aHATUH (CEMHUHAPOB)

Haspasms pasiernos HanmeHnoBaHMe NpakTUYECKUX 3aHATHU Tpynoemkocts, | PopMupyemblie
(cemuHapoB) q KOMITCTCHITH
7 cemecTp
1 Kpunrorpadpuueckue | AHanu3 ys13BUMOCTEN MPOCTEHIINX KPUIITO- 2 I1K-10, I1K-14,
MIPOTOKOJIBI: 00IIKe rpaduyecKux MPOTOKOJIOB. ITK-15, T1IK-9
MOHSITHSL. Wroro
2 IIpoTokosnbl [Tpumenenue MOK Ha aBTOMaTU3MpPOBAHHOM ITK-10, [TK-14,
pacnpeneneHus paboueM mecTe [1K-15, TIK-9
KITIOUEH. Vroro
3 Unadpactpykrypa [Tpumenenne MOK B kiMeHTax 3JIEKTPOHHOMN ITK-10, ITK-14,
OTKPBITBIX KIIOUEH. IIOYTHI ITK-15, ITK-9
CrpykTypa cepTu(rKaToB OTKPHITOrO KIH04a 2
Hroro 4
5 bezonacHeiii kaHan | M3ydyenue npotokona [Psec 2 ITK-10, [1K-14,
oOMeHa COOOIIEHUSIMH. Vitoro 7 IIK-15, IIK-9
Hroro 3a cemectp 10

9. CamocrosiTesqibHasi paboTa
Bunel camocTosTenbHOM paboThI, TPYAOEMKOCTh U (POPMHUpPYEMbIE KOMIIETEHIIMH PEICTABICHbI B

Tabimie 9.1.
Tabmuia 9.1 — Bubl caMOCTOSTEIBHOM paboThI, TPYAOEMKOCTh B (DOPMUPYEMbIE KOMIIETCHIHH

Bunasl camocrositensHol | TpynoemkocTs, | DopMupyembie
HasBanus pasnenos g PyA ’ PMHDPY @OpMBI KOHTPOJIS

paboThI q KOMIIETEHITUHN
7 cemecTp

1 [ToaroroBka k mpakTuye- 2 IIK-10, IIK-14, |3auét, OTueT 110 Ja-
Kpunrorpadudecku | CkuM 3aHATHSIM, CEMHUHA- IIK-15, TIK-9 | 6opaTtopHoii padoTe,
€ IIPOTOKOJIBL: pam OtyeT no npakTuye-
oO01IHe MOHATHSL. TpopaGoTKa NEKIHOHHO- 2 E:FKOMy 3aHATHIO,

ro Marepuaina ect

OdopmieHne 0TYETOB TI0 10

nabopaTopHBIM paboTam

Hroro 14
2 IIpoTokosnbl [TpopaboTka JIEKITMOHHO- 2 [IK-10, [1K-14, |3auét, OTyeT 10 Ja-
pacnpeneneHus ro Marepuaina [1K-15, I[IK-9  |6oparopHoii paboTe,
KTroHeH. OdopmiteHre 0TYETOB TIO 8 Tect

naboparopHbeIM paboTam

Uroro 10
3 Undpactpykrypa |I[loaroroBka k mpaxtuue- 2 [1K-10, I1K-14, |3auét, OTuer no na-
OTKPBITBIX KJIIFOYEH. |CKUM 3aHATUAM, CEMUHA- [1IK-15,I1IK-9  |GopatopHoii padore,

pam

Otuer 1o npaxkTuye-
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[TpopaboTka neKInOHHO- 2 CKOMY 3aHSTHIO,
ro MaTepuala Tect
OdopmiteHre 0TYETOB TIO 12
nabopartopHbeIM paboTam
Uroro 16
4 TIpoToKoJbI IToaroroBka K mpaxkTu4e- 2 [1IK-10, I1IK-14 |3auét, Otuer no
UACHTU(DHUKAIIMA U | CKUM 3aHSITHSIM, CEMUHA- IIPAKTUYECKOMY 3a-
ayTeHTU(UKALMU. | paM Hsatuto, Tect
[TpopaboTka JTeKIHMOHHO- 2
ro Marepuana
Hroro
5 be3onacHbIi [ToaroroBka k nmpakTuye- [IK-10, IIK-14, |3auéT, OTUeT 110
KaHaJl 0OMeHa CKUM 3aHSTHSIM, CEMHAHA- [IK-15, [IK-9  |mpakTuyeckoMy 3a-
COOOIICHUSMHU. pam Haruio, Tect
[IpopaboTka JIEeKITMOHHO- 2
ro MaTepuasa
Hroro
6 [IpakTnueckue ITpopaboTKa JEeKIIUOHHO- I1IK-10, I1K-14, |3auét, OTueT no na-
ACIIEKThI ro Marepuaya I1IK-15, TIK-9 | 6opaTtopHoii padoTe,
peasatim OdopmiteHne 0T4ETOB TIO 4 Tect
CPEICTB
nabopaTopHBIM paboTam
Kpunrorpaduuecko
U 3aIUTHI Hroro 6
uHpOpMaLnH.
Hroro 3a cemectp 56
Hroro 56
10. KypcoBoii nmpoekT / KypcoBasi padota
He npenycmorpeno PVYII.

11. PeliTuHrOBasi cucTeMa AJISl OHCHKHU yCII€BaA€EMOCTHN oﬁyqammnxm

11.1. baajbHble OLEHKH IJIS 3JIeMEHTOB KOHTPOJISI
Tabmuua 11.1 — baniapHbIe OLIGHKH JUTsI JIEMEHTOB KOHTPOJISI

. N MaxkcuMabHBII
. MaxkcumanbHbIN MaxkcumanbHbIN
DneMeHThI y4eOHOM OaJut 3a mepuos Bcero 3a
6amn Ha 1-yto KT ¢ | 0am 3a nepuoa
JEATEIIbHOCTH mexnay 2KT u Ha CEMECTp
Hayana ceMectpa | mexay 1KT u 2KT
KOHEII ceMecTpa
7 cemecTp
3auér 20 20
OTueTt no nabopaTopHOi 20 10 15 45
pabore
OTyer no NpakTHIECKOMY 5 10 10 25
3aHATHIO
Tect 10 10
Wroro makcumym 3a nepu- 25 20 55 100
on
Hapacraromum utorom 25 45 100 100
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11.2. IlepecyeTt 0a/1J10B B OLICHKH 32 KOHTPOJIbHbIC TOYKH
[Tepecuet 6amIOB B OLIEHKHU 32 KOHTPOJIBHBIE TOUKH MpeCTaBiieH B Tadymie 11.2.
Ta6muma 11.2 — IlepecueT 0ansioB B OLIEHKU 32 KOHTPOJIbHBIE TOUKH

basnel Ha 1aTy KOHTPOJIBHOW TOYKH Onenka

> 90% ot MakcuManbHOU cyMMBbl OaiioB Ha gaty KT 5

Ot 70% no 89% ot makcumasbHOM cymMbl OaiioB Ha aaty KT

4
Ot 60% 10 69% OoT MakcUMaIbHOM cyMMbl OaisioB Ha naty KT 3
2

< 60% oT MakcuMaIbHOU cyMMBbI OaioB Ha naty KT

11.3. IlepecyeTr cyMMbI 02/1710B B TPAAULHOHHYIO M MEKITYHAPOIHYIO OLEHKY

[TepecueT cymmbl 6aIOB B TPAAULIMOHHYIO U MEXIYHAPOIHYIO OLEHKY MpEACTaBIeH B TaONuIe
11.3.

Tabmuma 11.3 — Ilepecuer cymMMbl OaJIOB B TPAAUITMOHHYIO M MEXKTYHAPOJIHYIO OIICHKY

HtoroBas cymma 0aos,

Onenka (I'OC) YYMTHIBAET YCHEIIHO CAAHHBIN Onuenka (ECTS)

9K3aMEH

5 (OTIMYHO) (3a4TEHO) 90 -100 A (oTIIMYHO)
85 -89 B (ouenb xoporiiio)

4 (xopoI1o) (3a4TeHO) 75 - 84 C (xoporo)
70 - 74
65 - 69 D (ynoBnerBoputeiabHO)

3 (yZIOBJIIETBOPUTENHHO) (3aYTEHO) 60 - 64 E (HocpeicTaento)
2 (HEYROBIIETBOPHTENLHO) (e Huxe 60 6ammon F (HeynoBneTBOpUTENHHO)

3a4TEHO)

12. YueOHO-MeTOAM4YecKOe M HHGOPMALMOHHOE o0ecneyeHne JUCHMIITTHHbI

12.1. OcHoBHas1 JIMTEpaTypa

1. Ocwunsan B. O. Kpuntorpadus B 3a1adax u ynpaxseHusx. - M. : 'emmoc APB , 2004. - 143[1]
c. (mHammmuue B 6uomoteke TYCVYP - 50 3k3.)

2. Psab6ko, b. . Kpuntorpadudeckne mMetoapl 3amuThl HHGOpMaUK [DIEKTPOHHBIA pecypc]:
yuebHoe nocobue / b. f. Pgb6xo, A. H. ®uonos. — 2-e u3a., crep. — Mocksa : ['opsuast muHus-Tenexom,
2017. — 230 c. — ISBN 978-5-9912-0286-2. — Pexum noctyma: https://e.lanbook.com/book/111097
(mata obpamenwus: 17.02.2021).

3. OcHOBBI HHPOpPMALIMOHHOW Oe30macHOCTH : YuyebHoe nmocobue ass By30B. - M. : ['opsiuast u-
Husi-Tenexom , 2006. - 544 c. (manuuue B 6ubmmoreke TYCVYP - 81 73k3.)

12.2. lonosiHuTEIbHAS JIUTEpaTypa

1. ®omuués, B. M. Kpunrorpapuueckune metons! 3amuThl nHGopMarmu B 2 4. Yacte 1. Mare-
MaTU4eCKHe acleKThl [ DNeKTpoHHbIN pecypc]: yueOHuK a1 By3oB / B. M. domuués, /1. A. MenbHUKOB ;
nox penakmueit B. M. ®omuuéBa. — Mocksa : UznarensctBo FOpaiit, 2020. — 209 c¢. — (Bricuiee 06-
pasoBanue). — ISBN 978-5-9916-7088-3. — Tekcr : »1ekTpoHHBIH — Pexum npoctyna:
https://urait.ru/bcode/450820 (nara obpamenus: 17.02.2021).

2. ®omuués, B. M. Kpuntorpapuueckne mMeroasl 3ammrtel nHGopmaruu B 2 4. Yacte 2. Cu-
CTEMHBIC M MPHUKJIAJHBIC aCMEKThI [ DNEeKTPOHHBIN pecypc]: yueOHuK it By30B / B. M. ®omuués, . A.
MenbHukoB ; noxa pepakuued B. M. ®omuuéBa. — Mocksa : U3narensctBo IOpaiit, 2020. — 245 ¢. —
(Beicmiee o6pazoBanue). — ISBN 978-5-9916-7090-6. — Tekct : anekTpoHHBIT — Pexum goctyma:
https://urait.ru/bcode/451486 (nara obpamenus: 17.02.2021).

12.3. YueOHO-MeTOAHYECKHE TOCOOUSHA

12.3.1. O0s3aTenbHbIC y4eOHO-METOAMYEeCKHE TOCOOHS
1. Esctorun O.0. Kpunrorpaduaeckne MeToabl 3amuThl HHPOpMAIUU [ DIEKTPOHHBINA pecypc]
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[3JIGKTPOHHBII>'I pecypc]: MCTOAUYCCKUC YKa3aHHA JId BBIIOJHCHUS MPAKTHYCCKUX U CAMOCTOATCIIBHBIX
pabotr [DnextpoHHwlid pecypc]. — 2014, — Pexum goctyma: — Pexum  gocrtyna:
http://kibevs.tusur.ru/sites/default/files/upload/manuals/evsutin_kmzi.pdf (naTa obpamenwns: 17.02.2021).
2. Escrotun O.0. Ilpuknannas kpunrorpadus [IAEKTPOHHBIN pecypc] [DAeKTpOHHBIN pecypc]:
METOMYECKHE YKa3aHHs JUIsl BHIIOJIHEHUS JTa0OPATOPHBIX U CAMOCTOATENIBHBIX pa0OT [DNEKTPOHHBIHN pe-
cypc]. — 2014. — Pexum JIOCTYyTa: — Pexxum JIOCTyMa:
http://kibevs.tusur.ru/sites/default/files/upload/manuals/evsutin_pk.pdf (nata oopamenwns: 17.02.2021).

12.3.2. YueOHO-MeTOAMYECKHUE TOCOOHS /ISl JIML C OTPAHMYEHHBIMH BO3MOXKHOCTSIMHU 3/10POBbS U
HHBAJINI0B

Y4eOHO-METOIMUYECKUE MaTepHallbl IJIsi CAMOCTOSTENILHON M ayAUTOPHON pabOThl 00ydaroIuXcs
W3 YHUCla JUIl C OTPAHMYCHHBIMUA BO3MOXKHOCTSIMH 3/I0POBBSI M1 HHBAJIHMJIOB MIPEIOCTABIAIOTCS B (hopMax,
aJaNTHPOBAHHBIX K OTPAHUYCHUSM UX 3I0POBbS U BOCTIPUATHUS HHPOPMAITIH.

JLJist M1 ¢ HAPYIIeHUSIMU 3PeHusI:

- B (hopMe AIIEKTPOHHOTO TIOKYMEHTA;

- B [le4aTHOU (hopMe yBETNYEHHBIM HIPUPTOM.

JLJ1s1 JII ¢ HAPYIIEHUSIMHU CJIyXa:

— B (hopMe AIIEKTPOHHOTO IOKYMEHTA;

- B IeyaTHoOU (popme.

JlJ1st NI ¢ HAPYIIeHUSIMU OTIOPHO-ABUIaTeJILHOTO anmapara:

— B (hopMe AIIEKTPOHHOTO IOKYMEHTA;

- B reyaTHou (opme.

12.4. TIpodeccuonaabHbIe 6a3bl JAHHBIX H HHGOPMAIMOHHBIE CTIPABOYHbIE CHCTEMBI
1. http://www.elibrary.ru - HayuHast 371€KTpOHHast OUOIMOTEKA;

2.  http://www.edu.ru - BeO-caiiT cuctemsl (henepaibHBIX 00pa30BaTEIHHBIX TOPTAJIOB;

3. http://edu.fb.tusur.ru/ - o6pazoBarenbHbIN MOpTaI (paKkyabTETa 6€30MACHOCTH;

4. https:/fstec.ru/ - @enepanibHas ci1yx0a 0 TEXHUYECKOMY U SKCIIOPTHOMY KOHTPOJIIO.

12.5. Ilepuoanyeckue u3IaHus
1. Wudopmarus u 06e30MacHOCTh [DNEKTPOHHBIM pecypc]: HaydHbId >KypHaI. - BopoHex :
BI'TVY . - XKypnan Berxomut ¢ 1998 r. — Pexum noctyna: https://elibrary.ru/title_about.asp?id=8748 (nara
obpamenus: 17.02.2021).

13. MaTtepuaibHO-TEXHMYECKOE O0ecneyeHue JUCIUILJIMHBI U TPpedyeMoe MPorpaMMHoe
o0ecreueHue

13.1. O6uue TpedGOBaHUA K MATEPHAJIBHO-TEXHHYECKOMY H IIPOIPAMMHOMY 00€eCIIeYCHH IO
AUCHHUTIMHBI

13.1.1. MaTepuaJIbHO-TeXHHUYECKOE U POrPAMMHOE o0ecneyeHue sl JIEKIIMOHHBIX 3aHATHH
Jlyist ipoBeieHus 3aHATUH JICKITMOHHOTO TUTIA, TPYIIIIOBBIX M MHIWBUYyaTbHBIX KOHCYJIBTALIUH, TE€-
KYILIETO0 KOHTPOJIS ¥ MMPOMEXYTOYHON aTTEeCTAllMU UCIIONb3YeTCsl yueOHasi ayTuTOpHUs ¢ KOJMUYECTBOM TO-
CaJIOUHBIX MECT He MeHee 22-24, obopynoBaHHAsl JOCKOW M CTaHAAPTHOM yueOHOH mebenbio. MMerorcs
JIEMOHCTPAIIMOHHOE 000PYIOBAaHUE U YU4eOHO-HATIIAIHBIE TTOCOOMsI, 00€CTIEUNBAIOIINE TEMATHUECCKUE HJI-
JIOCTPAIMHU TI0 JIEKIIMOHHBIM pa3ielaM TUCIUTUINHEI.

13.1.2. MaTepuabHO-TEXHHYECKOE U MPOrpaMMHOe odecriedyenne AJ1s NPAKTUYEeCKUX 3aHATHIT

Aymuropust ”HQOPMATUKH, TEXHOJIOTUI U METOAOB MPOrpaMMHUPOBAHHUS

ydeOHast ayJuTOPUS TSI TPOBEACHUS 3aHATHI JICKIIMOHHOTO THUIIA, ydeOHas ayAuTOPHS IS IPOBE -
JICHUS 3aHATUH MPAKTUYECKOro TUIa, IOMELIEHUE Ul KypCOBOIO MPOEKTUPOBAaHUS (BBIIIOJHEHUS KypCO-
BbIX pa0oT), HOMENICHNE Ui CAMOCTOSATEILHON paboThI

634045, Tomckas obmacts, . Tomck, yin. Kpacnoapmetickas, 1. 146, 408 ayn.

Onucanue UMeroIerocs 000pyI0BaHUs:

- UurepaktuBnas nocka IQBoard 78" ¢ TIO ActivInspire;

- [Ipoextop ViewSonic PJD5154 DLP;

- Kommnetorepsr: DEPO Neos 235/ A8-7650K/ DDR3 4G/ 1Tb / mpius/ knaBuatypa/ monutop (10
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IT.);

- Komnerorep: DEPO Neos DF226/ 13-7100/ DDR4 8G/ XKectkuit nuck S00G/ MpItis/ KiaBuary-
pa/ MOHHTOP;

- KommuiekT cnenuann3upoBaHHON yueOHOM MeOen;

- PaGouee mecto mpenogaBarens.

[TporpamMHOe oOecrieueHue:

— VirtualBox

13.1.3. MaTepua/ibHO-TeXHUYECKOE M IPOrPaMMHoe odecriedeHne JJIs J1adopaToOpHbIX padoT
JlaGoparopusi mporpaMMHO-aMNIapaTHbIX CPEACTB o0ecriedyeHnss HHPOPMAIMOHHON 6€30aCHOCTH
ydeOHast ayuTOpHs AJIsl IPOBECHHSI 3aHITHH PAKTUIECKOTO THIIA, yueOHast ayIuTOpHs IS TIPO -
BE/ICHUS 3aHATUH JJaOOPaTOPHOTO TUIIA

634045, Tomckas obmactb, T. Tomck, yi. KpacHoapmetickast, 1. 146, 405 ayn.

Onwucanue uMerouierocs 000pya0BaHuUs:

- Mono6mnok: Asus V222GAK-BA021D: Intel J5005/ DDR4 4G/ 500Gb/ WiFi / mbliis/ K1aBuary -
pa (30mIT.);

- Komnerorep: DEPO Neos DF226/ 13-7100/ DDR4 8G/ XKectkuii auck 500G/ mpliib/ KiiaBuaTy-
pa/ MOHMTOP;

- AnnapatHsle cpesicTBa ayreHTudukanuu nonaszonarens «eToken Proy;

- IIporpammHuo-anmapatHbiii komiuieke 3amutel HHGopmarmu: [TAK ViPNet Coordinator HW100
C 4.x, [TAK ViPNet Coordinator HW 1000 4.x, ITAK Axkopx;

CreHipl U1 U3y4eHUs] IPOBOHBIX U OECIIPOBOIHBIX KOMITBIOTEPHBIX CETEH, BKIIIOYAIOIIHE:

- aDOHEHCKHE yCTpOICTBa: KOMIIbIOTEpPHI SuperMicro;

- kommyTaTopbl: Mikrotik CRS125-24G-1S-IN; Mikrotik RouterBoard 1100;

- Mapupytuzaropsl: Cisco 891-K9, Cisco C881-V-K9, Check Point CPAP-SG1200R-NGFW;

- CpPeICTBA aHaJlM3a CETEBOro Tpaduka U yriyOJeHHOH NMPOBEPKU CETEBBIX MAKETOB: aHAIMU3ATOP
tpadpuka Wireshark, muctpubyrus Kali Linux;

- mexxcereBble 3kpanbl: MKC Lite, Positive Technologies Application Firewall Education, CISCO
ASA 5505, M3 B coctaBe mapmipytuzartopa Check Point CPAP-SG1200R-NGFW;

- cucTeMbl OOHApYXEeHHUsI KOMITBIOTEpHBIX atak: Snort, Suricata, COB B cocTaBe Mapuipyruszaropa
Check Point CPAP-SG1200R-NGFW;

- Touku gocrtymna: D-link dwl3600ap;

- CUCTEMBI 3alUTHI OT yTe4uKku JAaHHbIX: KoHTyp nHpopmanmonnoii 6ezonacHoctu SearchInform;

- CpelcTBa MOHHUTOPHUHIA COCTOSHHMS aBTOMATH3MPOBAHHBIX CHUCTEM: CHUCTEMa MOHMTOpPHHIA
Zabbix;

- CpeCcTBa CKAHUPOBAHMS 3aIMIEHHOCTH KOMIBIOTEPHBIX CeTel: ckaHep Oe3omacHocTH Xspider
Education, cucrema ananuza 3anuineHHocTy cetd MaxPatrol Education.

YerpolicTBa UTE€HUSI CMapT-KapT M PaJUOMETOK: ANantep KOMIBIOTEPHBIN Ul CUMTHIBAHUS U
nepenauu B [1K cepuiiHbix HOMepoB OeCKOHTAaKTHBIX uaeHTuduKaropoB IronLogic Z-2 USB;

- Kommutekt cnienmanu3upoBaHHoi yueOHoON MeOenu;

- Pabouee mecto npenoaBares.

[TporpammHoOe obecrieueHue:

— VirtualBox

— AnmapaTtHO-TIpOTrpaMMHBIEC CPEICTBA YIPABICHHS TOCTYIIOM K JaHHBIM, mmpoBanus: Kpum-
tollpo CSP

— Huctrpubytus Kali Linux

— Kpunrorpaduueckoe cpeactso 3ammutsl nHGopmaruu Kpunrollpo CSP

13.1.4. MaTrepuaJbHO-TEXHHYECKOE H NIPOrPaMMHOe o0ecredyeHne JJIs1 CAMOCTOSITe IbHON PadoThI
st camocTosTeNbHOM pabOThl HCIONB3YIOTCA y4eOHbIE ayAUTOPUHU (KOMIIbIOTEPHBIE KJIacchl),
PacIOJI0KEHHBIE 10 aJIpecaMm:
- 634050, Tomckast o6macTs, r. Tomck, Jlennna mpocnexr, 1. 40, 233 ayn.;
- 634045, Tomckast o6nacTb, T. Tomck, yi. Kpacnoapmeiickas, a. 146, 201 ayn.;
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- 634034, Tomckast obnacTb, . Tomck, Bepmmnauna ynuna, 1. 47, 126 ayn.;
- 634034, Tomckast obmacTs, T. Tomck, Bepmmanna ymuma, 1. 74, 207 aya.

CoctaB 000pyIOBaHUS:

- yueOHasi MmeOerb;

- komnetoTepsl kinacca He Hike [IDBM INTEL Celeron D336 2.8[T. - 5 miT.;

- KOMOBIOTEPHI MOJIKIIOYEeHBI K ceTu «/HTepHeT» U 00eCreYnBaroT JOCTYI B AJIEKTPOHHYIO HH-
(dhopManmOHHO-00pa30BaTEIbHYIO CPely YHUBEPCUTETA.

[Tepedens mporpaMMHOTO 0OECIICUEHUS:

- Microsoft Windows;

- OpenOftice;

- Kaspersky Endpoint Security 10 s Windows;
- 7-Zip;

- Google Chrome.

13.2. MaTepuajibHO-TeXHHYECKOe 0OOecredeHre TUCUMIIIMHBI JJIS JIMI C OrPAHMYEHHbIMU
BO3MOKHOCTSIMH 310POBbSI 1 HHBAJIN/10B

OcBO€HHE NUCLUIUIMHBI JIMIIAMU C OTPAHUYEHHBIMM BO3MOXKHOCTSMH 370POBbS U MHBAJIHMIAMHU
OCYILECTBIIAETCS C UCIIOIB30BAHUEM CPEICTB 00ydEeHHs OOIIETO U CHEIMaIbHOI0 Ha3HAUYCHHUS.

[Tpu 3aHATHAX ¢ 0OYYAIOLIUMUCS ¢ HAPYIIEHHSIMH CJIyXa [PEeIyCMOTPEHO UCIOIb30BaHHUE 3BYKO-
YCUJIMBAIOIIEH anmapaTypbl, MyJIbTUMEIUHHBIX CPECTB U JPYTUX TEXHUYECKHX CPEACTB MpueMa/mepena-
i yueOHOM nH(pOpMaIMU B TOCTYMHBIX (hOpMax, MOOUILHOM CUCTEMBI IPENoIaBaHus 11 00y4JaroIXcs
C MHBAJIMIHOCTHIO, TOPTATUBHONW MHIYKIITMOHHOW CUCTEMBI. YdeOHas ayTuTOPHsl, B KOTOPOU 3aHUMAIOTCS
oOyyaromyecsi ¢ HapylleHUEeM cllyxa, 000py/l0BaHa KOMIIBIOTEPHON TEXHHKOH, ayIMOTEXHHUKOH, BHUJEO-
TEXHUKOM, SJIEKTPOHHOMU JOCKOW, MYJIbTUMEAUMHON CUCTEMOM.

[Tpu 3aHATHAX C OOYUYAIOLUIUMUCS ¢ HAPYIIEHUSIMU 3PEHUSIMHM [IPEyCMOTPEHO HUCIIOJIb30BaHUE B
JICKIIMOHHBIX U y4EOHBIX ayAUTOPHAX BO3MOKHOCTH IIPOCMOTPA YAAICHHBIX 00OBEKTOB (HaIIpUMep, TEKCTa
Ha JIOCKE WM CJaif/la Ha 3KpaHe) MPU MOMOIIY BUICOYBETUUHUTENCH 7151 KOM(GOPTHOTO IPOCMOTpA.

[Tpu 3aHATHAX C 0Oy4YaIOIIMMUCS € HAPYLIEHHUSIMH OIIOPHO-ABUIaTeIbHOIO alnapara HCIOJb-
3YIOTCS aJIbTepHATHUBHBIEC YCTPOICTBA BBOAA HH(OPMAIIUU U IpYrHe TEXHUYECKHE CPe/ICTBA IprueMa/mepe-
naun yuyeOHOM MHPOpPMaIU B JOCTYIHBIX (popMax, MOOMIIBHOW CHCTEMbI OOYUEHUs UIs JIIOJCH ¢ UHBA-
JUAHOCTBIO.

14. OIIeHO‘lHLIe MaTepuajJabl  METOAUYECCKUE PEKOMEHIAUHU MO OPraHu3alluv U3yYCHUA
AUCHHUITINHBbI

14.1. Coaep:xaHue OLEHOYHBIX MATEPUAJIOB U METOANYECKUE PEKOMEH AU
I[JISI OIICHKU CTCIICHU C(i)OpMI/IpOBaHHOCTI/I n ypOBHSI OCBOCHHA SaerﬂJIeHHBIX 3a HHCHHHHHHOﬁ
KOMIICTCHITUI MCTIONIB3YIOTCS OIIEHOYHBIE MaTepUalibl B COCTABE:

14.1.1. TecToBbIe 3a7aHUA
[To mpunnuny Kepkrodgdca B KpunrocuctemMe CEeKpeTHbIM JOHKHO ObITh:
- KITIO4
- BpeMsi HU(poBaHUS
- CIIOKHOCTB QJITOPUTMA
- JUITMHA KJTI04a
[To6emutens koukypca AES (Advanced Encryption Standard)?
- DES
- RC6
- Rijndael
- Twofish
UYro Taxoe nuddy3us?
- BnustHue 0JJHOTO 3HaKa OTKPBITOTO KJIF0Ya Ha 3HAYUTEIbHOE KOJMUECTBO 3HAKOB MIM(POTEKCTA.
- BiinsiHue ofHOTO 3HaKa 3aKphITOrO KJII0Ya Ha 3HAYMTEIbHOE KOJIMYECTBO 3HAKOB MIH(pOTEKCTA.
- BustHue 0JJHOTO 3HaKa OTKPBITOrO TEKCTa Ha 3HAUMTEIbHOE KOJIMYECTBO 3HAKOB IIM(PPOTEKCTA.
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- Briiusinue anropurma 3amuThl HHGOPMAIIUU HAa 3HAYUTEILHOE KOIMYECTBO 3HAKOB MIM(POTEKCTA.
Kakum cBoiicTBOM n0OJDKEH 007aaaTh KaHa repeaaun nadopmanuu B cxeme uddu-Xemmmana
- 3aIUIICHHBIN OT TOAMEHBI

- 3alIMIICHHBIN OT NPOCIYIINBAHUS

- 3aKpBITHIN KaHAIl

- OTKPBITBIN KaHas

Kak Ha3zpiBaeTcs mpeoOpa3oBaHue BXOTHOTO MACCHBA TAHHBIX POU3BOJILHON JITTUHBI B BHIXOJHYIO
OUTOBYIO CTPOKY (PMKCHPOBAHHOU JTHMHBI? (MCIIOJIb3YeT OTHOCTOPOHHIOK (PYHKITHIO)
- Pa3buenune BXomHOTO MaccuBa

- XemupoBaHue

- Cxarue

- CoBur

Bunbl cMMMETPUYHBIX KPUTITOCUCTEM:

- IOTOYHBIC MHDPHI

- OUIT

- KPUIITOCUCTEMBI C OTKPBITHIM KIIIOYOM

- HET OTBETa

Advanced Encryption Standard (AES), Takxe u3zBecTHbIif kak Rijndael nmeet pazmep 61oka (B
ourax):

- 64

- 128

- 192

- 256

Advanced Encryption Standard (AES), Takxe u3zBecTHbIif kKak Rijndael MmoketT nmeTh kitrod (B
ourax):

- 128

- 192

- 256

- BCE BHIIIIE MTEPEUNCIICHHBIC

Kakas cxema nexut B ocHoBe DES u 'OCT 28147-89?

- Lle3aps

- Kanropa

- Oeicrens

- Buxxenepa

Kakue u3 cneayronmx aaropuTMOB SIBISTFOTCS aCCUMMETPHYHBIME?

- DES

- Onb-I"amans

-T'OCT 28147-89

-RC4

Ha kakoil TpyaHopeaeMoii 3ajja4e OCHOBaH aaroput™ RSA?

- GakTopu3anuy yucesn

- Haxoxxaenust 6051p110r0 MpocToro yucia

- Beruncnenuu oOpaTHOTO dIIeMeHTa

- luckpeTHoro JorapuGpmMupoBaHUs

Kakas mnuna kmoua B TOCT 28147-89(Marma)? (oTBeT B OMTaXx)

- 64

- 128

- 192

- 256

Uto 00bIYHO B ce0s1 BKIIFOYAET CXeMa AJIEKTPOHHOHN Toamucu?

- aJITOPUTM TE€HEpAIMH KITFOYEBBIX MMap MOJIH30BATENS

- (pyHKIIMIO TPOBEPKHU MOMHUCH

- HUYETO U3 BBIIICTIEPEUNCIICHHOTO

- BCE U3 BBIIECTIEPEUNCICHHOTO
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Meron nonuandasutHoro muppoBaHus OYKBEHHOTO TEKCTa ¢ UCIIOJIb30BaHHEM KIIIOUEBOTO CJIOBA
(TEeKCTOBOTO):

- ugp 'porchensaa

- llIudgp Bmwxkenepa

- Mudp Lezaps

- [lludpp Bepnama

Kaxkoit k11104 1ocTyreH BceM Ui NPOBEpKU IIHU(PPOBOI MOAMUCH MO TOKYMEHTOM?
- 3aKpPBITHIN

- OTKPBITBIN

- BHYTPEHHUI

- o0t

Kakoit mpudt Gosee croikuii k B3momy?

- CUMMETpUYHBII

- ACUMMETpHUYHBIN

- [IceBpocumMmeTpUYHbIN

- Het mpaBuiibHOTO OTBETA

Kaxkoit anroput™ mudpoBanus ctain npoodpazom ais otredectBenHoro 'OCT28147-897
- DES

- DSA

- Rijndael

- IDEA

B yem npeumyiiecTBO CHMMETPUYHBIX CUCTEM HaJl aCUMMETPUYHBIMU?

- CKOpPOCTH UG POBAHUSA

- IPOCTOTA peanu3aluu

- U3yYEHHOCTb

- BCE OTBETHI MPaBUJIbHBIE

Yro moapazymeBaeTcs Mo TEPMUHOM ayTeHTHYHOCTh UHPOpMaIuu?

- llenoctHOCTH MHDOpPMALTII

- HeB03MOXXHOCTB OTKa3a OT aBTOPCTBA

- [TonmuHHOCTH aBTOPCTBA

- BCE OTBETHI MPaBUIIbHBIC

Bri6epurte npaBUIIbHBIN BapuaHT, 3T POBAHHON € MTOMOIIBIO H(pa 1e3aps, CTpOKH: mudp
ne3aps

- BiXC 4€nOCcH

- 1iixc uéudca

- BKIT HDKHBCO

- J0OOBIL BKHEIDK

14.1.2. Bonnpocsl AJ151 NOATOTOBKH K NPAKTHYECKUM 3aHATHAM, CEMHUHAPaM
AHanu3 ysa3BUMOCTEN MPOCTEHIINX KPUNTOrpauyecKuX MPOTOKOIOB.
ITpumenenne MOK B kimeHTax 3J1€KTPOHHOM IIOYTHI
[Tpumenenne MOK Ha aBTOMaTn3upoBaHHOM pabodyeM MecTe
N3y4yenue nporokona [Psec
CrpykTypa cepTu(UKaToB OTKPBITOTO KIF0Ya

14.1.3. 3auér
[TonsiTHe KpUOTOTpaPUUECKOro MPOTOKOIA.
Ponb kpunrorpaduueckux mMpoTOKOJIOB B CHCTEMaX 3aIlUThl HHPOPMAIIUH.
OcCHOBHBIE aTaKl Ha KPUNITOTrpapUIECKHE MPOTOKOIIBI.
[ToHATHE BNIEKTPOHHOMN MOANUCH.
VYnpaBieHue OTKPBITBIMU KITIOYaMH.
OCHOBHBIE KOMITOHEHTHI HHPPACTPYKTYPbI OTKPBITHIX KIIFOUYCH.
[Tonsitue ceprudukara OTKPHITOTO KJIFOYA.
VYnocToBepstomuii eHTp.
Apxutektypa HHPPACTPYKTYPhl OTKPBITOTO KITHOYA.
[TpoTokomnsl HACHTHU(UKAIIMA HA OCHOBE IMApOJICH, MPOTOKOJbI «PYKOIOKATUS» U THIA «3aIllpoc-
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OTBETY.

[ToHsITHE TPOTOKOIOB MHTEPAKTHBHOTO JI0KA3aTeIbCTBA U IOKA3aTeILCTBA 3HAHUSL.

[TpoTokonbl ACHTU(UKAIIMKA HA OCHOBE NMPOTOKOJIOB J0KA3aTeIbCTBA 3HAHMS C HYJEBBIM pasria-
IICHHEM.

[TocTpoenue 0e30mMacHOr0 KOMMYHUKAIIMOHHOTO KaHajla Ha OCHOBE KPUOTOTpapHUECKUX ajro-
PHUTMOB.

[TpobaemMsl peanu3any KpUNTOTpaQUUECKUX aITOPUTMOB.

I'enepanus ciryyallHbIX YHUCE.

3ammTa oT yTeuKd HHPOPMAITUH.

14.1.4. Tembl 1a00paTOpHBIX padoT
Hactpoiika yaocToBepsIomero HeHTpa.
Kpocc-ceptudukanus yrnocToBepsIomux HeHTPOB
[TocTpoenne nepapxnu4ueckoi MOAEIH JIOBEPHUS YAOCTOBEPSIIOIINX LIEHTPOB.
Kpunrorpapuueckue daitnossie cucremsl. [lndposannas daiinosas cucrema Windows
Kpunrorpaduueckue ¢aitnossie cucreMsl. Llndposanue nucka BitLocker
Iudposanue auckos VeraCrypt
Kpunrorpapuueckue ¢aitnossie cucremsl. Lllndposannas daiinosas cucrema Linux
CpenctBa kpunrorpaduyeckoil 3amuTsl HHGOpMaUu

14.2. TpeﬁoBaHnﬂ K OCHOYHBIM MaTepuajgamMm AJd JUll ¢ OrPaHHYCHHBIMHA BO3MOKHOCTAMU
310PpOBbS U UHBAJIUA0B
I[J'IH JiiI ¢ OrpaHM4YCHHBIMH BO3MOKXHOCTAMU 3J0POBbA U MHBAJIMAOB MPEAYCMOTPCHBI JOIMOJIHU -
TCJIbHBIC OLICHOYHBIC MATCPHUAJIbI, ICPCUCHD KOTOPLIX YKa3aH B Ta6J'II/II_IC 14.
Ta6mma 14 — I[OHOJ'IHI/ITeJ'II)HI)Ie MaTtepuajibl OLUCHUBAHUA OJIA JIUL C OrpaHUYCHHBIMH BO3MOXXHOCTAMU
340POBbLS U UHBAJINIOB

Kareropuu Bunpl TOIIOMHUTEIBHBIX OLIEHOYHBIX @OopMBbI KOHTPOJIS U OLIEHKH
oOyJarommxcs MaTepHaJioB pe3yJIbTaTOB O0y4YCHUS

TecThl, MMCEMEHHBIE CAMOCTOSTEIbHBIE
paboThI, BOIIPOCHI K 3a4E€TY,
KOHTPOJbHBIE Pa0OTHI

C HapymieHusiMu
ciyxa

[TpenmytiecTBEHHO MUCHMEHHAS
npoBepKa

C napymenussmu | CobecenioBaHme 0 BONpocaM K 3a4eTy, | [IpenMyliecTBeHHO yCTHas IpoBepKa

3peHus ONpoC M0 TEPMHUHAM (MHIUBUYaJIbHO)
C HapyuieHusMu Pemienne quCTaHIIMOHHBIX TECTOB,
OIIOPHO- KOHTPOJIbHBIE Pa0OTHI, MUCbMEHHbIE | [IpenMylecTBEHHO 1MCTaHIMOHHBIMU
JIBUTATEIILHOTO CaMOCTOSATENIbHbIE PabOThI, BOIPOCHI K METO/laMH
anmapara 3a4eTy
C orpanunueHusiMu 1o | TecTbl, TUCBMEHHBIE CAMOCTOSITENILHBIE [IpenmymiecTBEHHO IPOBEPKA
o0IIeMeIMIINTHCKIM paloThl, BONIPOCHI K 3a4eTy, METO/IaMH UCXOJSl U3 COCTOSIHUSA
MIOKa3aHUsIM KOHTPOJIbHBIE PA0OTHI, YCTHBIE OTBETHI | 00YYaloLIerocss HA MOMEHT IPOBEPKU

14.3. MeToauueckue peKoMeHAAIMH M0 OLeHOYHBIM MaTepHAJIaM [JIsl JTUI C OTPAHUYEHHbIMHU
BO3MOKHOCTSIMU 3/10POBbSI 1 HHBAJIN/I0B

Jns mui ¢ orpaHMYEHHBIMH BO3MOXKHOCTSIMU 37I0POBbSI U MHBAIHIOB TPEIyCMAaTPUBACTCS J0-
cTymnHas (hopMma Mpea0CTaBICHUS 3aJaHUH OIIEHOYHBIX CPEJICTB, @ IMEHHO:

— B TIEYaTHOH (hopme;

- B IIeYaTHO (hopMe ¢ YBEITHUEHHBIM MIPUPTOM;

- B (hOpMe ITEKTPOHHOTO JIOKYMEHTA;

- METO/IOM YTEHUS ACCUCTEHTOM 33/1aHUs BCIYX;

- MPEOCTaBJICHUE 3a/IaHUs C UCTIOIb30BAaHUEM CYpPJIOTIEPEBO/IA.

Jlumam ¢ OTpaHWYEeHHBIMH BO3MOXXKHOCTSIMH 3JIOPOBBSI M MHBAIHIAM YBEIHYUBACTCS BpeMs Ha
MOJI'OTOBKY OTBETOB Ha KOHTPOJIbHBIE BONPOCHL. i1 Takux 00ydaromuxcs mpeycMaTpiuBaeTcst JOCTYII -
Hast popmMa mpeToCTaBICHHSI OTBETOB HA 3a/IaHUs, 8 IMEHHO:

— MUCbMEHHO Ha Oymare;
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— HabOp OTBETOB Ha KOMITBIOTEPE;

- Ha0Op OTBETOB C MCIIOJIB30BAHNUEM YCIIYT aCCUCTEHTA;

- IPE/ICTaBICHUE OTBETOB YCTHO.

[Ipouienypa orneHUBaHUS PE3yNIBTATOB OOYUYEHUS JIMII C OTPAHUYEHHBIMUA BO3MOYKHOCTSIMH 3/10PO-
Bbsl M1 MHBAIMJIOB IO JMCUHUIUIMHE TPeIyCMaTpUBAET MpeaocTaBiIeHne nHpopmManun B Gopmax, aJaarnTH-
POBaHHBIX K OTPAaHHYCHUSAM HX 3[JOPOBBS U BOCHPUATHS HH()OPMALIIH:

JL1s1 i1 ¢ HApYIIEHUSIMM 3PeHust:

— B (hOpMe IITEKTPOHHOTO JIOKYMEHTA;

- B IIeYaTHOW (hopMe YBETMYECHHBIM HIPHUPTOM.

JI1s1 M1 ¢ HApYIIEHUSIMH CJIyXa:

— B (hOpME IITEKTPOHHOTO JIOKYMEHTA;

- B Ie4aTHOU hopme.

JIJ1s1 1M1 ¢ HAPYIIEHUSIMHM OTIOPHO-ABUTaTeJILHOI0 annapara:

- B (hopMe INIEKTPOHHOT'O IOKYMEHTA;

- B reyaTHou (opme.

[Tpy HEOOXOMUMOCTH /IS JIUT] C OTPAHMYCHHBIMHA BO3MOXXHOCTSIMH 3/I0OPOBbS 1 MHBAJTUIOB TIPOIIE-
Jypa OLICHUBAHUsI Pe3yIbTaTOB 00yUEeHHsI MOXKET MPOBOAUTHCS B HECKOIBKO ITAIOB.
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