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Ne Bunpl yueOHO# nesTebHOCTH 10 cemecTtp Bcero Ennaunner
1 Jlexnn 18 18 JacoB
2 JlaGoparopHble pabOThI 36 36 4acoB
3 Bcero aymuTopHbIX 3aHATHN 54 54 4acoB
4 CamocTosiTenbpHas padboTa 54 54 4acoB
5 Bcero (0e3 ax3aMeHa) 108 108 4acoB
6 OO0m1as Tpy10eMKOCTh 108 108 4acoB
3.0 3.0 3.E.

3auér: 10 cemectp
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P'LICC.\I()'I'DCHU 151 ();l()6pCH’d Ha 3aCCJaHuM K'd(l)C,'_lpr
nporokor Ne 12 oT « 26 » 11 2019 r
JINCT COT'JTACOBAHUA

Pabouas mporpamma AUCIUIUIMHBI COCTaBJICHA C y4eTOM TpeOoBaHUHU (enepaabHOTO Trocynap-
CTBEHHOTO 00pa3oBaTeNbHOTO cTaHaapTa Bhiciiero oopazoBanus (CPI'OC BO) no HampaBiieHHIO MOATO-
toBkH (cnernuanbHoctu) 10.05.02 MuapopMmanmonHas 0€30MacHOCTh TEICKOMMYHUKAIIMOHHBIX CHCTEM,
yrBepxkaeHHoro 16.11.2016 roma, paccmoTpeHa u onoOpeHa Ha 3acemanuu Kageapst BUC «  »
20 ropma, mpotokos Ne

Pa3zpaboTunku:
IMpodeccop kad. KUBIBC B. C. ABpamuyk
[Tpenonasarens kad. KUBOBC B. A. ®aepman

3aBeayromumii odecreunBaronieii kad.
BUC E. 10. KocTrouenko

Pabouas mporpamma JTUCIUIUIMHEI COTIIacoBaHa ¢ (DaKyIbTETOM M BBITyCKaroIel Kadeapoii:

Hexan ©b . B. Kpyunnun
3aBenyromnuii BeITycKaroIen kag.

BUC E. 1O. KocTrouenko
OKCIEPTHI:

JlonieHT Kadeapbl KOMIIEKCHON MH-

(dhopmanoHHON 6€30MacHOCTH DJIEK-

TPOHHO-BBIYUCIIUTEIBHBIX CUCTEM

(KNB2BC) A. A. Kones

JoueHT xadeappl KOMIJIEKCHON HH-

(hopMaImoHHO# 0€30MTaCHOCTH DJICK-

TPOHHO-BBIYUCIUTEIBHBIX CUCTEM

(KNB2BC) K. C. Capun
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1. lean u 3aga4n AUCHUTLIHMHBI

1.1. lleau TUCUMIIAHBI
OOy4uTh CTYICHTOB OCHOBaM IOCTPOCHUS M AKCIUTyaTallud pacipelesieHHbIX aBTOMaTHU3UPOBAH-
HBIX CUCTEM, UCIIONIB3YIOIINX OSCIPOBOIHBIC KaHATBI MIepelaur JAaHHbBIX, IPUHIIUIIAM U METOIaM 3aIUThI
nH(pOpMaIU B MOJOOHBIX CUCTEMAaX, HaBbIKAM KOMIUIEKCHOTO MPOCKTUPOBAHMS, IIOCTPOCHUS U aHAJIM3a
3aIUIICHHBIX CUCTEM OECIPOBOIHOM CBSI3U.

1.2. 3agaun IMCHMIIINHBI
—  — U3YYEHHE TEXHOJIOTHI U MPOTOKOJIOB OECTIPOBOAHOM MEpeIayM TaHHbIX;
— — PacCMOTpPEHHE APXHUTEKTYPhl M KIaCCHU(PHUKAIMKM PACIPEACICHHBIX CHCTEM OECTIpOBOJIHON
CBSI3H;
—  — BBIJICJICHHE OCHOBHBIX yIpo3 HH()OPMALINK B CUCTEMAaxX OECIPOBOAHOMN CBSI3H;
— — U3y4YEHHE MPOTPaAMMHO-AMIAPATHBIX CPEACTB oOecredeHnus 6e30MacHOCTH B cUCTeMax Oec-
IIPOBOJHOM CBSI3U.

2. MecTo nucuuiiiuebl B cTpykrype OIIOII

Jucuumuinza «3anura uHpopmarum B cuctemax 6ecripooanoii cszu» (b1.5.08.07) otHocures k
6soky 1 (6a3oBas 4acTh).

[TpenmecTBYOIMKUMHU JUCUUIUIMHAME, (OPMUPYIOIIMMHU HayallbHbIE 3HAHUS, ABJISIOTCA: AmNmapar-
HBIE CPEJICTBA TEJIEKOMMYHHUKAIMOHHBIX CHUCTEM, be30macHOCTh CETEBBIX MPOTOKOJIIOB HU3KOIO YPOBHS,
MopnenupoBaHue CUCTEM U ceTel TeleKoMMYHHUKalui, [IporpaMMHo-anmaparHblie cpeacTBa 00ecreueHus
nH(}OpPMAITMOHHON 0€30MaCHOCTH, YTIPaBJICHHE HHPOPMAITMOHHOMN 0€30MaCHOCTHIO TEJIEKOMMYHUKAIIMOH -
HBIX CHCTEM.

3. TpeGoBaHus K pe3yJbTaTaM OCBOCHUS JUCHUIIJIMHBI

[Ipornecc n3ydeHus QUCIUTUTMHBI HATIPaBJIeH Ha (JOPMHUPOBAHUE CIEIYIOIINX KOMIETCHITUH:

— TICK-10.4 cnocoOHOCTBIO MPUMEHATH Hanbomnee 3(ppeKTuBHBIE METOABI M CPEICTBA AT 3a-
KPBITHS BOBMOYKHBIX KaHAJIOB IepexBaTa akyCTHIECKOW pedeBOi nH(pOpMaIny;

— TICK-10.3 cnocoOGHOCTBIO OLIEHUBATh BOZMOYKHOCTH CPEJCTB TEXHUUYECKUX PA3BEIOK B OTHO-
IIEHUH K CUCTEMaM CBSI3H, YIPABJICHUS U 00BbEKTaM HHPOPMATH3AIINH;

— TICK-10.2 cmocobHOCTBIO (hOpMHUPOBATh TEXHUYECKHE 3aJaHHUS M YIaCTBOBaTh B pa3pabOTKe
anmapaTrHbIX U IPOTPAMMHBIX CPEJICTB 3aIUThl HH(POPMAITHOHHO-TEICKOMMYHHUKAIIMOHHBIX CUCTEM;

B pe3synbTarte n3ydeHus JUCIUILIMHBI 00yJalOMmUiCs JOJKEH:

— 3HATh TEXHOJIOTUU OECTIPOBOIHON IMEpeqayd JaHHBIX; 3TAJOHHYIO MOJETb B3aUMOICHCTBUS
OTKPBITBIX CHCTEM; OCHOBHBIE CTaHJIAPTHI B 00JAaCTH WH(POKOMMYHHKALIMOHHBIX CUCTEM U TEXHOJIOTHIA;
OCHOBHBIE HOPMAaTUBHO MPABOBBIC aKThl 1 HOPMATHBHBIE METOMYECKHE JJOKYMEHTHI B 0071aCTH HHPOKOM-
MYHUKAIIUOHHBIX CHUCTEM; MPHHLUIBI TOCTPOCHUS 3AIIUIICHHBIX TEJICKOMMYHHKAIIMOHHBIX CHUCTEM; Me-
XaHU3MBI peaslu3aliy aTak B KOMITBIOTEPHBIX CETSX; 3alIUTHBIC MEXaHU3MBI U CPEJICTBA 0OECIICUCHHUS Ce-
TEBOW OE30MaCHOCTH; CPEJCTBA U METO/IbI MPEIOTBPAILECHHS U OOHAPYKEHHUSI BTOPKECHUH.

—  yMeTh NPUMEHSTH 3alIMIICHHbIE IPOTOKOJIBI, MEKCETEBBIE KPAHbI M CPECTBA OOHAPYKEHUS
BTOP)KEHUU JJIS1 3aIIUTHI HHPOPMALMU B OESCIIPOBOAHBIX CETSAX MEpeaayl JaHHbBIX; OCYIIECTBIATH MEPHI
NPOTUBOCHCTBUS HAPYIICHUSIM CETEBON OE30MACHOCTH C MCIOJIB30BAHUEM PA3IMYHBIX MIPOTPAMMHBIX U
anrmapaTHbIX CPEICTB 3aIIUTHI B COOTBETCTBUU C TPEOOBAaHMSIMHU HOPMATHBHO MPABOBBIX aKTOB U HOpMa-
THUBHBIX METOANYECKUX JOKYMEHTOB.

—  BJIa/IeTh HaBBIKAMU KOH(PHUTYPUPOBAHHUS JIOKAIBHBIX CETEH, HAaBBIKAMHU PEaIN3alUU CETEBBIX
MPOTOKOJIOB € TIOMOIIBIO TPOTPAMMHBIX CPEJICTB; HABBIKAMU HACTPONKM MEXKCETEBBIX SKPAHOB; HABbIKA-
MH NIPUMEHEHUS] HOPMAaTHUBHO NPABOBBIX AKTOB M HOPMATHUBHBIX METOIMUYECKUX TOKYMEHTOB B 00JIacTH
MH(POKOMMYHUKAITMOHHBIX CHCTEM; METOJMKOM aHalu3a CeTeBOro Tpaduka;, METOIMKON aHanmu3a pe-
3yJBTaTOB pabOTHI CPEICTB OOHAPYKEHHS BTOPKEHHUH.

4. O6beM IMCUMIJIMHBI M BU/ABI Y4e0HOI padoThI
OO01ast TpyI0€MKOCTb JUCHUILUINHBI cocTaBisieT 3.0 3aueTHBIX eIMHMIIBI U IIPeCTaBIeHa B Ta0uu -
ue 4.1.
Tabmuna 4.1 — Tpy10eMKOCTh TUCITUILUIHHBI

Bunbl yueOHOI nesTeNbHOCTH Bcero yacos CemecTpsl
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10 cemectp
AynuTtopHble 3aHATUSA (BCETO) 54 54
Jlexiuun 18 18
JlabopaTtopHbie pabOThI 36 36
CamocTosiTenbpHas paboTa (Bcero) 54 54
OdopmiieHre 0T4ETOB 110 JTabOpPaTOPHBIM paboTam 30 30
[TpopaboTka JIEKITMOHHOTO MaTepuaia 24 24
Bcero (0e3 ax3aMeHa) 108 108
OO01mas Tpy10eMKOCTb, 4 108 108
3auetHbie EnuHUIB 3.0 3.0
5. Coneprxanue TMCUMILTHHBI
5.1. Pa3nenbl AUCHMILUIMHBI U BUABI 3aHATHIA
Pazniensl TUCUUIUTMHEI ¥ BUABI 3aHATUH PUBEACHBI B Ta0muiie 5.1,
Tabmuna 5.1 — Pa3jenbl AUCIUMIUIMHBI U BUJIbI 3aHATHH
Bcero
4acoB
HasBanus pa3nenoB IuCHUTITHHB Jlek., 4 Jlab. Cam, (6e3 PopmHpyembie
pab.,u | pab.,u KOMIETEHITUH
9K3aMEH
a)
10 cemecTp
1 OcHOBBI U1 0OCOOEHHOCTH OECTIPOBOIHBIX 2 2 4 8 T1ICK-10.2,
TEXHOJIOTUH TIICK-10.3,
[1CK-10.4
2 IlpuHuunsl nepegadyu HHGopMaluu B pa- 4 4 4 12 [1CK-10.2,
o3 upe I1CK-10.3,
[ICK-10.4
3 Bunbl GecripoBoHBIX ceTeil. OCHOBHBIE 4 10 12 26 TIICK-10.2,
yrpo3bl THPOPMAIIMOHHOM 0e30nacHOCTH [1CK-10.3,
[1CK-10.4
4 TlocTpoeHue 3alUIIEHHBIX PacIpeaeIeH- 4 12 20 36 TIICK-10.2,
HBIX CUCTEM Ha OCHOBE OECIIPOBOJHBIX CETEH I1CK-10.4
5 Meronuka UCTIBITAHUNA CUCTEM OECITPOBO/I- 4 8 14 26 TIICK-10.2,
HOM CBSI3U [ICK-10.3
Hroro 3a cemectp 18 36 54 108
Hroro 18 36 54 108
5.2. Coaep:xanue pa3aejioB IUCHUILIUHBI (110 JIEKIIUSAM)
CopneprkaHue pa3iesoB TUCIUILINH (TIO0 JIEKIMSIM) IPUBEAICHO B Tabnuiie 5.2.
Tabmuua 5.2 — CozpeprkaHue pas3ienaoB JUCIUILIKH (110 JIEKIHIM)
Haspamma pasmenos Copeprxanue pa3aesnoB TUCHUILIUHEL (0 | TpynoemkocTs, | DopMupyembie
JICKITUSIM) q KOMITETEHITUU
10 cemectp
1 OcHOBBI 1 HcTopus pa3BuTHs OECIIPOBOIHON CBA3H. 2 I1CK-10.3
0COOCHHOCTHU OTinyms MPOBOJHBIX U OECTIPOBOIHBIX TEX-
0ecIIpOBOTHBIX HOJIOTHi nepenaun nanHbIX. Knaccudukanms
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TEXHOJIOTU 0OecTpOBOHBIX TEXHOJIOTHH 10 JaTbHOCTH

JIEUCTBUS, 110 TOIOJIOTHH, 110 00JIACTH JeH-

CTBUSL.

Hroro
2 Ilpunuuns! nepenauu | [lakeTHas u cCHHXpOHHAs Nepeaya B paauo- I1CK-10.3,
nHpopMaIuu B a¢upe. MeToap! MOIYISALNMN U TEXHOJIOTHUU IICK-10.4
panuo3dupe nepenauu. Meropl goctymna k cpene. Mero-

JIbl ITMPOKOIIOJIOCHON NIepejaull CUTHAIA.

Hroro
3 Bugsr 6ecripoBoabix | Kimaccudukamnms 6ecipoBoanbix cereid. [Toa- IICK-10.2,
cerei. OCHOBHBIE cinymuBanue. OTka3 B 00cinyxuBaHuu. [ry- [1CK-10.3
yIpO3bl [IeHHEe KIMEHTCKON cTaHiuu. [ ymenue 6a-
MH(POPMAIIMOHHOM 30BOM CTAHLIMU. YTPO3bl KPUIITO3ALUTHI.
0€30MMacHOCTH Vitoro
4 TloctpoeHue Crnenudurka 4aCTOTHOTO PETYIUPOBAHHS. I1CK-10.2,
3aILUIIEHHBIX OcHOBHBIE IPUHLIUIIBI IPOEKTUPOBAHMSI 3a- I1CK-10.4
pacrpeaeneHHbIX HIUIICHHBIX OecTipoBOAHBIX ceTeil. Co3ma-
CHCTEM Ha OCHOBE HHE ayTeHTU(UKAIIMOHHON HH(PACTPYKTY-
OecripoBoaHbIX ceTell | pbl. [IpuMeHeHne kpunrorpadpuyeckux airo-

put™MoB. [IpuMeHeHre HHPPACTPYKTYpHI

oTKpHITHIX Kiroueit (PKI).

Hroro
5 Metoauka DakTOphI, ONPEETIIONINE PEATTBHYIO TPOU3- I1CK-10.2,
UCHIBITAHUHN CHCTEM BOJIUTEIBHOCTh CUCTEMBI IIPH OECTIPOBOAHOM I1CK-10.3
OecrpoBOJHOM CBS3U | Mepenave JaHHbIX. PekoMeH1yeMblil

KOMILJIEKC MOJIEBBIX UCTIbITaHu. OOpasiio-

BbI€ T€CTHI U PE3YJIbTAThl JTA0OPATOPHBIX HC-

NbITaHU. MeToIMKa TECTUPOBAHUS OLIEHKHU

YPOBHS 3aLTUIIIEHHOCTH.

Hroro 4
Hroro 3a cemectp 18

5.3. Pa3nesbl AMCUMINIMHBI M MEKIMCUMININHAPHBIE CBSA3H ¢ 00eCeYnBAKIIMMH (NPeAbITYyLIUMHU)
1 o0ecrieynBaeMbIMHU (IOC/TEAYIOIMMH) THCHUTIIHHAMHA
Paznenbl qUCHUIIIMHBL U MEXIUCIUIUIMHAPHBIE CBSI3M C 00€CTIeUMBAIOIIMMHU (TIPEIbIAYIIUMU) U
o0ecrieyrBaeMbIMH (TIOCIIEAYIOIIMMHI) TUCIMIUTMHAME MPE/ICTaBlIeHb! B Tabmuie 5.3.
Tabmua 5.3 — Pa3gens! AMCHUIUIMHBL U MEXIUCIIUIUIMHAPHBIE CBS3H

Ne pa3zienoB gaHHOW AMCIUIUIMHBL, IJIS1 KOTOPBIX
HE00XOMMO U3yUeHHE 00ECTICUNBAIONIUX U
00ecIeYnBaeMbIX TUCIIUILTHH

1 2 3 4 5

Hpe,[[HICCTBy}OH_II/IC JAUCIUITIINHBI

HanmeHnoBanue JUCHHUITIINH

1 AHHapaTHBIe CpeacTBa TCJIICKOMMYHUKAIIHU-

+ + o+
OHHBIX CUCTEM
2 be30macHOCTh CETEBBIX MPOTOKOIOB HU3KO- n n
IO YPOBHs
3 MozenupoBaHUE CUCTEM U CETEH TEIEKOM- .

MYHHKaIH
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4 TIporpaMMHO-armaparHblie cpeacTBa ooec-
neyeHnss THPOPMALMOHHON O€30MaCHOCTH

5 YnpaBnenue nHGOpMaIIMOHHON Oe3omac-
HOCTBIO TeJIEKOMMYHHUKAITMOHHBIX CUCTEM

+

5.4. CooTBeTCcTBHE KOMIIETeHINI, (POPMHUPYEMBIX NIPH U3YYCHUHU AUCUMILIMHBI, M BU/10B 3aHATHI
CootBercTBHE KOMIETEHLUH, (HOPMUPYEMBIX MpPHU H3YyYECHUM AMCLUMIUIMHBI, W BHUJIOB 3aHATUN

MPEJICTABICHO B Ta0OJHIIE

5.4.

Tabmuma 5.4 — CoOTBETCTBHE KOMITETCHIINHA, (POPMUPYEMBIX MTPU W3YYCHUU NTHUCHIUILIAHBI, U BUIAOB 3aHS -

TN
Kommerennu Bunsl 3anathii
@DOpMBI KOHTPOJIA
u Jlek. JIab. pab. Cam. pa6.

[1CK-10.4 + + + KonTponsnas pabota, OTder mo
nabopatopHoii pabote, Onpoc Ha
3aHATUAX, TecT

I1CK-10.3 + + + KonTponbhas pabota, OTueT 1o
nmabopatopHoii padote, Onpoc Ha
3aHATUAX, 3a4€T, Tect

IICK-10.2 + + + KonTpomnsHnas pabora, OTder mo
naboparopHoii pabote, Ompoc Ha
3aHATHAX, 3a4€T, TecT

6. UuTepakTUBHBIE MeTOAbI U (JOPMBI OPraHU3aANNU 00yUEeHUsI
He npenycmotrpeno PVYII.

7. JIaGopaTtopHbie padoThI

HaumeHnoBanue nabopaTopHbIXx paboT npuBeaeHo B Tabmuie 7.1.
Ta6muna 7.1 — HaumeHnoBanue 1abopaTopHBIX paboT

Tpynoemkocts, | PopMupyemblie
Hazpanus pasznenos HaumeHnoBaHue 1a60paTopHbIX padoT 26 ’ PMHDPY
q KOMIIETEHIIH
10 cemectp

1 OcHOBBI 1 3amyck WLAN cetu B MHQpPaCTpyKTypHOM 2 I1CK-10.2
0COOEHHOCTHU pexxume. HacTtpoiika 000pynoBaHus U pexXHU-
0ecIIpoOBOTHBIX Mma pabora.
TEXHOJIOTU Wroro
2 Tpununs! nepenauu | MccnenoBanue tpadpuka B WLAN cetu. B3a- [1CK-10.2
UH(pOpMaIK B UMHOE OOHapyxeHue yctpoiictB. CTpykTypa
paauosdupe KaJ[pOB.

Hroro
3 Bunel OecipoBoanbix | LlITatHbie cpencTBa obecneueHus: 6€30macHo- [1CK-10.4
cereil. OCHOBHbBIE ctu 6ecripoBoHbIX ceTell. llludposanue.
YTpO3bI Ounprpanus no MAC.
IgH(bOpMaHHOHHOH CpenctBa TecTupoBaHus 0e30MacHOCTH Oec- 4

C30MaCHOCTH NpoBOAHBIX ceteld Ha rardopme Kali Linux.

bazoBerit HaOop nHCTpYMEeHTOB. HacTpoiika

pabouero pexxuma.

VYrposa tuna «OT1ka3 B 00caykuBaHue». Y Tu- 4

muta MDK. TumnoBsle ataku u ciocoObl 3a-

IIUTHI.
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Htoro 10

4 TlocTpoeHue Kpunro3amuTa B cucremax 0ecripoBOIHOM 4 I1CK-10.2,
3aIUIIECHHBIX CBsI3U. Ys3BUMOCTH nipoTokoina WEP. Ytunu- I[ICK-10.4
pacrpeieneHHbIX Ta aircrack-ng.

CHCTEM Ha OCHOBEC
COBpCMCHHBIe TEXHOJIOTUH 0€30IMaCHOCTH 4

OecrpoBOHBIX CeTeH | y1 AN (WPA, WPA2). PSK-ayrenuduka-
s, CroBapusie ataku. Ytumutsl Crunch,
RainbowCrack, hashcat.

ITporoxkon ynpomeénHoil HacTpoiiku WPS. 4
BapuaHnTel peanuzaiuu v ysi3BUMOCTH. Y TH-
mutel Wash, Reaver, Pyrit.

Uroro 12
5 Meroaguka [IpoBenenue ayaura 3amumieHHoctd WLAN 8 I1CK-10.2,
HCIBITAHUH CHCTEM cereii. Yrunutel WiFite, Fern. IICK-10.3
OeCTPOBOTHOM CBS3H Vitoro ]
Hroro 3a cemectp 36

8. [IpakTHYeckue 3aHATHSA (CEMUHAPHI)
He npenycmorpeno PVYII.

9. CamocTrosiTesqibHasi paboTa
Bunel camoctosTensHOM paboThl, TPYIOEMKOCTh U (pOpMHUpyeMble KOMIIETEHIIMH TPEICTaBICHbI B
tabmme 9.1.
Tabmuma 9.1 — Buapl caMOCTOSTENIBHON pabOThI, TPYAOEMKOCTh U (DOPMHUPYEMbIe KOMIIETEHITUN

Buner camocrostensHon | Tpynoemkocts, | DopMupyemblie

Haspanus pasnenon DopmMbI KOHTPOJIS

paboThI q KOMIIETEHIIHHU
10 cemectp
1 OcHOBBI U [TpopaboTka JIEeKITMOHHO- 2 I1CK-10.3, Tect
0COOEHHOCTH ro MaTepuasa [1CK-10.4
6ecnp0130mjmx Odopmienne 0TYETOB IO 2
TeXHOMOr1H nabopaTOpHBIM paboTam
Hroro
2 [TpuHuunbI [IpopaboTka JIEKITMOHHO- 2 I1CK-10.3, Onpoc Ha 3aHATHSX,
neperaun ro Marepuaia [1CK-10.4, Otuet o nabopa-
uH(dopMaIuu B O(OPMIICHHE OTHETOR 110 2 I1CK-10.2 TOpHOU paborTe,
pajuo3(upe nabopaTopHBIM paboTam Tect
Hroro
3 Bugst [TpopaboTka JIeKIIMOHHO- 4 [1CK-10.2, Ormpoc Ha 3aHATHUSAX,
6ecIpOBOTHBIX ro MaTepualia I1CK-10.3, Ortuet no nabopa-
cereil. OCHOBHBIC O(OPMIICHHE OTHETOR 110 8 [1CK-10.4 ;OpHOH pabore,
YIPO3bl . |maboparopHbeiM paboTam cet
nH(pOPMaIMOHHON
0€30MacHOCTH Hroro 12
4 TloctpoeHue [TpopaboTka JIEKITMOHHO- 8 I1CK-10.2, Onpoc Ha 3aHATHSX,
3aIUIIEHHBIX ro MaTepuasa [1CK-10.4 Otuer no nabopa-
L O iy rm———— 12 TOpHOI paborte,

CHUCTEM Ha OCHOBE Tect

nabopaTopHBIM paboTam
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OeCTIIPOBOHBIX Htoro 20
ceren
5 Meroauka [IpopaboTKa JIEKITMOHHO- 8 I1CK-10.2, KonTpomnsHas pado-
WCIBITAHUN CUCTEM |0 MaTepualia I1CK-10.3 ta, Onpoc Ha 3aHs-
OecrpoBOHOM OdOpMIEHHE OTUETOR IO 6 ”gI/I}IX, OT‘IG}“ no6na-
CBAH nmabopaTtopHbBIM paboTam OPaTOpHOH pabote,
Tect

Hroro 14
Hroro 3a cemectp 54
Hroro 54

10. KypcoBoii npoekT / kypcoBasi padota
He nmpenycmorpeno PVYII

11. PeiiTuHroBasi cucremMa JJisi OEHKH yCIIeBAeMOCTH 00y4al0uXcsl

11.1. banabHbIe OLIEHKH /JIs1 3JIEMEHTOB KOHTPOJIA
Tabmuna 11.1 — bayutbHBIC OIICHKH ISl 2JIEMEHTOB KOHTPOJIS

. N MaxkcuManbHbI
. MakcumanbHbIN MakcumanbHbIN
DneMeHThl y4eOHOM 0aJut 3a mepuos Bcero 3a
6amn Ha 1-yto KT ¢ | ©Oamn 3a nepuon
JeSTeNbHOCTH mexay 2KT u Ha cemMecTp
Hayana cemectpa | mexay KT u 2KT
KOHEIl ceMecTpa
10 cemecTtp
3aqér 5 10 10 25
KonTponbHas pabota 5 10 5 20
Omnpoc Ha 3aHATHAX 2 4 3 9
OTueTt no nmabopaTopHOi 8 10 26
pabore
Tect 5 10 5 20
Hroro makcumyM 3a nepu- 25 42 33 100
Oon
Hapacratomum urorom 25 67 100 100
11.2. IlepecyeT 0a/1710B B OLIECHKH 32 KOHTPOJIbHbIE TOYKH
[TepecueT OaIOB B OIIEHKH 32 KOHTPOJILHBIC TOUKH MIPEICTaBICH B Tadmuie 11.2.
Ta6muma 11.2 — IlepecueT 0anioB B OLIEHKU 332 KOHTPOJIbHbBIE TOUKU
bannel Ha 1aTy KOHTPOJIBHOM TOUKH Onenka
> 90% ot MakcuManbHON cyMMbI OamsioB Ha naty KT 5
Ot 70% no 89% ot makcumasibHON cymMbl OaiioB Ha aaty KT 4
Ot 60% 10 69% OT MakcUMaIbHOM cyMMbI OaisioB Ha naty KT 3
< 60% oT MakcuMaIbHOU cyMMBbI OasuioB Ha naty KT 2

11.3. IlepecueT cyMMbI 6A/UI0B B TPAAMIMOHHYI0O U MEKIYHAPOIHYIO OLIEHKY
[TepecueT cymmbl 6aIOB B TPAAULIMOHHYIO U MEXIYHAPOIHYIO OLEHKY MPEACTaBICH B TaONuUIe

11.3.

Ta6muma 11.3 — IlepecueT cymMMbl 0aJIJI0B B TPAAMLIMOHHYIO U MEXIYHAPOIHYIO OLICHKY

Onenka (I'OC)

HtoroBas cymma 0aos,

YUUTHIBAET YCIEIIHO CAAHHBIN

OK3aMCH

Onenka (ECTS)
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5 (OTIMYHO) (3a4TEHO) 90 -100 A (0TIIMYHO)

85 -89 B (ouens xoporiiio)
4 (xopoI10) (3a4TeHO) 75 - 84 C (xoporo)
70 - 74
65 - 69 D (ynoBneTrBoputeiabHO)
3 (yZIOBJIIETBOPUTENHHO) (3aYTEHO) 60 - 64 E (HocpeicTaentio)
2 (HEYROBIIETBOPHTENLHO) (e Huxe 60 6ammon F (HeynoBneTBOpUTENHHO)

3a4TEHO)

12. YueOHO-MeTOAM4YecKOEe M HHGOPMALMOHHOE o0ecneyeHne JUCHMIITTHHbI

12.1. OcHoBHas1 JIMTEpaTypa

1. Maxkcum, M. Be3zonacHocts GecripoBogHbix ceteit / M. Makcum, 1. Ilommmao. — Mocksa
[Dnektponnsiil pecypc]: MK IIpecc, 2008. — 288 c. — ISBN 5-94074-248-3. — TeKCT : 3IeKTPOHHBII
// JlaHb : 2meKTpoHHO-OMOMMOTeUHas cuctema. — Pexum goctyma: https://e.lanbook.com/book/1115

(mata obpamenwus: 19.02.2021).

12.2. lonosiHuTEIbHAS JIUTEpaTypa

1. Bapnc, K. 3amura ot xakepoB OecipoBOIHBIX ceTel [DnekTponusbiii pecypc] / K. bapac, T.
boyrc, 1. Jloiin, 3. Yne. — OnexTpoH. naH. — MockBa [ DneKTpoHHBIN pecypc] [DIeKTpOHHBINH pecypcl:
JMK TIIpecc, 2005. — 480 c¢. — Pexxum nmoctyma: https://e.lanbook.com/book/1119 (mata oGpammeHus:
19.02.2021).

2. 3amuta wHQOpMAUK B MHOOKOMMYHHUKAIIMOHHBIX CHCTEMax M CETAX [DIIEKTPOHHBIN pe-
cypc]l: VYueOnoe mocobue / A. M. TomukoB - 2015. 284 c. — Pexum pocryna:
https://edu.tusur.ru/publications/5262 (mara oopamenus: 19.02.2021).

12.3. YueOHO-MeTOAHYIECKHE ITOCOOUS

12.3.1. O6s3aTe/IbHbIE Y4€OHO-METOAMYECKHE MOCOOUSs
1. MHcxakoB A.JO. 3amuta uHpopmManuu B cucteMax OeCHpOBOIHOM CBS3U [DNEKTPOHHBIN pe-
cypc| [DneKTpOoHHBIN pecypc|: METOAMYECKUE yKa3aHHs /IS BBITIOJHCHUS MPAKTHUECKUX M CAMOCTOSI-

TETbHBIX pabot [DneKTpOHHBIH pecypc]. — Pexum JOCTyTa:
http://kibevs.tusur.ru/sites/default/files/upload/work progs/iay/iskhakov_prot wireless.zip. (mara  006-
paLleHHUs: 19.05.2018). — Pexum JIOCTyna:

http://kibevs.tusur.ru/sites/default/files/upload/work progs/iay/iskhakov_prot wireless.zip (mata oOparie-
Hus: 19.02.2021).

2. MHcxakoB A.1O. 3amura nHdopmanuu B cUCTEMax OECHPOBOIHOW CBS3U [DIEKTPOHHBIN pe-
cypc] [DneKkTpoHHBIN pecypc]: MeToIuuecKue yKa3zaHus JUIsl BBIIIOJHEHUs Ja00paTOpHBIX paboT AJIs CTY-
nentoB crneruanbHocTH 10.05.02 "MHDopManmnonHas 6€30MacHOCTh TEICKOMMYHUKAIIMOHHBIX cHUCTEM"
[DNEeKTpOHHBI pecypcl]. — Pexum JlocTyna:
http://kibevs.tusur.ru/sites/default/files/upload/work progs/iay/iskhakov_networks lab.zip. — Pexxum no-
ctyna: http://kibevs.tusur.ru/sites/default/files/upload/work progs/iay/iskhakov_networks lab.zip (marta
oOpatenus: 19.02.2021).

12.3.2. Y4yeOHO-MeTOAMYECKHE OCOOUS ISl JIUI] C OTPAHUYEHHBIMH BO3MOKHOCTSIMU 310POBbS U
HHBAJIHI0B

Y4eOHO-METOIMYECKIE MaTepUaIbl IJIsI CAMOCTOSTEIFHOM M ayTUTOPHON pabOThl 00YJarOITUXCS
U3 YHCIia JIUI ¢ OTPAHMYEHHBIMA BO3MOYKHOCTSIMH 3JIOPOBBSI U WHBAIHJIOB MPEAOCTABISAIOTCS B PopMax,
aJJaNTUPOBAHHBIX K OTPAaHUYCHHAM UX 37I0POBBS U BOCIIPHUATHUS HH(DOPMAITHH.

Jliis1 I ¢ HApYIIeHUSIMU 3PeHust:

- B (hpopMe FIIEKTPOHHOTO IOKYMEHTA;

- B IeYaTHOW (hopMe YBEITMUEHHBIM MIPUGTOM.

JlJis1 JIUI ¢ HAPYIIEHUSIMHU CJIyXa:

- B (hopMe DIIEKTPOHHOTO IOKYMEHTA;

- B Ie4aTHOU opme.
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JIJ1s1 M1l ¢ HAPYLIEHUSIMH ONIOPHO-IBUTaTeJILHOIO anmapara:
- B (hopMe ANIEKTPOHHOTO IOKYMEHTA;
- B IeyaTHou (hopme.

12.4. IIpo¢eccnonaibHbIe 0a3bI JAHHBIX U MHPOPMALIMOHHBIE CIIPABOYHbIEC CUCTEMBbI
1. http://www.iglib.ru - 3nexTpoHHass HHTEpHET OUOINOTEKA.

2. http://www.biblioclub.ru — monHoTekcroBas 31eKTpoHHas OUOIMOTEKA.

3. http://www.elibrary.ru - HayuHast 3eKTpoHHast OMOIMOTEKA.

4. http://www.edu.ru - BeO6-caliT cucTeMbl (eiepalibHbIX 00pa30BaTeIbHBIX MTOPTAJIOB.

5. http://www.sec.ru — KataJior opraHuzanuii B cpepe HHPOpMaIMOHHON 6€30MaCHOCTH.

13. MaTrepuaibHO-TEXHHYECKOe o0ecneyeHrue JUCHUILIMHBI U TpedyeMoe MpPorpaMMHoe
o0ecneyenmne

13.1. O6uue TpeGOBaHMA K MATEPHAJBHO-TEXHHYECKOMY H IIPOIPAMMHOMY 00ecIie4YeHHI0
AUCHMILTAHBI

13.1.1. MaTepuaibHO-TEXHMYECKOE M MPOrpaMMHOe olecriedeHne IS JeKIIMOHHBIX 3aHATHI
Jlns mpoBeieHus 3aHATUH JIEKIIMOHHOTO TUIIA, TPYIIIOBBIX M MHIAWBUYaJIbHBIX KOHCYJAbTALUH, TE-
KYILEro KOHTPOJIS U MPOMEXKYTOUHON aTTeCTAllMU UCTIONb3YyeTcs yueOHasi ayIUTOpHUs ¢ KOTUUYECTBOM I10-
CaJI0YHBIX MECT He MeHee 22-24, 000opyloBaHHAs JOCKOM M CTaHAApTHOH yueOHoIl meOenbio. MMeroTes
JIEMOHCTpalMOHHOE 000pyA0BaHNHE U yueOHO-HAITIIIHbIE TOCOOMs, 0OecIeunBaroIie TeMaTHIeCKue Ui-
JIOCTPALIMHU IO JIEKLIMOHHBIM pa3ieiaM JUCIUIUINHBI.

13.1.2. MaTepuaJibHO-TeXHUYECKOE U NIPOrPaMMHOe o0ecrnedyeHue sl JIadOpaTOPpHbIX padoT
Jlaboparopus 6e3onacHocTr cereit IBM / Jlabopatopust kpunrorpaguu B 0aHKOBCKOM JIeye
yueOHas ayuTOpHsl 1715l IPOBEACHUSI 3aHATHI MPAKTUYECKOro TUIA, ydeOHas ayauTopus Ui Mpo-
BE/ICHUS 3aHATUH JIaOOPATOPHOTO THUTIA

634045, Tomckas obmacts, T. Tomck, yi. KpacHoapmetickast, 1. 146, 804 ayn.

Onwucanue uMeronierocs 000pyI0BaHuUs:

- Komnerorep: DEPO Neos DF226/ 13-7100/ DDR4 8G/ XKectkuit nuck S00G/ MpImib/ KiaBuary-
pa/ morutop (14 mr.);

- OOyuaromuii CTeH/T JIOKaJIbHbIE KOMITbIOTEpHBIC ceT Microtik routerboard (2 mT.);

- VIPNET YMK «be3onacHOCTb ceTeiiy;

- KommyTtatop Mikrotik CRS125-24G-1S-IN (6 mit.);

- Komnsrotep kiacca ne ke 15-7400/8DDR4/SSD120G;

- Araimmzatop kabenbHbIX ceteit MI 2016 Multi LAN 350 (3 mt.);

- Arammzatop Wi-Fi cereit NETSCOUT AirCheck G2 (2 mit.);

- Cepgep knacca He Hke 4XxE7-4809v4/512GBRE16/1L.9300-81/5T6000G7;

- Mapmpyru3zatop Cisco 891-K9 (2 mt.);

- Mapmpyruzarop Cisco C881-V-K9 (2 mit.);

- Mapmpyrtuzatop Check Point CPAP-SG1200R-NGFW (2 mit.);

Crenzpl A1 U3y4eHUs IPOBOIHBIX M OECIIPOBOIHBIX KOMITBIOTEPHBIX CETEH, BKIIOUAIOIIHE:

- aDOHEHCKHE YCTPOUCTBA: KOMIIBIOTEPHI SuperMicro;

- kommyTtatopsl: Mikrotik CRS125-24G-1S-IN; Mikrotik RouterBoard 1100;

- mapuipytuzatopsl: Cisco 891-K9, Cisco C881-V-K9, Check Point CPAP-SG1200R-NGFW;

- Cpe/CTBa aHaJIM3a CETeBOro Tpaduka v yriayOJeHHOW MPOBEPKU CETEBBIX MAKETOB: aHAJIU3aToOP
tpaduxa Wireshark, nuctpubyrus Kali Linux;

- mexceteBble 3kpanbl: UKC Lite, Positive Technologies Application Firewall Education, CISCO
ASA 5505, MD B cocrase mapmpytuzaropa Check Point CPAP-SG1200R-NGFW;

- CUCTeMBI OOHapYy)KEeHHUsI KOMITBIOTEpHBIX aTtak: Snort, Suricata, COB B coctaBe mapmpyTtuzaTopa
Check Point CPAP-SG1200R-NGFW;

- Touku pocrtyna: D-link dwl3600ap;

- CUCTEMBI 3alIUThI OT yT€UKH JaHHbIX: KoHTYyp nHpopmanmonnoii 6e3onacHoct Searchlnform;

- CpelcTBa MOHHMTOPHHIA COCTOSHHS aBTOMATH3MPOBAHHBIX CHCTEM: CHCTEMA MOHMTOPHMHIA
Zabbix;

CornacoeaHa Ha noprane Ne 50079 10



- CpeCTBa CKAHUPOBAHMS 3aIMIICHHOCTH KOMIBIOTEPHBIX CeTel: ckaHep Oe3omacHocTH Xspider
Education, cucrema aHanau3a 3anuineHHocTd cetd MaxPatrol Education.

CreHnpl U1 U3y4eHHs CPEICTB KpUNTOrpapruecKor 3amuThl HHPOPMALUU B OAHKOBCKOM JIEie,
BKJIIOYAIOLIHE:

- aDOHEHCKHE yCTPOUCTBA: KOMIIbIOTEpHI SuperMicro;

- kommyTtatopsl: Mikrotik CRS125-24G-1S-IN; Mikrotik RouterBoard 1100;

- mapuipytuzatopsl: Cisco 891-K9, Cisco C881-V-K9, Check Point CPAP-SG1200R-NGFW;

- cpexacTBa KpunTorpaduyeckod 3amuThl WHGOPMAIWU: MPOTrPaMMHO-AINIApPaTHBIN KOMIUIEKC
mmdposanus «PIICY-IPy», nporpammHo-anmapaTabiii koMmiuieke mudposanust « PIICY-IP/KiueHTy;

- KommuiekT cnenuann3upoBaHHON yueOHOM MeOen;

- PaGouee mecto mpenogaBarens.

[Iporpammuoe obecrieueHwue:

Cucrema MoHuTOpUHTA Zabbix

Kaspersky endpoint security

XSpider

Amnanmuzarop tpaduka Wireshark

MesxcereBoiakpanPositive Technologies Application Firewall Education
Cucrema ananu3a 3anuieHHocTy cetu MaxPatrol Education

Cucrema oOHapyXeHUs! BTOp KeHuil Snort

Cucrtema oOHapyKeHHUS BTOp>KeHUI Suricata

13.1.3. MarepuajbHO-TEXHMYECKOE M IPOrPaMMHOe o0ecreyeHne I CAMOCTOATEIbHOI padoThI
JIns caMoCTOSATEIbHON PabOThl MCMOB3YIOTCS y4eOHBIE ayIUTOPUU (KOMITBIOTEPHBIE KIIAcChl),
PacTIOI0KEHHBIE 10 aJIpecam:
- 634050, Tomckast o6macTh, r. ToMmck, Jlennna mpocnexr, a. 40, 233 ayn.;
- 634045, Tomckast o6macTs, r. Tomck, yn. Kpacnoapmeiickas, 1. 146, 201 ayn.;
- 634034, Tomckast o6macTh, 1. ToMck, Bepmmanna ymuna, 1. 47, 126 ayn.;
- 634034, Tomckast o6nacTs, r. Tomck, Bepmmnauna ynuua, 1. 74, 207 aya.

CocraB 000py/10BaHHUSA:

- yueOHas Mmeberb;

- koMmbroTeps! kKi1acca He Hmke [IDBM INTEL Celeron D336 2.8 T, - 5 miT.;

- KOMITBIOTEPBI TIOAKIIIOUYEHBI K ceTH «HTepHeT» M 00ecrneynBaroT AOCTYI B JIEKTPOHHYIO HH-
(dhopManOHHO-00pa30BaTENIbHYIO CPEly YHUBEPCUTETA.

[TepeueHs mporpaMMHOTO 00ECTICUCHUS:

- Microsoft Windows;

- OpenOffice;

- Kaspersky Endpoint Security 10 ais Windows;
- 7-Zip;

- Google Chrome.

13.2. MaTepuajibHO-TeXHHYECKOe o0ecredeHre TUCUUIIMHBI ISl JIMI ¢ OrPAHMYEHHbIMHU

BO3MOKHOCTSIMHU 310POBbSI U HHBAJIHU/10B

OcBO€HHE NUCLUIUIMHBI JIMIIAMU C OTPAHUYEHHBIMH BO3MOXXHOCTSMH 370POBbS U MHBAJIHJIAMU
OCYILECTBIISIETCS C UCIIOIB30BAHUEM CPEJCTB 00yUEeHHs OOIIETO U CIEIMaIbHOTO Ha3HAUYCHHUS.

[Tpu 3aHATHAX ¢ 0OYYAIOLIUMUCS ¢ HAPYIIEHHUSIMH CJIyXa MPEeIyCMOTPEHO UCIIOIb30BaHHUE 3BYKO-
YCUJIMBAIOIIEH anmapaTypbl, MyJIbTUMEIUHHBIX CPEJCTB U JPYTUX TEXHUYECKHUX CPEACTB MpueMa/mepena-
i yueOHOM nH(OpMaIUU B TOCTYMHBIX (hopMax, MOOUILHOM CUCTEMBI TIPETOIaBaHus A1 00yJaroIXCs
C UHBAJIMJIHOCTHIO, TOPTATUBHON MHIYKIIMOHHOM CUCTEMBI. Y4eOHasi ayTuTOpHUs, B KOTOPOM 3aHUMAIOTCS
oOyyaromiyecsi ¢ HapylIeHHEeM cllyxa, 000py/loBaHa KOMITBIOTEPHON TEXHHKOH, ayIMOTEXHHUKOH, BHUJEO-
TEXHUKOU, SJIEKTPOHHOMN JOCKOW, MYJIbTUMEAUMHON CUCTEMOM.

[Tpu 3aHATHAX ¢ OOYUAIOUTUMUCS ¢ HAPYIIEHUSIMU 3PEHUSIMH [IPETyCMOTPEHO UCIIOJIb30BaHUE B
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JICKIIMOHHBIX U Y4EOHBIX ayAUTOPHUIX BO3MOKHOCTH IPOCMOTPA YAAICHHBIX O0OBEKTOB (HAIIpUMep, TEKCTa
Ha JIOCKE WX Cllaiija Ha SKpaHe) IpH MOMOIIY BUACOYBEIHUHUTENEH 11 KOM(DOPTHOTO MpoCcMOTpa.

[Tpu 3aHATHAX ¢ O0YYaIOUIMMHCS ¢ HAPYUIEHUSIMM ONOPHO-ABUIaTeJbHOI0 aNNapaTa HCIoJb-
3yIOTCSl aJbTEepHATHBHBIEC YCTPOWCTBA BBOJA MH(OPMALINY U APYTHE TEXHUUECKUE CPEACTBA MpueMa/mepe-
naun yuyeOHOM MHpOpPMaIu B JOCTYIHBIX (popMax, MOOMIIBHOW CHCTEMbI OOYUEHUs [UIs JIIOJeH ¢ UHBaA-
JHUHOCTBHIO.

14. OueHouyHble MaTepUAJIbI U MeTOAMYECKHEe PEKOMEHAAIUH 110 OPraHU3alu U3yYeHHUs
AUCHUTLTHHBI

14.1. Coaep:xaHue OLEHOYHBIX MATEPUAJIOB U METOANYECKUE PEKOMEH AU
s onleHKH cTenieHn C(hOPMHUPOBAHHOCTH U YPOBHSI OCBOCHHS 3aKPEIUICHHBIX 32 JUCLHUIUIMHON
KOMIICTCHITUI MCTIOJB3YIOTCS OLICHOYHBIE MaTepUalibl B COCTARBE:

14.1.1. TecToBble 3agaHus
Tect 1. DkpaHUPOBAHNUE MOKET UCIIOJIB30BATHCS JUIS:
a. AHanm3a pUCKOB.
b. [Ipenynpexaenus HapyieHuii HHGOpMaIIMOHHOI 0€301MacHOCTH.
c. OOHapyXeHus HapyIIEHUH.
d. Jlokanu3zanuu nocneACcTBUI HapyIIeHU.
OtBer

Tect 2. B3anMHOE yBEIMYEHHE WIM YMEHBIICHHE pE3YJIbTUPYIOIIEH AMIUIMTYIbl JIBYX WIIN
HECKOJIBKHUX

KOT€PEHTHBIX BOJIH IIPU MX HAJIOXKCHUH JIPYT Ha JIpyTa Ha3bIBaeTCs ...

a. Pezonanuc.

b. UaTepdepentus.

c. Dddekr «OeryIei BOIHBI.

d. DddexT «cTosueit BOTHBD.

OtBer

Tect 3. B kauecTBe ayreHTH(PHUKATOpPa B CETEBOM Cpe/ie MOT'YT UCIIOIb30BATHCS:
a. KimaBrnatypHsIil moyepk.

b. Homep KapTOUKH MEHCHOHHOTO CTPaXOBaHUSL.

c. PesympraT paboThl renepaTopa OJHOPA30BBIX MApOJICH.

d. PIN-kox.

OtBer

Tect 4. HaGop HOpM, IpaBWII ¥ MIPAKTUIECKHUX MMPHEMOB, PETYIMPYIOMINX YIIPAaBICHHUE, 3aUTY U
pacripocTpaHeHue LIeHHOH HH(popMaIiy, Ha3bIBaeTCs . . .

a. Monenbio 0€30nacHOCTH.

b. Meronom mudpoBaHus.

c. KomnbroTepHoii 6e30macHOCTBIO.

d. ITonurtukoit 6e3omacHoCTH.

OtBer

Tect 5. Kpunrorpadust Heo6Xxoauma i peann3aiuy CIeAyoIMMUX CEPBUCOB 0E30TaCHOCTH:
a. Unentudukanus.

b. OkpanupoBaHue.

c. Aynur.

d. AyreHTudukanus.

OtBer

Tect 6. CKONBKO YPOBHEN CONEPKUT MOAEIDb B3aUMOJAEHCTBUS OTKPBITHIX cucteM (OSI) ?

a. 3.
b. 7.
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c. 10.
d. 32.
OtBeT

Tect 7. Kakas MexayHapo/aHas OpraHU3alisi OTBEYAET 3a BBIICICHHE YHUKATHHBIX TII00ATBHBIX
anpecoB B cetu Internet?

a. IEEE.

b. ISO.

c. FDDI.

d. ICANN.

OtBer

Tect 8. Uro u3 nepeuncienHoro moxet 0biTb MAC-agpecom?
a.22:16:98:15.

b. 00:1B:12:86:E4:22.

c. 00:B0:A1:8C:32:65:BB.

d. 01:23:44:55:E4:6T.

OtBer

Tect 9. Kak npuHsITO Ha3bIBaTh OJIOK JaHHBIX (DOPMHUPYEMBIX TTPOTOKOTIOM [P?
a. Tpapdux.

b. bur.

c. [Taker.

d. Kamp.

OtBer

Tect 10. Token Ring — 370...

a. CeTeBas MOJenb.

b. CereBas apXUTEKTYpa.

c. [IpoTrokon kKaHATBHOTO YPOBHSL.
d. ITpoToko NpUKIaIHOTO YPOBHSI.
OtBer

Tect 11. [IpoTOKOIMpPOBaHUE U AYAUT MOTYT UCTOIB30BATHCS JJIS:
a. OGecrieueHus 1IEIO0CTHOCTH HH(OpMAITHH.

b. [Ipenynpexaenus HapymeHnii HHPOPMaAITMOHHOM 0€30MTaCHOCTH.
c. Peanuzanuu mpaBuit pasrpaHUdeHUs JOCTYTIA.

d. BoccTanoBnenus pexxnma nHOOPMAITMOHHONW 0€30MTaCHOCTH.
OtBer

Tect 12. Kakas u3 ocoOeHHOCTEH HE XapaKTepHa JUIsl aKyCTOIEKTPHUECKOr0 KaHala YTeUKd HH-
dbopmarnyu ?

a. OrcyTcTBHE MPoOIeM C TUTAaHHEM Y MHKPO(OHA.

b. Bo3MOXXHOCTh chéMa MH(POpPMAIIUK C MUTAIOIICH CEeTH 0€3 MOAKIIOUEHHUS K HeHl (MCIOb3ys
AIIEKTPOMArHUTHOE U3TYYCHUE CETU DIICKTPOIIUTAHUS).

c. Bo3moxHble moMexu Ha OBITOBBIX MPHUOOpaX MPHU MCHONB30BAHUH JIEKTPOCETH JUIS Meperadn
UH(POPMALIUH, a TAKXKE IJI0X0€ Ka4yeCTBO Mepe1aBaeMOro CUrHaIa Ipy OOJIBIIOM KOJTMYECTBE paboThI ObI-
TOBBIX TPUOOPOB.

d. HecocrosTenbHOCTh Kak KaHajla YTEUYKU WH(POPMALUU B COBPEMEHHOM MHpE, 00YCIOBICHHAsS
€r0 HeJJOCTATOYHBIM PACIIPOCTPAHEHUEM.

OtBer

Tect 13. Ilox onpenenenue cpencTs 3amuThl HHPoOpMalu, ganHoe B 3akoHe «O TocynapcTBeH-
HOM TaiHe, He MOAIIagaroT:
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a. CpencTBa BBISBICHUS 3JI0YMBIIIIJICHHOW aKTUBHOCTH.

b. TexHuueckue 1 MPOrpaMMHBIE CPEACTBA 3AIINUTH HH(POPMALIH.
c. CpenctBa KOHTPOJIsE 3 (HEKTUBHOCTH 3aLUTH HH)OPMAIIHH.

d. Kpunrorpadguueckue cpeacTpa 3aniuThl.

OtBer

Tect 14. AyrenTudukanms Ha OCHOBE MapoJis, MEPEJaHHOTO M0 CETH B 3alIM(pPOBAHHOM BHJE C
UCTIOJIb30BaHUEM CEaHCOBOTO KJII0Ua, HE 00ECIeUNBAET 3aUThI OT:

a. Ilepexsara.

b. HecaHKIIMOHUPOBaHHOTO JOCTYIA.

¢. Bocipon3zsenenusi.

d. ATak Ha TOCTYITHOCTb.

OtBer

Tect 15. Puck nadopmaiionHo#i 6e30macHoCTH — 3TO. ..

a. Yucio ys3BUMOCTEN B CUCTEME.

b. OTHOIIEHNE CTOUMOCTH CUCTEMBI 3aIIUTHI K BEPOSTHOCTH €€ «IIPOCTOS.

c. Coderanue BEPOSITHOCTH YTPO3bl HHPOPMAIIMOHHOM 0€30MacCHOCTH W TOCJICICTBUMA €€ HACTYII-
JICHUA.

d. Ouenka CTOMMOCTH 3aIIUTHBIX CPEACTB.

OtBer

Tect 16. OTHOIIEHHE PA3HOCTU MEXAY MAKCUMAaJIbHBIM U MUHUMAJIbHBIM 3HAYEHUSIMU aMIUTUTY/L
MOJIYJIMPOBAHHOTO CUTHAJIA K CyMME 3TUX 3HAaYCHUH, BRIPAXKEHHOE B TIPOIIEHTAX

a. Jlxurrep.

b. Koaddurmment momynsiun.

c. JleBmarus.

d. lllupuna crexrpa.

OtBer

Tect 17. YTo MOKHO OTHECTH K NPEUMYLIECTBAM YAaCTOTHOW MOJYJSLIMU IO CPABHEHUIO C aM-
TJTMTYIHOM MOZYJISIIACH?

a. bosbmnii paguyc qeNCTBUA.

b. Hem3aMeHHOCTb HCXOIHOTO CHEKTpA.

c¢. [loMexoycTONYnBOCTSb.

d. OtcyTrcTBHE HECYIIEH YaCcTOTHI.

OtBer

Tect 18. KakoBbl ocHOBHBIE QyHKIMH ponu "ayrentudukarop (Authenticator)" coriacHo craH-

Aapty

IEEE 802.1X:

a. YropasnseT GU3NYECKUM JOCTYIOM K CETH, OCHOBBIBASICh HA CTaTyce ayTeHTU(UKALUU KIHEH-
Ta.

b. 3anpammBaeT 10CTyI K OSCIIPOBOAHON JIOKAIIBHOW CETH M OTBEYAET Ha 3alpOChl TOYKH JOCTY-
mna.

c. Brmonasier (hakTHUeckyro ayTeHTU(HUKAINIO KIIMEHTA: MPOBEPSIET MOUTMHHOCTh KIIMEHTA ¥ HH-
dbopMUpPYET TOUKY TOCTYIA O MPEIOCTABICHNUN WA OTKa3€ KIMEHTY B TOCTYIIE K CETH.

d. MaumuupyeT nporece ayreHTUuGuKaImm.

OtBer

Tect 19. Kakast u3 nepeunciieHHbIX TEXHOJIOTUI HE OTHOCUTCS K Kiaccy WPAN?
a. ZigBee.

b. Bluetooth.

c. UWB.
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d. UMTS.
OtBeT

Tect 20. PazHoBumHOCT ceTeBoit ataku Tuna MITM (Man in the middle), npumensiemas B cetsx

WCIIOJb30BaHuEM npoTokosia ARP
a. "ARP-spoofing".

b. "Negative ARP".

c. IPSEC.

d. VLAN-ARP.

OtBer

Tect 21. ITonutrka 6€30MaCHOCTH CTPOUTCS HA OCHOBE:

a. O0mux npencraBieHuid 00 HHPOPMAITMOHHON CHCTEME OpPTaHU3alIUH.
b. V3yueHus MOJUTHUK POACTBEHHBIX OPraHU3aAIUI.

c¢. KomnuecTa pabounx cTaHIui.

d. Ananu3a puCKOB.

OtBer

Tect 22. KakuM NpUHIMAIIOM CJIEIYyeT PYKOBOICTBOBATHCS Il oOecrieueHuss WH(POPMAIMOHHOM
0€30IaCHOCTH CETEeBBIX KOH(UTYpaLnii?

a. BeipaboTka 1 npoBesieHUE B KU3Hb €MHON MOJTUTHKU 0€30MaCHOCTH.

b. YHudukanus anmnapatHO-IPOrpaMMHBIX IIaTHOPM.

C. YBeIIMUEHHUE 3aTpaT Ha CPEACTBA 3aLUTHI.

d. MuHUM#3AIUS YUCTIa UCTIOIb3YEMBIX TPUIOKECHUN.

OtBer

Tect 23. Kpunrorpadus Heodxoauma Jijis peayiu3aliiy CIeAyIONuX CEPBUCOB O€30MaCHOCTH:
a. KonTponb koHpHUIEHITMATBHOCTH.

b. KoHTpoJIb BTOp)KEHUT.

c. KonTpons nocrynHocru.

d. KoHTposTh HETPOTHBOPEYHBOCTH.

OtBer

Tect 24. BriGepure HeBepHOE yTBepKAeHHE. CUTHATYPHBIN METOJ] BBISIBICHHUS aTaK XapaKTepU3y-
eTcsl:

a. CpaBHEHHEM HCCIIelyeMOro o0beKTa C paHee NU3BECTHBIMHU 00pa3aMHu-3TallOHaMU.

b. CrtocoOHOCTHIO OOHAPYKHUBATh paHEE HEU3BECTHBIC aTaKH.

c. [IpocToToi B HACTPOMKE U IKCIUTyaTallMH JJIsI KOHEUHOTO M0JIb30BaTEIsl CUCTEMBI.

d. [onmynsapHOCTHIO HCTIONB30BAHUS B CUCTEMAaX aHTUBUPYCHOMN 3alUTHI.

OtBer

Tect 25. YcrpoiicTBO, npeaHa3HaueHHOE U 3alIUThl MOMEIICHUH OT yTeUkH MH(OpMAIH 1o
aKyCTUYECKMM M BHOpOKaHallaM M CHELMalIbHO pa3pabOTaHHOE JJIs CEaHCOBOIO OJIOKMPOBAHUS MOACIY-
LIMBAIOIINX YCTPONCTB, Ha3bIBaeTCs ?

a. Monynsarop.

b. Kononka 3amrymieHus.

c. 'eneparop BHOpoaKycTHYECKOTO IIyMa.

d. CunTesarop myma.

OtBer

Tect 26. [IporpaMMHO-anmapaTHbld JIEMEHT KOMIBIOTEPHOM CETH, OCYIIECTBIISIONINN KOHTPOIb

GuIbTpalMIo MPOXOAAIIETO YePe3 HEro CeTEeBOro Tpaduka B COOTBETCTBUU C 33JaHHBIMU MPaBU-
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Jamu, — 370 ...
a. MexceTeBoil KpaH.
b. KommyraTtop.
¢. brokupyromuii MapuipyTuszaTop.
d. Ilm03 ceancoBOro ypoBHsI.
OtBer

Tect 27. IlakeTHbie GUIBTPHI PYHKITHOHHPYIOT
a. Ha kananpHOM ypOBHE.

b. Ha npuxianaom ypoBHe.

c. Ha ¢pusnueckom ypoBHe.

d. Ha cereBoM ypoBHe.

OtBer

Tect 28. B rpade cTpyKTypbl CETH paHTOM IIYTH Ha3bIBaeTCS
a. O0mee yucio myTei MeX Iy 3aIaHHBIMU y3J1aMHU.

b. Urcno y3710B, BXOAAIIUX B JaHHBINA MYTh.

¢. MUHMMaIbHOE YUCII0 HE3aBUCHUMBIX ITYTEH.

d. Yucio pebep, BXOAANUX B JaHHBINA MYTh.

OtBer

Tect 29. IIpeBbIieHNE MAKCUMAIIBHOM MOIIIHOCTH CUTHAJIA CPEAHENH MOITHOCTH — ATO. ..
a. EMxocTh curnana.

b. [Tuk-daxrop.

c. O0ObeM curHaa.

d. IpencraBnstomuii (MHGOPMAIIMOHHBIN) TTapaMETP.

OTBeT

Tect 30. YcnoBue BO3HUKHOBEHHS dPPEKTa «IIEPEMOMYIISALIN:
a. Koappurmment momymsimum <1.

b. Koappurnment momymnsim >1.

c. Koappurmmment momynsimum =1.

d. Koapdumment momymnsimmu <0,5.

OtBer

14.1.2. Tembl 0IPOCOB HA 3aHATHAX

Hctopust pa3Butus OecnpoBoAHOM CBsi3u. OTAMYUS NPOBOAHBIX U OECIPOBOAHBIX TEXHOJIOTUH
nepenaun naHHbix. Kiaccuukanys 6ecripoBOAHBIX TEXHOJIOTHI MO AAJbHOCTH JAEUCTBHUSA, 110 TOIOJIOTHUH,
1o 00nacTH JecTBusl.

[TakeTHas U cUHXpOHHAas nepenayda B paguoddupe. MeTonpl MOLYISIIMA U TEXHOJIOTUH MEPEIavH.
Mertonp! noctyna k cpene. MeTop! IHUPOKONIOIOCHOH Nepeaayy CUrHaia.

Knaccudukanus OecnipoBoanbix ceteil. IloncnymmuBanue. OTka3 B obcimyxkuBaHuu. [mymienue
KJIMEHTCKON cTaHiuu. [Tymenue 6a30Boii CTaHIMU. YTPO3bl KPUIITO3AIIUTHI.

Crneuunguka 4acToTHOTO peryiaupoBaHus. OCHOBHbIE MPUHIMIIBI IPOESKTUPOBAHUS 3aLIUILEHHBIX
OecripoBoaHbIX ceteil. CoznaHue ayTeHTU(UKAIMOHHONH MHPpacTpyKTypsl. [IpuMenenue kpuntorpadu-
YECKUX aropuTMOB. [IprMenenne nHPpacTpyKTyphl OTKpbITHIX Kitouel (PKI).

@DaKTophl, ONPEEISIONUE PeaTbHYI0 TPOM3BOIUTEIBHOCTh CUCTEMBI ITPU OECIIPOBOAHON Mepea-
4ye JaHHBIX. PeKoMEeHyeMbIii KOMIUIEKC TOJEBbIX HCTbITaHui. OOpa3oBbie TECTH U Pe3yJIbTaThl Jlabopa-
TOPHBIX UCHBITAHUI. MeTo1Ka TECTUPOBAHUS OLICHKH YPOBHSI 3aILUILEHHOCTH.

14.1.3. 3auér
1. YUto crangaptusupyet moxaenb OSI?
2. MOXHO 11 NPeACTaBUTh €UIE OAUH BApUAHT MOJAEIN B3aUMOJICHCTBUS OTKPBITBIX CUCTEM C JIpY-
UM KOJIMYECTBOM YPOBHEW, Hanpumep 8 uiu S5?
3. Hmwxke nepeuncieHbl OpUTMHANIBHBIE (AQHIVIOSA3bIUHBIE) Ha3BaHUs ceMu ypoBHeW monenu OSI.
OTMeThTe, KaKue U3 Ha3BaHUW YPOBHEW HE COOTBETCTBYIOT CTaHIAPTY?
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physical layer, data-link layer, network layer, transport layer, seances layer, presentation layer,
application layer.

4. Kakue u3 MpUBEICHHBIX YTBEPKICHHUIA BBl CUUTACTE OIIMOOYHBIMU:

— MPOTOKOJI — 3TO MPOTPaMMHBIN MOYJIb, PEIAIOIINHI 33/1a4y B3aMMOJICHCTBUSI CUCTEM;

— TIPOTOKOM — ATO (hOPMATH30BAHHOE ONMCAHUE TIPABUIT B3aUMO/ICHCTBUS, BKIIOYAIOIINX ITOCIIEIO0-
BaTeIbHOCTh OOMEHA COOOIIEHUSIMH U UX (OPMATHI,

— TEPMUHBI «HHTEPPENCH U «IPOTOKOI», B CYIIIHOCTH, SIBIISTIOTCS CHHOHHMMAMHU.

5. Ha xakom yposue mozmenu OSI paGoTtaeT npukiaanas nmporpamma?

6. Kak BbI cunTaere, MpOTOKOJIBI TPAHCIIOPTHOTO YPOBHS YCTAHABIMBAIOTCS TOJHKO HA KOHEUHBIX
y3JaxX, TOJIbKO Ha MPOMEKYTOYHOM KOMMYHHUKAIIHOHHOM O0OPYIOBaHUU (MapUIpyTU3aTOpax) WIK U TaM,
U Tam?

7. Ha xakom ypoBHe mozaenu OSI paGoTaroT ceTeBbie CITy)Ob1?

8. Hmke nepedncieHbl HEKOTOPBIE CETEBBIE YCTPOMCTBA:

— MapuIpyTHU3aTop;

— KOMMYTaTop;

— MOCT;

— MIOBTOPUTEIIb;

— CETEeBOM ajamnTep;

— KOHIICHTPATOP.

B kakom 13 3TUX yCTpOHCTB peann3yroTcs GpyHkmun pusudeckoro yposus monaenu OSI? Kanans-
HOro ypoBHs? CeTeBoro ypoBHs?

9. Kakoe Ha3zBaHuE TpaJUIIMOHHO UCTOIb3YETCS Ul €AUHUIIBI IEPEeIaBaEMbIX JAHHBIX Ha KaXKIOM
u3 yposHeit OSI?

10. [Jaiite onpeneneHrne OTKPbITON CUCTEMBI.

11. ITycTs Masion3BecTHAsE HEOObIIAast KOMIIAHWSI TIPeiaracT Hy>KHBIH BaM IIPOAYKT C XapaKTepH-
CTHKaMHU, MPEBOCXOSIIMMU XapaKTEPUCTUKN aHAJTIOTUYHBIX MPOJYKTOB M3BECTHBIX (upM. B kakom u3
MIEPEUYNCICHHBIX BAPUAHTOB BAIll JICUCTBUS MOXXHO CUMTATh COTTIACYIOUIMMHUCS C MPUHITUTIOM OTKPBITHIX
CUCTEM:

— MpUMY TPEIOKEHNE, TPOBEPUB MPUIIATAEMYyI0 TOKYMEHTAIUIO M yOeIUBIINCEH, YTO B HEU yKa-
3aHbI XapaKTEPUCTUKH, IIPEBOCXO/ISIINE U3BECTHBIE aHAJIOTH;

— MPUMY MPEAJIOKEHHUE TOIBKO MOCIIE€ TOrO, KaK MPOBEAY TECTUPOBAHUE U YIOCTOBEPIOCH, UTO Xa-
PaKTepUCTUKU JEHCTBUTEIBHO JYYIIIE;

— B JII0OOM clTydae OTKaXXyCh B MOJIb3Y MPOIYKTa U3BECTHOU (PUPMBI, TaK KaK IMOCICIHSST HABEPHSI -
Ka CJIeyeT CTaHIapTaM, a 3HAUuT, OyZAeT MEHbIIIE TPOOJIEM C COBMECTUMOCTHIO;

— OTKaXyCh OT MPOAYKTa HEU3BECTHON KOMIaHUH, TaK KaK €CTh PUCK €€ NCUYE3HOBEHMUS, a 3HAUUT,
MOTYT OBITH IPOOJIEMBI C TTOIIECPIKKOH.

12. Kakast opranuszanus pazpadorana ctangaptsl cereid Ethernet?

13. Kakoe W3 aAMUHUCTPATUBHBIX NoApaszaeiicHuil MHTepHeTa HEmOCPEACTBEHHO 3aHUMAETCS
cTaHJapTh3anuen?

14. Kakne u3 nepeuncaeHHbIX TEPMUHOB SIBJISIFOTCSI CHHOHUMAaMU:

— CTaHIapT;

— crienuuKanus;

— RFC;

— HUKaKue.

15. K xakoMy TuIly CTaHJapTOB MOI'YT OTHOCUTBCSI COBPEMEHHBIE TOKyMEHThI RFC:

— K CTaHAapTaM OTIEIbHBIX QUpM;

— K TOCYAapCTBEHHBIM CTaH/IapTaM;

— K HaIlMOHAJIbHBIM CTaHAapTaM;

— K MEXJIYHApOIHBIM CTaHAApTaM.

16. Kakast opranu3zanus cTosuia y ICTOKOB CO37aHus U cTaHAaapTuzanuu cteka TCP/IP?

17. Onpenenute ocHOBHBIE ocoOeHHOCTH cTeka TCP/IP.

18. CpaBauTe PyHKIMHU caMbIXx HIKHUX ypoBHeH moneneit TCP/IP u OSI.

19. JlaiiTe onpeneneHne TPAHCTIOPTHRIX U HHPOPMAIIMOHHBIX YCITYT.

20. Kakue mpoTOKOIBl OTHOCSTCS K CI0I0 yrpaiieHus (control plane)? A K ClIO0 MEHEIKMEHTa
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(management plane)?

21. JlomKHBI 1 MapLIPyTU3ATOPAMU MTOAIEPKUBATHCS MTPOTOKOIIBI TPAHCIIOPTHOTO YPOBHS?

22. Ilyctb Ha ABYX KOMIIbIOTEpaX yCTAHOBICHO HMACHTHYHOE ITPOrpaMMHOE M arnapaTHoe odecrie-
YEHHE 32 UCKIIIOUEHHEM TOTO, YTO IpaiBephl ceTeBbIX afantepoB Ethernet nognepxkuBaroT oTauyaromue-
csi uHTep(EiCH ¢ MPOTOKOIOM ceTeBoro ypoBHs IP. ByayT nu 3TH KOMIBIOTEphl HOPMAIBHO B3aHMMOJIEH -
CTBOBATh, €CJIA UX COCAUHUTD B CETh?

23. Kak opraHM30BaTh B3aUMOJIEHCTBUE IBYX KOMIIBIOTEPOB, €CIM Y HUX OTIMYAIOTCS IPOTOKOJIBI:

— (M3MUECKOro ¥ KaHAJIbHOTO YPOBHEH;

— CETEBOI0 YPOBHS;

— IPUKJIAHOTO YPOBHSL.

24. Onuimure Baly ASHCTBHS B Clly4yae, €CIM BaM HEOOXOIMMO MPOBEPUTH, HA KAKOM 3Tarle Haxo-
JIATCS IPOLIECC CTaHAapTU3alMKU TexHoJoruu MPLS?

14.1.4. Tembl KOHTPOJILHBIX padoT
Buppl 6ecripoBOHBIX CETEH.
Yrpo3sl nH)OpMAITMOHHOM 0€301TaCHOCTH B CUCTEMAax OECIIPOBOIHON CBSI3H.
[TocTpoeHue 3aluIeHHbIX paclpeeIeHHbIX CUCTEM Ha OCHOBE OECIIPOBOIHBIX CETEH.

14.1.5. Tembl 1a00paTOpHBIX padoT
Metoapl 3aIIUTHI OT MOACTYIIMBAHMS B cCCTEMaX O0ECIIPOBOIHOM CBA3H.
VYrpo3a tuma "OTka3 B o0cinyxuBanuu". CriocoObI 3aIUTHI.
YcrpoiicTBa ITynieHus: 0eCIpOBOIHOM CBS3H.
Kpunro3ammura B cucreMax 6ecripoBOTHON CBSI3H.
[TocTpoeHue pacnpeesieHHON CUCTEMbI OECTIPOBOTHON CBS3H.
[TpoBeneHue OLEHKH 3alIUIIEHHOCTH CUCTEMBI OECTIPOBOTHOMN CBSI3H.

14.2. Tpeﬁ()BaHI/Iﬂ K OIICHOYHBIM MaTepuajgam AJsd JUll ¢ OrpaHHYC€HHBIMHA BO3MOKHOCTAMU
3A0POBbH U HHBAJIHUI0B
I[JISI JiI) ¢ OrpaHM4YCHHBIMH BO3MOXHOCTAMU 30POBbA U MHBAJIUAOB MPEAYCMOTPCHBI JOIMOJIHU -
TCJIbHBIC OICHOYHBIC MAaTCPHaAJIbI, IICPCUCHDL KOTOPLIX YKAa3aH B Ta6J'II/II_Ie 14.
Ta6J11/ma 14 — I[OHOJIHI/ITGJII)HI)IC MaTepuajibl OLUCHUBAHUA IJId JIUL C OrpaHUYCHHBIMU BO3MOXKXHOCTAMU
300POBbA U UHBAJIUJIOB

Kareropun Bupl 10N0THUTENBHBIX OLICHOUHBIX @DOopMbI KOHTPOJIS U OLICHKU
00y4aroLuXCsl MaTepHasoB pe3yabTaToB 00yUEHUs

TecTbl, MICEMEHHBIE CAMOCTOSTEIIbHbIE
paloThl, BOTIPOCHI K 3a4eTy,
KOHTPOJIbHBIE PA0OTHI

C napymeHusMu
ciyxa

[MpeumyIecTBEHHO MUCHMEHHAS
poBepKa

C napymenusmu | CobeceroBaHue 1o BoIpocam K 3auety, | lIpenmyiiiecTBeHHO yCTHas MpoBepKa

3peHus OIIPOC 10 TEPMUHAM (MHIMBUYaJIbHO)
C napymeHusMu Pemenne quCTaHIIMOHHBIX TECTOB,
OIIOPHO- KOHTPOJIbHBIE Pa0OThI, MUCbMEHHbIe | [IpenMylecTBeHHO AUCTaHIMOHHBIMU
JIBUTATEJIBHOTO CaMOCTOSITENIbHbIE PaOOTHI, BOMPOCHI K METOJAMH
anmapara 3a4eTy
C orpanunuenusiMu 1o | TecTsl, TUCbMEHHBIE CAMOCTOSITENIbHBIE [IpenmyniecTBEHHO IPOBEPKA
o01ieMe IMIUHCKUM paboThl, BOIIPOCHI K 3a4ETY, METOJaMH UCXOJIS U3 COCTOSTHUS
[IOKa3aHUsIM KOHTPOJIbHBIE PA0OTHI, YCTHBIE OTBETHI | 00YYaroLIerocst HA MOMEHT IPOBEPKU

14.3. MeToanueckue peKOMeH/IALMH 110 OLIeHOYHBIM MaTepuajaM AJs JUL ¢ OTPAHUYEHHBIMH
BO3MOKHOCTSIMM 310POBbsI H HHBAJIH/I0B
Jis M1l ¢ OrpaHUYEeHHBIMH BO3MOXKHOCTSIMHU 37I0POBBS M MHBAJIUIOB HPEAYyCMAaTPUBACTCS J10-
cTynHas Gopma npeoCcTaBIeHNs 3aJaHNil OIIEHOYHBIX CPEZCTB, @ IMEHHO:
- B IleyatHoi (opme;
- B IIeYaTHO (hopMe ¢ YBEITHUYEHHBIM MIPUPTOM;
- B (hOpMe ITEKTPOHHOTO JIOKYMEHTA;
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- METO/IOM YTEHUS ACCUCTEHTOM 33/IaHUs BCIYX;

- IIPEIOCTaBJICHNE 3aJJaHUsl C UCIIOJIb30BAaHUEM CYpPIOIIEPEBOA.

Jluam ¢ OrpaHM4eHHBIMH BO3MOXHOCTSIMU 3JI0pOBbsl M MHBAIMJAM YBEIMUYUBAETCA BpeMs Ha
MOJI'OTOBKY OTBETOB Ha KOHTPOJIbHBIE BONPOCHL. i1 TakKuX 00y4aromuxcs MpeIycMaTpiuBaeTcsl TOCTYII -
Hast (popMa MpeoCTaBICHHs OTBETOB Ha 3a/1aHus, & UMEHHO:

- MMCbMEHHO Ha Oymare;

- Ha0Op OTBETOB Ha KOMITBIOTEPE;

- Ha0Op OTBETOB C UCIIOJIb30BAHUEM YCIIYT ACCUCTEHTA;

- IIPE/ICTaBJICHNE OTBETOB YCTHO.

[Iponienypa oreHUBaHUS PE3yIbTATOB OOYUEHHS JIMII C OTPAaHUYEHHBIMH BO3MOKHOCTSIMH 3/10pO-
Bbsl M MHBAJIMJOB IO JUCLUIUIMHE MpelycMaTpUBaeT MpeaocTaBleHue HHpopManun B popmax, aJanTH -
POBaHHBIX K OTPAaHHYCHHUSAM UX 370POBBS  BOCHIPUATHS HH(POPMALINN:

JL1s1 JIMI ¢ HAapyIIeHUsIMM 3PeHust:

- B (hopMe IIIEKTPOHHOTO IOKYMEHTA;

- B [le4aTHOU (hopMe yBETUYEHHBIM HIPUPTOM.

JI1s1 1M1 ¢ HAapyIIeHUsIMM CJIyXa:

- B (hopMe FJIEKTPOHHOTO IOKYMEHTA;

- B IeyaTHoOu (opme.

JI1s1 1M1 ¢ HApyIIEeHUSIMM ONIOPHO-ABUTaTe/ILHOI0 annapara:

- B (hopMe FJIEKTPOHHOTO IOKYMEHTA;

- B reyaTHou (opme.

[Tpu HEoOXOAMMOCTH ISt JIULL C OTPAHMYEHHBIMH BO3MOXKHOCTSIMH 3/10POBbsI U HHBAJIUIOB IIPOIIE-
Jlypa OLICHUBAHMsI PE3yNIbTaTOB 00yUEHUsI MOXKET IPOBOAUTHCS B HECKOIBKO ITAIOB.
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