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1 Jleknuu 18 18 4acoB
2 [IpakTyeckue 3aHATUA 10 10 4acoB
3 JlabopaTtopHbie pabOThI 24 24 4acoB
4 Bcero aynuTopHbIX 3aHATHN 52 52 4acoB
5 CamocTosiTenpHas paboTa 56 56 4acoB
6 Bcero (0e3 ax3aMeHa) 108 108 JacoB
7 OO0m1as Tpy10eMKOCTh 108 108 JacoB
3.0 3.0 3.E.

3auér: 7 cemecTp
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P'LICC.\I()'I'DCHU 151 ();l()6pCH’d Ha 3aCCJaHuM K'd(l)C,'_lpr
nporokor Ne 12 oT « 26 » 11 2019 r
JINCT COT'JTACOBAHUA

Pabouas mporpamma AUCIUIUIMHBI COCTaBJICHA C y4eTOM TpeOoBaHUHU (enepaabHOTO Trocynap-
CTBEHHOTO 00pa3oBaTeNbHOTO cTaHaapTa Bhiciiero oopazoBanus (CPI'OC BO) no HampaBiieHHIO MOATO-
toBkH (crenmasnibHOCcTH) 10.03.01 MHbopmarmonnas 6e3omacHoCTh, yrBepxkaeHHOro 01.12.2016 rona,

paccmoTpena u onobpeHa Ha 3acenanuu kapenpsl KUBOBC «  » 20 roma, mpOTOKOJ
Ne .

PazpaboTuuk:

HouenTt xap. KUBDBC A. 1O. SIxumyk

3aBenyronmii o0ecnieunBaromeii kad.
KNBOBC A. A. lllenynanos

Pabouast mporpamMmMa IUCIMITIIMHBI COIIACOBaHa ¢ (DaKyIbTETOM U BBINTycKaroueil kadeapoii:

Jexan Ob . B. Kpyunnun
3aBeAyIOIHi BRITYCKAIOIICH Kad.

KHMB2BC A. A. lllenynanos
OKCIIepTHI:

JlotieHT Kadeapbl KOMITJIEKCHON MH-

(hopMaIMoHHO# 6€30MacHOCTH DJIEK-

TPOHHO-BBIYUCIIATEITHHBIX CHCTEM

(KNB2BC) A. A. Kones

JlonieHT Kadeapbl KOMITJIEKCHOM MH-
(dhopMaoHHO# 6€30MacHOCTH dJIeK-
TPOHHO-BBIYUCIIUTEITHHBIX CHCTEM

(KNBSBC) K. C. Capun

CornacosaHa Ha noptane Ne 50075 2



1. lean u 3aga4n AUCHUTLIHMHBI

1.1. lleau TUCUMIIAHBI
dbopMHUpOBaHUE Y CTYACHTOB MPEJICTABICHUNA O MPAKTUYCCKOM HCIOJIb30BAaHUHM KpHUHTOrpaduye-
CKHUX METOJIOB 3alllUThl MH(OPMAIMU IS PEIICHUS OTICNBHBIX 3ajau oOecrneueHus UH()OPMAMOHHON
0e30MacHOCTH.

1.2. 3amaum AMCHUIIIMHBI
— chopMupOBaTh MPEACTABICHUE 00 OCHOBHBIX MPOOJIEMax, CBSI3aHHBIX C MPAKTUYCCKUM HC-
MOJIb30BaHUE KPUNITOTPAPUIESCKIX METOJIOB 3aIIUThHI HHPOPMAITUH;
—  HM3YYHUTh OCHOBHBIC KPHUIITOrpauuIeCKUe MPOTOKOIBI;
—  M3YYHTh HHPPACTPYKTYPY OTKPHITOTO KJIF0YA

2. Mecto mucuuniuebl B ctpykrype OIIOII

Hucuunnuna «IIpuknaanas xpunrorpadus» (b1.B.03.02) otnocutcs x 6moky 1 (BapuatuBHas
YacTh).

[TpenmecTByOUMMHI TUCHUIUIMHAMU, (POPMUPYIOIIMMH HadalibHble 3HaHUS, sBIsIOTCS: bezonac-
HocTh ceteld OBM, Kpuntorpadguueckue Metoas! 3amuThl HHGopMaruu, OCHOBBI HH(POPMALIMOHHOM 6e3-
OIaCHOCTH.

[Tocnenyomumy AUCUUIUIMHAMU SIBISIOTCS: 3alUTa BBITYCKHOW KBAIM(UKAIMOHHONW paloThI,
BKJIIOYasl MOATOTOBKY K MPOLIEAYPE 3aIIUThI U IPOLEAYPY 3aILUTHI.

3. TpeOoBaHus K pe3yJbTaTaM OCBOCHHS THCHUIINHBI

[Tpouecc n3yueHus: AUCUUILIMHBI HapaBjieH Ha (JOPMUPOBAHUE CIEAYIOIIUX KOMIIETEHIU:

—  OIIK-7 criocoGHOCTBIO OIpeaessaTh HH(POPMAIIMOHHBIE PECYPCHI, ITOUIeKAIIE 3aAIUTE, YIPO-
3bI 6€30I1aCHOCTH MH(OPMAIIUU U BO3MOXKHBIE ITyTH UX peaTu3allii Ha OCHOBE aHaJIN3a CTPYKTYPHI U CO-
nep>kaHus THGOPMAIIMOHHBIX MPOIIECCOB U 0COOEHHOCTEN (DYHKIIMOHUPOBAHUS O0OBEKTA 3AIIUTHI ;

— TIK-2 criocoGHOCThIO IPUMEHSATH MPOrPaMMHBIE CPEJICTBA CUCTEMHOI0, MIPUKIIAJHOTO U CIIe-
[[MAJIbHOTO Ha3HAUEHUs, THCTPYMEHTAIbHbIE CPEJCTBA, A3bIKK U CUCTEMBI TPOrPaMMHUPOBAHHUS ISl pellie-
HUS IPO(heCCHOHATBHBIX 33/aY ;

— IIK-6 cnocoGHOCThIO MPUHUMATH Y4acTHE B OpraHU3aluy U MPOBEIEHUU KOHTPOJIbHBIX MPO-
BEPOK pabOoTOCTIOCOOHOCTH M 3PPEKTUBHOCTH MPUMEHSIEMBIX MPOTPAMMHBIX, TPOTPaMMHO-aIapaTHBIX
U TEXHUYECKUX CPEACTB 3aIUTHl HHPOPMALIUH ;

— TIK-13 cmocoOHOCTBIO MPUHUMATH Y4acTHe B (POPMUPOBAHUH, OPTAHU30BBIBATH U TIOICPIKH -
BaTh BBHITIOJIHEHUE KOMILIEKCa Mep MO o0ecreyeHnio UH(OPMAIMOHHON 0€30MacHOCTH, YIpPaBIsATh HPO-
[[ECCOM UX peau3aiyi ;

B pesynpTare u3ydeHus: IUCIHUIIMHBI 00YJaIOMIUNACS TOJIKEH:

— 3HATh OCHOBHBIE KPUNTOTrpapuUeCKUEe METOJIbl, AJITOPUTMBbI, IPOTOKOJbI, UCIOIb3YEeMbIE IS
oOecrieueHrs 6e30MaCHOCTH B KOMIIBIOTEPHBIX CETSX.

—  yMeTb 3()(HeKTUBHO UCIIOIB30BATH KPUNTOrPahUIECKHEe METOBI U CPECTBA 3aIUTHI HH(POP-
MaIii B aBTOMAaTU3UPOBAHHBIX CUCTEMAX.

—  BJIa/IeTh HAaBBIKAMU UCIIOJIb30BaHUS THIIOBBIX KPUNITOIPAPUUECKUX aJTOPUTMOB.

4. O6beM IMCUMIJIMHBI M BU/ABI Y4e0HOI padoThI
OO011ast TpyI0€MKOCTb JUCHUILUINHBI cocTaBisieT 3.0 3aueTHBIX eIMHMIIbI U IIPeCTaBIeHa B TalOuu -
ue 4.1.

Tabmuna 4.1 — Tpy10eMKOCTh AUCITUILUIHHBI

Bunb! yueOHOI nesTeNbHOCTH Bcero yacos CemecTpsl

7 cemecTp
AynuTtopHble 3aHATUSA (BCETO) 52 52
Jleknun 18 18
[IpakTnueckue 3aHATHS 10 10
JlaGopartopHbie pabOThI 24 24
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CamocrosTenpHas paboTa (BCero) 56 56
OdopMieHrEe OTYETOB IO JTAOOPATOPHBIM paboTam 34 34
IIpopaboTKa JTEeKIMOHHOTO MaTepuana 12 12
[ToaroroBka K MpakTUYECKUM 3aHATUSAM, CEMUHApaM 10 10
Bcero (6e3 3x3ameHa) 108 108
OO6mmas Tpy10eMKOCTb, 4 108 108
3aueTHnie EanHAIIEI 3.0 3.0
5. Conepxanue TMCUMILTUHBI
5.1. Pa3zaenbl AMCHUIIMHBI U BUABI 3AHATHI
Paznensl AMCHMIUIMHBL M BUJIBI 3aHATHI MPpUBECHBI B Tabuie 5. 1.
Tabmuma 5.1 — Pasgensl IUCIUIUIMHEL U BUIBI 3aHATHHA
Bcero
Mpax. | Ja6. Can, | 18COB DopmMupyeMbl
HazBanus pa3aenoB TUCHUIUIMHBI Jlek., u (Ge3 e
3aH., 4 | pab., 9 | pad., q
9K3aMe€ | KOMIETEHLIUN
Ha)
7 cemecTp
1 Kpunrorpadudeckue mpoToKoibl: 00- 2 2 10 14 28 | OIIK-7, IIK-
1K€ TTOHSATHS. 13, IIK-2, IIK-
6
2 TIpoToKoIIBI pacrpeneaeH sl KIIoUeil. 2 2 2 10 16 |OIIK-7, IIK-
13, TIK-2, T1K-
6
3 UHdpacTpyKTypa OTKPBITHIX KITHOUCH. 6 4 12 16 38 | OIIK-7, [IK-
13, TIK-2, T1K-
6
4 TIpoTokonbl HACHTU(DUKAIINN U aAyTCH- 4 0 0 4 8 OIIK-7, TIK-
TU(DUKALINH. 13, IIK-2, I1K-
6
5 be3omacHbli kaHa oOMeHa cOOOIIeHH- 2 2 0 6 10 | OIIK-7, IIK-
SIMU. 13, IIK-2, I1K-
6
6 [IpakTudecKkue acreKThl peaau3anuu 2 0 0 6 8 OIIK-7, IIK-
CPEICTB KPHUITOTPadhUICCKON 3aITUTHI 13, TIK-2
uHbOpMAITIH.
Hroro 3a cemectp 18 10 24 56 108
Hroro 18 10 24 56 108
5.2. Coaep:xanue pa3aejioB IMCHUILIHHBI (110 JIEKIIUSIM)
CopneprxaHue pa3ienoB TUCIUILIKH (TI0 JIEKIUSAM) IPUBEAEHO B Tabnuie 5.2.
Tabmuia 5.2 — Coneprkanue pa3faesnoB JUCHUIUIMH (10 JICKIHSIM)
Fla3BAHHsA PASIEIOB Copeprxanue pa3aesioB JTUCHUILTUHEL (10 | TpynoemkocTs, | DopMupyemblie
JICKITUSIM) q KOMITETEHIIUU
7 cemecTp
1 Kpunrorpapuueckue |[lonarue kpuntorpapuueckoro npoTokoa. 2 OIIK-7, IIK-13,
MIPOTOKOJIBI: 00I1IKe Ponb xpunrorpaguyeckux npoToKoioB B CHU- I1K-6
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IIOHATHA.

cTeMax 3auThl uHGopmanuu. OCHOBHbIEA-
TaKMl Ha KpUNTorpaduyeckrue NpoTOKOJIbI

Hroro
2 IIpoToKomnsl YnpaBneHue CeKpeTHbIMU Kirouamu. Pac- ITK-13, TIK-2,
pacnpeneneHus IIPEJIEIIEHNE CEKPETHBIX KIIIOUEH. ITK-6
KITFOYEH. Vitoro 2
3 UndpacTtpykTypa [TonsaTHe 31eKTPOHHON MOANKCH. YTIpaBiie- 6 OIIK-7, I1IK-13,
OTKPBITBIX KJIFOUEH. HUE OTKPBITBIMU KJTt0oYamMu. OCHOBHBIE [1K-2, TIK-6
KOMITOHEHTBI HHPPACTPYKTYPbl OTKPBITHIX
kitoueid. [lonarue ceprudurkara OTKPHITOTO
KJIFO4Ya. YIOCTOBEPSIOIINM LIEHTP. APXUTEK-
Typa HHPPACTPYKTYPbI OTKPBITOTO KITFOYA
Hroro
4 TIpoToKobI [TpoTokosnsl aeHTUUKAIIMY HA OCHOBE Ma- 4 OIIK-7, IIK-13,
UAeHTU(DUKAIMY U poJIEl, IPOTOKOMIBI «PYKOMOXKATHS» U TUIIA I1K-2, ITK-6
ayTeHTH(HKALWH. «3anpoc-oteeT». [ToHsTHE TPOTOKOIOB UH-
TEPaKTUBHOTO J0Ka3aTeIbCTBa U JJOKa3a-
TeJIbCTBA 3HaHUsA. [IpoTokombl neHTH(UKA-
IIUU Ha OCHOBE MPOTOKOJIOB J0Ka3aTelbCTBA
3HAHUA C HYJIEBBIM Pa3IJIallICHUEM.
Hroro
5 bezonacusiit kanan | [loctpoenue 6€30macHOTO KOMMYHUKAIIH- OIIK-7, IIK-13,
oOMeHa coOOIIEeHNSIMH. | OHHOTO KaHajla Ha OCHOBE KpHunTorpaduye- [1K-2, TIK-6
CKHX aJIFOPUTMOB.
Hroro 2
6 IIpakTueckue [TpoGnemsbl peanu3anuu Kpunrorpaduue- 2 OIIK-7, IIK-13,
aCIEKThl peai3allud | CKMX aJIrOpUTMOB. ['eHepaius cirydyaiiHbIX [1K-2
CpEnCTB yycell. 3aimTa OT yTe4ky HHOopMaluu.
Kpunrorpaduyeckoi Vrtoro 2
3aIUTHl THHOPMAIIHH.
Hroro 3a cemectp 18

5.3. Pa3nenbl JMCUMILNIMHBI M MEKIMCUMILUIMHAPHBIE CBSA3H ¢ 00eCeYnBAKIIMMH (NMPeAblTyIIUMH)

U 00ecreuynBaeMbIMH (l'[OCJ'[e)_IlelIII/IMPI) AUCHUIIIMHAMHA

Paznenbl qUCHUIITUHBL U MEXIUCIUIUIMHAPHBIE CBSI3U C 00€CTIeYMBAIOIIMMHU (TIPEABIAYIIUMU) U

obecrnieunBaeMbIMHU (TTOCIIEIYIONUMHI ) AUCITUTUIMHAME TPEJICTABICHBI B TabmuIe 5.3.

Tabmuna 5.3 — Pa3aensl AMCHMIUIMHBL U MEXIUCITUIUIMHAPHBIE CBS3H

HanmenoBanne JUCHUITINH

Ne pasaciion JTaHHOM AUCHUIUINHEBI, JJIST KOTOPBIX HCOGXOI[I/IMO
HN3Y4YCHHUC O6€CH€‘-H/IB3IOHH/IX H 00ecIIeunBaeMbIX JUCHUIIIINH

1 2 3 4 5 6
[IpenmecTByronye JUCUUILUINHBI
1 be3onacHocts cereit OBM + +
2 Kpunrorpaduueckue METO/bI 3aIIUTHI . . . . . N
nH(popMauu
3 OcHoBbI HH(GOPMALIMOHHOM Ge3o1mac- n n n
HOCTH

[Tocnenyromue TUCIUIIITUHBL
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ThI

1 3ammTa BBIMYCKHOM KBaTU(HUKAITMOH-
HOM paboThI, BKIIIOYAsi TOJIFOTOBKY K
MIPOILIEIyPE 3aIIUTHI U TIPOLIEYPY 3allH-

5.4. CooTBeTcTBHE KOMIIETEHIIMIA, (OPMHUPYEMBIX NPH U3yYeHUM TUCHUILUIMHBI, U BUA0B 3aHATHI
CooTBeTCcTBHE KOMIIETCHIIUH, (HOPMUPYEMBIX TPH HM3yYCHUHW AWCIMUILINHBI, W BHJIOB 3aHATHU
MPEICTaBICHO B Tabmuiie 5.4.
Tabnuna 5.4 — CooTBETCTBHUE KOMITETEHIIUM, (POPMUPYEMBIX MPU U3YUEHUU TUCUUIUIAHBI, U BUJOB 3aHS -

THI
KommeTen Bunel 3ansaTuii
DOpMBI KOHTPOJIA
nuu Jlek. ITpak. 3aH. Jlab. pad. Cawm. pa0.
OIIK-7 + + + + Ot4er no 1aboparopHoii pa-
oote, 3auéT, Tect, OTUeT MO
MPaKTUYECKOMY 3aHSITHIO
[1K-2 + + + + Otuet o nabopaTopHoOii pa-
oore, 3au€T, Tect, OTueT MO
MIPAKTHYECKOMY 3aHSATHIO
ITK-6 + + + + OtyeT no nabopaTopHoi pa-
oote, 3auéT, Tect, OTUeT O
MPAKTUYECKOMY 3aHSITHIO
IK-13 + + + + OtyeT no nabopaTopHoii pa-
oote, 3auéT, Tect, OTUeT MO
MPaKTUYECKOMY 3aHSITHIO

6. UnTepakTBHBIE MeTOABI M (GOPMBI OPraHU3aLMU 00yYeHH s
He npenycmorpeno PVYII.

HaumenoBanue 1abopaTtopHbIX padoT npuBeneHo B Tabnuue 7.1.

7. JlabopaTtopHble paGoThl

Tabmuua 7.1 — HaumeHnoBaHue 1a00paTopHBIX paboT
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Tpynoemkocts, | DopMupyemblie
Ha3Banwus pa3zzaenos HaunmenoBanue mabopatopHbIX padoT Py ’ PMIPY
q KOMIIETEHIIH
7 cemecTp
1 Kpunirorpaduueckue | Kpunrorpapuueckue ¢ailioBble CUCTEMBI. 2 I1K-13, TIK-2,
MIPOTOKOJBI: 001IHe udposannas ¢aitnosas cuctema Windows ITK-6
TIOHATHA. Kpunrorpaduyeckue (aiinoBsie CHCTEMBI. 2
[Mudposanue aucka BitLocker
[Iudposanue nuckoB VeraCrypt
Kpunrorpaduyeckue (aiinoBsie CHCTEMBI.
[lIndpoBannas ¢ainosas cucrema Linux
Hroro 10
2 IIpoToxonbl CpenctBa kpunrorpaduyecKkoi 3almThl UH- [1K-13, TIK-2
pacnpeneneHus dbopmanuu
KJIFOUECH. Wroro
3 Undpactpykrypa HacTtpoiika y1ocToBepsIOnIero HeHTpa. [TK-13, TIK-6
OTKPBITBIX KJLIOTICH. Kpocc-ceptudukanms yaocToBepsronmx
LIEHTPOB
6




[TocTpoenue nepapxmdeckoi MOAENIH 10Be- 4
pHsl yIOCTOBEPSIONIMX IIEHTPOB.

HUtoro

12

Hroro 3a cemectp

24

8. [IpakTHYeckue 3aHATHSA (CEMUHAPBHI)
HanmMeHnoBaHue nMpakTHUECKUX 3aHATHH (CEMHUHAPOB) MpUBEIEeHO B Tabmmie 8.1.
Tabmuua 8.1 — HaumeHoBaHME MPAKTUUECKHUX 3aHATUH (CEMUHAPOB)

HaunmenoBanue npaktnueckux 3anatuii | Tpynoemkocts, | Dopmupyemsie
HasBanus paznenos
(cemMuHapoB) q KOMITCTCHITH
7 cemecTp
1 Kpunrorpaduueckue | AHaNINU3 ysI3BUMOCTEH MPOCTEHIINX KPUIITO- 2 OIIK-7, IIK-
MIPOTOKOJIBI: O0IIHE rpauIeCcKux MPOTOKOJIOB. 13, TIK-2, T1K-
TIOHATHS. Wroro 6
2 IIpoTokobl [Tpumenenue MOK Ha aBTOMaTU3UpOBAHHOM OIIK-7, T1K-
pacnpeneneHus paboueM mecTe 13, IIK-2
KITIOUEH. Virtoro
3 Undpactpykrypa [Tpumenenne MOK B kiMeHTax AJIEKTPOHHOM OIIK-7, ITK-
OTKPBITBIX KJIFOUEH. IMOYTBI 13, I1IK-2, T1K-
CrpykTypa cepTu(rKaToB OTKPHITOrO KIH04a 2 6
Hroro 4
5 be3onacHslii kanan | M3ydenue nmporokona [Psec 2 ITK-13, I1K-2,
00MeHa COOOIICHMAMM. | 1r. oro 5 [1K-6
Hroro 3a cemectp 10

9. CamocrosiTesibHasi padora
Bunel camocTosTenbHOM paboThI, TPYIOEMKOCTh U (POPMHUpPYEMbIE KOMIIETEHIIUH IIPEICTABICHbI B

Tabimite 9.1.
Ta6muia 9.1 — Buabl caMoCTOsITEIbHOM paboThl, TPYAOEMKOCTh B (HOPMHUpPYEMbIe KOMIIETEHIHH
Bunasl camocrositensHol | Tpynoemkocts, | DopMupyembie
Hassanus pasnenos g PR ’ PMHDPY @OpMBI KOHTPOJIA
paboThI q KOMITETEHITUU
7 cemecTp
1 [ToaroroBka kK nmpakTuye- 2 IIK-13, IIK-2, |3auét, OTueT 110 Ja-
Kpunrorpadudecku | CkuM 3aHATHSIM, CEMHHA- I1IK-6, OIIK-7 |6opaTopHoii padoTe,
€ IIPOTOKOJIBL: pam OtyeT no npakTuye-
oO1Ire MOHATHSL. TpopaGoTKa TeKIHOHHO- 2 %KOMy 3aHATHIO,
T

ro Marepuana ce

OdopmieHne 0T4ETOB 110 10

nmabopaTtopHbeIM paboTam

Hroro 14
2 IIpoTokobl [TpopaboTka JIEKITMOHHO- 2 OIIK-7, ITIK-13, | 3auét, OTyeT 1o Jia-
pacrpeneneHus ro MaTepuasa [1K-2, IIK-6 6opartopHoii padore,
KHOHCH. OdopmieHne 0T4ETOB 110 8 Tect

nabopaTopHBIM paboTam

Hroro 10
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3 Undpactpykrypa |I[loaroroBka k nmpakruue- 2 OIIK-7, 1TIK-13, | 3auéT, OTyeT 110 Ja-
OTKPBITHIX KJIFOUEH. | CKUM 3aHSTUSM, CEMHUHA- [K-2, TTIK-6 OoparopHoii paboTe,
pam OTuer no mpaxkTuye-
[TpopaboTka JTeKIMOHHO- 2 ,CFKOMY 3aHATHIO,
ro Marepuana cet
OdopmiteHre 0T4ETOB TIO 12
nabopaTopHBIM paboTam
Uroro 16
4 TIpoToKOIBI [ToaroroBka k mpakTuye- OIIK-7, IIK-13, | 3auét, OTueT 10
UACHTU(DUKAIMKM U | CKUM 3aHSATHSM, CEMHUHA- [1K-2, TIK-6 MPaKTUYECKOMY 3a-
ayTeHTH(pHUKauH. | pam Haruio, Tect
[IpopaboTKa JIEKITMOHHO- 2
ro Marepuaina
Hroro
5 be3omnacHbI [ToaroroBka kK mpakTuye- OIIK-7, IIK-13, | 3auéT, OTUeT 1Mo
KaHaJl oOOMeHa CKHUM 3aHATUSAM, CEMHUHA- I1K-2, I[IK-6 [IPaKTUYECKOMY 3a-
COOOIICHUSIMU. pam Haruio, Tect
[TpopaboTka JTeKIIHMOHHO- 2
ro Marepuana
Hroro
6 IlpakTueckue [TpopaboTka NeKInOHHO- 2 OIIK-7, I1IK-13, | 3auét, OTuer no na-
aCTEeKThI ro Marepuana [1K-2 6oparopHoii pabote,
peanusaitin OdopmieHne 0TYETOB IO 4 Tecr
CpeACTB abopaTOpHBIM paboTam
Kpunrorpaduuecko
¥ 3aIIIUTHI Hroro 6
uHpopMaLnu.
Hroro 3a cemectp 56
Hroro 56
10. KypcoBoii npoekTt / KypcoBasi padora
He mpenycmotpeno PVYII.

11. PeiiTuHroBasi cucremMa JJisi OEHKH yCIIeBAeMOCTH 00y4ar0uXcst

11.1. banibHbIe OLEHKH AJIs1 3JIEMEHTOB KOHTPOJIA
Ta6mura 11.1 — banpHbIE OIEHKH [T SJIEMEHTOB KOHTPOJISI

. . MaxkcuManbHbIN
. MaxkcuManbHbIH MaxkcuManbHbIH
OneMeHTHI yueOHOU 6asu1 3a mepuoa Bcero 3a
6amn Ha 1-yto KT ¢ | Gamr 3a mepuon
NESITEIbHOCTH mexay 2KT u Ha cemMecTp
Hauyana cemectpa | mexnay 1KT u 2KT
KOHEI[ ceMecTpa
7 cemecTp
3auér 20 20
Otuet no nmabopaTopHOii 20 10 15 45
pabote
OTt4er 1o NpakTUIECKOMY 5 10 10 25
3aHSTHIO
Tect 10 10

CornacosaHa Ha noprtane N2 50075




Hrtoro makcumyM 3a nepu- 25 20 55 100
on

Hapacraromum utorom 25 45 100 100

11.2. IlepecyeT 0a/1710B B OLIEHKHU 32 KOHTPOJIbHbIE TOYKHU
[Tepecuer OanIoB B OLIEHKH 32 KOHTPOJIbHBIE TOUKHU MpeACTaBiIeH B Tabmue 11.2.
Tabmuma 11.2 — Ilepecuer 6aJUTOB B OIICHKH 32 KOHTPOJIbHBIE TOYKH

Banibl Ha 1aTy KOHTPOJIBHON TOYKH OneHka

> 90% ot MakcuManbHON cyMMbI OamioB Ha naty KT 5

Ot 70% 1o 89% oT MakcuMaIbHOM cyMMbl OaisioB Ha naty KT

4
Ot 60% 1o 69% ot makcumasbHON cymMmbl OaiioB Ha aaty KT 3
2

< 60% oT MakcuMaIbHOU cyMMBbI OauioB Ha naty KT

11.3. IlepecyeT cymMMbI 0QJIJI0B B TPAAUIIMOHHYIO M MEAKTYHAPOAHYIO OLEHKY

[lepecyer cymmbl OaIOB B TPAIUIMOHHYIO H MEXIYHAPOAHYIO OICHKY NpEJCTaBleH B TaOJHIe
11.3.

Ta6muma 11.3 — IlepecueT cyMMbl 0aJIJI0B B TPAAMIIMOHHYIO M MEXTYHAPOIHYIO OIICHKY

Hrorosas cymma 6asmios,

Onenka (I'OC) YUUTBIBAET YCIEIIHO CAAHHBIN Onenka (ECTS)

IK3aMeH

5 (OTIUYHO) (3a4TEHO) 90 -100 A (0TIIMYHO)
85 -89 B (o4enp xoporiio)

4 (xopomio) (3a4TeHo) 75 - 84 C (xopor1o)
70 - 74
65 - 69 D (ynoBnerBopuTeabHO)

3 (YZIOBJIETBOPUTEIHHO) (3aYTEHO) 60 - 64 E (ocpercraenio)
2 (HeyROBICTBOHTENSHO) (HE Hwxe 60 6ammos F (HeynoBineTBOPHUTEIHHO)

3a4TEHO)

12. YueOHO-MeTOAUYecKOe U MHPOPMANIMOHHOE O0ecTieueHrue TUCIHIIINHBI

12.1. OcHoBHas JuTEpaTypa

1. Ocunsa B. O. Kpuntorpadus B 3aiadax u ynpaxseHusx. - M. : I'enmroc APB , 2004. - 143[1]
c. (manmmuue B 6ubmotexe TYCVYP - 50 7k3.)

2. Psbko, b. . Kpunrorpaguueckue meroap! 3amuThl HHGOpMau [DeKTpoHHBIN pecypc]:
yuebHoe nocobue / b. S. Psa6ko, A. H. ®uonos. — 2-e u3n., crep. — Mocksa : ['opsuast nunus-Tenexkom,
2017. — 230 c. — ISBN 978-5-9912-0286-2. — Pexxum moctyna: https://e.lanbook.com/book/111097
(mara obpamenus: 12.02.2021).

3. OcHoBbl HH(OpMAIIMOHHOH 6e30macHOCTH @ Y4yeOHoe nmocobue i By30B. - M. : ['opstuas iu-
Hus-Tenexom , 2006. - 544 c. (nanuuue B Oubmmoreke TYCVYP - 81 3k3.)

12.2. lonoiHuTEAbHAS JIUTEpPaTypa

1. ®omuués, B. M. Kpunrorpapuueckue Metos! 3aumTsl nHPopmanmu B 2 4. Yacts 1. Marte-
MaTHYECKHE ACTIEKTHI [ DJIIEKTPOHHBIN pecypc]: yaeOHuK 1ist By30B / B. M. ®omuués, . A. MeIpHUKOB ;
non penakmueit B. M. ®omuuéBa. — Mocksa : U3natensctBo HOpaiit, 2020. — 209 c¢. — (Bricuiee 06-
pazoBanmne). — ISBN 978-5-9916-7088-3. — Tekcr : »ayekTpoHHBII — Pexum pgocryna:
https://urait.ru/bcode/450820 (nara obpamenus: 12.02.2021).

2. ®omunués, B. M. Kpunrorpadpuueckne meroas! 3ammtel HHGopMaryuu B 2 4. Yacte 2. Cu-
CTEMHBbIE U MPUKJIAJHbIE aCMEKThl [ DNEeKTPOHHBIN pecypc]: yueOHUK Uit By30B / B. M. ®omuués, . A.
MenbHukoB ; nox peaaknueit B. M. ®omnuéBa. — Mocksa : UznarensctBo FOpaiit, 2020. — 245 c. —
(Boicee obpazoBanue). — ISBN 978-5-9916-7090-6. — TekcT : anmekTpoHHbIH — Pexxum poctyna:
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https://urait.ru/bcode/451486 (nara obpamenus: 12.02.2021).
12.3. YueOHO-MeTOAMYECKHE IOCOOUST

12.3.1. Obs3aTe/ibHbIE Y4eOHO-METOAMYEeCKHE MOCOOUs

1. Esctorun O.0. Kpunrorpadudeckue MeToabl 3auuThl HHGOpMaUU [ DIEKTPOHHBINH pecypc]
[DNEeKTpOHHBIN pecypc]: METOMUYECKUE YKA3aHUsI JIJIsl BBIMIOJIHCHUS MPAKTHYECKUX U CAMOCTOSTEIBHBIX
pabotr [DnextpoHHblid pecypc]. — 2014, — Pexum goctyma: — Pexum  jgocrtyna:
http://kibevs.tusur.ru/sites/default/files/upload/manuals/evsutin_kmzi.pdf (naTa oopamenwns: 12.02.2021).

2. Escrotun O.0. Ilpukinannas kpunrorpadus [IIeKTPOHHBIN pecypc] [DIeKTpOoHHBIN pecypc]:
METOJMYECKHE YKa3aHUS JJIsl BBITIOJTHEHUS JTAOOPATOPHBIX U CAMOCTOSTENIBHBIX paboT [DIEeKTPOHHBIN pe-
cypc]. — 2014. — Pexum JIOCTyIa: — Pexum JIOCTyna:
http://kibevs.tusur.ru/sites/default/files/upload/manuals/evsutin_pk.pdf (naTa oopamenns: 12.02.2021).

12.3.2. YueOHO-MeTOAMYECKHE MIOCOOMS 1JIs1 JIMI C OTPAHMYECHHBIMH BO3MOKHOCTSIMH 3/10POBbS H
WHBAJIUI0B

Y4eOHO-MeToqMUeCKre MaTeprabl ISl CAaMOCTOSTEIbHON U ayTUTOpHOM paboThl 0Oyyaromumxcs
U3 YMCIIa JIUI] C OTPaHMYEHHBIMI BO3MOKHOCTSIMU 3I0POBBSI 1 MHBAJHJIOB MPEIOCTABISIOTCS B (popMax,
a/IalITUPOBAHHBIX K OTPAaHMYEHUSIM UX 3/I0POBbS U BOCIIPUATHUS HH(DOPMAIIHH.

JL1s1 I ¢ HAPYIIEHUSIMH 3PeHust:

- B (hopMe INIEKTPOHHOTO IOKYMEHTA;

- B [e4aTHOU (hopMe yBETUYEHHBIM HIPUPTOM.

J1s1 1M1 ¢ HAapyIIeHUsIMH CJIyXa:

- B (hopMe IIEKTPOHHOTO TOKYMEHTA;

- B IeyaTHou opme.

Jl1s1 1M1 ¢ HAapyIIeHUsIMM ONIOPHO-ABUTaTeJIbHOI0 annapara:

- B (hopMe IIEKTPOHHOTO IOKYMEHTA;

- B IeyaTHou (hopme.

12.4. IIpo¢eccnonaibHbIe 0a3bI JAHHBIX U MHPOPMALMOHHBIE CIIPABOYHbIEC CHCTEMBbI
1. http://www.elibrary.ru - HayuHast 371€KTpOHHasi OMOIMOTEKA;

2.  http://www.edu.ru - BeO-caiiT cuctemsl (henepanrbHBIX 00pa30BaTEIHHBIX TOPTAJIOB;

3. http://edu.fb.tusur.ru/ - o6pazoBarenbHbIN MOpTAT (paKkyabTETa 6E30MACHOCTH;

4. https:/fstec.ru/ - @enepanbHas ci1yx0a 0 TEXHUYECKOMY U SKCIIOPTHOMY KOHTPOJIIO.

12.5. llepuoanyeckue u3IaHus
1. HWudopmanus u 0e30macHOCTh [DICKTPOHHBIM pecypc|: HaydHBIA XypHal. - BopoHex
BI'TY . - XKypnai Berxomut ¢ 1998 1. — Pesxum moctyna: https://elibrary.ru/title_about.asp?id=8748 (nara
obpamenusi: 12.02.2021).

13. MaTepuaJibHO-TeXHHYecKoe o0ecneyeHue JUCHMILVIMHBI U TpedyeMoe NporpaMMHoe
ob0ecreueHmne

13.1. O6mue TpedGOBaHNA K MATEPHAJIBHO-TEXHHYECKOMY H IIPOIPAMMHOMY 00eCIe4YeHHI0
AUCHHUILIMHBI

13.1.1. MaTepuaJIibHO-TeXHHYECKOEe U IPOrPAMMHOE o0ecrneyeHue sl JIEKIIMOHHbIX 3aHATHH
Jl1s mpoBeieHuUs 3aHATUH JIEKIIMOHHOTO TUIIA, TPYIIIIOBBIX M MHAWBUYaJIbHBIX KOHCYIbTALIUH, TE-
KYILIEr0 KOHTPOJIS ¥ MMPOMEXYTOYHON aTTEeCTAIlMU UCIIONIb3YyeTCsl yueOHasi ayTuTOpHs ¢ KOJMUYECTBOM IO-
CaJIOUHBIX MECT He MeHee 22-24, obopynoBaHHAsE JOCKOW M CTaHAAPTHOM yueOHOH mebenbio. MMerorcs
JEMOHCTpAIOHHOE 000pyI0BaHUE U yueOHO-HAMTISAHBIE TOCOOuSs, 00eceunBaoIIe TeMaTHUYeCKHEe 1l-
JIIOCTPALMHU I10 JIEKLIMOHHBIM pa3JieiaM JUCIUILINHBI.

13.1.2. Marepua/ibHO-TeXHUYECKOe U NIPOrPaMMHOe o0ecrneyeHue IJisl NPAKTHYECKUX 3aHATHil
Aymuropust ”HQOPMATUKH, TEXHOJIOTUI U METOI0B MPOrpaMMHUPOBAHHUS
yueOHasi ayuTOpus JUIsl IPOBEICHUS 3aHATUH JIEKIIMOHHOTO TUIIA, yueOHas ayIUTOpUs ISl IPOBE-
JICHUS 3aHATUH MPAaKTUYECKOro TUIA, MOMELIEHHE /Ul KypCOBOTO MPOSKTHUPOBAHUS (BBIIOIHEHUS KypCo-
BbIX pa0oT), HOMEIIEHHE I CAMOCTOSATEIbHON paboThI
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634045, Tomckas obmacts, T. Tomck, yin. KpacHoapmeiickas, 1. 146, 408 ayn.

Ornucanue UMeIIerocs 000pyIOBaHUS:

- NuaTepaktuBHas nocka IQBoard 78" ¢ TIO ActivInspire;

- [Ipoextop ViewSonic PJD5154 DLP;

- Komneroreper: DEPO Neos 235/ A8-7650K/ DDR3 4G/ 1Tb / mbis/ knaBuatypa/ mouutop (10
IIT.);

- Komnsrorep: DEPO Neos DF226/ 13-7100/ DDR4 8G/ XKectkuit nuck 500G/ Mbliib/ KiIaBHaTy-
pa/ MOHUTOD;

- Kommutekt cienmanuzupoBanHoi yueOHoOW Mebenu;

- PaGouee mecto npenogaBares.

[TporpamMHOe obecrieueHue:

— VirtualBox

13.1.3. MaTepuaJbHO-TEXHHYECKOE M IPOrPaMMHoOe odecnedeHne 1JIs J1adopaTopHbIX padoT
JlaGopaTopust mporpaMMHO-aIapaTHEIX CPEACTB oOecTiedeHrs] HHPOPMAIIMOHHON 0€30TTaCHOCTH
yueOHasl ayIUTOpusl AJIsl IPOBEICHHsS 3aHATUI PAKTUYECKOrO THIA, yuyeOHast ayIuTOpus AJIs IIpo-
BEJICHUS 3aHITHH JIAOOPATOPHOTO THUTIA

634045, Tomckas obmacts, T. Tomck, yn. KpacHoapmeiickas, 1. 146, 405 ayn.

Onucanue UMeroIerocs 000pyI0BaHUs:

- Mono6unok: Asus V222GAK-BAO021D: Intel J5005/ DDR4 4G/ 500Gb/ WiFi / mpiib/ knaBuaty -
pa (30mr.);

- Komnbsrorep: DEPO Neos DF226/ 13-7100/ DDR4 8G/ XKectkuit nuck 500G/ mMbliib/ Ki1aBuaTy-
pa/ MOHUTOP;

- AnmmapatHsle cpezicTBa ayreHTH(uKanuu noss3oBarens «eToken Proy;

- [IporpammHo-anmaparHelii koMiuieke 3amuThl HHPopmaruu: [TAK ViPNet Coordinator HW100
C 4.x, ITAK ViPNet Coordinator HW1000 4.x, ITAK Akxkop;

CreHbI U1t U3y4eHUs IPOBOAHBIX M OECTIPOBOIHBIX KOMITBIOTEPHBIX CETEH, BKIIFOYAIOIIHE:

- aDOHEHCKHE YCTPOMCTBA: KOMIIbIOTEpPH! SuperMicro;

- kommyTaTopbl: Mikrotik CRS125-24G-1S-IN; Mikrotik RouterBoard 1100;

- mapuipytuzatopsl: Cisco 891-K9, Cisco C881-V-K9, Check Point CPAP-SG1200R-NGFW;

- CpPeICTBa aHAJIM3a CETEBOTO TpaduKa W yriTyOJeHHOH MPOBEPKU CETEBBIX ITAKETOB: aHAIHM3ATOP
tpaduxa Wireshark, nuctpubyrus Kali Linux;

- mexceteBbie 9kpanbl: MKC Lite, Positive Technologies Application Firewall Education, CISCO
ASA 5505, MD B cocrae mapupytuzaropa Check Point CPAP-SG1200R-NGFW;

- CUCTEMBI OOHapYyKEHHUs KOMITBIOTEpHBIX aTtak: Snort, Suricata, COB B coctaBe mapmpyruzatopa
Check Point CPAP-SG1200R-NGFW;

- Touku gocryna: D-link dwl3600ap;

- CUCTEMBI 3aLIUThI OT yTeUKH JaHHbIX: KoHTYyp nHpopmanmonHoii 6e3onacHoct Searchlnform;

- CpencTBa MOHUTOPHHTA COCTOSHHSI aBTOMATH3MPOBAHHBIX CHUCTEM: CHCTEMa MOHHMTOPHHTA
Zabbix;

- CpeACTBa CKAaHMPOBAHMS 3ANIUIIIEHHOCTH KOMIIBIOTEPHBIX CETe: ckaHep Oe3omacHocTH Xspider
Education, cuctema aHanu3sa 3amnuiieHHocTH cetu MaxPatrol Education.

YerpoicTBa 4TEHUSI CMapT-KapT M PaIUOMETOK: AJantep KOMIBIOTEPHBIN Ui CUMTHIBAHUS H
nepenaun B I1K cepuifHbIx HOMEpoB OECKOHTAKTHBIX MeHTH(uKaTopoB IronLogic Z-2 USB;

- Kommnekr cneunanuzupoBanHol yueOHoOI mebenu;

- Pabouee mecTo mpermnoiaBares.

[IporpamMmMHoOe obecnieueHue:

— VirtualBox

— AnmapaTHO-pOorpaMMHBIE CPEJCTBA YIpPaBJIEHHs JTOCTYIIOM K JaHHBIM, mudpoBanus: Kpumn-
tollpo CSP

— JHuctpubyrus Kali Linux

— Kpunrorpagpuueckoe cpeacrso 3amutsl nHGpopmarmu Kpunrollpo CSP
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13.1.4. MaTrepuaJibHO-TEXHHYECKOE H MPOrPaMMHoOe o0ecredyeHne JJIs1 CAMOCTOSITe IbHON padoThl
Jlnst caMoCTOSATEIbHOM PabOThl MCTONB3YIOTCS y4E€OHBIE ayIUTOPUU (KOMITBIOTEPHBIE KIIAcChl),
PaCIOJIOKEHHBIE TI0 aJIpecaM:
- 634050, Tomckast o6macTs, r. Tomck, Jlennna mpocnexr, a. 40, 233 ayn.;
- 634045, Tomckas obnacts, T. Tomck, yi. Kpacnoapmeiickas, a. 146, 201 ayn.;
- 634034, Tomckast o6macTh, r. ToMck, Bepmmanna ymuna, 1. 47, 126 ayn.;
- 634034, Tomckast o6nacTb, . Tomck, Bepmmanna ynuima, 1. 74, 207 aya.

CocTtaB 060pyI0OBaHMS:

- yueOHast MmeOerb;

- koMnbroTepsl ki1acca He Huke [IDBM INTEL Celeron D336 2.8[T11. - 5 mwiT.;

- KOMIBIOTEPHI MOIKIIOYEHB! K ceTH «/HTepHeT» M 00ecneynBaloT OCTYI B AJICKTPOHHYIO WH-
(opMarnoHHO-00pa30BaTEIbHYIO CPEAY YHUBEPCUTETA.

[lepeyeHb MPOrpaMMHOTO OOECTICUCHUSI:

- Microsoft Windows;

- OpenOffice;

- Kaspersky Endpoint Security 10 ans Windows;
- 7-Zip;

- Google Chrome.

13.2. MaTepuaibHoO-TeXHHYecKoe o0ecnieueHre TUCHMIIJIMHBI VIS JIMI[ C OFPAHMYeHHBIMH
BO3MOKHOCTSIMH 3/10POBbSI 1 HHBAJIN/I0B

OcBoeHUE NUCHMIUIMHBI JUIIAMH C OTPaHUYEHHBIMH BO3MOKHOCTSIMH 3/I0POBbSI U WHBAIUIAMHU
OCYILECTBIISIETCS C UCIIOIb30BAHUEM CPEICTB 00ydeHHs OOIIEro U CHEeUaIbHOI0 Ha3HAUYeHUS.

[Tpu 3aHATHAX ¢ O0YYAIOUIMMHUCS ¢ HAPYIIEHUAMH CJIyXa MPeyCMOTPEHO UCIIOJIb30BaHUE 3BYKO-
YCUJIMBAIOLLEH anmapaTypbl, MyJbTUMEIUNHBIX CPEICTB U JPYTUX TEXHUYECKUX CPEACTB IIpUeMa/nepena-
4yi y4yeOHOM nH(pOPMALIUU B TOCTYIHBIX (PopMax, MOOMIIBHOM CUCTEMBI MTPETIOaBaHus Il 00YJatOLTHXCSI
C MHBAJIUAHOCTbIO, IOPTATUBHOM MHIYKIIMOHHOHN CHCTEMBbl. YueOHas aynuTOpHus, B KOTOPOH 3aHUMAIOTCS
oOydarolnyecs: ¢ HapylIEeHHEM CllyXa, 000pYy/I0BaHA KOMITBIOTEPHOW TEXHHMKOM, ayAMOTEXHUKOH, BUIEO-
TEXHUKOMU, AJICKTPOHHOM JTOCKOH, MYJIbTUMEIUMHON CUCTEMOM.

[Tpu 3aHATHAX ¢ 0OYUYAIOLIMMUCS ¢ HAPYLIEHUSIMU 3PEHUSAMM IIPETYCMOTPEHO HUCIIOJIb30BAaHUE B
JEKIIMOHHBIX U YYEOHBIX ayAUTOPHUAX BO3MOKHOCTH IPOCMOTPA YAAIEHHBIX 0OBEKTOB (HAIIpUMep, TEKCTa
Ha JIOCKE WJIM CJIaiijia Ha SKpaHe) P MOMOIIH BUACOYBEIUIUTEICH A1 KOM(POPTHOTO POCMOTPA.

[Tpu 3aHATHAX ¢ O0YYalOUIMMHCS ¢ HAPYUIEHUSIMM ONOPHO-ABUIaTeJbHOI0 ANNAPATA HCIIOJIb-
3YIOTCS aJbTEPHATUBHBIC YCTPOHCTBA BBO/IA HH(OPMAIIMHK U IPYTHE TEXHUUECKUE CPENICTBA ITpHeMa/nepe-
Jau yuyeOHOM MHpOpMaluu B JOCTYIHBIX (opMax, MOOMIIBHOM CHCTEMbl OOy4eHUs [UIs JIOAEH ¢ UHBaA-
JIMTHOCTBIO.

14. OueHouyHble MaTepUAJIbI U MeTOAMYECKHEe PeKOMEHIAIUH 110 OPraHU3aluu U3yYeHHUsI
AUCHUTLTHHBI

14.1. Conepmalme OLCHOYHBIX MATCPHAJIOB U METOANIECCKUEC PECKOMECHAAIIUH
I[J'ISI OLICHKHU CTCIICHU C(bOpMI/IpOBaHHOCTI/I H YPOBHA OCBOCHHA 3aKPCIIJICHHBIX 3a ﬂHCHHHHHHOﬁ
KOMITC TEHITHUM HCIOJIB3YIOTCA OLCHOYHBIC MaTCpHUajibl B COCTABE!

14.1.1. TecToBble 3a1aHus
[To mpuanmmy Kepkroddca B KpunTocucTeMe CEeKpeTHBIM JOHKHO OBITh:
- KITFOY
- BpeMst I poBaHus
- CJIOXHOCTB aJITOPUTMa
- JUTMHA KITI04a
[To6emuTens koukypca AES (Advanced Encryption Standard)?
- DES
-RC6
- Rijndael
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- Twofish

UYro Takoe nuddy3us?

- BriusiHue 0JHOTO 3HaKa OTKPHITOTO KJTF0Ya Ha 3HAYUTENFHOE KOIMYECTBO 3HAKOB MIH(pOTEKCTA.
- BrinsiHue ofHOTO 3HaKa 3aKpBITOrO KJI0Ya Ha 3HAYUTENIbHOE KOJIMYECTBO 3HAKOB MH(pOTEKCTA.
- BnustHue 0JHOTO 3HaKa OTKPBITOrO TEKCTa Ha 3HAUMTEIBHOE KOJIMYECTBO 3HAKOB IIM(PPOTEKCTA.
- BriiusiHue anroputma 3amuThl HHGOPMAIMU Ha 3HAYUTENbHOE KOJIMYECTBO 3HAKOB MIHU(pOTEKCTA.
Kakum cBolicTBOM 10/KeH 001aiaTh KaHai nepeaadn nHpopmanuu B cxeme Juddu-Xennmmana
- 3alMIICHHBIN OT MOAMEHBI

- 3aIIUIICHHBIN OT MPOCITYIIHBAHUS

- 3aKpBITBIM KaHa

- OTKPBITHIN KaHAIl

Kak Ha3bIBaeTcs mpeoOpazoBaHie BXOJHOTO MacCUBa JaHHBIX MPOU3BOJIBLHON UTMHBI B BBIXOAHYIO
OUTOBYIO CTPOKY (DMKCHPOBAHHOM JTHHBI? (UCIIOJIB3YET OJHOCTOPOHHIOK (PYHKIIHIO)

- Pa3Ouenue BXOmMHOrO MaccuBa

- XemupoBaHue

- Cxarue

- CaBur

Buael cuMMETpUYHBIX KPUIITOCUCTEM:

- IOTOYHbIE MH(PHI

- DUII

- KPUIITOCUCTEMBI C OTKPBITHIM KITIOYOM

- HET OTBETa

Advanced Encryption Standard (AES), Tak:xe n3zBectHsIi kak Rijndael umeet pasmep 0610ka (B
ouTax):

- 64

- 128

- 192

- 256

Advanced Encryption Standard (AES), Tak:xe uzBectHbli kak Rijndael moxxeT nmeTs kitoy (B
ouTax):

- 128

- 192

- 256

- BCE BBIIIIE MTEPEUNCIICHHBIE

Kakas cxema nexut B ocHoBe DES u T'OCT 28147-89?

- Le3aps

- Kanropa

- Qelicrens

- Buxenepa

Kakue u3 cnenyromumx anropuTMOB SBIISIIOTCS aCCUMMETPUYHBIMU?

- DES

- Onb-l"amainb

-T'OCT 28147-89

-RC4

Ha kakoii TpynHOpeniaemMoi 3afjaue 0OCHOBaH anroputm RSA?

- dakropu3au YUCe

- Haxoxnenust 60Jb110T0 IPOCTOTO YHCIa

- Boruncnenuu o6patHOro sneMeHTa

- luckpeTHoro JorapuMUpOBaAHUS

Kakas nnuna kimoua B [OCT 28147-89(Marma)? (oTBeT B OuTax)

- 64

- 128

- 192

- 256
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Uto 00BIYHO B ce0sI BKIIFOUACT CXeMa AIIEKTPOHHOM MOATHCH?

- aJITOPUTM T€HEepaluy KIIFOYEBBIX Map MOJIb30BaTENs

- (hyHKLIMIO IPOBEPKU MONUCH

- HWYETO U3 BBIIICTIEPEUNCICHHOTO

- BCE U3 BBILIETIEPEUNCIEHHOTO

Merton nonuandasutHoro mudpoBaHus OyKBEHHOTO TEKCTa € UCMOIb30BAHUEM KITFOYEBOIO CJIOBA
(TEeKCTOBOTrO):

- llIudp I'porcdensaa

- ugp Buxenepa

- lndp Lezaps

- ugp Bepnama

Kakoit ki1tou 1ocTyneH BceM Jisi MpoBEepKU U(PPOBOI OANUCH TTOT JOKYMEHTOM?
- 3aKpBITHIN

- OTKPBITBIN

- BHyTPEHHUU

- 001t

Kakoii mpudt 6oee cToiikuii k B3nomy?

- CUMMETpUYHBIN

- AcUMMETpUYHBIN

- [IceBnocuMmeTpUYHBIN

- Her npaBuiibHOrO OTBETA

Kakoit anroputm mudpoBanus crai nmpoodpazom st oreuectBeHHOTO ['OCT28147-89?
- DES

- DSA

- Rijndael

- IDEA

B yem nmpenMymiecTBO CHMMETPUYHBIX CUCTEM HaJl aCHMMETPUYHBIMH?
- CKOpPOCTh mu(poBaHUs

- IPOCTOTA peanu3aiu

- U3Y4YE€HHOCTh

- BCE OTBETHI MPaBUIIbHBIC

Yro noppazymeBaeTcs oJ TEPMUHOM ayTeHTUYHOCTh HH(GOpMaIuu?

- LenocTHOCTH MH(pOpMaALIUK

- HeBO3MOKHOCTH OTKa3a OT aBTOPCTBA

- [lomyimHHOCTE aBTOPCTBA

- BCE OTBETHI MPaBUIIbHBIC

Bribepure npaBuIIbHBINA BapuaHT, 3alIM(POBAHHON C IOMOIIBIO MM (pa 1e3aps, CTpOKu: mudp
ne3aps

- BiXC 4€UOCO

- miiixc uénbca

- BKIIT HDKUBCO

- JOOBI] BKHEIDK

14.1.2. Bonipochl i NOATOTOBKH K MPAKTHYECKHM 3aHATHIM, CEMUHAPAM
AHanu3 ysa3BUMOCTEH MPOCTEHIINX KPUOTOrpadhUIeCKUX MPOTOKOIOB.
[Tpumenenne MOK B kiineHTax 3J1€KTPOHHON MOYTHI
[Tpumenenne MOK Ha aBTOMATU3MPOBAHHOM paboyeM MecTe
N3yuyenune nporokona [Psec
CrtpykTypa cepTu(UKaTOB OTKPBITOTO KIF0Ya

14.1.3. 3auér
[TonsiTHE KpUNTOrpagUUECKOro NPOTOKOIA.
Ponp kpunTorpadguueckux MpoTOKOIOB B CHCTEMAX 3aIIUTHI HHPOPMAITUH.
OCHOBHBIE aTaky Ha KPUITOTpapUUeCKue MPOTOKOJIbI.
IloHsATHE DIIEKTPOHHOM MOIIIUCH.
VYIpaBieHue OTKPBITBIMU KIIFOYaMH.

CornacoBaHa Ha noprane Ne 50075 14



OcHOBHBIE KOMITOHEHTHI HHPPACTPYKTYPHI OTKPHITHIX KITFOUCH.

[Tonsitue ceprudukara OTKPHITOro Kiroya.

YIocToBEPAIOIIMI UEHTP.

ApxuTtekTypa HHPPaCTPYKTYpbl OTKPBITOTO KITIOYa.

[TpoTokonsl MAeHTU(DUKALMKY HA OCHOBE MapoJied, MPOTOKOIBI «PYKOMOXKATHS) U THUIIA «3alpoc-
OTBET».

[ToHsiTHE TPOTOKOIOB MHTEPAKTUBHOTO JOKA3aTEIbCTBA U JI0KA3aTeIbCTBA 3HAHMS.

[TpoTokosnbl HAECHTU(PUKAIIMK Ha OCHOBE IPOTOKOJIOB JTOKA3aTEeNbCTBA 3HAHUS C HYJEBBIM pasrJa-
IIICHUEM.

[TocTpoenune 6e30MacHOr0O KOMMYHUKALIMOHHOTO KaHajda Ha OCHOBE KpUNTOrpadUyecKux ajiro-
PUTMOB.

[TpoGnemsbl peanuzanuu KpUNTOrpapuIeCcKux aropuTMOB.

I'enepanys ciry4aiiHbIX YHUCEIL.

3amuTa OT yTe4kd UH(pOpMaLUu.

14.1.4. Tembl J1a00opaTOpHBIX padoT
Hactpoiika yn1ocTOBEpSIOIIEro LIEHTPA.
Kpocc-ceptudukanus ynocToBepsIomux NeHTPOB
[TocTpoenue nepapxudeckoil MoJIesIn 10BEpUsl YI0CTOBEPSIOIINX LIEHTPOB.
Kpunrorpapuueckue ¢aitnossie cucremsl. Llludposannas daiinosas cucrema Windows
Kpunrorpapuueckue daitnosie cucremsl. [lIndposanue nucka BitLocker
[Mudposanue auckoB VeraCrypt
Kpunrorpapuueckue daitnossie cucremsl. llIudposannas gaiinosas cucrema Linux
CpenctBa kpunrorpaduyecKoi 3aiuThl HHPOpMaIUn

14.2. TpeOoBaHMS K OLEHOYHBIM MATEPHAJIAM /JIsl JIUL C OTPAHNYEHHBIMH BO3MOKHOCTSIMH
310pOBbS1 1 HHBAJIH/I0B
Jnst nui ¢ orpaHUYEHHBIMU BO3MOKHOCTSIMU 3/I0POBbSl 1 MHBAJIMJIOB MPEAYCMOTPEHBI JOMOIHU -
TCIIBHBIC OIICHOYHEBIC MaTepI/IaJ'IBI, HepequL KOTOpBIX YKaSaH B Ta6J'II/III€ 14
Tabmuua 14 — JlonmonHUTENbHBIE MaTepHallbl OLICHUBAHUS ISl JIUIl C OTPAHUYECHHBIMH BO3MOXKHOCTSIMU
SJIOpOBLSI 1 MHBAJINI0B

Kareropun Bubl TONOTHUTETBHBIX OLIEHOYHBIX ®opMbI KOHTPOJIS M OLICHKH
00y4JaroLXCs MaTepuaioB pe3ynbTaToB 00y4eHuUs

TecTbl, MMCEMEHHBIE CAMOCTOSTEIbHbIE
paboThl, BOTIPOCHI K 3a4eTy,
KOHTPOJIbHBIE Pa0OTHI

C napymeHusMu
cryxa

[IpenmyiieCTBEHHO MUCbMEHHAS
MpOBEpKa

C mapymenusamu | CobecefoBaHue 1Mo BOpocam K 3aueTy, | [IperumyiiecTBeHHO yCTHas TPOBEpKa

3peHus OTIPOC MO TePMUHAM (MHOUBUYaTIBHO)
C napymeHusMu Pemenue qucTaHIIMOHHBIX TECTOB,
OTIOPHO- KOHTPOJIbHBIE Pa0OTHI, MUCbMEHHbIE | [IpenMylecTBeHHO AUCTaHIIMOHHBIMU
JIBUTATEJIBHOTO CaMOCTOSITENIbHBIE Pa0OTHI, BOIPOCHI K METOJaMH
ammapata 3a4ery
C orpanunuenusiMu 1o | TecThl, TUCbMEHHBIE CAMOCTOSITENILHBIC [IpenmymiecTBEHHO POBEpKa
00IIeMEeTUITTHCKIM paboThI, BOTIPOCHI K 3a4eTy, METOJAMM UCXOJS U3 COCTOSTHUS
MOKa3aHUsIM KOHTPOJIbHBIE Pa0O0ThI, YCTHBIE OTBETHI | OOy4alOILIErocsi Ha MOMEHT NMPOBEPKU

14.3. MeTtoauueckne peKoMeHIAMH M0 OIeHOYHBIM MaTepHAaJIaM JIJIsl JIUIl ¢ OTPAHUYeHHbIMHU
BO3MOKHOCTSIMH 3{0POBbSI H HHBAJIHI0B
I[J'ISI JiiL ¢ OrpaHU4YCHHBIMH BO3MOXHOCTAMHU 3J0POBbA WU HHBAJIUAOB IMPEAYCMATPUBACTCA HO-
cTymnHas Gopma npeaoCcTaBICHUs 33 JaHNil OIIEHOYHBIX CPE/CTB, & HMEHHO:
- B IIe4aTHOU (hopme;
- B TIEYaTHOM (hOpMe C yBETHMUYCHHBIM MIPUPTOM;
— B (hOpMeE AJIEKTPOHHOTO IOKYMEHTA;
- METOJ/IOM YTEHHUS aCCHCTEHTOM 3a/IaHuUs BCIYX;
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- NPEOCTABJICHUE 3a/IaHUs C UCTIOIb30BAaHUEM CYPJIOTIEPEBO/IA.

Jlunam ¢ OrpaHWYEeHHBIMH BO3MOXKHOCTSIMU 3/I0POBbSI M MHBAIHIAM YBEIHMYUBACTCS BpeMs Ha
HOATOTOBKY OTBETOB Ha KOHTPOJIBbHBIE BOMPOCHL. /11 TaKMX 00y4arommxcs MpeaycMaTpUBaeTCsl JOCTYII -
Hast popmMa MpeoCTaBICHHUS OTBETOB HA 3a/1aHUs, & IMEHHO:

- MICBMEHHO Ha Oymare;

- Ha0Op OTBETOB Ha KOMITBIOTEPE;

- Ha0Op OTBETOB C MCIIOJIB30BAHNUEM YCIIYT aCCUCTEHTA;

— IPEe/ICTaBICHNE OTBETOB YCTHO.

[Ipouenypa orneHUBaHUS PE3yNIBTATOB OOYYEHUS JIMII C OTPAHUYECHHBIMUA BO3MOYKHOCTSIMH 3J10PO-
Bbsl M1 MHBAIHJIOB IO JUCUUIUIMHE MPEIyCMaTPUBACT MPEIoCTaBIeHne HHpopManuy B popMax, aaarnTH -
POBaHHBIX K OTPAaHMYCHHUSAM HX 3[JOPOBBS U BOCHPUATHS HH)OPMALIIH:

JL1s1 i1 ¢ HApYIIEeHUSIMH 3PeHust:

— B (hOpMe IITEKTPOHHOTO IOKYMEHTA;

- B IIeYaTHOW (hopMe YBETMICHHBIM MIPHUPTOM.

JI1s1 JIMI ¢ HAPYIIEHUSIMH CJIyXa:

- B (hopMe INIEKTPOHHOTO IOKYMEHTA;

- B reyaTHou (opme.

JlJ1s1 1M1 ¢ HAPYUIEHUSIMHM OTIOPHO-ABUTaTeJLHOI0 annapara:

- B (hopMe INIEKTPOHHOTO TIOKYMEHTA;

- B IeyaTHoOU (popme.

[Tpy HEOOXOMMMOCTH IS JIUIT C OTPAaHUICHHBIMHI BO3MOXKHOCTSIMU 37I0POBbS M HHBAIUAOB TIPOLIE-
Jypa OILICHUBAHUSI Pe3yIbTaTOB 00yUEHUsI MOXKET MPOBOAUTHCS B HECKOIBKO ITAIOB.
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