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1. lean u 3aa49u TUCUMILJIUHBI

1.1. Heau TUCHUNIHHBI
OOy4YnTh CTYJIEHTOB OCHOBaM MOCTPOCHHS U IKCIUTYyaTallUd BHIUUCIUTEIBHBIX CETCH, TPUHITUIIAM
M METOJIaM 3aIIUThl WHPOPMAIMU B KOMIBIOTEPHBIX CETSIX, HABBIKAM KOMILJIEKCHOTO MPOEKTUPOBAHUS,
MTOCTPOCHHUS, OOCITY)KMBAaHHUS U aHAJIN3a 3aIIUIICHHBIX BRIUACIUTEIBHBIX CETCH.

1.2. 3agauy JUCHUIIIMHBI

JlaTh OCHOBBI:

—  — apPXUTEKTYPhI BBIYUCITUTEIBHBIX CETEH;

— IPOrpPaMMHO-AIIAPATHBIX U TEXHUYECKUX CPEIICTB CO3/IaHUS CETEH;

— IPUHITUIIOB TTOCTPOCHUS CETEH M YIIPaBJICHUS UMH,

—  — WCIOJIb30BaHUS MIPOTPAMMHBIX U allllapaTHBIX TEXHOJOTHUN 3aIlUThI CETEH;

— METOJIOJIOTHUHU MTPOCKTUPOBAHMS, Pa3BEPTHIBAHUS U COMPOBOXKICHHS O€30MaCHBIX CETEH;
— —o0cnenoBaHMs ¥ aHAIKM3a 3aIIUIIEHHBIX BBIYUCIUTEIBHBIX CETCH.

2. Mecto aucuuminnsel B ctpykrype OIIOIT
Hucnurnnuna «bezonacuocts ceteit 9BM» (b1.65.9) otHocuTcs k 610Ky 1 (6a30Bast 4acTh).
[IpenimecTByOmUMU  TUCHUIUIMHAMHY, (DOPMHUPYIOIIMMU  HayajbHble 3HAHUS, SBISIOTCA:
beszonacnocts cereit 9BM, Nudopmartika, OcHOBBI HH)OPMAIIMOHHON 0€301aCHOCTH.
[Tocnenyromumu qucuuIImHaMu ABisitoTes: bezonacHocts cereit OBM.

3. TpeGoBaHusi K pe3yJibTaTaM OCBOCHHS TUCHUIIHHBI

[Tponecc n3yyeHus JUCUUIUIMHBI HAPaBJIeH Ha (POpMUPOBAHUE CIEAYIOLUINX KOMIIETCHIIM:

— IIK-3 criocoGHOCTHIO IPOBOJUTH aHATIU3 3ALUIIIEHHOCTH aBTOMaTU3UPOBAHHBIX CUCTEM;

— TIIK-14 cnocoOHOCTBIO  MPOBOJUTH  KOHTPOJIBHBIE  TIPOBEPKH  PabOTOCIIOCOOHOCTH
MPUMEHSEMBIX IPOrPAMMHO-AMIAPATHBIX, KPUNTOIPAQUUECKUX ¢ TEXHUYECKHX CpPEACTB 3allUThI
nHpopManuu;

— TIK-17 cnocoOHOCTBIO TPOBOJUTH WHCTPYMEHTAIBHBI MOHHUTOPHHT  3aIIUIICHHOCTH
nHbOpMaUY B aBTOMATU3UPOBAHHOW CHCTEME U BBISABIISTH KaHAJIBI YTEUYKH WH(POPMAIIHH;

— TIK-26 cnocoGHOCTBIO aJAMHUHUCTPUPOBATh MOJCUCTEMY HH(OPMAIMOHHOW 0€30MacHOCTH
aBTOMATHU3UPOBAHHON CUCTEMBI;

- OK-5 CIIOCOOHOCTBIO TIOHMMATh COILMAIIBHYIO0 3HAUMMOCTh CBOEH Oyayuiei mpodeccun,
obajjaTh BBICOKOM MOTHMBaLMEHl K BBIIOJHEHHUIO MNPOQECCHOHATBHON JAEATENbHOCTH B OO0JIACTH
oOecniedyeHnss UHPOPMAIIMOHHOM 0€30M1aCHOCTH U 3aIIUThl THTEPECOB JINYHOCTH, OOIIECTBA U TOCY1apCTBa,
co0JII01aTh HOPMBI IPOPECCUOHATBHON 3THUKU.

B pe3ynbrare nzydeHuss AMCUUITIIUHBI 00 yYaOLIUICS T0JKEH:

— 3HaTh CpEACTBA M METOJbl XpaHEHHs U Iepelauyd HH(POpMAlMM; 3TATOHHYIO MOJENb
B3aUMOJICHCTBHS OTKPBITBIX CUCTEM; OCHOBHBIE CTaHJAPThI B 00J1aCTH MHPOKOMMYHUKAIIMOHHBIX CUCTEM
U TEXHOJIOTUH; OCHOBHbIE HOPMAaTHUBHO INPAaBOBBIE aKThl U HOPMAaTHUBHbIE METOJUYECKHE TOKYMEHTHI B
obsactu UH(POKOMMYHHKAIIMOHHBIX CHCTEM; IIPUHIIMIIBI IIOCTPOEHHUS 3aIUIIIEHHBIX
TEJIEKOMMYHUKALMOHHBIX CHUCTEM; MEXaHU3Mbl pEau3alliid aTak B KOMIBIOTEPHBIX CETSX; 3allUTHBIC
MEXaHU3MBl U Cpe/icTBa OOECleUeHUsl CeTeBON 0e30MacHOCTH; CPeACTBAa U METOJIbl NMPEelOTBpAIEHUs U
0OHapyKEHHS BTOPIKEHUM.

—  YMeTb NIPUMEHSATH 3aIIUIIECHHBIE TPOTOKOJIbI, MEXKCETEBbIE IKPAHBI U CPEICTBA OOHAPYKEHUS
BTOP)KEHUH ISl 3aIIUTHl MH(OPMAIMK B CETSIX; OCYLIECTBISATh MEPbl MPOTHUBOACHCTBHS HAPYIIEHUSIM
ceTeBOi 0€30MaCHOCTU C HCIOJIb30BAHUEM Pa3IMYHBIX MIPOTPAMMHBIX U allllapaTHBIX CPEJCTB 3allUTHI B
COOTBETCTBMHM C TpeOOBaHMUSMU HOPMATHUBHO TIPABOBBIX AKTOB M HOPMATHBHBIX METOJUYECKUX
JIOKYMEHTOB.

—  BJIA/IeTh HaBBIKAMU KOH(UTYPUPOBAHUS JIOKAJIbHBIX CETEH, HABBIKAMU PEAIU3aLUU CETEBBIX
IIPOTOKOJIOB € TIOMOIIBIO IPOIPAMMHBIX CPEACTB; HABBIKAMU HACTPOMKH MEXXCETEBBIX IKPAHOB; HABBIKAMU
MIPUMEHEHHUS] HOPMATUBHO IPABOBBIX aKTOB M HOPMATHBHBIX METOJIMYECKUX TOKYMEHTOB B 001acTu

3

CornacoBaHa Ha noptane Ne 47323



MH()OKOMMYHUKAIIMOHHBIX CHUCTEM; METOJMKOW aHalu3a CeTeBoro Tpaduka; METOIWKOW aHamm3a
pe3yIbTaTOB pabOTHI CPEACTB OOHAPYKEHUSI BTOPKEHUH.

4. O0beM AUCHMILVINHBI U BUJbI y4eOHOH padoThl
OOmast Tpy0eMKOCTh IUCLHUIUIMHBI cocTaBiseT 7.0 3a4eTHBIX €AMHUIBI U IpE/ACTaBlIE€HA B

Tabimue 4.1.

Tabmuma 4.1 — Tpy10eMKOCTb JUCITUTITMHBI

Bupl yueOHO# nesITeIbHOCTH Bcero uacos Cemectpbl
5 cemectp 6 cemecTp
AynuTopHbIe 3aHATHSI (BCETO) 144 54 90
Jlexun 46 18 28
[TpakTuyeckue 3aHATHS 18 0 18
JlaGopaTopHbie pabOThI 80 36 44
W3 HUX B MHTEPAKTUBHOM (hopme 40 16 24
CamocTtosTenbHas padora (Bcero) 72 18 54
Odopmienne oT4eTOB MO JTAO0PATOPHBIM 31 9 22
paboram
[TpopaboTKa JISKIIHOHHOTO MaTepuaa 35 26
[ToAroToBKa K MPAaKTUYCCKUM 3aHATHSM, 6 0 6
CeMUHapaM
Bcero (0e3 3x3amena) 216 72 144
[ToaroroBka u caava 3K3aMeHa 36 0 36
OO01ast TpyA0E€MKOCTb, U 252 72 180
3auerHble EMUHUIEL 7.0 2.0 5.0
5. Conep:xanue TUCHUILIHHBI
5.1. Pa3zaennbl AMCHUIIMHBI U BU/IbI 3aHATHI
Paznensl AuCIUTUIMHBI ¥ BUJIBI 3aHATUN TTPUBEIEHBI B TabmuIe S.1.
Tabnuna 5.1 — Pa3gens!l JUCHUINIMHEL U BUABI 3aHATHI
Bcero
[Ipak. | Jla6. | Cam. gacoB | PopMupyemsbie
Ha3zBanus pa3nenoB AMCUUTUIAHBI JIek., u
3aH., 4 | pab., 4 | pab., u (6e3 KOMIICTESHITUH
HK3aMEHa)
5 cemecTp

1 OcHOBHBIE TOHATHS 4 0 8 4 16 ITK-26, I1K-3
WH(OPMAILIMOHHBIX ceTel
2 OCHOBBI TTIOCTPOEHUS COBPEMEHHBIX 4 0 8 4 16 I1K-17, T1K-3
JIOKaJIbHBIX CeTeH
3 CeTteBble OnepanioOHHbIE CHCTEMBI 2 0 8 3 13 [1K-14, TIK-

26, I1K-3
4 CpencTBa peanu3aiii MeXCETEBOTO 6 0 12 6 24 I1K-26, I1K-3
B3aUMOJICHCTBUS
5 IlepcrieKTHBHBIE HANIPABIICHUS 2 0 0 1 3 I1K-3
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Pa3BUTHS U TPOOITIEMBI
UH(POPMALIMOHHBIX CeTei
Hroro 3a cemectp 18 0 36 18 72
6 cemecTp
6 OCHOBHBIE IOHATHS 4 0 0 4 8 [IK-17, IIK-3
UH(POPMALIMOHHON 0€30MaCHOCTH
7 TexHoyorun odecneueHus 8 18 12 26 64 [IK-14, IIK-
0E€30I1aCHOCTH B JIOKAJIBHBIX CETIX 17, IIK-26,
I1K-3, OK-5
8 O0ecneueHue OE30MaCHOCTU CETEH Ha 6 0 0 4 10 I1K-14, IIK-
0a3e ceTeBBIX ONEPaAIMOHHBIX CHCTEM 26, I1K-3
9 ObecnieucHne 0€30IaCHOCTH 6 0 32 16 54 I1K-14, IIK-
MEXKCETEBOI'O B3aUMOIEHCTBUS 17, I1IK-26,
I1K-3
10 ITpaBOBBIE OCHOBBI 3aIIUTHI 4 0 0 4 8 [1K-14, IIK-
UH(POPMALIUU B KOMITBIOTEPHBIX CETSX. 17, TIK-26,
3aluIIeHHbIN T0KYMEHTO000pOT [1K-3
Hroro 3a cemectp 28 18 44 54 144
Hroro 46 18 80 72 216
5.2. Conep:xanue pa3ieoB IMCUUILIAHBI (110 JIEKIUSIM)
Coneprkanue pas3iesioB JUCIUIUINH (T10 JICKIIMAM) IPUBEECHO B Tabuie 5.2.
Tabmuma 5.2 — Coneprkanue pas/ieoB JUCIUILUIMH (IT0 JICKITUSM)
CoxeprkaHue pa3ieiaoB JucHHILIMHBI (o | Tpynoemkocts, | DopMupyeMelie
HazBanus pasnenoB AP pasit et ( pyA pMUPY
TICKIIUSIM) q KOMITCTCHIIH
5 cemecTp
1 OcHoBuble onsiTust | Mcropus pa3sutus cereit 9BM. Mecto u 2 I1K-3
UH(HOPMaIIMOHHBIX POIIb BBIUMCIUTENBHBIX CETEH B
ceren coBpeMeHHOM Mupe. OCHOBHBIE MTOHATHS U
tepmuHoJorus. OOIIe npeacTaBIeHus O
BBIUHCIIUTENIbHOM ceTr. O0I1ee moHITHE 00
HepapXHUecKo CTPYKTYpe MPOTOKOJIOB.
[IpuHIMIIBI MHOTOYPOBHEBOW OpPraHU3aluu
JIOKAJIBHBIX U II100alIbHBIX ceTet DBM.
Monens OSI. CrangapTHble cTEKU
KOMMYHHKAITMOHHBIX MTPOTOKOJIOB.
Cranpaptuzanus B ceTsix. Kimaccudukamms 2
BBIYHCIUTENBHBIX ceTeil. TpeGoBanus,
MIPEIBABIISIEMbIC K COBPEMEHHBIM
BBIYUCIIMTEIIBHBIM CeTsM. MeToIbl U
TEXHOJIOTUH IMPOCKTHUPOBAHUS CPEICTB
TeleKoOMMYHUKauid. CTpyKTypHU3aIiy CEeTH.
dusnyeckas ¥ JIOrHYeCKasi TOMOJOTUH
ceteil. OCHOBHOE KOMMYHHKAIIHOHHOE
obopynoBaHue
Hroro 4
5
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2 OCHOBBI TOCTPOEHUSA

COBPEMEHHBIX
JIOKAJILHBIX CETEN

Kanane! cBsa3u. XapakTepUCTUKU KaHAIOB
cBs3u. Jlornueckoe KoAMpOBaHUE.
ACUHXpOHHAsI U CHHXPOHHAs ITepeiayn.
Hepapxust B kaOenbHOM cuCTEME.
CrpykrypupoBaHHas kabeabHas cCCTEMA.

Kouduryparnmm mokaibHBIX
BBIYMCIIUTENIBHBIX CETEH U METOBI I0CTYyIA
B HuX. CTpyKTypa v (QYHKIIUHU JIOKATBHBIX
cereid. Conepsxkanue ctannapra IEEE 802.
bazoBbie TeXHOJIOrNM JOKAJIbHBIX CETEH.
IEEE 802.2 Ethernet. O6opynoBanue
JIOKAJIbHBIX CETE.

Htoro

[1K-17, I1IK-3

3 CereBble
OIepaIMioOHHbIC
CHUCTCMBI

IIporpammHBIe cpencTaa
TenekoMMyHukanuu. CTpykTypa
MIPOTrpaMMHOTO 00€CTICUeHUsI JIOKATBbHOM
ceru. Kiaccuduxanus mporpaMMHOTo
o0ecrieyeHus JTIOKaIbHbIX ceTell. [IpuHInIbI
IIOCTPOEHHUSI CETEBOT0 MPOrPaMMHOIO
00€CTIeYeHHUS U CETEBBIX ONEPAIIIOHHBIX
cucreM. Kiaccudukanus cepepos.
[IpoexktupoBanue cereit IBM no npunumy
«KJINEHT-CEPBEPY.

HUroro

I1K-3

4 CpencrtBa
peanu3auuu
MEKCETEBOTO
B3aMMO/ICUCTBUS

CereBoil ypoBeHb Ilepeiauu JaHHBIX. [P-
aapecanus. Peanmmsanus MexceTeBoro
B3auMozeicTBus cpeacreamu TCP/IP.
[Topsinok pacnipenenenus IP-anpecos.
Otobpaxenue [P-anpecoB Ha TOKaIbHbIE
anpeca. ARP npoTokon.

[IpuHnune! mapmpyrusanuu B [P-cersx.
IIporokoisl mapupytusanuu. Ilonstue
nomeHa. Jlomennas agpecanus B [P-ceTsx.
DNS nporoxou.

[Iporokoin IPv6. IIpoToKoIBI TPAaHCIIOPTHOTO
ypoBHs TCP u UDP.

HUroro

[1K-3

5 IlepcrieKTUBHBIE

HaITpaBJICHUA Pa3BUTUA

U IPOOJIEMBI

MH(OPMaLMOHHBIX

cerel

CoBpeMeHHbIE TeHIEHIIUN Pa3BUTHS
TEJIEKOMMYHUKAITMOHHBIX CHCTEM.
WHTerpanus pa3auyHbIX TUIIOB CETEH U
ceTeBbIX clyk0. Bupryanuzanus
nH(pOpMalMOHHBIX cucTeM. O6nauHbIe
BBIUUCIICHHS.

Hroro

[1K-3

Uroro 3a cemecTp

18

6 cemecTp
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6 OCHOBHBIE NOHATHUSI
UH(POPMALIMOHHOM
0€30I1aCHOCTH

Obecrnieuenrie 6€30MaCHOCTU
TCIICKOMMYHHUKAIIUOHHBIX CBSI3el U
aIMUHUCTPATUBHBIA KOHTPOJIb. OCHOBHBIE
IOHATUA U TCPMHUHOJIOTUA.

Turmossie yrpo3sl ceTeBoil 0€30MacHOCTH.
OcHOBBI KJIacCH(PHUKAIIUU CETEBBIX YTPO3 U
atak. BiusiHue yenoBedeckoro gakropa Ha
CETEBYIO O€30IaCHOCTb.

Htoro

[1K-17, I1IK-3

7 TexHomorun
obecnieueHus
0€30I1aCHOCTH B
JIOKAJIBHBIX CETAX

3amuTa TOnoJIoTuu ceT. BupTtyanpHbie
JIOKaJIbHBIE ceTH. [loTIOTHUTETbHBIE
dbyHKIIUM KOMMyTaTOpoB. [lepcoHanbHbIe
aKpaHbl. AOGOHEHTCKOE mudpoBaHUE.

3ammTa ceTeBoro Tpaduka 1 KOMIOHEHTOB
ceTd. 3amuTa KoMnoHeHToB cetr oT HC/I.
bezonacnocts pecypcoB cetu. Cpencraa
UICHTU(PUKAIUN U ayTeHTU(DUKAINH,
METO/IbI pa3IeiICHUsI PECYPCOB U
TEXHOJIOTUH pa3rpaHUYEHUS T1OCTYyIA.

CpencTBa NOBBIICHUS HAIEKHOCTH
(GYHKIIMOHUPOBAHUS ceTel. 3ammTa oT
cOOEB IIEKTPONUTAHUS, AIAPATHOTO U
porpaMMHOTro obecnieuenusi. Kontpons u
pacnpe/iesieHue Harpy3Ku Ha
BBIYHUCITUTENBHYIO CETh.

PernamenTupytomme 10KyMeHTHI B 001acTu
0€30MaCHOCTH BBIYUCIIUTEILHBIX CETEH.
CranpapTbl 6€30MaCHOCTH BBIYUCIUTEIbHBIX
ceTel U X KOMIIOHEHTOB. [IpaBoBbIe
OCHOBBI 3aIUTHl THPOPMALIUH B CETSIX.

HUroro

[1K-14, I1K-17,
I1K-26, I1K-3,
OK-5

8 Obecmeuenue
0€e30MMacHOCTH ceTel Ha
0ase ceTeBBIX
OHepaHI/IOHHBIX CUCTEM

CereBble onepalliOHHBIE CHCTEMBI
Windows, Unix/Linux. OcHOBHBIE
MIPOTOKOIIBI, CYKObI, PYHKIIMOHUPOBAHUE,
cpencTBa obecriedeHus: 0€30MacHOCTH,
CpEeICTBA YIPABICHUS U KOHTPOJISL.

ITonutuka 0e3onacHoctH: [lonsaTue
MMOJUTHUKHN O€30IMacHOCTH. THIIOBEIC
DJIEMEHTEI MOJIUTHKU 0€30MMaCHOCTH.
[Toctpoenue, peanu3zaius, MOJACPKAHUE U
MO}II/ICI)I/IKaIII/ISI ITOJIUTUKH
6e3omacHocTu.Kpurepun orieHKH
oe3onacHocTH ceTeBhIX OC. OCHOBHEIE
KpUTEPUU aHAIHM3a CeTEeBOI 0€30MacHOCTH.
O6mr1as mporeaypa aHaiamn3a.

Hroro

[1K-14, ITIK-26,
[1K-3
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9 ObecrieueHne OCHOBHBIE MEXaHU3MBI 00€CIIEUEHUS 2 I1K-14, I1K-17,
0e30MacHOCTH 0€30MMaCHOCTH U YIIPABICHUS ITK-26, I1K-3
MEKCETEBOTO pacnpeieieHHBIMH PECYPCaMH.
B3aMMOJICHCTBUS Ob6ecrieueHre HAE)KHOCTH
uHppacTpykTypsl HTEpHET.
3amuTa kaHajioB cBsizu B MaTepuer. Buabl 2
UCIOJIb3YeMBbIX B IHTepHET KaHaAJIOB CBS3H.
Hcnonb30BaHne MEXKCETEBBIX SKPAHOB.
BupTtyanbHbie YacTHBIE CETH.
VYS13BUMOCTH | 3a1UTa 0a30BbIX IPOTOKOJIOB 2
u ciyx0: [IpoTokosnsl MapmpyTrU3aum.
CewmeiictBo TCP/IP. Cityx0b1 HOMCKA.
bezonacnocte WWW 1 351eKTpOHHO#
MOYTHI.
Hroro
10 IIpaBoBbie ocHOBBI | CHCTEMBI OOHAPYKEHHS U TIPOTUBOICHCTBHS [1K-14, I1K-3
3auThl HHGOpMauu | BTOp:keHUsAM. Knaccudukaius 1 npuHIUIIbI
B KOMITBIOTEPHBIX (YHKITMOHUPOBAHMSI CHCTEM OOHAPYKCHUS
ceTsAX. 3aluIIeHHbIN | BTop)KeHui. CkaHepbl 0€3011acCHOCTH.
OKYMEHTOO0OpPOT
JIOKYM P Kiaccel ckanepoB 6€30macHOCTH U 2
0COOCHHOCTH MPUMEHEHHsI. 3aIlIuTa OT
BHPYCOB.3alUTa JIEKTPOHHOTO
JOKYMEHTO000pOoTA.
Hroro 4
Hroro 3a cemectp 28
Hroro 46

5.3. Pa3nesbl AMCUMILNIMHBI M MEKIMCUMILIMHAPHBIE CBSA3HU ¢ 00eceYnBAMMMU (MPeIbI1yMM)

U o0ecne4ynBaeMbIMHU (TMOCJIeTYOIIMMH) I CHUILTHHAMMA

Pa3znenpl nucHUIUIMHBI U MEXIUCHUIUIMHAPHBIE CBSI3U C 00ECTIEUMBAIOUIMMHU (TIPEABIAYIIUMH) U

obecnieynBaeMbIMU (HOCJ'Ie,Z[y}OIJ_II/IMI/I) AUCHUIINIMHAMU IPCJICTABJICHBI B Ta6J'II/II_Ie 5.3.

Tabauna 5.3 — Paznenbl IUCHUIUIMHBI M MEKIUCIMILNIMHAPHBIE CBSI3U

HanmeHoBaHMe TUCHMILINH

Ne paznenoB qaHHON AMCHUITINHBL, 7151 KOTOPBIX HEOOXOAUMO U3yUEHHE
o0ecrneynBaroIuX U 00ecTIeYMBAEMBbIX AUCIUILIIH
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1 2 3 4 5 6 7 8 9 10
[IpeniecTBytonye AUCIUTIIHHBI
:lalglﬁ\:zonaCHOCTb ceTen + + + + 4 4 4 4 N +
2 Undopmaruka +
3 OcHOBBI
MH(pOpMaLOHHON +
0e30MacHOCTH
[Tocnenyromme TUCIUTIITAHBI
ég;zOHaCHOCTB ceTel + + + + 4 4 N N N +
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5.4. CooTBeTcTBHE KOMIIETEHIM, (POPMUPYEMBIX IPHU U3YUYEHHUHU TUCUMUIJIMHBI, 1 BUIOB 3aHATHIA
CootBeTcTBHE KOMIIETEHIUI, (POPMUPYEMBIX NPU HU3YYEHUH IUCUUIUIMHBI, U BHUAOB 3aHITHIA
IpeJCTaBIeHO B Tabmule 5.4.
Tabmuma 5.4 — CoOTBETCTBHE KOMIIETCHIIMM, (OPMUPYEMBIX TPH W3YYCHUH AUCITUIUIMHBI, W BHJIOB
3aHATUU

Bunrnl 3anstuit

Jlek. [Ipak. 3aH. JIab. pab.

Komnerenuuun DopMBI KOHTPOJISI

Cawm. pa0.

[1K-3 + + + + 3amura otyera, OT4ET MO
nabopaTopHoO# pabdoTe,

Omnpoc Ha 3aHsaTHX, Tect

[1K-14 + + + + 3amuTa otyera, OTYET IO
naboparopHoit padore,

Onpoc Ha 3ansATHsIX, Tect

IIK-17 + + + 3amura otyera, OT4EeT MO
nabopaTopHO# pabdoTe,

Omnpoc Ha 3aHsaTHSX, Tect

[1K-26 + + + + 3amuTa otyera, OTYET IO
nabopaTopHoO# pabdoTe,

Omnpoc Ha 3ansTusx, Tect

OK-5 + + + 3amura otyera, OT4eT MO
nabopaTopHoO# pabdoTe,

Omnpoc Ha 3aHsaTHSX, Tect

6. UaTepakTUBHBbIE MeTObI U (JOPMBI OPraHU3al UM 00y4YeHus!
TexHOIOTHH UHTEPAKTHBHOTO O0YYEHUS TPU pa3HBIX POpPMax 3aHATUH MpUBEIEHBI B TabmuIe 6.1.
Tabnuua 6.1 — TexHOJIOrMU MHTEPAKTUBHOTO 00yUYeHHMsI ITPH pa3HbIX (hopMax 3aHATHH

WNuTepakTuBHBIC HuTepakTuBHBIC
NHTepakTUBHBIE
Meroasl nabopaTtopHbIe npaktuueckue | Bceero, 4
TEKIUH, 4
3aHSITHS, 4 3aHITHS, 4
5 cemecTp
IT-MeTOIBI 10 10
[Ipe3entanuu c 6 6
UCTIOJIb30BaHUEM
CJIAMIOB C
00CyXIeHIEM
Hroro 3a cemectp: 10 6 0 16
6 cemecTp
IT-meTomn! 12 12
[TpesenTanmm ¢ 8 8
UCTIOJIb30BaHUEM
CJIAIOB C
o0OcyxeHueM
Uccnenosarennckuil 4 4
METOJ
Hroro 3a cemectp: 12 8 4 24
9
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Utoro 22 14 4 40
7. JIabopaTopHbie padoThI
HanmMenoBanwue nmabopaTopHbix paboT npuBeaeHo B Tabnwuie 7.1.
Tabnuua 7.1 — HaumeHnoBanue 1abopaTopHbIX paboT
TpynoeMKkoCTh, | DOpMUpYEMEBIE
HasBanus paznenon HaumenoBanue 1abopatopHbIX padoT Py ’ PMHDY
q KOMIETEHIINH
5 cemectp
1 OcHoBHbIE OHATUSA | MoaenpoBaHUE CETEBBIX YCTPOIMCTB U 4 [1K-26, TTK-3
UH(OPMAIMOHHBIX MIPOTOKOJIOB B JIOKAJIBHBIX CETSIX
cerei
MonenrpoBaHie BUPTYaTbHBIX JIOKAJIbHBIX 4
cereil (VLAN) ¢ pasrpannueHremM Jocrymna K
CETEeBBIM pecypcam
Hroro
2 OcHoBbl nocTpoeHust | HacTpolika noAKIIOYeHHs y371a K CETH. I1K-3
COBPEMEHHBIX ABTOMaTHUeCKas JMHAMUYECKas U
JIOKAJIbHBIX CeTeil CTaTH4YeCcKas HACTPOIKU CETEBOTO
HOJIKJIFOUEHUS.
Crek nporokonoB TCP/IP. Ilpukianasie 4
IIPOTOKOJIBI ceTh VIHTEepHeT.
Hroro
3 CeteBble Cetu Microsoft Windows. Ynpasienue I1K-26, I1K-3
OlepaliOHHbIE CETEBBIMU PECYPCAMHU B OJJHOPAHTOBOU CETH.
CUCTEMBI . . . .
Ceru Microsoft Windows. Active Directory. 4
VYpaieHue ceTeBbIMU pecypcaMu
KOPIOPATUBHOMN CeTH. [ pymnIoBbie MOTUTUKH.
Hroro
4 CpenctBa MonenupoBanue 6a30BbIX CIYX0 U [TK-26, I1K-3
peanuzanuu IIPOTOKOJIOB MapUIPyTHU3ALNH B II100aIbHBIX
MEXKCETEBOTO CeTsX.
B3aMMO/ICUCTBUS
SAHMOZICHC basossle ciyx6b1 cetn Mutepuner. DHCP. 4
DNS. IIpoToKossl MapuIpyTH3aLuH.
[Ipuknanueie cayx0bl ceTn IHTEpHET. 4
Hactpoiika Web-, FTP-cepBepoB u cepBepa
ANEKTPOHHOM MOYTHI.
Hroro 12
Hroro 3a cemectp 36
6 cemecTp
7 TexHosoruu Pasrpannuenne noctyna K JJOKaJIbHBIM U 4 [1K-14, I1K-17,
obecrnieueHus CETEBBIM pecypcam. JUCKpeMoHHas u ITK-26, I1K-3
0e30MacHOCTH B MaHJaTHas MOJIETH YIIPABJIEHUS JOCTYIIOM.
JIOKAIIBHBIX CCTAX NHCTpyMEHTBI J1s1 UICCIIEIOBAHUS CETH 4

(caudepsr)

CornacoBaHa Ha noptane Ne 47323
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WHCTpyMEHTBI [T UCCIIC0BAHUS CETH
(ckaHepbl 0€30MaCHOCTH )

Utoro 12
9 O6ecnieuenue MesxcereBble HKpaHbl 4 [1K-14, TTIK-17,
0€30I1aCHOCTH [1K-26, I1K-3
AHTUBHpYCHAs 3allUTa 4
MEKCETEBOTO
B3aI/IMOI[eI\;ICTBI/IH BI/IpTyaJILHbIe YHYaCTHBIC CECTU 8
CucreMbl 0OHapYKEHUS U PEJOTBPAILICHUS 4
BTOPKECHUI
DLP-cuctemsl
Bbe3omacHOCTh MPUKIIATHBIX TPOTOKOJIOB
Hroro 32
Hroro 3a cemectp 44
Htoro 80
8. [IpakTHyeckue 3aHATHSA (CEMUHAPBI)
HanMeHnoBaHue MpakTHYECKUX 3aHATUN (CEMHHAPOB) IPHUBEICHO B Tadmie 8. 1.
Tabnuna 8.1 — HameHoBaHue MPaKTUYECKUX 3aHIATHI (CEMUHAPOB)
HaumenoBanue npaktudeckux 3anatuii | Tpynoemkocts, | Dopmupyembie
Hazpanus pasnenos
(cemuHapoB) q KOMITETCHIINH
6 cemectp
7 TexHonoruu [Toctpoenue cTpyKTypbl HHPOPMAITHOHHON 4 [1K-14, ITIK-26,
obecrieueHus CETH, ONHMCAHUE XapaKTepa CBA3EH MEXIy [IK-3, OK-5
0€30MacHOCTH B 3IIEMEHTaMHU B WH(POPMAIIMOHHBIX TTOTOKOB.
JIOKAJIbHBIX CETSIX
[TpopaboTka Moaenu yrpo3 U MOAEIU 4
HAPYIIATEIST KOMITBIOTEPHOHN CETH.
[TpopabGoTKa CTPYKTYphl CUCTEMBI 3aLTUTHI 6
uH(OpPMAIINHU, COCTaBa CPEJICTB 3aAIIHUTHI.
W3ydeHne crnoco60B yCTAaHOBKH U OCHOBHBIX
napaMeTpoB KOH(DHUTYpaAITUU CPECTB 3AIIUTHI
uHpOpMaLUu
[ToaroToBKa TOKYMEHTOB TI0 CUCTEME 4
3amuThl HHQOpMaLUK B HH(GOPMALIMOHHON
cHucTeMe.
Hroro 18
Hroro 3a cemectp 18
Hroro 18

9. CamocrosiTe/ibHasi padora

Bunasl camocTosTenbHOM paboThl, TPYA0EMKOCTh U (hOpMUpPYEMble KOMIIETEHIIUU TPEACTABICHBI B

Tabymue 9.1.

CornacoBaHa Ha noptane Ne 47323
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Tabnuua 9.1 — Buasl caMoCTOsATENNbHON PabOThI, TPYA0EMKOCTh U (hOPMHUPYEMbIE KOMIIETEHIIHH

n1abopaTopHbIM paboTam

Bunel camocrostensHol | TpynoemMkocTs, | @DopmMupyembie
HasBanus pasznenos Py ’ pMHDY @OpMBI KOHTPOJIA
paboThI q KOMIIETEHIINU
5 cemectp
1 OcHOBHBIE [TpopaboTtka 2 [IK-26, IIK-3 | Omnpoc Ha 3aHATHSX,
TOHSITUS JICKIIMOHHOTO MaTepuaia Otuer no
MH(pOPMaLMOHHBIX nabopatopHoit
d)vp Tt OdopmiaeHue oTyeToB 1O 2 5 p Tp
cerei abore T
nabopaTopHbIM paboTam p > 160
Uroro
2 OCHOBBI [IpopaboTka IK-17,11IK-3 | Ompoc Ha 3aHATHUSAX,
MOCTPOCHUS JIEKIIMOHHOTO MaTepuaia Otuer no
COBPEMEHHBIX TOPHOM
P . | OdopmueHre 0TIETOB TIO 2 Hagop a %p N
JIOKQJIbHBIX ceTeil abote, Tect
nabopaToOpHBIM paboTam p ’
Uroro 4
3 CeteBbie [IpopaboTka [IK-26, I[1K-3 | Ompoc Ha 3aHATHSX,
OTIepaIiOHHbIE JIEKIIMOHHOTO MaTepuaia Otuer no
CHCTEMBI TOPHOM
Odopmienue oTyeToB 1O 2 nagopa %p 0
abore, Tect
nabopaTopHBIM paboTam p ’
Hroro 3
4 CpencrBa [TpopaboTka 3 [IK-26, I1K-3 | Ompoc Ha 3aHATHUSAX,
peanu3anuu JIEKIIMOHHOT'O MaTepuaia Otuer o
MEXCETEBOT0 nabopatopHoit
. OdopmieHne 0T4eTOB 1O 3 5 p Tp
B3aMMOJICHCTBHS abor T
a nabopaTopHbIM paboTam pabote, lec
Hroro 6
5 IlepcniektuBubie | [IpopaboTka 1 IK-3 Ompoc Ha 3aHATUAX
HaTpaBlIEeHUS JIEKIIMOHHOTO MaTepuania
BUTHS U
pa3 Hroro 1
poOIeMbI
MH(}OPMaLIMOHHBIX
ceren
Hroro 3a cemectp 18
6 cemectp
6 OCHOBHBIE [TpopaboTka 4 IK-17,IK-3 | Ompoc Ha 3aHATHSX
MOHSITUS JIEKIIMOHHOTO MaTepuania
UH MallMOHHOMN
(bopmarmonEo Hroro 4
0e30MacHOCTH
7 TexHomnoruu ITonroroBska k 6 [1K-14, I1K-17, |3ammuTa oT4eTa,
obecrieueHus MPAKTUYECKUM 3aHSITHSM, [IK-26, I1K-3, | Ompoc Ha 3aHATHSX,
0e30MacHOCTH B CEMHHapam OK-5 Otuer no
JIOKaJBHBIX CETAX nmabopaTopHOH
[IpopaboTtka 8 . paTopHO
abor
JIEKIIMOHHOTO MaTepuaia pabote
Odopmienue oTueToB 1O 12

CornacoBaHa Ha noptane Ne 47323
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Utoro 26
8 ObecrieueHme [IpopaboTka 4 [TK-14, TTIK-26, | Ompoc Ha 3aHATHIX
0€30MacHOCTH CETEH | JICKIIMOHHOTO MaTepHraia TIK-3
Ha 0a3e ceTeBhIX Wroro 4
OTIepaIMOHHBIX
CUCTEM
9 ObGecrieuenue [IpopaboTtka 6 [IK-14, I1IK-17, |Omnpoc Ha 3aHATHSX,
0e30MmacHOCTH JIEKIIMOHHOT'O MaTepuaia [IK-26, I[IK-3 | Otuer mo
MEHKCCTCBOTO OdopmiaeHue oTyeToB 1O 10 ﬂagop aTopHOH
B3AMMOZICHCTBIA nabopaTopHbIM paboTam pabote

Hroro 16
10 [IpaBoBbIE [IpopaboTka 4 [IK-14, IIK-3 | Ompoc Ha 3aHATHSX
OCHOBBI 3aIIUTHI JIEKIMOHHOTO MaTepuaia
uHpopManuu B Wroro 4
KOMITBIOTEPHBIX
CeTSX.
3aluIeHHbI
JIOKyMEHTO000pOT
Hroro 3a cemectp 54

IToaroroBka u cnaua 36 OK3aMeH

IK3aMeHa
Hroro 108

10. Kypcosoii npoekT / kypcoBasi pabora
He npexgycmorpeno PYIL.

11. PeliTuHroBasi cucreMa JJisi OEHKHU yCIeBAeMOCTH 00y4aro M XCH

11.1. bajquibHbIE OLEHKH JJIfl 3JIeMEHTOB KOHTPOJIS
Tabauna 11.1 — banibHble OLIEHKH JUIsI 3JIEMEHTOB KOHTPOJIS

MaxkcumanbHEBII

MaxkcumanbHEBII

MaxkcuManbHBIN

CornacoBaHa Ha noptane Ne 47323

OneMeHTsl y4eOHOM 6asu1 3a Iepuos Bcero 3a
Oamn Ha 1-yro KT ¢ | 6asn 3a nepuon
NEeATEIIbHOCTH mexny 2KT u Ha ceMecTp
Hayana cemectpa | mexny KT u 2KT
KOHell ceMecTpa
5 cemecTp
Ompoc Ha 3aHATHSIX 3 4 3 10
Otuet no nabopaTopHOH 30 30 30 90
pabore
HToro MakcumyM 3a 33 34 33 100
epro.
Hapacratomum urorom 33 67 100 100
6 cemectp
3amuTa oTueTa 10 10 20
Ompoc Ha 3aHATHSIX 3 4 3 10
Otuet no nabopaTopHOH 20 20 40
13




pabore
HToro makcumym 3a 13 34 23 70
epuo.
OK3aMeH 30
Hapacratoum nrorom 13 47 70 100

11.2. IlepecueT 0a/J10B B OLIEHKH 32 KOHTPOJIbHbIE TOYKH
[Tepecuer 6aIOB B OIEHKH 32 KOHTPOJIbHBIC TOUKH MpeCcTaBieH B Tadymie 11.2.
Ta6muna 11.2 — IlepecueT 6aJIOB B OLIEHKHU 32 KOHTPOJIbHBIE TOYKH

bainel Ha 1aTy KOHTPOJIBHOM TOYKH Onenka

>90% oT MakcuMalbHOM cymMbl 6ayioB Ha aaty KT 5

Ot 70% 10 89% oT MakcuManbHOM cyMMbl OayutoB Ha gaty KT

4
Ot 60% 110 69% oT MakcuMalIbHOM cyMMBbI OayutoB Ha naty KT 3
2

< 60% ot MakcuManbHOIM cymMMbI OaisioB Ha naty KT

11.3. IlepecueT cyMMBbI 02/1710B B TPAAUIIHOHHYIO M MEKIYHAPOAHYIO OLIEHKY
[Tepecuer cymMMbl O0aJIOB B TPAJAUIIMOHHYIO U MEXKIYHAPOTHYIO OLIEHKY MPEJICTAaBICH B TaliHIe
11.3.

Tabnuma 11.3 — [lepecueT cymMBbl 0aJIJI0B B TPAAULIMOHHYIO U MEXAYHAPOIAHYIO OILICHKY

Hroroas cymma 6asios,

Onenka (I'OC) YUUTBIBAET YCIIEIIHO CAAHHBIN Onenka (ECTS)
IK3aMeH
5 (oTMyHO) (3aYTEHO) 90 -100 A (0TIMYHO)
85 -89 B (o4ens xoporio)
4 (xopo1o) (3a4TEHO) 75 -84 C (xopomo)
70 -74
D (ynoBieTBOPUTENHHO)
3 (yIOBIETBOPUTEIHHO) 65 - 69
(3a4TeHO) 60 - 64 E (mocpencTBeHHO)
2 (HEYROBIICTBOPUTEILHO) (1 Hwxe 60 Ganos F (HeynoBIeTBOPHUTEIHHO)
3a4TEHO)

12. YueOHO-MeTOAMYECKOEe M HH(POPMALMOHHOE o0ecneyeHne JUCIUIIMHBI

12.1. OcHoBHas JuTEpaTypa
1. TlocTtpoenue 3amMILEHHBIX KOPIOPATUBHBIX ceTel [DIEKTPOHHBIM pecypc| [DneKTpOoHHBIN
pecypc]: yuebnoe mocodbue / P.H. AunnoB. — DnektpoH. gan. — Mocksa : JIMK Ilpecc, 2013. — 250 c.
— Pexwum noctyna: https://e.lanbook.com/book/66472 (nata oopamenus: 19.05.2018).

12.2. lonotHMTEIBHAS TUTEPATYPA
1. KowmmbloTepHbIe CETH U CITY>KObI yaIEHHOTO 10CTyTa [ DNeKTpoHHbIH pecypc]| [DAeKTpOHHBIN
pecypce]: cnpaBounuk / O. U6e. — Dnexrpon. gan. — Mocksa : JIMK IIpecc, 2007. — 336 ¢. — Pexum
noctyna: https://e.lanbook.com/book/1169 (nara obparienus: 19.05.2018).

12.3. YueOHO-MeTOANYEeCKHE MOCO0H A

12.3.1. O0s13aTesibHbIE Y4eOHO-METOAMYECKHE N0CO0Us
1. besomacHoctes cereit OBM [OnektponHBIM pecypc]: MeTtonuueckne yKazaHUS TS
nabopaTopHbIX M mnpakTuueckux pador / HosoxpecroB A. K., Ilpackypun I'.A., 2014. — 99 c.

14
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[DneKTpOHHBIN pecypc] — Pexxum JOCTyIa:
http://kibevs.tusur.ru/sites/default/files/upload/work progs/nak/BSEVM lab pract.pdf (mara oOparmieHus:
19.05.2018).

2. beszomacHocth cereii OBM [OnexkTpoHHBIN pecypc]: Meroauueckue ykazaHUS IS
camocrosiTensHOM padoTel cryaenta / HoBoxpectoB A.K., Ilpackypun I'.A., 2014. — 4 c. [DneKTpOHHBIH

pecypc] — Pexum JIOCTyTa:
http://kibevs.tusur.ru/sites/default/files/upload/work_progs/nak/BSEVM_sam.pdf (mara  oOpamieHwus:
19.05.2018).

3. beszonacuocts cereit DBM. Yactp | [Dnekrponnsiii pecypc]: JlabopaTopHblii mpakTUKyM /
HosoxpectoB A. K., I'ynseB A. 1. - 2017. 92 c. — Pesxxum pocryna: https://edu.tusur.ru/publications/7225
(mata oopamenus: 19.05.2018).

12.3.2. Y4yeOHO-MeTOAMYECKHE OCOOMS /IJIs1 JIUI] ¢ OTPAHUYEHHBIMH BO3MOKHOCTSIMH 310POBbSI M
HHBAJIMI0B

Y4eOHO-METOAMUECKHE MAaTePUATBI TSI CAMOCTOSTEIBLHOM U ayAUTOPHON paOdOThl 00YJarOIINXCS
W3 YUCia JIUIl C OTPAaHMYEHHBIMU BO3MOXKHOCTSIMH 37I0pPOBbS 1 MHBAJIUIOB MPEAOCTABIAIOTCSA B (hopmax,
a/IaITHPOBAHHBIX K OTPAaHUYCHUSM WX 3JI0POBbS U BOCTIPUATHS UHPOPMAITUH.

JLst Jid1 ¢ HAPYIIEeHUsIMU 3PeHust:

- B (popMe 3JIEKTPOHHOTO JOKYMEHTA;

— B IIEYaTHOH (OpMe yBETMUECHHBIM MIPU(PTOM.

JIst i1 ¢ HAPYIIEHUsIMU cJIyXa:

- B (hopMe FIEKTPOHHOTO JOKYMEHTA;

- B IIEYATHOH (opme.

Jlais1 U1 ¢ HAPYLIEHUSIMU ONIOPHO-IBUTaTeJIbHOIO anmnapara:

- B (hopMe FIEKTPOHHOTO JOKYMEHTA;

- B [I€YaTHOH opme.

12.4. IIpodeccuonanbHbie 6a3bl JAHHBIX U MH(POPMAINMOHHBIE CIIPABOYHBbIE CHCTEMbI
1. 1. http://www.elibrary.ru - nHayunas 3aeKTpoHHast OMOIHOTEKA;

2. 2. http://www.edu.ru - BeO-caiiT cuctembl (eiepalibHbIX 00pa30BaTEIIbHBIX TTOPTAJIOB;
3. 3. http://edu.fb.tusur.ru/ - o6pa3zoBarenbHIii OpTaN (GakyIbTeTa O30MACHOCTH;

4. 4. https://fstec.ru/ - denepanpHas ciryx0a Mo TEXHHYECKOMY U 3KCIIOPTHOMY KOHTPOJTIO.

13. MaTepuajibHO-TeXHHYeCKOe o0ecneyeHne JUCHUILINHBI U TpedyeMoe NporpaMMHoe
obecrneuenue

13.1. O6mue TpedGoBaHus K MaTePHATbHO-TEXHUYECKOMY M IPOrPAMMHOMY 00ecIe4eHHI0
AUCHHUTIAHBI

13.1.1. MaTepuajibHO-TeXHUYECKOEe U MPOrpaMMHoOe oOecneyeHue 1J1s1 JTIeKIIUOHHBIX 3aHATHIl
s mpoBeneHust 3aHATUHN JIEKIIMOHHOTO TUIA, TPYNIOBBIX U MHAMBUAYAJIbHBIX KOHCYJbTAIHi,
TEKYILEro KOHTPOJISI U MPOMEKYTOUHOM aTTeCTallMM UCHOJb3yeTcsl yueOHasi ayAUuTOPHUs C KOJIMYECTBOM
[I0CAJIOYHBIX MECT He MeHee 22-24, 000pyaoBaHHas JOCKON U CTaHIApTHOM yueOHoM Mebernbto. MMeroTes
J€MOHCTPAllMOHHOE O0OpYAOBaHME M Y4eOHO-HArIsgHble MocoOus, oOecreyrBarolue TeMaTHUYECKue
WJUTIOCTPALMHU 110 JIEKIIMOHHBIM pa3ziesiaM AUCLIUITINHBIL.

13.1.2. MaTepuajibHO-TeXHUYECKOE U MPOrPaMMHOE o0ecredyeHue I NPAKTHYEeCKUX 3aHATHI
Jlaboparopus 6e3onacHocTH cereit IBM / JlabGoparopust kpuntorpapuu B 0aHKOBCKOM Jiefie
yueOHas ayIuTOpHs A MPOBEACHUS 3aHATHI MPAKTUYECKOTO THIA, ydyeOHas ayIuTOpHs s

MIPOBEJICHUS 3aHATUH JIaOOPaTOPHOIO TUIIA
634045, Tomckas obnacts, T. ToMmck, yin. Kpacnoapmeiickas, a. 146, 804 ayn.
Onucanne uMeroIerocs 000py10BaHus:
- Komnbroteps! kinacca e Hike GigaByte GA-F2A68HM-DS2 rev1.0 (RTL) / AMD A4-6300 /
DDR-111 DIMM 8Gb / SVGARadeon HD 8370D / HDD 1Tbh Gb SATA-III Seagate (10 mit.);
15
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- O0yuaromuii cTeH TIOKaIbHbIE KOMITbIOTEpHEIE ceTu Microtik routerboard (2 mit.);

CteHpl U1 U3Y4YEeHUsI POBOJHBIX U OECIPOBOIHBIX KOMIIBIOTEPHBIX CETEH, BKIIOYAIOIINE:

- aDOHEHCKHE yCTpoiicTBa: KoMIbIOTephl SuperMicro;

- kommyTatopbl: Mikrotik CRS125-24G-1S-IN; Mikrotik RouterBoard 1100;

- mapuipytusaropsl: Cisco 891-K9, Cisco C881-V-K9, Check Point CPAP-SG1200R-NGFW;,

- CpeliCTBa aHaJIM3a CEeTEeBOro Tpaduka U yriyOJIeHHON MPOBEPKH CETEBbIX MAKETOB: aHAU3ATOP
tpaduxa Wireshark, muctpudyrus Kali Linux;

- mexxcereBbie okpanbl. UKC Lite, Positive Technologies Application Firewall Education, CISCO
ASA 5505, M3 B coctraBe mapuipyruzaropa Check Point CPAP-SG1200R-NGFW,

- CHCTeMbI OOHAPYKEHUS KOMIIBIOTEPHBIX aTtak: Snort, Suricata, COB B coctaBe mapiipyTtuzaTopa
Check Point CPAP-SG1200R-NGFW;

- touku gocryma: D-link dwl3600ap;

- CUCTEMBI 3alIUTHI OT yTeuku AanHbIX: KouTyp nuHpopmanmnonnoit 6ezonmacaoctu Searchlnform;

- CpeJICTBa MOHUTOPHHTA COCTOSIHUSI aBTOMAaTU3UPOBAHHBIX CUCTEM: CICTEMa MOHUTOpUHTA Zabbix;

- Cpe/CcTBa CKAaHMPOBAHUS 3AlUIIEHHOCTH KOMITBIOTEPHBIX CeTeil: ckaHep OesonmacHoctu Xspider
Education, cucrema aHanuza 3amumenHocty cetd MaxPatrol Education.

- VIiPNET YMK «be3onacHOCTh ceTei;

Ananmuzatop kabenpHbIx ceteit MI 2016 Multi LAN 350, Ananuzatop Wi-Fi cereit NETSCOUT
AirCheck G2

- Kommyratop Mikrotik CRS125-24G-1S-IN (6 mur.);

- Kommsrotep kiacca ne ke i5-7400/8DDR4/SSD120G;

- AranmmzaTop kabenpHbIX cereid MI 2016 Multi LAN 350 (3 miT.);

- Arammzatop Wi-Fi cereit NETSCOUT AirCheck G2 (2 miT.);

- CepBep ki1acca He Hmke 4xE7-4809v4/512GBRE16/L.9300-8i/5T6000G7;

- Mapmpytuzatop Cisco 891-K9 (2 mir.);

- Mapuipyrtuzarop Cisco C881-V-K9 (2 mit.);

- Mapmpytuzarop Check Point CPAP-SG1200R-NGFW (2 mit.);

- KommekT cnenuanuzupoBanHoi yueOHoi meben;

- Pabouee mecTo mpemnogaBates.

[TporpammHuoe obecrieueHue:

— Cisco Packet Tracer

— Cucrema MmoHuTopuHra Zabbix

— Microsoft Windows 10

— XSpider

— Amnanuzarop Tpaduka Wireshark

— Juctpubyrus Kali Linux

— Mexceresoii skpan UKC Lite

— MexcereBoitakpanPositive Technologies Application Firewall Education

— Cucrema ananu3a 3amuineHHoctH cetd MaxPatrol Education

— Cucrema oOHapyXeHHs BTOpKEeHUH Snort

— Cucrema oOHapyXeHMs BTOp>KEHUH Suricata

— CpenacTBo nocTpoeHus: BUPTYalbHbIX YacTHBIX cereit OpenVPN

13.1.3. MaTepuajabHO-TeXHHYECKOE H IPOrpaMMHOe o0ecrnedeHne 1Jisi JIa00paTOPHBIX padoT
JlaGopaTopus mporpaMMHO-annapaTHbIX CPeACTB oOecreueHust HH(GOPMAIIMOHHON
0e3onacHOCTH
yueOHast ayJJUTOpUs AJIs IPOBEJCHUS 3aHATHH IPAKTUYECKOTO THUIIA, yueOHast ay TUTOpUS IS
MIPOBEJICHUS 3aHATUH JIaOOPaTOPHOIO TUIIA
634045, Tomckas obnactb, T. ToMmck, yin. Kpacnoapmeiickas, a. 146, 405 ayn. Onucanue
HMMeEIOIIeTocs: 000pyI0BaHMUS:
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- Kommbroreps! kiacca ve mmxe M/B ASUSTeK S-775 P5B 1965 / Core 2 Duo E6300 / DDR-I11
DIMM 2048 Mb / Sapphire PCI-E Radeon 256 Mb / 160 Gb Seagate (15 mT.);

- Kowmrutekt cnenmanu3npoBaHHOM yueOHOM Mebemny;

- Pabouee mecTo mpenogaBaress.

[IporpammHuoe obecrieueHue:

— Microsoft Windows 7 Pro

— Visual Studio

— VirtualBox

CpencTBa CKaHUPOBAHUS 3AIUIIEHHOCTH KOMIIBIOTEPHBIX CETEH:

— MaxPatrol Education,

— XSpider Education

CreHibl U U3y4eHHsI POBOIHBIX M OECIPOBOIHBIX KOMITBIOTEPHBIX CETEH, BKIIIOYAIOIIUE:

- aDOHEHCKHE YCTPOMCTBA: KOMITBIOTEpPHI SuperMicro;

- kommyTatopbl: Mikrotik CRS125-24G-1S-IN; Mikrotik RouterBoard 1100;

- mapuipytusaropsl: Cisco 891-K9, Cisco C881-V-K9, Check Point CPAP-SG1200R-NGFW;,

- CpeICTBa aHAIIN3a CETEBOT0 TpaduKa U yriyOJIeHHOW MPOBEPKH CETEBBIX MMAKETOB: aHAIN3ATOP
tpaduxa Wireshark, nuctpubyrus Kali Linux;

- mexxcerenbie akpanbl: UKC Lite, Positive Technologies Application Firewall Education,
CISCO ASA 5505, MD B cocrase mapmpytuzatopa Check Point CPAP-SG1200R-NGFW;

- cUCTEeMbI OOHApPYKEHHUSI KOMITBIOTEPHBIX atak: Snort, Suricata, COB B coctaBe
mapmpyrusaropa Check Point CPAP-SG1200R-NGFW;

- Touku gocryma: D-link dwl3600ap;

- CUCTEMBI 3alIUTHI OT YTeUKHu AaHHbIX: KoHTyp nHpopmanmnonHoi 6e3omacHoctu Searchinform;

- CpeIICTBa MOHUTOPHHTA COCTOSTHHSI aBTOMAaTU3UPOBAHHBIX CUCTEM: CUCTEMa MOHUTOPUHTA
Zabbix;

- CpPeICTBa CKAaHUPOBAHHMS 3aLIUIEHHOCTH KOMIIBIOTEPHBIX CETEH: CKaHep 0€30I1acCHOCTH
Xspider Education, cucrema ananmsa 3amuimeHHocT cetn MaxPatrol Education.

Jlaboparopus 6e3onacaocTH cereit IBM / Jlaboparopus kpuntorpadguu B 0aHKOBCKOM JIeTie

yueOHasi ayAuTOpus AJS MPOBENEHUS 3aHATHI MPaKTHUECKOTO TUMA, yuyeOHas ayauTopus Ul
MIPOBE/ICHUS 3aHATUHN JIAOOPATOPHOTO THIIA

634045, Tomckas obnacts, I. ToMmck, yin. Kpacnoapmeiickas, a. 146, 804 ayn.

Onucanue uMeromerocss 000py10BaHus:

- Kommneroteps! knacca He Hmke GigaByte GA-F2A68HM-DS2 rev1.0 (RTL) / AMD A4-6300 /
DDR-111 DIMM 8Gb / SVGARadeon HD 8370D / HDD 1Tbh Gb SATA-III Seagate (10 mit.);

- OGyuaromuii cTeH IoKalnbHbIe KOMIbIOTEpHBIE ceT Microtik routerboard (2 mit.);

CreHapl U U3ydeHHs IPOBOIHBIX M OECIIPOBOIHBIX KOMITBIOTEPHBIX CETEH, BKIIIOYAIOIIHNE:

- abOHEHCKHe ycTpoiicTBa: KoMmbioTepsl SuperMicro;

- kommyTatopbl: Mikrotik CRS125-24G-1S-IN; Mikrotik RouterBoard 1100;

- mapuipytusaropsl: Cisco 891-K9, Cisco C881-V-K9, Check Point CPAP-SG1200R-NGFW;

- CpeICTBa aHaJIM3a CETEeBOro Tpaduka M yriayOIeHHOW TPOBEPKU CETEBBIX IMAKETOB: aHAIH3ATOP
Tpaduxa Wireshark, auctpubyrus Kali Linux;

- mexxcereBbie akpanbl. UKC Lite, Positive Technologies Application Firewall Education, CISCO
ASA 5505, M3 B coctaBe mapmpyruszaropa Check Point CPAP-SG1200R-NGFW,;

- CHCTeMBI O0OHAPYKEHUS KOMIBIOTEPHBIX aTtak: Snort, Suricata, COB B coctaBe mapiipytuzaTopa
Check Point CPAP-SG1200R-NGFW;

- Touku gocryma: D-link dwl3600ap;

- CHCTEMBI 3alIUTHI OT YTEUKH JaHHBIX: KoHTYp nHpopManmonHoii 6e3onacHocTu Searchinform;

- Cpe/ICTBa MOHUTOPUHTA COCTOSTHUS aBTOMATH3HPOBAHHBIX CUCTEM: CHCTEMa MOHUTOpUHTA Zabbix;

- Cpe/cTBa CKAaHMPOBAHUS 3alUIIEHHOCTH KOMIIBIOTEPHBIX ceTeil: ckanep O6e3onmacHoctu Xspider
Education, cucrema ananuza 3amuiiesHocty cetn MaxPatrol Education.
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- VIiPNET YMK «be3onacHOCTb ceTei;

Amnanuzatop kabenpHbIX cetet MI 2016 Multi LAN 350, Ananuzarop Wi-Fi cereit NETSCOUT
AirCheck G2

- Kommyrarop Mikrotik CRS125-24G-1S-IN (6 mrr.);

- Kommsrotep kiacca ne ke i5-7400/8DDR4/SSD120G;

- AranmmzaTop kabenpHbIX ceteid MI 2016 Multi LAN 350 (3 mT.);

- Anammzatop Wi-Fi cereit NETSCOUT AirCheck G2 (2 miT.);

- Cepsep kiacca He Hmke 4xE7-4809v4/512GBRE16/1L.9300-8i/5T6000G7;

- Mapmpytuzatop Cisco 891-K9 (2 mir.);

- Mapmpyruzarop Cisco C881-V-K9 (2 mr.);

- Mapmpyrtuzatop Check Point CPAP-SG1200R-NGFW (2 mir.);

- KommutekT cnenuann3upoBaHHON ydeOHOM Mebenu;

- Pabouee mecTo mpemnogaBates.

[IporpammHoe obecrieueHue:

— Cisco Packet Tracer

— Cucrema MmonuTOpHHTa Zabbix

— Microsoft Windows 10

— XSpider

— Amnanuzarop Tpaduka Wireshark

— JHuctpubytus Kali Linux

— Mexceresoii axpan UKC Lite

— MexcereBoiiakpanPositive Technologies Application Firewall Education

— Cucrema ananu3a 3amuiieHHocT cetu MaxPatrol Education

— Cucrema oOHapyKeHMsI BTOpKEHUN Snort

— Cucrema oOHapyXeHHs BTOp)KEHUH Suricata

— CpencTBo nocTpoeHus: BUPTYalnbHbIX YacTHbIX cereil OpenVPN

13.1.4. MaTepuaibHO-TeXHHYECKOE U POrPpaMMHOe oOecriedeHue sl CAMOCTOSITeIbHOH PadoThl
Jns caMocToATeNbHOM pabOThl MCMONB3YIOTCS Y4eOHbIE ayTUTOPUHU (KOMIIBIOTEPHBIE KJIacchl),
PaCIOJIOKEHHBIE 110 aJpecam:
- 634050, Tomckas obnacts, T. Tomck, Jlennna mpocnexT, a. 40, 233 ayn.;
- 634045, Tomckas obnacts, T. ToMmck, yin. Kpacnoapmetickas, 1. 146, 201 ayxq.;
- 634034, Tomckas obnacts, T. ToMck, Bepmmnuna ynuna, 1. 47, 126 ayn.;
- 634034, Tomckas obnactp, . ToMck, Bepmmnanna ynuna, a. 74, 207 ay.

CocraB 00opy10BaHUS:

- yueOHas meOerb;

- koMnboTepsl kiacca He Huxke [I9BM INTEL Celeron D336 2.81'Tw. - 5 mt.;

- KOMIBIOTEpPHl MOJKIIOUYEeHbl K ceTd «MHTepHeT» M 00ecnednBaloT AOCTYH B 3JIEKTPOHHYIO
MH(POPMAIIMOHHO-00pa30BaATENBHYIO CPEly YHHBEPCHUTETA.

[Tepedens mporpaMMHOTO OOECTICYCHHUS:

- Microsoft Windows;

- OpenOffice;

- Kaspersky Endpoint Security 10 gus Windows;
- 7-Zip;

- Google Chrome.

13.2. MaTepuajbHO-TEXHHYECKOe o0ecreyeHne M CUMILTUHBI JJIS JTUI ¢ OTPAaHUYeHHbIMH
BO3MOXKHOCTAMH 32]0p0Bl)Sl U UHBAJINA0B
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OcBocHHE TUCIUIUIMHBI JUIIAMU C OTPAaHUYCHHBIMH BO3MOXKHOCTSIMH 3/I0POBbS U WHBAJIHIaMU
OCYILIECTBIISIETCS C UCIIOJIb30BAHUEM CPEJICTB 00yUEHHUs OOIIETo U CIIeHHaJbHOr0 Ha3HAYEHUSI.

[Tpu 3aHATHSAX ¢ OOy4YaAIONUMUCS € HAPYHIEHHSIMH CJyXa MPEeIyCMOTPEHO HCIOJIb30BaHUE
3BYKOYCUJIMBAIOLEH amnmapaTypbl, MYJIbTUMEAMMHBIX CPEICTB W JAPYTUX TEXHUYECKUX CpPEICTB
npuema/nepenadn yueOHoi HHPOPMALUHU B JOCTYIHBIX (hopMax, MOOMIIBHOM CUCTEMBI TIPSO JaBaHMs IS
o0Oyyaroluxcsi ¢ HWHBAJTUAHOCTHIO, MOPTATUBHOW HWHAYKIIMOHHOM CHUCTEMBl. YueOHas ayauTopus, B
KOTOpPOU 3aHUMAIOTCS OOYydYarolIMecs ¢ HapyIIeHHWEM ciyXa, 00OpyloBaHA KOMIBIOTEPHONW TEXHHKOM,
ayIMOTEXHUKOU, BUACOTEXHUKOU, FJIEKTPOHHOU IOCKOU, MYJIbTUMEIUNHON CUCTEMOM.

[Tpu 3aHATUSAX C OOYUAIOIUMUCS ¢ HAPYIIEHUSIMU 3PEHUSIMH TIPETYCMOTPEHO HCIIOJIB30BAHKE B
JIEKIMOHHBIX U Y4EOHBIX ayTUTOPUSAX BOZMOKHOCTH MPOCMOTPA yIaJICHHBIX 00bEKTOB (Hapumep, TeKCTa
Ha JIOCKE WM CJlaii/ia Ha SKpaHe) MPU OMOIIH BUICOYBEIHUUTENCH U1 KOM(DOPTHOTO POCMOTpa.

[Ipu 3aHATHAX C OOYYAOIIMMHUCA € HAPYUIEHHSIMH ONOPHO-ABUIATEJILHOIO amNmapara
UCIIOJIL3YIOTCSl QJIbTEPHATUBHBIC YCTPONCTBA BBOJAa WHGOpPMAIMU M APYyrde TEXHUYECKUE CPEICTBA
npuemMa/repeaayn ydeOHo MH(pOpMaluK B AOCTYMHBIX (hopMax, MOOMIBLHON CHUCTEMbI OOyYCHHUS s
JIIOEN C MHBAIMAHOCTBIO.

14. OueHouyHble MaTepuaIbl H MeTOAUYECKHE PEKOMEHIAMYU 110 OPTAaHU3AUMHN U3yYeHUs!
AMCUMILTNHBI

14.1. Coneprxkanue OEHOYHBIX MATEPHUAJIOB U MeTOANYECKNE PEKOMEeHIalluu
s oueHku creneHu chOpMHUPOBAHHOCTU U YPOBHS OCBOCHHS 3aKpPEIJICHHBIX 32 TUCIUILIMHON
KOMITETEHIINI HCTIOB3YIOTCS OLICHOYHBIE MaTepUaJIbl B COCTABE:

14.1.1. TecToBBIC 3aaHNA

1. ITo macmTaby KOMIbIOTEPHBIE CETH MOAPA3ACIAIOTCS Ha

a) 3Be€371000pa3HbIe, KOJIbLIEBbIC, IIMHHBIC

b) ofHOpaHTOBBIC U CETH "KIIMEHT-cepBep”

C) MPOBOJHBIC U OECIIPOBOTHBIC

d) nmokanbHBIC U II100aTbHBIC

2. 3apmaueil kakoro ypoBHs Mozenu OSI sBisercs ymnpaBieHHE JIOCTYIIOM K Cpelieé B CeTsX,
IIOCTPOCHHBIX HAa OCHOBE pa3lesieMO Cpebl?

a) MPUKJIAJHOTO

b) cereBoro

C) KaHAJIbHOTO

d) ¢pusnueckoro

3. Kakoe MHHHUManbHOE KOJUYECTBO YPOBHEH MPOTOKOIOB (B TepMuHaX mojenu OSI) noskHbl
MOJEPKUBATh MapIIPYTU3aTOPhI CETEN C KOMMYTAIUEN TaKeTOB?

a)l

b) 2

c)3

d) 4

4. K tpancnioptHOMy ypoBHIO Mozenu OS] oTHOCSTCS TPOTOKOJIBIL:

a) IP, RIP, OSPF

b) SSL, TLS

c) SMTP, IMAP, POP3

d) UDP, TCP

5. Ilo kakoil mpuumHe B npotokosie RIP paccrosHue B 16 XOIMOB Mexay CETSIMH IOJaraercs
HEeJOCTHKUMEIM?

a) 1oJie, OTBEJIEHHOE Ul XPAHEHUSI 3HAYEHUS PACCTOSHUSA, UMEET JUIMHY 4 JBOMUYHBIX pa3psaia

b) 1St Moy4eHUs MPUEMIIEMOTO BpEMEHHU CXOAUMOCTH allrOPUTMa

C) ceTH, B KOTOpbIX padoTtaet RIP, penko ObIBatoT GOIBIINMU

d) Tabnuiel MapiIpyTU3aluK HE MOTYT XpaHUTh Oosible 16 3anuceit

6. Uro nyxHo cnenatb Ha DHCP cepBepe uToObI HCKIIIOUUTD BhIIauy onpeaenaeHHoro IP agpeca u3
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CYILECTBYIOIIETO Ihana3oHa?

a) co3aarh nuamas3oH [P agpecos

b) coznats mapamerp DHCP

¢) cozaarb oomacte DHCP

d) co3narte uckmouenue st [P agpeca

7. Kak HazbiBaeTcst 00beKT Active Directory, KOTOPBIH XpaHUT HH(POPMAIIHIO 00 YUETHBIX 3aIUCHX,
o0ImUX pecypcax, Hoapa3aesieHus X ?

a) CETeBOM JIOCTYT

b) kaTajior

C) mamka

d) nomen

8. Kakoit mpoTOKOI UCTIONB3YETCS AT IOCTYIIA K ClTy)k0e kaTaioro AD?

a) LDAP

b) ShareDiscovery

c) ADSL

d) UDP

9. KommbroTep, 3aHUMAIOIIUIACS 00CTYKHBAaHUEM CETH, YIPABICHUEM MNepeaayeii cooOIeHun, u
MPEIOCTABIIAIOMINN yAIEHHBIN TOCTYI K CBOMM pecypcam, Ha3bIBaeTCs

a) xabom

b) cepBepom

¢) paboueii craHMeH

d) xocTom

10. Meton mepenadd NaHHBIX, IPU KOTOPOM JaHHBIE TEPECHUIAIOTCS B JIBYX HAIPaBICHUSIX
OJTHOBPEMEHHO, Ha3bIBACTCH ...

a) CUMIUIEKCHBIM

b) nynaeKcHbIM

C) CUHXPOHHBIM

d) monynyrmiekcHbIM

11. Ananu3 3alUMIEHHOCTH - 3TO ...

a) BbIOOp 00OCHOBaHHOrO HaboOpa KOHTPMEp, MO3BOJSIONIMX CHHU3UTh YPOBEHb PHCKOB IO
MIPUEMIIEMOU BEITMYHUHBI

b) He3aBHCHMasl SKCTIEPTH3a OTJENBHBIX 00JacTel (PYyHKIMOHUPOBAHUS MPEAIPUITUS

C) mpoIieypa y4era IeHCTBHIA, BBITOIHAEMBIX MTOJIB30BaTEIeM Ha MPOTSHKEHUN CeaHca TOCTYIIa

d) mouck ys3BUMBIX MeCT HH()OPMALIMOHHON CUCTEMBI

12. BozaeiicTBHE Ha CUCTEMY C TIEJIBI0 CO3JIaHUs YCIIOBUM, TPH KOTOPBIX JIETAIBHBIE TTOJIH30BATEIN
CHUCTEMBl HE€ MOTYT MOJYYUTh JOCTYI K MPEJOCTaBISIEMBbIM CHUCTEMOW pecypcaM, TUOO0 3TOT JOCTYI
3aTpy/IHEH.

a) DoS-araka

b) HecaHKIIMOHUPOBAHHBIH JOCTYIT

C) HE3aKOHHOE HCTOJIb30BaHHE MPUBUIIETUI

d) mporpammHas 3akiaaKa

13. IlporpamMmmMHO€ CpeCTBO Ui YAAIECHHOW UITH JIOKATbHOW JUArHOCTUKH Pa3UYHBIX JIEMEHTOB
CETH Ha TIPEIMET BBISBIICHUS B HUX PA3JIMYHBIX YSI3BUMOCTCH.

a) areHT 0€30MacHOCTH

b) monuTHka 6€301MacHOCTH

C) CPECTBO JACTETUPOBAHMS aIMUHUCTPATUBHBIX TTOTHOMOYHIA

d) ckanep Ge3omacHOCTH

14. ... - mponecc 6JIOKUPOBKH BBISIBJICHHBIX BTOPKEHUH.

a) aHaJIU3 3alTUIICHHOCTH

b) oOHapykeHue atak

C) MpeIOTBPAILICHUE aTaK
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d) aynut 6e3omacHocTH

15. B xypHane ayreHTU(DHUKAIIMNA O0OHAPYKEHO HECKOJIBKO 3aMMCel HEYCIEITHBIX TOMBITOK BOUTH
B CHCTEMY IO/l YYETHBIMH 3aITUCSIMU TIOJIb30BaTenell. BozaMokHOo Obuta monbiTKa moadopa naposieit. Kakoe
CTaHJIaPTHOE CPECTBO CJEYeT UCIOIb30BATh Il YMEHbILIEHUSI pUCKa TaKOro poja aTtak?

a) UCTOJIB30BATH CHCTEMY OOHAPYKEHHSI BTOPKESHUN

b) neperMeHOBaTh YYETHYIO 3allKCh aIMUHUCTpATOPa

C) UCTOJB30BATh MYJIbTU(AKTOPHYIO ayTEHTH(PHUKALINIO

d) BKIIOUUTH OJOKUPOBKY YYETHBIX 3alUCEe IMPH OIpeleIeHHOM KOJIUYECTBE HEYCHEIIHbIX
MIOTIBITOK PETHCTPALIUU

16. Ilonmutmka Oe3omacHOCTH TpeOyeT COKpBITUS cxeMbl IP-aapecanuu, HCIOIB3yeMOH BO
BHyTpeHHel ceTu. Kakasi U3 nepedyrcieHHbIX TEXHOJIOTUM T03BOJIUT PELIUTh [TOCTABJIEHHYIO 337a4y?

a) cuctemMa OOHapy>KEHUs BTOPKEHUH

b) nepcoHaNbHBII MEKCETEBOW YKpPaH

c) NAT

d) anTuBHpYCHOE MpOrpaMMHOE OOECTIeYeHHE

17. TexHomorus, KoTopas mjisi OOHApY)KCHHs aTaK HCIIOJIb3YeT, Hampumep, obpasen [P-makera,
XapaKTEepHOTo JUIsl KaKOM-HUOYIb ONpEAEICHHON aTaKu.

a) MOHUTOP PEruCTPAIMOHHBIX (hailIoB

b) KOHTPOJIb ETOCTHOCTH

C) BBISIBIICHUE AaHOMAJIBHOM 1€ATEIbHOCTH

d) ananu3 curnaryp

18. Cornacuno knaccudukanuu @CTOK Poccun, mexxceTeBoil 5KkpaH MPUMEHSIEMbIil Ha TOTUYECKON
rpanune MC unu mexny ornueckumu rpanuniamu cermentoB UC, ato MO ...

a) Tuma A

b) Tuma b

¢) tuna B

d) tuma I’

19. Cornacuo knaccudukanuun @CTIK Poccun cuctembl 00HapYyKEHUSI BTOPKEHHH JIESITCS Ha

a) YPOBHS y3J1a U YPOBHS CE€TH

b) BHELTHUE U BHYTPEHHUE

C) CHMMETPHYHBIC M ACHMMETPHYHBIC

d) koMMyTHpyeMBble 1 HEKOMMYTHPYEMbIe

20. CornacHO MpoQMII0 3alIUTHl CPEICTBA AHTUBUPYCHOW 3aIiuThl THNA «b» ycTaHaBIuBaroTcs
Ha ... UHQOPMAIMOHHOHN cUCTEMBbI, (PYHKIIMOHUPYIOIIEl Ha 6a3e BEIUMCIUTELHON CETH.

a) paboune CTaHIIMH MOJb30BaTeNeh

b) cepBepbl

¢) pabouyro CTaHIIMIO aIMUHUCTPATOpa

d) cepBepsl u paboune CTaHINH

21. 3amuTa pecypcoB C€TH OT HECAHKIIMOHUPOBAHHOT'O UCIOJIb30BaHUS - 3TO

a) oxpaHa 00OpyJOBaHUS CETH

b) 3amuTa siapa 6€30MacCHOCTH

C) KOHTPOJIb JI0CTYIIa

d) 3ammTa nepumeTpa 6€30MaCHOCTH

22. CpencTBo 3alUThI, 00eCTIeYHBalOIee 3alUIIEHHOCTh HH(OPMAIMK OT YIpo3 HEJIETUTUMHOM
nepeayy JaHHbIX M3 3allUIIEHHOIO CErMEHTa CHCTEMBbI MyTeM aHaiu3a M OJOKMPOBAHUS MCXOJSIIETO
Tpaduka

a) MEXCEeTEeBOM IKpaH

b) cpeacTBO aHTUBUPYCHOI 3aIIUTHI

c) DLP-cuctema

d) ckanep GezomacHOCTH

23. CpenctBo, pemiaroiiee 3aJa9d KOHCOMUIAIMN U XPaHEHHUS )KYPHAJIOB COOBITHI OT Pa3IMYHbIX
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HMCTOYHUKOB, a TAK)K€ MMEIOIee NHCTPYMEHTHI JIUIS aHAIM3a COOBITHIA M pa30opa MHIMIEHTOB HA OCHOBE
WX KOPpEesIU 1 00padOTKH IO MpaBHIIaM — 3TO ...

a) DLP-cucrema

b) cucrema oOHapYyKEHUS BTOPKEHUHN

¢) SIEM-cucrema

d) ckanep 6e3omacHOCTH

24. Cnoco6 mepexBaTta uH(pOpMAIMH, IPU KOTOPOM HA MAIIMHY YCTaHABIMBACTCS HMPOTPAMMHOE
CpeacTBoO, coduparoliee U nepeaaroniee HHGopMaIuo — 310 ...

a) repexaar B pa3pbiB

b) cereBoii mepexnar

C) areHTCKUM IepexBaT

d) mepexBaT myTeM MHTETPALMU CO CTOPOHHUMHU MPOTYKTaMH

25. IlporpaMMHOE WM amnmapaTHOE CPEJCTBO, KOTOPOE OCYIIECTBISET MOHHUTOPHHI CETH B
pEeaIbHOM BPEMEHHU C LIJIbIO BBISIBJICHUS, IPEAOTBpAILeHUS! U OJOKHPOBKU BPETOHOCHON aKTUBHOCTH.

a) MEXCETEBOM IKpaH

b) cucrema oOHApYKEHUS BTOPKEHUH

C) cucTemMa NpeJoTBPAIIEHNs BTOPKEHUI

d) cpencTBO aHTUBUPYCHOM 3aIIUTHI

26. K kakum ™erogam cOOpa MaHHBIX, HCIOJB3YIOIUXCA NpU ayAuTe HHPOPMAUOHHON
0e3omacHocTH, oTHOCcUTCa MaxPatrol?

a) aHaJIu3 JOKyMEHTAlUH

b) nmpenocTaBiieHrEe ONPOCHBIX JUCTOB

C) UCTIOJIH30BAHUE CTICIUATTM3UPOBAHHBIX TPOTPAMMHBIX CPE/ICTB

d) uHTEepBBIOMPOBAHHUE

27. Kakoii u3 MET0I0B POBEPKH HAIIPABJICH Ha ONPECIICHUE HATUYHS YI3BUMOCTH 110 KOCBEHHBIM
npu3HaKam?

a) aKTUBHBIC 30HIUPYIOIINE TIPOBEPKU

b) mpoBepka 3aroI0BKOB U aKTUBHBIEC 30HIUPYIOIINE TPOBEPKU

C) IpOBEpKa 3aroJOBKOB

d) umuTamms aTak

28. B kakOoM peXMMe CKaHHpPOBAHHS CHCTEMBl aHalM3a 3amuiieHHocTH MaxPatrol moxHO
MIPOU3BECTH MOIO0P Maposiei?

a) Audit

b) Compliance

c) PenTest

d) Pentest u Compliance

29. B xakoM pexxume QpyHkuonuposanus [Psec mmdpyercs Bech ncxoauslii [P-naker, a 3areM oH
BCTaBJISIETCS B MOJI€ JAHHBIX HOBOTO Makera?

a) TPAHCIIOPTHOM

b) TyHHEIBHOM

) B 000UX pexumMax

d) IPsec He ucnomnb3yer muppoBaHUe

30. IIpomecc monmydeHuss OOBEKTUBHBIX KAaUECTBEHHBIX W KOJMYECTBEHHBIX OIICHOK O TEKYIIEeM
COCTOSIHUM MH(OPMAIIMOHHON 0€30MacHOCTH OpraHu3allid B COOTBETCTBUHM C  OIpPENEIEHHBIMHU
KPUTEPHUSIMH U TIOKa3aTeNIsIMUA 0€30IIaCHOCTH — 3TO ...

a) BBISIBICHUE aHOMAJIBHOM JI€ATeIbHOCTH

b) aHanm3 3aUIIEHHOCTH

¢) ayauT HH(OPMAIIMOHHON 0E€30MacCHOCTH

d) ycTaHOBKA CHCTEMBI 3aIUTHI

14.1.2. Jxk3aMeHallMOHHbIE BONPOCHI
1. TunoBele KoHQUrypanuuu HMHOOPMAIMOHHBIX  CHUCTEM. BnusHMe  KOHUrypauu
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MH(POPMALIMOHHOM CHCTeMBbl Ha 0€30MaCHOCTh XPAaHUMBIX, 00pabaThIBAEMbIX U NEPeNaBaeMbIX IO CETH
TAHHBIX.

. ¥rpo3a. Ya3BuMocTs. ATaka. B3auMocBs3b MEKIy STUMU ITOHATHUSAMM.

. Kimaccudukanus yrpo3 nHbOpMamoOHHONH 0€301aCHOCTH BBIYUCIUTEIBHBIX CETEH.

. Knaccugukanus yszBumocteit.

. Knaccugukanus arak.

. [lepexBart undopmanuu B cetu. UuctpymenTsl. CriocoObl MPOTHBOCHCTBUS IIEPEXBATY.

. Spoofing. CriocoOs1 moaaenku uaeHTuhuKaTopoB. CriocoObl MpOTUBOACHCTBUA Spoofingy.

. DOS-araku. Ocobennoctu peanuzanuu. CrnocoOsl mpoTuBozAeiicTBust DOS-aTakam.

. YHuBepcaJbHble METObl obOecneueHus: MH(POPMALMOHHON 0€3011aCHOCTH KOMIIBIOTEPOB U
KOMIIBIOTEPHBIX CETEH.

10. Cpoeumanu3upoBaHHble  MeTOAbl  oOecrieuyeHHss  MH(OPMAIMOHHONW  ©E3011aCHOCTH
KOMIIBIOTEPHBIX CETEH.

11. Unentudukanus u ayreHtudukanus. OcoOCHHOCTH ayTeHTH(HKAIMK I0JIb30BaTelie B
KOMIIBIOTEPHBIX CETSX.

12. ITIporokon Kerberos. Haznauenue. OcobeHHOCTH (PYHKITMOHHUPOBAHHMSL.

13. Pasrpannuenue n1octyrna K ”HPOPMALMOHHBIM PeCypcaM KOMIBIOTEPHBIX CETEH.

14. Kpunrorpaduyeckas 3amura HHGOpPMaUM B KOMIBIOTEPHBIX ceTsaX. JlocTonHCTBa M
HemocTtaTk. CrocoObl IPeo10JIeHHsI KpUNTOrpaduaecKoi 3auIiThl HH()OPMAIIHH.

15. Dnekrponnas noanuck. Haznauenue. [IpuMeneHune 1 3aliUThl CETEBOIO B3aMMOAEHCTBHSL.
[Ipumepsl.

16. Cxaneps! 6e3onacHocTU. CriocoObI BBISBIEHUS YSI3BUMOCTEH B MH()OPMAIIMOHHBIX CUCTEMAX.

17. Ayaur B uHpOpMAanmuOHHBIX cucTeMax. DYHKIUMM W Ha3HAuUCHHE ayauTa, €ro poib B
obecrieueHn HHPOPMAITMOHHOM O€30MaCHOCTH.

18. Cucrempl oOHapykeHusi BTOpkeHui. CuCTeMbl NpPENOTBpALICHHUS BTOpXKEHUH. MeTonuku
BBISIBIICHUS] CETEBBIX aTak.

19. CeTeBble U XOCTOBBIE CUCTEMbI OOHAPYKEHUS U IPEJOTBPALLEHHs BTOpPKEHUH. JlocCTOMHCTBA U
HE/I0CTaTKH.

20. MexcereBble skpanbl. Knaccudukanus. BapuaHTbl pasmemieHus: MEXCETeBOro HSKpaHa.
JIOCTOMHCTBA U HEJOCTATKH.

21. demunutapuzoBanHas 30Hbl. Haznauenue. CiocoObI BBIZCIICHHS.

22. Knaccudukanys MeXKCETeBbIX HKpPaHOB 10 YpOBHAM 3amuiieHHocTd. Ilokasarens
3alUIIEHHOCTH, MpUMEHseMble 1S Kiaccupukanuu. [IpuMeHeHre MeXCEeTEBbIX 3KPAHOB pa3IUYHbBIX
KJIACCOB.

23. Texnonorust VPN (Buptyanbnslie yacTHble ceTH ). Haznauenue. JlocToMHCTBa U HEAOCTATKH.

24. OcHOBHbIE KOMIIOHEHTHI TEXHOJIOTUU BUPTYaIbHBIX YacTHBIX ceTeil (VLAN).

25. Bpenonocuwsie mporpammbl. Krnaccudukarus. Kanansl pacnpoctpanenusi. BnusHue Ha
MH(POPMAIIMOHHbBIE CUCTEMBI.

26. AntuBupycHsle cpezcTBa. Kiaccupukanuus. MeToauky BbIsSIBICHHS BPEJOHOCHOTO KOJa.

27. CpenctBa obecneueHuss uHpopManmonHoit 6OesomacHoctt B OC  Windows’2003.
Pasrpanunuenue noctyna k gaHHbIM. ['pynnosast nonutuka. O6iacTe AEUCTBUS TPYIIIOBBIX IOJIUTHUK.

28. OcHOBHBIE 3Tanbl pa3pabOTKU 3aLIUIEHHON KOMIIBIOTEPHON CETH.

29. Ilpobnemsl obecrieueHus: 0e30MacHOCTH MpPUKIATHBIX cepBucoB (Bed, mourta, FTP) u ux
peLIeHus.

30. dusnueckue cpencTBa odecnedeHrs nHHOPMaMOHHON O€30MaCHOCTH.

O 00 1N n K~ W

14.1.3. TemMbI OIPOCOB HA 3aAHATHAX
Hctopus passurus cereii O9BM. MecTo U posib BBIUMCIUTENBHBIX CETEW B COBPEMEHHOM MHPE.
OcHoBHbIE IOHATUS U TepMHUHOJIOTUs. OOIIMe IPECTaBIECHUs O BEIYUCIUTENbHOM ceTu. Ob11iee noHATHE
00 MepapXxHuecKo CTPYKTYpe MPOTOKOJIOB. IIpMHIMIIBI MHOTOYPOBHEBOW OpraHM3alluU JIOKAIBHBIX H
rinobdansHbIX cereid OBM. Monens OSI. CrangapTHble cTEKH KOMMYHUKAIIMOHHBIX TPOTOKOJIOB.
Cranpaptusanus B cetsix. Knaccudukanys BolYUCIUTENbHBIX ceTel. TpeboBaHus, MpeabsBisieMble
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K COBPEMEHHBIM BBIYMCIUTEIBHBIM CETAM. MeTOapl M TEXHOJOTUU MPOEKTUPOBAHUS CPEICTB
TeiekoMMyHuKanuii. Ctpykrypusanuu cetu. dusuyeckas U JIorudyeckas Tonosioruu cereid. OCHOBHOE
KOMMYHHKAITMOHHOE 000pYy/I0BaHHE

Kananel cBsizu. XapakTepUCTUKH KaHAJIOB CBs3M. Jlormdyeckoe KoaupoBaHWE. ACHHXpPOHHAasA U
CHHXpOHHas nepenayn. Mepapxus B kabenbHO# cucteme. CTpyKTypupOoBaHHas KaOenbHas cucTeMa.

Kondurypauuu j1okaabHBIX BBIUHACIUTENBHBIX CeTel W MeTonbl AocTyna B HuX. CTpyKkTypa U
¢bynkuuu nokanbHbIx ceteil. Conepxanue crangapra IEEE 802. ba3oBbie TeXHOIOTHY JTIOKAJIBHBIX CETEH.
IEEE 802.2 Ethernet. O6opynoBaHue JTOKaIbHBIX CETEH.

[IporpammMHuble  cpencTBa TelneKOMMyHHUKanuu. CTpyKTypa MpOrpaMMHOIO — OOecreueHHs
nokanbHOM cetu. Kiaccudukanuss nporpamMMmHOro oOecrieueHusi JIOKajdbHBIX cerell. [IpuHiumnsl
MOCTPOCHHSI CETEBOTO MPOTPAMMHOTO OOECIIEYeHHS M CETEBBIX ONEpallMOHHBIX cucTeM. Kiaccudukarus
cepBepoB. [IpoekTupoBanue ceteit 9BM 1o NpUHIUITY «KJIUEHT-CEPBEPY.

CereBoil ypoBeHb nepeaun JaHHbIX. [P-agpecanus. Peanu3zanus MexxceTeBOro B3auMoIeHCTBUS
cpenctBamu TCP/IP. Tlopsimok pacnipenenenust IP-agpeco. Otobpaxenue IP-ampecoB Ha JoKaibHBIC
aapeca. ARP nmporoko.

[Ipunmuner mapumpytuzanuu B IP-cersix. IIpoTokonsl mapuipyruzanuu. IloHsitue gomeHa.
Homennas aapecauus B [P-cetsix. DNS npoToko.

IIporokon IPv6. ITporokomnsl TpancnioptHoro yposust TCP u UDP.

CoBpeMeHHbIEC TEHJICHIIMM PA3BUTUS TEICKOMMYHHKAIIMOHHBIX CHCTeM. MHTerpamnus pa3indHbIX
TUIIOB CEeTel U CeTeBbIX cyk0. Bupryanuzauus nndopmannoHHbix cucteM. OOIauHbIe BBIYUCICHUS.

ObecnieueHne 6€30MaCHOCTH TEJIEKOMMYHUKAIIMOHHBIX CBA3€M M aJMUHUCTPATUBHBIA KOHTPOJb.
OCHOBHbIE TIOHATHUS U TEPMUHOJIOTHUS.

Tunosble yrpos3el cereBoil Oe3zomacHOCTH. OCHOBBI KiacCHU(PHMKAIMU CETEBbIX Yrpo3 U aTak.
Brnusinue yenoBeueckoro ¢akropa Ha CETEBYIO O€30MaCHOCTb.

3ammTa TOMOJIOTMM CeTH. BupTyanpHble JOKajdbHBIE CceTH. JlOMOJHUTENbHBIE (QYHKIHH
KOMMYTaTopoB. [lepconanbHble 9kpanbl. AGOHEHTCKOE MU(pPOBAHUE.

3ammra cereBoro TpaduKka M KOMIIOHEHTOB CeTH. 3ammra KommoHeHToB cetn ot HC/I.
besonacHocts pecypcoB cetu. CpenctBa uIeHTUGUKALUA U ayTCHTHU(PHUKAIUU, METOJbl pa3eieHUs
PECYPCOB U TEXHOJIOIMH pa3rpaHUYeHMsI 1OCTyIa.

CpencTBa MOBBIIICHUS HAIEKHOCTH (DYHKIIMOHUPOBAHUS ceTeil. 3anuTa oT cO0eB JIEKTPOIUTAHNUS,
anmnapaTHOro U MporpamMMHoro odecnedenus. KoHTponb u pacnpeneneHne Harpy3ky Ha BBIYMCIUTENIbHYIO
CETb.

PernamenTtupytomnme 10KyMeHTb B 00JaCTH 0€30MaCHOCTH BBIUMCIUTENBHBIX ceTei. CTaHaapThl
0€30MacCHOCTH BBIYMCIUTENBHBIX CETeH U UX KOMIIOHEHTOB. [IpaBoBbIE OCHOBBI 3alTUTHI UHGOPMAIIUU B
CeTsIX.

CereBble ornepanuonnble cucteMbl Windows, Unix/Linux. OCHOBHBIE MPOTOKOJBI, CIIYXOBI,
(GYHKIIMOHUPOBaHME, CPEJCTBA OOecTieueHus1 OE30MMaCHOCTH, CPEJICTBA YIIPABICHUS U KOHTPOJIS.

[Tonmutuka Oe3zomacHocTH: [loHsTHE MONMUTHKKM O€30MacHOCTH. THMOBBIE IEMEHTHI MOJUTHUKH
0€30IMacHOCTH. [Toctpoenue, peanu3anus, noJaepKaHue u MoauUKaIus MOJATHKH
6e3onacHoctu.Kpurepun onenku OezonacHoctu cereBbiXx OC. OCHOBHBIE KpUTEpUH aHAJIM3a CETEBOM
6e3onacHoctr. OO01as mpoleypa aHaau3a.

OcHOBHBIE MEXaHU3MBI 00ecTiedeH s 0€30MaCHOCTH U YIIPABIEHUS PACIPeIeICHHBIMU PECYpCaMHU.
ObecrnieueHne HaJIEXKHOCTH HHPPACTPYKTYpbl IHTEpHET.

3amura kaHaioB cBsi3M B MHTepHeT. Buasl ucnonb3yeMmblx B HMHTEpHET KaHAlOB CBS3M.
Hcnonb30BaHne MeXCETEBbIX SKpaHOB. BUpTyanbHble YacTHBIE CETH.

VS3BUMOCTH U 3aIIuTa 0a30BBIX MPOTOKOJIOB U ciyk0: [IpoTokonsl mapiipytusanuu. CemMeicTBo
TCP/IP. Ciyx651 noucka. besonmachoct WWW 1 371€KTpOHHOI MMOYTHI.

CucreMbl OOHApyXeHHS W TPOTUBOACUCTBUS BTOpKeHUsM. Kiiaccupukanus W TPUHIUIBI
(GYHKIIMOHUPOBAHUS CUCTEM OOHApYKEeHUs BTOp>keHUH. CkaHepbl 6€30MaCHOCTH.

Knaccel ckanepoB 0e301acHOCTH M OCOOCHHOCTH PUMEHEHHs. 3alluTa OT BUPYCOB.

3aiuTa 3JeKTPOHHOTO IOKYMEHTO000pOTa.
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14.1.4. Tembl 12a00paTOPHBIX PadoOT

MonenrpoBaHe ceTeBbIX YCTPOUCTB U IPOTOKOJIOB B JIOKAJIBHBIX CETAX

MonenupoBanue BUpTyalbHbIX JOKaIbHBIX ceTell (VLAN) ¢ pasrpaHnyeHreM JOCTyna K CETEBBIM
pecypcam

Hactpoiika noakiaroueHus y3ia K CeTH. ABTOMaTUYECKask JMHAMUYECKas U CTaTUYECKask HACTPOMKH
CETEeBOI0 MOJKIIOUEHUSI.

Crex npotokonioB TCP/IP. IIpuknagasie mpoTokossl cetu MHTEpHeT.

Cetu Microsoft Windows. YmpaBieHue ceTeBbIMU pecypcaMu B OJTHOPAHTOBOU CETH.

Ceru Microsoft Windows. Active Directory. YnpaeieHue ceTeBbIMU pecypcaMu KOpIOpaTUBHOMN
ceTu. ['pymnmoBble MOTUTUKH.

MonenupoBanue 6a30BbIX CIIY)KO U TPOTOKOJIIOB MAPIIPYTH3AIMH B TTTOOAIBHBIX CETAX.

bazossie ciyx0b1 cetrt MaTeprer. DHCP. DNS. TIpoTokoiibl MapuipyTu3aiuu.

[Tpuknanueie ciyx0bl cet MuTepuer. Hactpoiika Web-, FTP-cepBepoB u cepBepa 31eKTpoHHOM
MIOYTHI.

Pasrpannuenue nocryna K JIOKaJbHBIM U CETEBBIM pecypcaM. JMCKpelMOHHass M MaHJaTHas
MOJIETIN YIIPABIIEHUS JOCTYIIOM.

WHCTpYMEHTHI ISl KCCIIE0BAaHUS CeTH (CHU(EPHI)

WHCTpyMEHTBI AJIsi UCCIIEIOBAHUS CETHU (CKaHephbl 0€30IaCHOCTH)

MexkceTreBble DKpaHbl

AHTUBHpYCHAs 3alUTa

BupryanbsHbie yacTHbIE ceTU

CucreMbl 00HApY>KEHUS U MPEJOTBPAIICHUS BTOPKEHUIN

DLP-cucremsl

be3omnacHOCTh MPUKJIAIHBIX TPOTOKOJIOB

14.1.5. 3auér

1. I[Tonsitue cetu. TpeOoBaHus, NPEIbSBISIEMbIE K CETH.

2. Knaccudukarus cereit. [Ipu3naku kinaccupukamm.

3. CereBble Tonosoruu. [IpeumyniecTBa 1 HEJOCTaTKU OA30BBIX CETEBBIX TOMOJIOTHI.

4. Metogsl KOMMyTaluu y3i10B ceTd. [IpemmyniecTBa M HENOCTAaTKM PA3JIMYHBIX METOJOB
KOMMYTallUH.

5. Merojbl aipecaninu B MajbIX U O0JIbIIMX ceTsX. TpeboBaHMs K afpecam.

6. OcHOBHBIE annapaTHbIe U MPOrPaMMHbIE KOMIIOHEHTHI KOMITBIOTEPHBIX CETEH

7. HaznaueHue 1 coctaB TUHUN CBA3U. Ha3HaueHne Kak10ro KOMIIOHEHTA JIMHUH CBS3U.

8. OcHoBHbIE BUIBI Tepeaaromux cpel. x xapakrepuctuku. OrpaHu4eHus Nepealonx Cpel.

9. bectipoBoHas nuHus cBs3u. CoctaB ob6opynoBanus. [lonsTie kanana.

10. CereBas monens OSI. HaznaueHue. YpoBHU B3aUMOIEHCTBUS OTKPBITHIX CUCTEM.

11. Cranmapruzanus cereid. [Ipoexr 802.x.

12. Meroap! 1ocTyna K cpeie nepeaadn JaHHbIX.

13. [Nonsarue nporokoina u uHTepdeiica. Creku npoTokonoB. CTaHJapTHBIE CTEKU MPOTOKOJIOB.

14. CereBas apxurekrypa Ethernet. bazoBblil crangapt. KoMrnoHeHTsI peanu3anuu Ha GU3n4ecKkoM
YPOBHE.

15. Crpykrypa kaapa texnosoruu Ethernet. Texunomoruss VLAN. Crangapt IEEE 802.1q.

16. CereBas apxurektypa Token Ring.

17. CereBas apxurektypa FDDI.

18. O6opynoBanue JIBC. IIpuHiumbl paOboThl KOHIIEHTPATOPOB, MOCTOB, KOMMYTaTOPOB.

19. CeteBble onepaiiuoHHbIe cucTeMbl. TpeboBaHus, npeabasisieMble k cereBbiM OC.

20. bazoBble MPUMHUTHUBBHI NEepeAaydl COOOLIEHUN B paclpelesieHHONW ceTH. BBI30B yaaneHHbBIX
npouenyp. MexaHns3m COKETOB.

21. CereBsie ¢aitioBble cucteMbl. CeMaHTHKa paziesieHus Gpaisos.

22. Cny>x0b1 ”MeHOBaHUS pecypcoB. Ciyx0a kaTanoros. JJoMeHHBIN TOIXO/I.

23. Ciyx6a karanoroB Active Directory. YrpasneHue o0beKTaMu ce€TH. I pynmnoBbie MOTUTHKH.
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24. 3agauu MOCTPOCHUS OOBEAMHEHHBIX CETEH.
25. TI'nobansHas cerb MHuTepHeT. Iloctpoenne. OcHoBHBIC MOHATHSI. CEMEHCTBO MPOTOKOJIOB

TCP/IP u ero poib B IOCTPOSHUH III00ATBHBIX CETEH.

26. Crek potokosoB TCP/IP. O6macts npumenerusi. OCHOBHBIE XapaKTEPUCTHKH.
27. Tunel agpecoB, npumeHsieMblx B ceTd MHrepHer. Ha3znauenue. TexHonoruu pasperieHus

a/IpecoB.

28. IP-anpeca. Knaccer IP-cereii.

29. IP-anpeca. Texunonorus CIDR. ITonsitue cereBoro npedukca.

30. O6opynosanne I'BC. KpaTkast xapakrepucTuka 1 Ha3HaUCHUE.

31. Crpykrypa cetu UHTEpHET. ABTOHOMHBIE CUCTEMBI 1 MaructpaibHbie CeTH. TUIbI TPOTOKOJIOB

MapIIpyTU3ALUH.

32. Mapuipytuzanus [P-nporokosna. AJIropuTMbl MapiipyTHU3aIUuU.

33. IIporokonsl MapupyTtusanuu RIP u OSPF. XapakTepucTrku, JOCTOMHCTBA U HEJOCTATKHU.

34. IIporokon ARP. Haznauenwue. [Ipunnun ¢yHKIIMOHUPOBAHHUS.

35. IIpotokon DHCP. Ha3nauenwue. [lpuHumn ¢yHKIHMOHUPOBAHUSI.

36. Cnyxx6a DNS. Haznauenue. [Ipuanun ¢yHKIIMOHUPOBAHHMS.

37. Tlporokonbl TpancnopTHoro ypoBHsi creka TCP/IP. CpaBHuUTeNbHBIE XapaKTEPUCTUKH U

MIPUHIIMIIBI pAOOTHI.

I10.

38. IlepexBar nmakeToB B JIOKaabHOU ceTu. IHCTpyMeHThl. CTpYKTYypa MakeToB.

39. TexHonorum «mocneane Muwiny. [IporpaMMHbIi 1 anmapaTHBINA COCTaB.

40. Cnyx661 WWW u FTP. IIpotokoisl. Hactpoiiku cepBepHoro u kiauerTckoro [10.

41. Cnyx06a E-mail. IIpoTokomnsl anexkTponHoi moutsl. Hactpoiiku cepepHoro u kiaueHtckoro I10.
42. Cnyx06a MrHOBeHHBIX coobmiennii Jabber. [IpoTokosbl. HacTpoiiku cepBepHOTo 1 KIIMEHTCKOTO

43. TexHosoruu nepenauu rojgocoBoit uupopmanuu. [poroxosnsr SIP, RTP.
44. TunoBast CTPYKTypa 0TKa30yCTOHYMBOrO Kinactepa. PesepBrupoBaHye JaHHBIX.
45. OcHOBHBIE KOMaH/Ibl, UCTIOJIb3yeMbI€ TIPU pabOTe C CETHIO B PEKUME KOMAHTHOW CTPOKH.

14.2. TpeGoBaHuA K OLEHOYHBLIM MATEPUAJIAM JIJIA JIUI C OTPAHUYEHHBIMH BO3MOKHOCTSIMHU

310PpOBb{ U HHBAJIUA0B
I[J'IH Jan € OrpaHUYCHHBIMHU  BO3MOXHOCTAMHU 3O0POBbA W HWHBAJIUAOB MTPCAYCMOTPCHBI

JIOTIOJIHUTENbHBIE OLIEHOYHbIE MaTepHalibl, IEPeUEHb KOTOPBIX YKa3aH B Tabnuie 14.
Tabmuua 14 — JlonoiaHUTENbHBIE MaTepUallbl OLICHUBAHUS /IS JIUL] C OTPAHUYEHHBIMU BO3MOXKHOCTSIMU
310POBBSI U HUHBAJIMJIOB

oOyJaromuxcs

DopMBI KOHTPOJISL U OIICHKH
PE3yNbTaTOB O0yUYEHUS

BI/II[BI JOITOJIHUTEIBHBIX OLICHOYHBIX
MaTcpHraJioB

Kareropun

C HapyuieHusIMH

TecTbl, NMCbMEHHBIE CAMOCTOSITEIbHBIE
paboThl, BOMPOCH! K 3a4ETY,
KOHTPOJIbHBIE PaOOTHI

HpeI/IMYH_[eCTBeHHO IMUCbMCHHAas

ciyxa IIpoOBEpKa

C HapyleHusIMU

[IpenmyIiecTBEHHO ycTHAs TIPOBEPKa
(MHIWBUYaTBHO)

CobecenoBanue 1o BOIIpocaM K 3a4eTy,

3PpCHUA OIIpoOC 110 TCpPMHUHAM

Pemenne JUCTAaHIIMOHHBIX TECTOB,

C HapyueHusIMH
OIIOPHO-
JIBUTATEILHOTO
armapara

KOHTPOJIbHBIE pabOThI, MMCbMEHHBIE
CaMOoCTOSITeNIbHbIE PabOThI, BOMPOCHI K
3aueTy

[IpenmyiiecTBEHHO TUCTAHIIMOHHBIMHU
METOJaMH

C orpaHu4eHHsIMU 110
o0IIeMe TUIINHCKUM
MOKa3aHUSAM

TecTbl, NMCbMEHHBIE CAMOCTOATEIbHBIE
paboThI, BOMPOCHI K 3aUeTy,
KOHTPOJIbHBIE pa0OThI, YCTHBIE OTBETHI

[IpeumyiiecTBEHHO MPOBEPKA
METOAAMHU MCXOJISl U3 COCTOSTHUS
oOyuJaromierocss Ha MOMEHT IPOBEPKHU

14.3. Meroanyeckue peKOMEeHAALMH 110 OLEHOYHBIM MAaTepHAaJIaM ISl JIHI ¢ OTPAHUYECHHBIMH
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BO3MO’KHOCTSIMH 310POBbsI H HHBAJIH/IOB

Jns nui ¢ OrpaHMYEHHBIMH BO3MOKHOCTSIMH 370POBbSI M HMHBAJIHMIOB IPEAYCMaTPUBACTCS
nocTynHas popMa npeaocTaBIeHHs 3aJaHI OLIEHOYHBIX CPEJICTB, @ UMEHHO:

- B IIeYaTHOU (opme;

- B I1€4aTHOHM (popMe ¢ YBEINUEHHBIM MIPHUPTOM;

- B (hopMe IIEKTPOHHOTO JJOKYMEHTA;

- METO/IOM YTCHHS ACCHCTEHTOM 33/1aHUS BCIYX;

- Ipe0CTaBIICHUE 3aJaHHs C HCIIOJIb30BAaHHEM CYPI0TIepEBO/IA.

Jluam ¢ OrpaHUYEHHBIMH BO3MOXHOCTSIMH 3/I0pPOBbSl M MHBAJHUJaM yBEIHMYMBACTCS BpeMs Ha
MOJI'OTOBKY OTBETOB Ha KOHTPOJBHBIE BOMPOCHL. /[l Takux OOydaromuxcsi IperycMaTpuBaeTCs
nocTynHas popMa npegoCcTaBIeHHsI OTBETOB HA 3aJjaHUs, & UMEHHO:

- IICBMEHHO Ha Oymare;

- Ha0Op OTBETOB HAa KOMITBIOTEPE;

- Ha0Op OTBETOB C UCIOJIB30BAHUEM YCIIYT aCCUCTEHTA;

- IpEeCTaBICHNUE OTBETOB YCTHO.

[Tponetypa olleHMBaHUS PE3yAbTATOB 00YUESHHUS JIUI] C OTPAaHMYEHHBIMH BO3MOXKHOCTSIMU 3JI0POBbSI
U WHBAIMAOB 10 JHCUUIUIMHE TIPEeIyCMaTpHBaeT MpeAocTaBieHue uHpopMamuu B (opmax,
aJIalITUPOBAHHBIX K OTPAaHHYCHHUSM UX 3[I0POBbS U BOCIPUSTHS HHDOPMALIUH:

JIJ1s1 JIMI ¢ HAPYIIEHUSIMH 3PeHus:

- B (hopMe IIEKTPOHHOTO JOKYMEHTA;

— B IIEYaTHOH (OpMe yBETMUEHHBIM MIPH(PTOM.

JI1s1 1M1 ¢ HAPYLIEHUSIMM CJIyXa:

- B ()OpMe IIIEKTPOHHOTO JOKYMEHTA;

- B [I€YaTHOH opme.

J1J1s1 JIMIL ¢ HAPYIIEeHUSIMHM ONOPHO-IBUTATEJbHOI0 anmnapara:

- B (hopMe IIEKTPOHHOTO JOKYMEHTA;

- B IIEYAaTHOH (opme.

[lpn HEOOXOOMMOCTH Uil JHMII C OrPAaHWYCHHBIMH BO3MOKHOCTSIMU 3/I0POBbSI M HMHBAIUIOB
IpoIielypa OlCHUBAHUS PE3yJIbTATOB 00YUYCHHUSI MOXKET MTPOBOIUTHCS B HECKOJIBKO JTAIOB.
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