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1 |Jlexkuuu 18 0 18 JacoB
JlaboparopHbie pabOTHI 28 0 28 9acoB
3 | KoHTpoiab camocToATeNnbHOM paboThl 0 18 18 4acoB
(xypcoBoit poeKT / KypcoBasi paboTa)
4 | Bcero ayIuTOPHBIX 3aHATHIH 46 18 64 4acoB
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6 | CamocrosTenpHas paboTa 26 18 44 4acoB
7 | Bcero (6e3 sx3ameHa) 72 36 108 9acoB
8 | OO0mas TpyI0eMKOCTh 72 36 108 9acoB
2.0 1.0 3.0 3.E.

3auer: 6 cemecTp
KypcoBoii mpoexT / kypcoBast paboTa: 7 cemecTp
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rpotoxos Ne oT & » 20 1
JIMCT COI'JTACOBAHU A
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[exan ©b E. M. 1aBbiioBa
3aBeyrOnIMi BeIMTycKaromen kad.
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unpopmannonHsix cucreM (BHUC) O. O. EBcrotun

Houent xad. KUBSBC A. A. Kones
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1. lean u 3aa49u TUCUMILJIUHBI

1.1. Heau TUCHUNIHHBI
[lenpro mpenogaBaHusl AUCIUIUIMHBI SBISIETCS OCBOSHHWE METOJIOB YIPABJICHHUS MPOTPAMMHBIMH
CpeICTBaMU 3aIUTHI HHPOPMAINH, PEATU30BAHHBIMI Ha OCHOBE KITMEHT-CEPBEPHON TEXHOJIOTHH.

1.2. 3agauy JUCHUIIIMHBI

— Ilonyuyenue 3HaHMI W YMEHHMH IO MeTojaM cOopa M ayauTa COOBITHH HH(POPMAIIMOHHOMN
0€30MMacHOCTH B COBPEMEHHBIX CPEJICTBAX 3aIIUTHI HH(POpMAIIHH;

— ITlonmyuenue ymMeHMI 1 HABBIKOB I[IEHTPAIM30BAHHOTO YIIPABICHUS KIIMEHTCKUMU MOIYJISIMU U
pearupoBaHUsl Ha yrpo3bl O€30MaCHOCTH;

— Tlomyuenue 3HaHUMI 0 MeTOHaX KOHTPOJIS PabOTOCIIOCOOHOCTH M IENOCTHOCTH KIIMEHTCKHUX
MOJTyJIei CPEICTB 3alUThl HH(pOpMaIUH;

— H3ydeHue MeTOIOB KOHTPOJIS U OLIEHKH YCTaHOBJIEHHOI'O MPOrPaMMHOrO W amnmnapaTHOTO
o0ecrniedeHurs Ha 3alUIIAaeMbIX KOMIBIOTEPAX B JIOKAJIbHOW CETH;

— H3ydeHnue mMeTonoB obOecriedeHHs] U KOHTPOJISI aHTUBUPYCHOW 3alIUThl pa0OYUX CTaHIUI B
CETH OpraHu3alNH.

2. Mecto aucnuniaunnsl B cTpykrype OIIOII

Hucturnnuna «Ynopasienue cpeacramu 3amuTsl uHbopmaruny (b1.B.OJ1.8) otHocuTcst K 610Ky
1 (BapuaTUBHAs 4acTh).

[IpeamiecTBYIOMMUMH  TUCHUIUIMHAMHA, (HOPMUPYIOIIMMHA  Ha4yalbHBIC 3HAHUS, SIBISIOTCS:
besomnacHocTh omepannoHHBIX cucteM, bezomacHocTh ceteit DBM, OpraHu3aiioHHOE W IMPaBOBOE
obecrieyeHrne NHPOPMALTMOHHOM OE30MTaCHOCTH, YTIPaBJICHUE CPEIICTBAMHE 3aIUTHl HH(POPMAITUH.

[Tocneayromumu  AUCHMILUTMHAME ~ sBIsifOTCs:  [IporpaMMHO-anmapaTHbIe CpEACTBA  3aIIUTHI
uHpopManuy, YpaBieHHe CPEeACTBAMH 3aIIUTHI HHPOPMALINH.

3. TpeOoBaHuA K pe3yJIbTATAM OCBOCHUS JUCHUIIMHBI

[Tponecc n3yyeHHst JUCUUIUIMHBI HAallpaBjieH Ha (JOpMUPOBAHHE CIIETYIOIUX KOMIIETEHIIHNA:

— TIK-1 cmocoOGHOCTBIO BBIMOMHATH PabOTHI 1O YCTAaHOBKE, HACTPOHWKE W OOCITY>KUBAHHIO
IIPOrpaMMHBIX, NPOrPaMMHO-aNMAPaTHBIX (B TOM YHCIE KPUNITOrpapUUeCcKUX) U TEXHUYECKUX CPE/ICTB
3alIUThl HH(OPMALIIH;

— IIK-10 cnocoOGHOCTBIO TPOBOJIUTH aHAIM3 WHOOPMAIIMOHHOW O€30MacHOCTH OOBEKTOB W
CHCTEM Ha COOTBETCTBUE TPeOOBAHUSAM CTaHIAPTOB B 001aCTH HH(OPMAIIMOHHON 0€30I1aCHOCTH;

— IIK-15 cnocoOHOCThIO OpraHU30BBIBATH TEXHOJOTMYECKUH IMPOLECC 3allluThl MHPOpMaLUu
OTPaHUYEHHOTO JOCTYyNa B COOTBETCTBUM C HOPMAaTHMBHBIMH IPABOBBIMH aKTaMU M HOPMAaTUBHBIMH
MeToAMYECKUMH JTIokyMeHTamMu DenepanbHolt  cimyx0bl  OGe3omacHocT  Poccuiickoit  ®dexnepauuu,
®DenepalibHOM CITy>KOBI IO TEXHUYECKOMY U SKCIIOPTHOMY KOHTPOJIIO;

- TIK-6 CIOCOOHOCTBIO MPUHUMATh Y4acTHE B OpPTaHU3allMM M MPOBEIEHUH KOHTPOJIbHBIX
IPOBEPOK paboTOCHOCOOHOCTH U 3((HEKTUBHOCTH MPUMEHSEMBIX MPOTrPAMMHBIX, MPOTrPAMMHO-
anmnapaTHBIX U TEXHUYECKUX CPEJCTB 3aIlIUThl MH(pOpMaInH;

— TIIK-13  cnocoGHOCThIO MpPHUHHMMAaTh ydacTHe B (OPMHPOBAHWH, OpPraHU30BBIBATH U
MOJIICP)KUBATh BBINOJIHEHHE KOMIUIEKCa Mep Mo obecredeHuio HHGOpMalMOHHON Oe30macHOCTH,
YIPaBIATh IPOLECCOM UX pealn3aluy;

B pesynbrare u3ydeHus AUCUUILUIMHBI 00yYarOIUICs TOIDKEH:

—  3HATh [PHUHLMIIBI OPraHU3aUu WH(OPMALIMOHHBIX CUCTEM B COOTBETCTBHM C TPEOOBaHUSIMU
0 3aluTe UHPOPMAIIMK; BO3MOXKHOCTH M Ha3HAYEHHE COBPEMEHHBIX CPEJCTB 3aIlIMThl HH(POpPMAIUU OT
HECaHKLMOHMPOBAHHOIO JOCTYTIA.

— yMeThb BBINOJHATH PAOOTHI MO YCTaHOBKE, HACTPOWKE U OOCITY>KMBAaHHIO IPOTrPAMMHBIX,
MIPOrpaMMHO-AIIaPaTHBIX CPEJCTB 3alUThl UHPOPMAIMH; OPraHU30BbIBATH TEXHOJIOTHYECKHUH Mpoliecce
3alIUThl HHPOPMAIIUN OTPAaHUYEHHOTO JJOCTYIA B COOTBETCTBUU C HOPMATUBHBIMU ITPABOBBIMU aKTaMH U
HOPMAaTUBHBIMH METOJIWYECKUMHU JIOKyMeHTamMu @DenepanbHOil ciayxkObl Oe3omacHocTH Poccuiickoit
@enepanun, DenepanbHONH CIYKOBI MO TEXHUYECKOMY M SKCIIOPTHOMY KOHTPONIO; 3((eKTUBHO
UCIIOJIb30BaTh pa3jMyYHble METOAbl W CPEICTBA 3allluThl MH(MOpPMAIMM [ KOMIBIOTEPHBIX CETEH;
aJIMUHUCTPUPOBATh OJCUCTEMBI HHPOPMALIMOHHONW O€30M1aCHOCTH aBTOMAaTU3UPOBAHHBIX CUCTEM.

— BJaJeTh HaBbIKaMH aHalM3a MHPOPMAIMOHHON O€30MacHOCTH OOBEKTOB M CHUCTEM Ha
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COOTBETCTBHE TpPEOOBaHMSIM CTAaHAAPTOB B 00JacTh HHGOPMAIMOHHON OE30MaCHOCTH; HaBbIKAMH
BBIIBJICHUS! M YHUUYTOXKCHUS KOMITBIOTEPHBIX BHPYCOB; METOJAMH M CPEICTBAMH BBISBICHHUS YIPO3
0€30MaCHOCTH ABTOMAaTH3UPOBAHHBIM CUCTEMaM.

4. O0beM JUCUMIIIMHBI M BUAbI Y4eOHOH padoThl
OOmast TPpyIOEMKOCTh JTUCHHUILIMHBI cocTaBisieT 3.0 3a4eTHBIX €IMHULBI U MPEACTaBICHA B
Tabymue 4.1.
Tabnuna 4.1 — TpyA0eMKOCTh AUCIUIUIUHBI

Bunb yaeOHOM NesTeNbHOCTH Bcero gacos CemecTtpbl
6 cemectp 7 cemectp

AyIuTOpHBIE 3aHATHUS (BCETO) 64 46 18
Jlexun 18 18 0
JlaGopaTopHbie pabOThI 28 28 0
KonTtposas camocToaTenbHOM paboThl (KypcoBoit 18 0 18
MIPOEKT / KypcoBasi paboTa)
W3 HUX B MHTEPAaKTUBHOU (hopme 14 14 0
CamocTtosTenbHas padora (Bcero) 44 26 18
BrimonHenne KypcoBoro mpoekTa / KypcoBon 18 0 18
paboThI
Odopmienune oT4eTOB MO JAO0PATOPHBIM 21 21 0
paboram
[TpopaboTka JIEKIIMOHHOTO MaTepuaa ) 5) 0
Bcero (0e3 3x3amena) 108 72 36
OO01mas Tpya0eMKOCTh, 4 108 72 36
3auerHble EMUHUIED 3.0 2.0 1.0

5. Copepxxanue QM CUUILTHHBI

5.1. Pa3aennl IMCOUILIMHBI 1 BUABI 3aHATHR
Paznensl AMCUMITITMHBI U BUABI 3aHSATHI NpUBeeHBI B TabmuIe 5.1.
Tabnumna 5.1 — Pa3gensl AMCHUIUIMHGBI U BUABI 3aHITHI

Bcero
JIa6. |KII/KP,| Cam. qacoB | DopMupyemeie
Haspanwust pa3znenoB AUCHUILTHHBI Jlek., u
pab., g q pab., g (6e3 KOMITETCHITHT
HK3aMEeHa)
6 cemecTp

1 LlenTpanu3oBaHHOE YIPABICHHUE 4 16 0 13 33 ITK-1, TTK-6,
CpeICcTBaMu 3alUThl HHGOPMAIIHH OT ITK-15
HECaHKIIMOHUPOBAHHOTO JOCTYIIA B
JIOKaJIbHOM CETH.
2 lleHTpanu3oBaHHasl HHBEHTAPU3ALIHS 2 4 0 4 10 ITK-1, TIK-15
PECYPCOB JIOKaJbHOU CETH. Y Jal€HHBIN
KOHTPOJIb pab0TOCIIOCOOHOCTH CPENICTB
3amuThl HHGOPMAITUH Ha pabounx
CTaHIIHSIX.
3 llenTpanu3oBaHHas 3anIuTa OT 4 4 0 4 12 ITK-1, TIK-15
BUPYCOB B JIOKQJIIbHOM CETH.
4 llenTpayiM30BaHHBIN yUYET U 4 4 0 4 12 ITK-1, T1IK-15
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yIpaBJieHHE MPOrpaMMHO-
annapaTHbIMM CPEICTBAMU 3ALUTHI
uHpopmanuu.
5 Ananu3 HOPMAaTUBHBIX TPEOOBAHUI 4 0 0 1 ) I1K-10, ITK-
10 YNPABJICHUIO CPEACTBAMHM 3AIUTHI 13, T1IK-15
uHpopManun
Hroro 3a cemectp 18 28 0 26 72
7 cemecTp
6 AIMUHHCTPUPOBAHUE U yIIPABJICHUE 0 0 18 18 18 ITK-1, TTK-6,
CpeICTBAMU 3aUTHl HHPOPMAIUH OT [IK-10, TIK-
HECAHKIIMOHMPOBAHHOIO JIOCTYIIA. 15, IIK-13
Htoro 3a cemecTp 0 0 18 18 36
Utoro 18 28 18 44 108
5.2. Conep:xanue pa3jiesioB JUCUMILIMHBI (110 JEKIUIM)
Copepxanuie pa3aesioB AUCUUILUINH (10 JIEKLKSAM) MPUBEIEHO B Tabnuie 5.2.
Tabnuma 5.2 — Coneprxkanue pa3/ie’oB JUCIUILINH (10 JIEKIHSIM)
Conepxanue pa3aenoB AucuuIuingsl (no | TpynoemkocTs, | @opmupyemblie
HazBanus paznaenos Acp pasli fch ( PyA i PMHPY
JICKLIUSM) q KOMIIETEHIINH
6 cemecTp
1 LHentpanuzoBanHoe | [IpuHLIMIIBI TOCTPOEHUS CPEACTB 3aILUTHI 4 I1K-6, IIK-15
yIpaBieHHUE nH(pOpMaIIMK; OCHOBHBIE MEXaHU3MBI
CPEJICTBAMU 3aLUThI 3alllMThI; allllapaTHbIE CPEICTBA;
uH(pOpMaIUU OT KOH(UTYpUpPOBAHUE; AYAUT; MOHUTOPUHT U
HECaHKIMOHMPOBAHHOIO | OIEPATUBHOE YIIPABJICHNE; IOJIHOMOYHOE
JOCTYyTA B IOKAJIBHON | yIIpaBlIeHUE AOCTYIIOM M KOHTPOJIb MeUaTH.
TH.
ce Hroro 4
2 llenTpanmu3oBanHas | OCHOBBI IPOBEICHUS NHBEHTApU3ALUH [1K-15
MHBEHTapH3aIus PECypCoB B JIOKAJIbHON CETH; MOATOTOBKA K
PECYPCOB JOKAJIBHOM MHCIEKIUSAM; HHCIIEKIIUU KOMIIBIOTEPOB;
ceTu. Y TaI€HHBIN IIOJIy4EHHUE OTYETOB C PE3yJIbTaTaMH
KOHTPOJIb WHCIIEKTUPOBAHM. Y NaJE€HHBIN KOHTPOJIb
paboTtocrnocoOHOCTH paboTOoCIIOCOOHOCTH CPEICTB 3AITUTHI
CPEJICTB 3aLIUThI uHpOpMaLUU Ha pabOYNX CTAHIUSAX.
uH(pOpMaIUU H
(opman a Hroro 2
pabouux CTaHIHUSAX.
3 llenTpamu3oBanHas | YIIpaBJIeHHUE CepBepaMu 4 ITK-15
3aluTa OT BUPYCOB B aIMUHUCTPUPOBAHMS; YIIPABIICHUE
JIOKAJIbHOM ceTu. rpynnamu aIMUHUCTPUPOBAHUS;
yIpaBIEHUE KINEHTCKUMU KOMIIBIOTEPAMY;
pabota ¢ oT4eTaMH, CTATUCTHKOM.
Hroro
4 llenTpann3oBanHblii | Ha3zHaueHwne cpencTB yueTa U yrpaBlIeHUs I1K-15

y4eT U yIpaBlieHUE
IPOTPaMMHO-
anmapaTHBIMUA
CpeICTBaMH 3aIIUTHI
uHpOpMaLIUH.

anmapaTHbIMU UACHTU(PHUKATOPAMU U
HOCHUTEJISIMH KJTI0U€BOM MH(POpMAIUY;
BO3MO>KHOCTH; apXUTEKTYpa; HACTPONKa;
YIpaBJICHUEC ) KU3HCHHBIM TUKJIOM CPCIACTB
ayTeHTU(UKALIUKU; ayAUT UCTIONb30BaHUS
CPEICTB ayTeHTU(UKALINH.
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Hroro

5 AHanu3 HOpMaTUBHBIX
TpeboBaHU 1O
YIPaBICHUIO
CpeICTBaMU 3aIUTHI
uHpopManun

AHanu3 HOpMaTHBHBIX TpeOOBaHUH TIO
YIIPaBJICHUIO CPEICTBAMU 3aIUTHI
uH(popMaIuu. AHAITN3 HOPMATUBHBIX
TpeboBanuit denepaabHON CIIYKOBI IO
TEXHUYECKOMY M SKCIIOPTHOMY KOHTPOJIIO
(®CTIK) npu obecrieueHrH Mep
0€3011aCHOCTH NEPCOHATBHBIX JaHHBIX, B
rOCyJapCTBEHHBIX HHPOPMAITMOHHBIX
cucremax. AHanu3 TpeboBaHUN
0€30IaCHOCTH K aBTOMaTU3UPOBAHHBIM
cHCTEeMaM YIPAaBJICHUS TEXHOJIOTHUECKUMHU
POIIECCAMH.

[1K-10, ITK-13,
I1K-15

Hroro 4
Hroro 3a cemectp 18
Htoro 18

5.3. Pa3nesibl AUCHMILUIMHBI U MEKIMCHUIIIMHAPHBIE CBSAI3H ¢ 00ecleYHBAKIUMY (NPeAbIIYIHMH)

U 00ecrneuynBaeMbIMHU (l'[OCJ'Ie)]leIIH/IMH) JAUCHHUIVIMHAMH

Pa3nensl QTUCHUIUIMHBI M MEXIUCIUIUIMHAPHBIE CBA3M C 00eCNeUnBAOIIMMU (IIPEABIAYIIUMU) U
obecrnieunBaeMbIMH (ITOCIICTYIOIINMH ) TUCIUTIIMHAMH TTPEICTaBICHBI B TabmuIe 5.3.
Tabnuna 5.3 — Pa3znenbl IUCHUIUIMHBI U MEXKAUCIUILTHHAPHBIE CBSI3U

HanmenoBanme JAUCIUITIINH

Ne pazaenoB naHHO#N AMCHUIUIMHBI, 411 KOTOPBIX HEOOXO0IUMO
n3y4deHue 00eCreuynBaOIINX U 00ECTICYMBAEMBIX JTUCIUTIIIUH

1 2 3 4 5 6
[IpeniecTByronue AUCUUIIUHBI
1 be3onacHOCTb ONepalOHHBIX CUCTEM + + + + +
2 bezonacHocTs ceteit OBM + + + +
3 OpranuzanvoHHOE U PaBOBOE
oOecrieyeHre HHPOPMALIMOHHOM +
0€30MacHOCTH
4 YupasieHue cpeicTBaMHU 3alUThI + + + + + +
uH(popManun
ITocnenyromue TUCIUTIINHBI

1 TIporpaMMHO-anmnapaTHele CpeACTBa + + + + +
3amuThl HHDOpMALIUU
2 YmupaBieHu TBaMHU WTBI

VYnpasieHue cpeacTBaMu 3alll + + + + + +
uHpopMaun

5.4. CooTBeTcTBHE KOMIIETEHIUH, GOpPMHPYEeMBbIX IPH U3Y4YCHUH AUCHHUILINHBI, 1 BUAOB 3aHATHH
CooTBeTcTBHE KOMIETEHIMH, (OPMUPYEMBIX NpPU H3YYEHHHM TUCHMIUIMHBI, U BUAOB 3aHATHH

Mpe/ICTaBJIeHO B TaOIUIEe

5.4.

Tabmuua 5.4 — CooTBeTcTBHE KOMIETEHIUH, (OPMUPYEMBbIX MpPU H3YyYECHUHM TUCHMIUIMHBI, U BHJIOB

3aHATUU

Bunel 3angaTuii

Kommereninun

Jlek.

JIa6. pa6. | KCP (KII/KP)| Cawm. pa6.

(I)OpMLI KOHTPOJIA
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[1K-1

3ammTa otdyera, OTUET 11O
naboparopHoii padore,
3anmTa KypCcoBbIX
MIPOEKTOB / KYPCOBBIX
pabor, Tect

[1K-6 +

3amura otdyera, OTYET 110
nabopaTopHO# padoTe,
3amuTa KypcoBbIX
MIPOEKTOB / KYPCOBBIX
pabort, Tect

[1K-10 +

Koncmekr
CaMONIOATOTOBKY, 3allluTa
KYPCOBBIX ITPOCKTOB /
KYpCOBBIX paboT, 3auer,
Tect

I1K-13 +

Koncnekr
CaMOIIOATOTOBKH, 3aIluTa
otuera, OTYET 110
nabopaTopHoO# padoTe,
Ormpoc Ha 3aHATHSX,
3aiuTa KypcoBBIX
MPOEKTOB / KYPCOBBIX
pabor, 3auer, Tect

[1IK-15 +

Koncnekr
CaMOIIOATOTOBKH, 3aIluTa
otuera, OTYET 110
nabopaTopHoO# padoTe,
Ormpoc Ha 3aHATHSX,
3aiuTa KypcoBBIX
MIPOEKTOB / KYpCOBBIX
pabor, 3auer, Tect

6. UnTepakTHBHBIC MeTOABI U (hpOPMBI OPraHu3anuy 00y4YeHust
TexHOI0rMM UHTEPaKTUBHOTO O0YUEHUS MPHU pa3HbIX pOpMax 3aHATUH NpUBeeHb! B Tabnure 6.1.
Tabauna 6.1 — TexHoIOTMK UHTEPAKTUBHOIO OOYyUEHUs IPU pa3HbIX popMax 3aHITHH

WNutepaktuBHbIe TabopaTopHbie | IHTEpaKTUBHBIE
Metonasl p patop P Bcero, u
3aHATHUS, 9 JCKIUH, 4
6 cemecTp
[Ipe3eHTanmu ¢ UCIOIL30BaHHEM 6 6
CIaliI0B ¢ 00CYXIEeHUEM
Case-study (MeToa KOHKPETHBIX 4 4
CUTYyalui)
Pelmienne cutyalluOHHBIX 3a/1a4 4 4
Hroro 3a cemectp: 8 6 14
7 cemecTp
Hroro 3a cemectp: 0 0
Hroro 8 14

HaumenoBanue nabopaTopHbIX paboT npuBeAeHo B Tadnuie 7.1.

7. JlabopaTopHbie padoThl
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Tabmuia 7.1 — HaumeHnoBaHue 1abopaTopHbIX padboT

Tpynoemkocts, | DopMupyeMblie
HazBanus paznenos HanmenoBaHue 1a00paTopHBIX padboT PyA ’ pMHDY
q KOMIIETEHIINH
6 cemecTp
1 IlenTpanuszoBaHHoe Pasrpannuenue nocryna K JaHHBIM. 4 IIK-1, IIK-6,
YIIPABJICHUE Pasrpannuenue 1ocTymna K yCTpoKUcTBaMm. I1K-15
CPEICTBAMU 3alUThI KonTposnb neyatu koHUIEeHIINAIBHBIX
uHpOpPMAaLIUU OT JTAaHHBIX.
HECAHKLHOHUPOBAHHOIO |
. aMKHyTasi mporpammHasi cpeia. Kontposnb 4
oCTyIa B JIOKaJIbHON

AOCLY LIEJIOCTHOCTH.
CeTH.

AyauT coObITHI HHGOPMAIIMOHHON 4

oe3onacuoctu C3U or HCJI. Pabora co

CBEJICHUSIMH B JKypHaJIe PErUCTpaluU

coObITuil. TeHEBOE KOTMPOBAHUE.

OrnepaTtuBHOE yIpaBlIeHUE 3alIUIIIaEMbIMU 4

pabounMu CTaHIMSIMA ¥ MOHUTOPHUHT

coObITHI MH(OPMAITMOHHOM 0€30MMacHOCTH

HUroro 16
2 lenTpanu3oBanHas | LleHTpann3oBaHHas MHBEHTapU3aLUs 4 I1K-1, T[IK-15
WHBEHTapHU3aIs pecypcoB JokanbHOi cetu. [IpoBenenue
PECYPCOB JIOKAIBHOM MHCHEKINN U y4eT U3MEHEHUI
ceTH. Y JanéHHbIi KOH(UTYpalMK 3allUIIaeMbIX pabounx
KOHTPOJIb CTaHLUN.

ab0TOCTIOCOOHOCTH

p Utoro 4
CPEJICTB 3aLUThI
nH(popManuu Ha
pabouux CTaHIUSX.
3 LlenTpanu3oBaHHas | YIpaBlIEHUE cEpBEpaMu 4 I1K-1, TIK-15
3aluTa OT BUpYcoB B | anMuHuctpupoBanus Kaspersky Security
JIOKaJIbHOU CETH. Center. LlenTpanu3oBaHHas HaCTpOHKa

cpencTBa aHTUBUPYCHOM 3amuThl Kaspersky

Endpoint Security. AyauT coObITHIA 1

JIOTIOTHUTEIbHBIE BO3MOKHOCTH.

Hroro
4 llenTpasii30BaHHbIN | YIIpaBiIeHHUE )KU3HEHHBIM ITUKIIOM CPEJICTB ITK-1, TIK-15
y4eT U yIlpaBlieHHE ayTeHTU(UKAINH alllapaTHbIX
IPOrpaMMHO- UACHTU(PHUKATOPOB C TOMOUIbIO CPEJCTB
anmnapaTHbIMU LEHTPAJIM30BaHHOTO y4eTa U yIpaBJIeHUs
CpEJICTBAaMU 3alIUThHI IPOrpaMMHO-aIapaTHBIMU CPEACTBAMHU
uHpOpMaLUH. 3alIUTHI UH(OPMAIIHH.

Hroro 4
Hroro 3a cemectp 28
Htoro 28

8. [IpakTHyecKkue 3aHATHSA (CEMHUHAPHI)
He npenycmotpeno PVYIIL.

9. CamocrosiTe/ibHasi padora
Bunasl camocTosTenbHOM paboThl, TPYA0EMKOCTh U (hOpMUpPYEMble KOMIIETEHIIUU TPEACTABICHBI B
Tabimme 9.1.
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Tabnuua 9.1 — Buasl caMmocTosiTenbHON pabOThL, TPYJOEMKOCTh U (POPMHUPYEMBbIE KOMITETECHIUH
Bunanr
. | Tpymoemkocts, | @opMupyemsie
HasBanus pasnenos CaMOCTOATEIIbHOMN DopMBbI KOHTPOJISI
q KOMIIETEHIINH
paboThI
6 cemectp
1 HentpanuzoBanHoe | I[Ipopabotka 1 [IK-15, [IK-6, | 3auyer, 3amura
yIpaBJICHUE JIEKIIMOHHOTO IK-1 otyeta, Koncnekr
CpeICTBaMU 3aIIUTHI marepuaia CaMOMOJTrOTOBKH,
uH(pOpMaIuu OT Otuer o
(bopman Odopmienue oTueToB 12 5 .
HECAaHKIIMOHUPOBAHHOTO 1abopaTopHOil
1 P . |10 1a00paTOpHBIM patop
JOCTyTa B JTOKAJIbHOMN pabore, Tect
paboram
CETH.
Hroro 13
2 llenTtpanuzoBanHas | [IpopaboTka 1 IIK-15, I1IK-1 | 3auer, 3amura
MHBEHTapHU3aLUs JEKIIMOHHOTO oryera, Koncrnexr
PECYPCOB JOKAIBHOM MaTepuaia CaMOIIOATOTOBKH,
ceTH. Y Jan€HHbIN Omnpoc Ha
a Odopmnenue oTueToB 3 P
KOHTPOJIb 3aHsaTUsIX, OTUeT
1o 1abopaTopHbIM .
paboTocrmocoOHOCTH paGoTam 1o 1abopaTopHOi
CPEJICTB 3alIUThI pabote, Tect
uHpOpMaLUK HA Hroro 4
pabounx CTaHIIUSX.
3 UentpanuzoBannas | [IpopaboTka 1 [IK-15, I1IK-1 | 3auer, 3amura
3alUTa OT BUPYCOB B |JIEKIIMOHHOTO otueta, Koncrekr
JIOKAJIbHOM ceTu. MaTepuaia CaMOTIOJIrOTOBKH,
TYET IO
Od¢opmiueHue oT4eToB 3 O 5 .
TOPHOH
1o 1abopaTopHbIM 1a 6opa ?l"p 0
aobore, Tect
paboram p )
Hroro 4
4 llentpanuzoBanusiii | I[IpopaboTrka [IK-15, TIK-1 | 3auer, 3amura
y4eT U yIlpaBlieHHe JEKIIMOHHOT O oryera, Koncnekr
IPOTPaMMHO- Mmarepuaa CaMOTIOJITOTOBKH,
anmapaTHbBIMH TYET I
P OdopmneHne oT4eToB 3 0 5 erno-
CpeICTBaMH 3aIINUTHI nabopaTopHOit
ped m 1o 1ab0paToOpHBIM 5 P Tp
uH(pOpMaIIUH. abor T
(opman pabotam pabote, 1ec
Utoro 4
5 Ananu3 HopMmaTuBHBIX | [IpopaboTka I1K-10, [IK-13, ' 3ayer, Koncnekr
TpeboBaHU 1O JIEKIIMOHHOTO ITK-15 CaMOIIOJITOTOBKH,
yIIpaBJICHUIO marepuaia Tecr
TBAMH UTBI
CpCACTBAMH 3aIIL Htoro 1
uHpopMaun
Hroro 3a cemectp 26
7 cemecTp
6 AnMuHHMCTpHUpOBaHue |BrinmonHeHue 18 IK-1, T1K-6, 3amuTra KypcoBbIX
U yIIpaBJIEHUE KypCOBOT'O MpoeKTa / [1K-10, [TIK-13, ' mpoekToB /
CpPEACTBAMU 3aIIUThI KYpPCOBOM pabOThI ITK-15 KYpPCOBBIX paboT,
UHpOpMAaLIUU OT Vroro 18 Tecr
HECAaHKIIMOHUPOBAHHOTO
JocTyma.
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Hroro 3a cemectp 18
Hroro 44

10. Kypcogoii npoexT / KypcoBasi padora
Tpy10eMKOCTh ayIUTOPHBIX 3aHATUN U (OPMHUpPYEMble KOMIIETEHIMM B PAMKAX BBIIOJHEHUS
KypCOBOT'O IIPOEKTa / KypcoBo# paboThI npenctasiensl Tadmume 10.1.
Tabmuma 10.1 — TpymoeMKoOCTh ayIUTOPHBIX 3aHATHA M (HOpMUPYEeMble KOMIIETCHIIMM B paMKax
BBINOJIHEHUS KYPCOBOTO MTPOEKTA / KYpCOBOH pabOTHI

Tpynoemkocts,| PopMHupyeMbIE

HanmenoBanne AYIUTOPHBIX 3aHATHH
9 KOMIICTCHII U

7 cemecTp

Brimonnenue KypcoBoii paboThl Ha TeMy “AJIMUHUCTPUPOBAHHE U 18 I1K-1, IIK-6, TIK-
ynpasienre C3U or HC/[”. CoBMECTHO ¢ pyKOBOJIUTEIIEM 10, ITIK-13, TIK-15
BO3MOXEH BBIOOP JAPYTroi TEMbI KYPCOBOW pabOThI, OJJHAKO
HEOOXO/IMMBIM SIBIISIETCS] YCIIOBUE IIPUMEHEHHS B PAMKaX KypCOBOM
paboThI cpencTBa 3aUThl HHPOPMAITUH OT
HECaHKLMOHUPOBAHHOIO JOCTYIIA B JJIOKAJILHOMN CETH C
IPUMEHEHHUEM BbIIaHHBIX IIPEI0/1aBaTEIEM BUPTYaJbHBIX MAIlIUH
U BBIIIOJIHEHHE TPEOOBaHUM 3aJaHUs 10 BApUAHTY.

Hroro 3a cemectp 18

10.1. TembI KypCOBBIX IPOEKTOB / KYPCOBBIX padoT
[TpumepHas TeMaTHKa KyPCOBBIX IPOEKTOB / KypCOBBIX paboT:

— Tema xypcoBoii pabotsl: "AnmunuctpupoBanue u ymnpasienue C3U or HCH". Kypcosas
paboTa BBITTOJIHAETCS IO BAPUAHTAM.

11. PeliTuHroBasi cucreMa JJisi OEHKHU yCIeBAeMOCTH 00y4aro M XCH

11.1. bajuibHbIE OLIEHKH JIJISl 3JIEMEHTOB KOHTPOJISI
Tabnuna 11.1 — banibpHbIe OLIEHKH JJIsl 9JIEMEHTOB KOHTPOJISI

. N MaxkcumanbHbIN
o MaxkcumanbHbIA MaxkcumanbHbIA
DneMeHThI y4eOHO! OaJ 3a nepuos Bcero 3a
Oamn Ha 1-yro KT ¢ | 0Gasn 3a nepuon
JesTeNbHOCTH mexay 2KT u na CeMecTp
Hayana cemectpa | mexny KT u 2KT
KOHEI[ ceMecTpa
6 cemecTp
3ayer 20 20
3amuTa oTueTa 15 15 15 45
Koncnekr 5 5 10
CaMOIOJrOTOBKH
Otuer no nabopaTopHOi ) ) 3) 15
pabote
Tect 10 10
HToro makcumym 3a 20 25 55 100
epUOL
Hapacraromum urorom 20 45 100 100
7 ceMmecTp
3amuTa KypCcOBBIX 100 100
MPOEKTOB / KypCOBBIX
pabor
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Hroro makcumym 3a 100 100
nepuos

Hapacratomum nrorom 0 0 100 100

11.2. IlepecueT 0a/U10B B OLIEHKH 32 KOHTPOJIbHbIE TOYKH
[Tepecuer 6aIOB B OIEHKH 32 KOHTPOJIbHBIE TOUKH MpeCcTaBieH B Tadymie 11.2.
Tabmuna 11.2 — IlepecueT 6aJIOB B OLIEHKHU 32 KOHTPOJIbHBIE TOYKH

bainel Ha 1aTy KOHTPOJIBHOM TOYKH Onenka

>90% oT MakcuMalbHOM cymMbl OaiioB Ha aaty KT 5

Ot 70% 10 89% oT MakcuManbHOM cyMMbl OayutoB Ha gaty KT

4
Ot 60% 110 69% oT MakcuMalIbHOM cyMMBbI OayutoB Ha naty KT 3
2

< 60% ot MakcuManbHOIM cymMMbl OasioB Ha naty KT

11.3. IlepecueT cyMMbI 02/1710B B TPAAHIIHOHHYIO M MEKAYHAPOAHYIO OLIEHKY
[Tepecuer cymMbl OaIJIOB B TPAJAUILIMOHHYIO U MEXIYHAPOTHYIO OLIEHKY MPEJICTAaBICH B TaliHIe
11.3.
Tabmuma 11.3 — [lepecueT cymMBbl 6aJIJIOB B TPAAMLIMOHHYIO U MEXAYHAPOAHYIO OILIEHKY

HroroBas cymma 6auios,

Onenka (I'OC) YYHUTBIBAET YCIEUIHO CIAHHBIN Onenka (ECTS)
9K3aMeH
5 (oTMyHO) (3aYTEHO) 90 -100 A (OTIMYHO)
85-89 B (ouens xopormio)
4 (xopor10) (3a4TeHO) 75-84 C (xoporio)
70-74
D (ynoBneTrBopuTeiabHO)
3 (yIOBIETBOPUTEIHHO) 65 - 69
(3a4TeHO) 60 - 64 E (mocpenctBeHHO)
2 (HEYAOBIICTBOPUTELHO) (11 Huxe 60 6amnos F (HeynoBneTBOpUTEIBHO)
3a4TEHO)

12. YueOHO-MeTOAMYECKOEe M HH(POPMALMOHHOE 00ecneyeHne JUCIUIIMHBI

12.1. OcHoBHas JuTEpaTypa
1. Jessnun, [I.LH. Monenu 6e€30macHOCTH KOMIBIOTEPHBIX CHUCTEM. YTPABICHHUE JIOCTYIIOM U
MH(OPMAIIMOHHBIMU TOTOKaMH [DJEKTPOHHBIA pecypc] [DneKkTpoHHBI pecypc]: ydel. mocobue —
OnexTpoH. naH. — MockBa : T'opsiuas nunus-Tenexkom, 2013. — 338 c. — Pexum pocryna:
https://e.lanbook.com/book/63235. — 3ari. c JKpaHa. — Pexum JIOCTYyTIA:
https://e.lanbook.com/book/63235 (nata oOpamenus: 12.06.2018).

12.2. lonotHuTEIBHAS TUTEPATYPA

1. KowmmnekcHas 3amuTa UH(OPMAIMM B KOPIOPATUBHBIX CHUCTEMax [DIeKTpoHHBIN pecypc]:
yueb. nocobue / B.®. [anbrun. — M. : U] «®OPYM» : UHOPA-M, 2018. — 592 c. — (Bsicmee
obpaszoBanue: bakamaBpuar). — Pexum nocryma: http://znanium.com/catalog/product/937502 (nata
obparnienus: 12.06.2018).

2. IIporpammHo-anmapaTHas 3amuTa HHGOpMaIK [ DIEKTPOHHBIN pecypc]: YuebHnoe nocodue /
I1.b. Xopes. - 2-e u3n., uctp. u jgomn. - M.: ®opym: HULl UHDPA-M, 2015. - 352 c.: wr.; 60x90 1/16. -
(Beiciee  oOpaszoBanume).  (mepemer) ISBN  978-5-00091-004-7. —  Pexum  gocryma:
http://znanium.com/catalog/product/489084 (nara obpamenus: 12.06.2018).

12.3. YueOHO-MeTOAMYECKHE MMOCOOU S

12.3.1. O0s13aTe/ibHBIE Y4eOHO-MeTOAUYECKHE MOCOOHUs
1. JlabopaTopHBbIil MPAKTUKYM MO JUCIHUILIMHE “YTIpaBIeHHE CPEICTBAMU 3alTUTHl HHPOpMAIUU
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/ Paxmanmenko MW.A. - 2017. - 83 c. [DnextponHsii pecypc]: — Pexum nocryma:
http://kibevs.tusur.ru/sites/default/files/upload/work progs/gia/uszi lab.pdf (mara oOparnieHus:
12.06.2018).

2. Meronuueckue yka3aHus Il BBITIOJHEHUS] KypCOBOM pabOTHI 1O NUCHUIUIMHE "YTIpaBJICHHE
cpencTBamu 3amuThl nHGpopMaruu" / Paxmanenko M.A. - 2016. - 6 c. [DnexTpoHHBIi pecypc]: — Pexum
JOCTYyTIA: http://kibevs.tusur.ru/sites/default/files/upload/work progs/gia/uszi_course.pdf (mara
obpamenus: 12.06.2018).

3.  Metoanueckue yKkazaHusl ISl BBITOJHEHHSI CAMOCTOSITEIIbHON M HHIUBHUIYaIbHONH PaOOTHI 1O
mucuuiuiiHe "YrpaieHue cpeacTBamMu 3amuThl uHpopmanmu" / Paxmanmenko M.A. - 2017. - 3 c.

[DnexTpoHHbIH pecypcl: — Pexum JIOCTYyMa:
http://kibevs.tusur.ru/sites/default/files/upload/work progs/gia/uszi sam.pdf (mata oOparieHus:
12.06.2018).
12.3.2. YyeOHO-MeTOAMYECKHE IIOCOOMS 1JIsI JIML C OTPAHMYECHHBIMH BO3MOKHOCTSIMH 3/10POBbS M
HHBAJHI0B

Y4eOHO-METOIMYEeCKNE MaTEPUaIbl JUII CAMOCTOSTEIILHOW M ayJJUTOPHON pabOThl 00y4YaromIuXCst
W3 YHCIIa JIUI ¢ OTPAHMYEHHBIMA BO3MOXKHOCTSIMH 3/I0POBbSI U HHBAIHJIOB MPEIOCTABISIFOTCS B (hopmax,
aIalTUPOBAHHBIX K OTPAaHUYCHHSIM UX 3JI0POBbSI U BOCIIPHUATHS HH(DOPMAITUH.

JIist S ¢ HAPYIIEHUsSIMU 3PeHust:

- B (hOpMeE AIIEKTPOHHOTO JJOKYMEHTA;

- B IICUYaTHOHN OpME yBEITUUCHHBIM IIPUPTOM.

JIJ1s1 1M1 ¢ HAPYUIEHUSIMH CJIyXa:

- B (hopMe IIEKTPOHHOTO JOKYMEHTA,;

- B [1I€YaTHOH opme.

Jl1s1 JIN1 ¢ HAPYIIEHUSIMH OTIOPHO-BUTATEILHOTO aNapara:

- B (hopMe IIEKTPOHHOTO JOKYMEHTA;

- B IIEYAaTHOH (opme.

12.4. IlpodeccuonaibHbIe Ha3bl JaHHBIX U MH(POPMAIIHOHHBIE CIIPABOYHbIE CHCTEMbI

1. TocymapcTBeHHBI peecTp CEpTHQHUIMPOBAHHBIX CPEACTB  3aAIIUTHl  WH(OPMAIHH:
https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty-po-sertifikatsii/153-sistema-
sertifikatsii/591-gosudarstvennyj-reestr-sertifitsirovannykh-sredstv-zashchity-informatsii-n-ross-ru-0001-
01bi00

2. HWudopmannonno-nonckobie cucreMbl Google; Wikipedia.

3. Hudopmanmonssle, CIIpaBOYHBIE 5 HOpMAaTUBHEIE 6a3bl JaHHBIX
https://lib.tusur.ru/ru/resursy/bazy-dannyh

13. MaTepuajibHO-TeXHHYeCKOe o0ecneyeHne JUCHUILIMHBI U TpedyeMoe NporpaMMHoe
obecrneuenue

13.1. O6mue TpedGoBaHNs K MaTePHATbHO-TEXHUYECKOMY M IPOrPAMMHOMY 00ecre4eHHuI0
AUCHHUTINHBI

13.1.1. MaTepuajibHO-TeXHUYECKOEe U POrpaMMHoOe oOecneyeHue 1J1s1 JTIeKIIMOHHBIX 3aHATHIl
s mpoBeneHust 3aHATUHN JIEKIIMOHHOTO THUIA, TPYNIOBBIX U MHAMBUAYAJIbHBIX KOHCYJbTAIH,
TEKYILEro KOHTPOJIS U MPOMEKYTOUHOW aTTeCTAllMM UCIOJIb3yeTcsl yueOHas ayAuTOpHUS C KOJIMYECTBOM
MOCAJIOUHBIX MeCT He MeHee 22-24, oOopymoBaHHas JIOCKOM M CTaHAApTHOW y4yeOHON Mebenblo.
HwmeroTcs  A€MOHCTpallMOHHOE O0OpYyJOBaHME W Y4eOHO-HArjsiiHble TMOCOOMs, oOecreYrBaronue
TeMaTU4eCKHe WJUTFOCTPALIUU 110 JIEKIIMOHHBIM pa3/iesiaM AUCIUIUINHBI.

13.1.2. MaTepuajibHO-TeXHHYECKOE U IPOrpaMMHOe o0ecredyeHue I J1a00paTOpHbIX pador
Ay,HI/ITOpI/ISI MOACIINPOBAHUA, MIPOCKTUPOBAHUA W OKCILTyaTalluu I/IH(bOpMaI_[I/IOHHI)IX n
AHAJINTUYECKUX CUCTEM
yqe6Ha51 AyauTopus A NPOBCACHUSA 3aHATHHN IMPAaKTUYCCKOI0 THIIA, y‘—Ie6Ha$[ aAyauTopuda i
MIPOBE/ICHUS 3aHATUH J1aOOPAaTOPHOTO THIIA
634045, Tomckas ob6nacts, r. Tomck, yn. Kpacnoapmeiickas, a. 146, 407 ayn.
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Omnucanue UMEIOIIErocss 000PYIOBaHUS:

- KommbroTeps! kinacca He Hmke: miara Gigabyte GA-H55M-S2mATX/ Intel Original Soc-1156
Core i3 3.06 GHz/ DDR III Kingston CL9 (2 mir.) mo 2048 Mb/ SATA-1I 250Gb Hitachi / 1024 Mb
GeForse GT240 PCI-E (6 mr.);

- Kommniext cienmanusupoBanHoi yueOHOU Mebenu;

- Pabouee mecto npcroaaBaTeJis.

[TporpamMmMHOe oOecrieueHue:
Kaspersky endpoint security
KasperskySecurityCenter
Microsoft Windows 7 Pro
VirtualBox

13.1.3. MaTepuaibHO-TeXHHMYECKOE H POrPpaMMHOe oOecriedeHue sl CAMOCTOSITeIbHOH PadoThl
Jnst caMOCTOSITENIbHOW pabOThl MCIOJIB3YIOTCS yueOHBIE ayAUTOPUU (KOMITBIOTEPHBIE KJIACCHI),
PaCIOJIOKEHHBIE 110 aJpecam:
- 634050, Tomckas obsactb, T. ToMck, JIennna npocmekr, a. 40, 233 ayn.;
- 634045, Tomckas obnacts, T. ToMmck, yi. Kpacnoapmetickas, 1. 146, 201 ayn.;
- 634034, Tomckas obnacts, T. ToMmck, Bepmmnuna ynuua, 1. 47, 126 ayn.;
- 634034, Tomckas obnactb, r. ToMmck, Bepminauna ynuna, 1. 74, 207 ayn.

CocrtaB 000py10BaHUS:

- yueOHas meOerb;

- koMnbroTepsl kiacca He Huxke [I9BM INTEL Celeron D336 2.81'Tw. - 5 mit.;

- KOMITBIOTEpPBI TOAKIIOYEHBl K ceTH «/HTepHeT» M 00ecreunBarOT JOCTYI B AJIEKTPOHHYIO
MH(POPMAIIMOHHO-00Pa30BaATEIIFHYIO CPEly YHUBEPCHUTETA.

[lepedens mporpaMMHOTO OOECTICUCHHUSI:

- Microsoft Windows;

- OpenOffice;

- Kaspersky Endpoint Security 10 mis Windows;
- 7-Zip;

- Google Chrome.

13.2. MatepuajbHO-TEXHHYECKOe o0ecreyeHne M CUMILIHHBI JJIS JTUI ¢ OTPaHUYeHHbIMH
BO3MOKHOCTSIMM 310POBbS1 1 HHBAJIHU/I0B

OcBoeHHE TUCHUIUIMHBI JIMIIAMH C OTPAHUYEHHBIMA BO3MOXKHOCTSMH 370POBbS U MHBAIHIAMHU
OCYIIIECTBIISIETCS C UCIIOJIb30BAHUEM CPEJICTB 00y4EeHUS OOIIEro U CrenaIbHOr0 Ha3HAYEHUSI.

[Ipu 3aHATHAX € OOYYAIOIIMMHUCS € HAPYIIEHUSIMM CJyXa TPEIyCMOTPEHO HCIOJIb30BaHUE
3BYKOYCUJIMBAIONIEH anmaparypbl, MYJIbTUMEIUNHBIX CPEACTB W JPYIMX TEXHHUYECKHX CPEACTB
npuema/nepeaayn yueOHoH MHPOpManuu B JOCTYHNHBIX (hopMax, MOOMIIBHOM CHUCTEMBI IPEIOJIaBaHUS
U O0yYaroUUXCs C WHBAIMIHOCTHIO, TOPTATUBHOW MHIYKIIMOHHON CHUCTEMBl. YueOHas ayauTopus, B
KOTOPOW 3aHMMAIOTCSl OOydJaromuecs C HapyImIeHHEeM Ciiyxa, 000py/loBaHa KOMITBIOTEPHOW TEXHUKOM,
ayIMOTEXHUKOU, BUIACOTEXHUKOU, 3JIEKTPOHHOU JIOCKOM, MYJIbTUMEIUIHON CUCTEMOM.

[Tpu 3aHATHSAX C 00YYIAIONTUMHUCS € HAPYIIEHUSIMU 3PEHUSIMU TIPETYCMOTPEHO MCIIOIH30BaHUE B
JEKIMOHHBIX U Y4YEOHBIX ayJUTOPHUSAX BO3MOXKHOCTH MPOCMOTpa YAAJNEHHBIX OOBEKTOB (Hampumep,
TeKCTa Ha JIOCKE WJIM Claiijla Ha DJKpaHEe) MpU TOMOIIM BHUIACOYBEIUUYHUTENCH Mg KoM(opTHOTO
MPOCMOTpa.

[Ipu 3aHsATHAX ¢ OOydYalOIMIUMHCS € HAPYUWIEHUSIMH ONOPHO-JABUIaTEeJbHOI0 amnmnapara
UCIONIB3YIOTCSL alIbTePHATUBHBIE YCTPONCTBA BBOJa MHGOpPMAIMU M APYyrue TEXHUYECKUE CPE/ICTBA
npuema/nepeaayu yueOHol MHGoOpManuu B JAOCTYMHBIX (hopMax, MOOWJIBHON cHCTeMbl OOydeHUs IS
JIIO/IEH C MHBAIMHOCTBIO.
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14. OueHouyHble MaTepuaIbl 1 MeTOAUYECKHE PEKOMEHIALMHU 110 OPTaHU3ALMHN U3yYeHUs!
AUCHUTLIUHBI

14.1. ConepxxaHue OlIEHOYHBIX MATEPHATIOB U METOAUYECKHE PEKOMEHIAM U
s oneHkH cTeneHu chOPMUPOBAHHOCTH M YPOBHS OCBOCHUS 3aKPEIJICHHBIX 33 JNUCIHUILUIMHON
KOMITETEHIINI UCTOB3YIOTCS OLIECHOYHBIE MaTepUasbl B COCTaBE:

14.1.1. TecToBBIC 3aaHUA

1. Kako# u3 MeTOZ10B KOHTPOJIS 1ieiocTHOCTH daiinoB orcyrcTByeT B C3U ot HC1?

a) KonTpos conepxumoro

b) KonTpois atpudyros

¢) KoHTponp caHKIIMOHUPOBAHHBIX U3MEHEHUN

d) Kontponb cymiecTBOBaHUS

2. Jlnig yero npeaHa3HaueHa nporpamma oneparuHoro ynpasienus B C31 ot HCI?

a) J{nst 3amuThl KOH(GUISHIHATEHON HHGOPMAITUU

b) dns unentudukanuu u ayreHTHGUKAINN ToIb30BaTenei 1o 3arpy3ku OC

¢) st ieHTpaln30BaHHOrO YIPABIICHHUS 3aIUIIIAEMBIMU KOMIIbIOTEPAMU

d) 15t KoHTpOJIA BBIBOAA KOH(BHUAESHIIMATHLHON HH()OpMAIIH

3. HazoBuTe 01H U3 pexxrMOB paboThl IporpaMMel onepatuBHoro ynpasienus B C3U or HCJI?

a) PesxuM yripaBiieHust 3aIIUTHBIMU MEXaHU3MaMU

b) Pexxum uaentudukanyu u ayreHTu(UKaIuy Mojib30BaTesei

¢) PesxuM MOHUTOpPUHTA U ONIEPATUBHOTO YIIPABIICHUS

d) Pexxum anmapaTHoN GIOKHPOBKH 3aIIUIIAEMOT0 KOMIIBIOTEpa

4. BeiOepuTe TUIOBBIE 3a7a4dl aIMHHUCTpATOpa OE30MACHOCTH, JJIS BHIMOIHEHUS KOoTOophix HE
ucrnoinp3yercs nporpamma oneparuBaoro ympasienus C3U ot HC/I B pexxume KOH(UTYpUPOBAHUS:

a) PenaktupoBaHue CTpyKTypbl ONIEPATUBHOIO YIIPaBICHUS

b) Hactpoiika napameTrpoB cOopa JIOKaJbHBIX KYpHAJIOB

¢) KontponupoBanue cocTOSHUS 3aIUIIEHHOCTH CUCTEMBI

d) Hactpoiika napaMeTpoB CETEBBIX COSTUHEHHIA

5. Ilepeuncaure TUMOBBIE 3a7aud aIMUHUCTpaTOpa O€30IaCHOCTH, AJIS BBIIOJHEHUS KOTOPBIX
UCIOJIb3YETCS MMPOrpaMma ONEPaTUBHOTO YIIPABICHUS B PEKUME YIIPABICHHUS.

a) KoHTponupoBaHHe M ONOBELIEHUE O MPOU3OLIEAIINX COOBITUSIX HECAaHKIMOHUPOBAHHOIO
JocTyna

b) KonTpoiaupoBanue TEKyIero COCTOSHUS 3alUIIAEMbIX KOMITBIOTEPOB

c¢) Hacrtpoiika nouTtoBoii pacceuiku yBegomienuit o coobitusx HCJA

d) BeimonHeHue neicTBHI ¢ 3alMIaeMbIMM KOMIIBIOTEpAMH TP BO3HMKHOBEHMH YIpo3 IUIs
0€30IaCHOCTH CUCTEMBI

6. Jlyist uero Heooxoaumo kButupoBanue coosiTuit HCJI B C3U ot HCI?

a) [lns ycrpanenus nocnenctsuit HC/|

b) Jnst mpenotspamienuss HCJ B Oyaymiem

¢) Ans pukcanuu peakuuu agMuHUCTpaTopa 0ezonacHocty Ha coobitue HC/J

d) Ans ynanenust coosituss HCJI u3 sxypHaioB ayaura

7. Kakoif n3 MeXaHU3MOB yJIaJIEHHOTO YIIPaBJICHUS 3alUIIaEMbIM KOMIIBIOTEPOM HE peau30BaH B
Kaspersky Security Center?

a) YajeHHasi yCTaHOBKA MPUIIOKEHUH

b) Ynanennas nepesarpyska 3aiiiaeMoro KOMIbOTepa

¢) Y aneHHbI KOHTPOJIb LIETOCTHOCTH UH(OpPMALIUKU OTPaHUUYEHHOTO JIOCTYyTa

d) Ynanennoe ynpapieHre HaCTpOHKaMu aHTUBUPYCA

8. Kakue BO3MOXKHOCTH yIpaBieHHs amnmapatHbiMu  ujaeHTuukaropamu eToken HE
MPEOCTABIIAIOT CPEACTBA yUeTa U YIpaBIeHUs IPporpaMMHO-amnmnapaTHeiMu C31?

a) O6noBnenue coaepxkumoro eToken

b) Ob6cnyxuBaHue 3anpOCcOB Ha pa3baokupoBky eToken

¢) N3Bneuenue kirouei mudposanus u3 namsatu eToken

d) CamocrosrensHas perucrpauus eToken nmons3zoBarenem Ha oTnensHoM WEB-caiite

9. Kakoll u3 BapuMaHTOB OTBETAa HE OTHOCUTCS K BO3MOYKHOCTSIM LEHTPAIM30BAHHOTO ayJNTa
COOBITHH, CBSI3aHHBIX C MH(POPMALMOHHONW 0€30IaCHOCTHIO B JIOKAJILHOW CETH OPTaHM3aLUHU C TOMOIIIBIO

CornacoeaHa Ha noptane N2 47314 14



nporpaMMsl oneparusHoro ympasinenus C3U or HC/1?

a) KonTponupoBaHue COCTOSHUS 3aILUIIIEHHOCTH CUCTEMBbI

b) Ompenenenue 0OCTOSATENBCTB, KOTOPbIE NMPUBEIN K U3MEHEHUIO COCTOSIHMS 3aIlUIIEHHOCTH
cucteMsl mu kK HCJJ,

¢) Hacrpoiika KoHpHUTypalimOHHBIX TAPaMETPOB CEPBEPOB OE30MACHOCTH U areéHTOB

d) BeisiBneHre NpUYMH MIPOU3OLIEAIINX U3MEHEHUIN COCTOSTHUS 3aLUILEHHOCTH CUCTEMBI

10. Kakoil u3 BapuaHTOB OTBETOB HE MCHOJIB3YETCA I OINEPATUBHOIO W3BEIICHUS
aZIMUHHUCTpaTopa O€30IaCHOCTH O COOBITMAX HECAHKLIMOHHPOBAHHOIO JOCTyHa B Iporpamme
onepatusHoro ynpasienus C3U1 or HCI?

a) BuzyansHoe oroopakenne HCJl Ha muarpamMmme yrpaBieHUs

b) [TucbMO Ha AIIEKTPOHHYIO TOUTY aAMHUHHUCTPATOPY OE30MIACHOCTH

¢) YBengomiieHue Ha TenaedoH aMUHUCTpaTopa 6e3omacHocTH 1o SMS

d) 3ByKoBO€ yBeJJOMJICHHE B MPOrpaMMe ONIEPaTUBHOTO ypaBieHus npu Bo3HuKHOBeHUH HC/]

11. Mexanusm 3amkHytoil mporpamMmmuHoit cpeasl B C3M ot HCJl mo3BosisieT yaoOBIETBOPUTH
CIICAYIOIIMM MepaM 3aIluThl HHPOPMAIIMU B TOCYIAPCTBEHHBIX HH(POPMAIIMOHHBIX CHCTEMAX:

a) BrisiBneHue, aHanu3 ys3BUMOcTeH MHGOPMALMOHHOM CHCTEMBl U ONEPAaTHUBHOE YCTpaHEHHE
BHOBb BBISIBJICHHBIX YSI3BUMOCTEN

b) brokupoBanue ceanca qoctyna B UHGOPMAIIMOHHYIO CHCTEMY MOCJIE€ YCTaHOBJIEHHOI'O BPEMEHH
0e3neiicTBHs (HEAKTUBHOCTH) TTOJIB30BATENIS HITH 110 €T0 3aIPOCy

¢) YmpaieHue 3amyckoM (0OpallleHusIMH) KOMIIOHEHTOB IPOTrPaMMHOIO OOecredyeHusi, B TOM
qlclie OINpEENICHNEe 3allyCKAaeMbIX KOMIIOHEHTOB, HAacTpOWKa IlapaMeTpOB 3alycka KOMIIOHEHTOB,
KOHTPOJIb 32 3aIlyCKOM KOMIIOHEHTOB IPOTrPaMMHOI0 00ecredeHus

d) 3ammra apxXxuBHBIX (aiiJIOB, TapamMeTpOB HACTPOWKM CPEACTB 3alIMTHl HHGOpMAIMH U
IIPOrpaMMHOr0 OOECIEeYeHHs M MHBIX JaHHBIX, HE IMOAJEKAIIMX H3MEHEHHIO B Iporecce o0paboTKH
uHpopMauu

12. Jlna peanu3anuu Mepbl 3allUThl UHMOPMALUMU B TOCYAAPCTBEHHBIX HH(OPMAILMOHHBIX
cucremax «KoHTposnb wucnonb3oBaHus WHTEpQeEiicoB BBoAa (BbIBOAA) WMHGOpPMAMK HAa MAaIIWHHBIC
Hocutenu uHdopmarum» B C3U or HCJI cnenyeT ucnoib30BaTh CIEIYIOUIYIO OJICUCTEMY:

a) Moy Bxoaa

b) [Toacucrema KOHTPOJIS LIEIOCTHOCTH

¢) [loacucrema pasrpaHudeHus JOCTyNa K yCTpoicTBam

d) 3amkHyTas nporpaMMHas cpesa

13. Kakyro u3 Mep 3amuThl HTHPOPMAIMU B TOCYJapPCTBEHHBIX MH(OPMALMOHHBIX CUCTEMAaX HE
no3BoJisiet peannzoBath C3U ot HC/I?

a) Peanuzanusg HeoOXOIUMBIX METOJOB (AUCKPELIMOHHBIN, MaHAATHBIHN, POJIEBON WM UHON METOL),
TUIOB (YTEHHE, 3aIHCh, BBITOJHEHHE WX UHOM TUIT) U IPAaBUII pa3rpaHUYeHUs JOCTyIa

b) Vmpasnenue 3amyckom (0OpalieHUsIMH) KOMIIOHEHTOB MPOrPaMMHOIO OOECHeUeHHs, B TOM
qlClie ONPEACIIEHNE 3allyCKaeMbIX KOMIIOHEHTOB, HAacTpOMKa IIapaMeTpOB 3alyCka KOMIIOHEHTOB,
KOHTPOJIb 32 3aIlyCKOM KOMIIOHEHTOB IIPOIPaMMHOTO 00€CTIeUeHM s

¢) Peanuzanus aHTUBHPYCHOM 3aIUTHI

d) Ynpasnenue 10CTynoM K MallliHHBIM HOCUTEISIM UH(GOpMaluu

14. Jlnsa peanu3anuu Mepbl 3alIUThl MHQOPMALUMU B TOCYAAPCTBEHHBIX HH(OPMAIIMOHHBIX
cucteMax «MOHHUTOPUHT (IIPOCMOTP, aHAIW3) PE3YJIBTATOB PETUCTPAIUU COOBITHI O€30MacHOCTH U
pearuposanue Ha HUX» B C3U ot HC/I cinenyeT ncnonb30BaTh CIEAYIOIIYIO TOACUCTEMY:

a) [Togcucrema KOHTPOJIS LIETIOCTHOCTH

b) [Toacucrema pasrpaHrueHHs JOCTYIA K YCTPOHCTBaM

c¢) [loacucrema onepaTUBHOTO YIpaBIEHUS

d) 3amkHyTas nporpaMMHas cpesia

15. Jlns yero npeaHa3HaA4e€H MEXaHU3M KOHTPOJISI IMTOAKIIOUEHUS U U3MEHEHHUs ycTporicTts B C3U
or HC/I?

a) [lnst cnexxeHus 3a HEM3MEHHOCTBIO COJIEP’KUMOTO PECYPCOB KOMITbIOTEpA

b) ns orpannuenus ucnoib3zoanus [10 Ha kommbroTepe

c¢) [nst obHapyxeHus U pearipoBaHUs Ha U3MEHEHHUs alnlapaTHON KOHPUTypaluu KOMIIbIOTEPa

d) JI71st eHTpanu30BaHHOTO YIIPABICHHS 3aLUIIAEMBIMH KOMIIBIOTEpaMH
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16. lnsa yero npeanaznayeH mexanusm koutposist nenoctHoctu (K1) 8 C3U or HCA?

a) /st orpanmyenus ucnonb3zoBanus [10 Ha kommbroTEpE

b) lns oOHapyKeHUS U pearupoBaHMs Ha U3MEHEHUS alnapaTHoW KOH(PUTYpaluu KOMITbIOTEpa

¢) st LeHTpaln30BaHHOTO YIPABIICHUS 3alIUIIAEMbIMI KOMITbIOTEpaMU

d) Jlost cnesxeHust 3a HEU3MEHHOCTBIO CO/IEP’KUMOT0 PECYpPCOB KOMITBIOTEPA

17. Jlng yero mpeaHa3HayeH MEXaHU3M 3aMKHYTO# nporpamMMHoi cpeasl B C3U ot HCJL?

a) [lnst oOHapyKeHUs U pearupoBaHUs HA U3MEHECHHSI allllapaTHON KOHPUTYpaIlUu KOMITBIOTEPA

b) [l HeHTpaaTu30BaHHOTO YIPABICHUS 3al[UIIaeMbIMH KOMITbIOTEpaMU

¢) st cnexxeHus 3a HEM3MEHHOCTBIO COJIEPIKUMOT0 PECYPCOB KOMIIbIOTEPA

d) Jns orpanudenus ucnoib3oBanus [10 Ha kommbroTepe

18. HazoBute pesxuMsbl 17151 3aMKHYTOM niporpammHoii cpeast B C3U1 ot HCA?

a) KonduneHunanbHbIi 1 CeKPETHBIN

b) DTajOHHBIN U TTOJITHOMOYHBIN

¢) MSATKUH 1 KECTKUH

d) AuckpennoHHBINA U MaHIATHBIN

19. Kakas u3 3amutabix ¢pyHkiuid HE otHOCcHTCs k Kaspersky Security Center?

a) YaneHHoe yrpaBlieHUe aHTUBUPYCHBIMU CPEJCTBAMU 3aIIUThI

b) Yyer ycTaHOBIEHHOTO MPOrPaMMHOT0 O0ECTIeUeHHs U MIOUCK B HUX YS3BUMOCTEN

¢) Pasrpanudenune qocrtyma moyib3oBareseii K HHPOpMAaIii OrpaHUICHHOTO JIOCTYIIa

d) Aymut coObiTuii HHQPOPMAIIMOHHON O€30MacHOCTH, MPOUCXOAAIIUX Ha 3alIMIIAEMBIX
KOMIThIOTEpaxX B CETH OpPTaHU3aIluU

20. Kakue u3 nepeunciieHHbIX 3amuTHBIX MexaHu3moB B C3U or HCJ| HE ucnons3yrores mis
obecrniedeHus 3amuThl HHHOPMAIUK OTPAHMYEHHOTO JOCTyma?

a) Kontpons nenoctHoctu

b) Pasrpanndenue 10cTymna K yCTporcTBam

¢) Unentudukanus u ayreHTUGUKALUS TOJIb30BaTeNIeH

d) [TomHOMOYHOE pa3rpaHUYEHHUE JOCTYIA

21. Cornacuo mpukazy ®CTOK Poccum or 11 despans 2013 r. N 17 o0 yrBepxaeHUu
TpeOoBaHUI O 3ammTe MH()OPMAIMH, HE COCTABISIONICH TOCYIapCTBEHHYIO TaifHy, COAep)Kamieiics B
rOCy/IapCTBEHHBIX HH(OPMALMOHHBIX cUcTeMaX, Kakoe u3 jaeiictBuiit HE oTHocuTcs K BBIABICHUIO
WHIIUJIEHTOB WH()OPMAITMOHHOM 0€3011aCHOCTH M pearupOBaHUIO HA HUX?

a) OmnpeneneHue IUIl, OTBETCTBEHHBIX 32 BBISIBICHUE UHITUICHTOB

b) AHanu3 MHIMACHTOB, B TOM YHCIIE€ OIpPEACIICHHE HCTOYHWKOB W TPHUYUH BO3HUKHOBEHUS
MHIIUJIEHTOB, a TAKXKE OLICHKA UX MOCIEACTBUI

¢) Omnpenenenue nuIll, KOTOPBIM pa3pelieHbl JIEHCTBUS MO BHECEHHIO W3MEHEHUW B 0a30BYIO
KOH(UTYparuo HHPOPMAITMOHHON CUCTEMBI U €€ CUCTEMBI 3aIllUThl HH(pOpMaLuu

d) IlnanupoBaHWe U TPUHATHE MeEpP IO MPEIOTBPAIICHHIO IOBTOPHOTO BO3HUKHOBCHHS
WHIUJCHTOB

22. Cornacuo mpukazy ®CTIK Poccum or 11 ¢espans 2013 r. N 17 o0 yrBepxaeHuu
TpeOoBaHU# O 3ammuTe HHPOPMAIMH, HE COCTABIAIOIIECH TOCYIapCTBEHHYIO TallHy, COJEpKalleiics B
TrOCyJIapCTBEHHBIX HMH(GOPMAIIMOHHBIX CHUCTEMax, Kakoe U3 JICMCTBUH OTHOCHTCS K KOHTPOJIO
(MOHUTOPUHTY) 3a oOOecreuYeHHWeM YPOBHSA 3allUIIEHHOCTH HWHQOpMAIMHU, COJepKalieiics B
nH(popMaloOHHON cucteme?

a) AHanu3 MHIUACHTOB, B TOM YHCJI€ OIPEICICHUE HCTOUYHMKOB W TMPUYUH BO3HUKHOBEHUS
WHIIUJICHTOB, a TAK)KE OIICHKA UX MOCIEACTBUN

b) Ompenenenue napaMeTpoB HACTPOWKHU MPOTPAMMHOTO OOECTIEUEHUs, BKIIOYAs MPOrPaMMHOE
o0OecrieueHre CpENCTB 3aIUThl HHGOPMAIMK, COCTaBa M KOH(PUTYpallid TEXHUYECKHX CpPEJCTB U
MPOrPaMMHOTO OOeCredeHUs 10 BHECEHHS M3MEHEHUH B 0a30BYI0 KoHpHTryparuioo HH()OpMAIMOHHON
CHUCTEMBI M €€ CHUCTEMBI 3aIUTHI HH(OPMAITIH

c) AHanu3 U oleHKa (PYHKIMOHUPOBAHUS CHCTEMBI 3aIlUThl WH(pOpManuu HH(DOPMAIIMOHHON
CHUCTEMBbI, BKJIFOYAs BBISBICHHUE, aHAIU3 W yCTpaHEHHWE HEJIOCTAaTKOB B (DYHKIIMOHHUPOBAHMH CHUCTEMBI
3amuThl HH(GOpMaU HHHOPMAITMOHHON CHCTEMBI

d) Ynpasnenue cpenctBamu 3amuThl HHGOpManUKU B UH(YOPMALIMOHHOW CHCTEME, B TOM YHCIIE
napaMeTpamMu HaCTPOUKH MPOTPAaMMHOTO 00eCTieUeHUS
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23. Cornacao npukazy ®CTIK Poccunm ot 11 despans 2013 r. N 17 00 yrBepxaeHUU
TpeboBaHU O 3amuTe MHGOPMAIIUU, HE COCTABJISAIONIEH TOCYIapCTBEHHYIO TalHY, COIEpKaIllehcs B
rOCYJapCTBEHHbIX HMH(OPMAIMOHHBIX CHUCTEMax, K MepaM [0 OrpaHHMYEHHIO HPOTPaMMHOM Cpelibl
OTHOCHTCSI BbICKa3bIBaHUE:!

a) Jomwxuel oOecrieuynBaTh YIpaABICHUWE TpaBaMH W NPUBUIECTHSAMH CyOBEKTOB JOCTYIIa,
pasrpaHdyeHre JOCTyla CYOBeKTOB JOCTylma K OOBEKTaM [JOCTyla Ha OCHOBE COBOKYIHOCTH
YCTQHOBJICHHBIX B WH(OPMALMOHHON CHCTeMEe MpPaBWJ pa3rpaHUUYCHHs JOCTYIA, a TaKke 00ecreunBaTh
KOHTPOJIb COOJIIO/ICHUS 3TUX MPABUIT

b) JlomxHbl oOecmeunBaTh cOOp, 3amUCh, XpaHEHHE M 3aIIUTYy HHGOPMAIMH O COOBITHIX
6e3omacHOCTH B UH()OPMALIMOHHON CHCTEME, a TaK)Ke€ BO3MOXHOCTh MPOCMOTPA M aHaJIW3a UHGOpMAIIUU
0 TaKUX COOBITUSX U pearupoBaHHUe Ha HUX

¢) JlomkHbl o0ecnieunBaTh YCTAaHOBKY M (MJIM) 3aIlyCK TOJIBKO Pa3pelieHHOro K MCIOIb30BaHHIO B
MH(POPMALIMOHHON CHCTEME MPOrPaMMHOI0 OOECTIEUSHHsS WM HMCKII0YaTh BO3MOXKHOCTh YCTAaHOBKU U
(unm) 3amycka 3ampelieHHOr0 K HCHOJB30BaHUI0O B HH(POPMAIIMOHHOM cHCTEME MPOrpaMMHOTO
obecrieyeHus

d) HomxkHbl obOecnieunBaTh OOHAapy)XeHHE B HWH(POPMAIIMOHHONW CHCTEME KOMIIBIOTEPHBIX
nporpamMM JIMOO MHOM KOMIBIOTEpHOH HH(pOpManuu, MpeaHa3HaueHHOW IS HECaHKIMOHHWPOBAHHOTO
YHUUYTOXKEHUS, OJIOKHPOBAaHUSA, MOAU(PUKAIMK, KOMUPOBAHHS KOMIBIOTEPHON UWHPOpMAIUU WU
HEHTpan3auy CPesICTB 3aIUTHI MHPOPMALINH, a TAKXKE PearipoBaHNe Ha OOHAPYKEHUE ITUX MPOTPaMM
1 uHopmanuu

24. Jlns gero npeaHa3zHaueHo TeHeBoe konuposanue B C3U or HCA?

a) [ns HakoruieHus: UHQOpPMAMKU O COOBITUSIX, PETUCTPUPYEMBIX Ha KOMIBIOTEPE CpelICTBaMU
CHCTEMBI 3alIUTHI

b) [yt KOHTPOJIS ¥ OMOBEIEHUS O MTPOU3OIEIIINX COOBITHIX HECAHKIIMOHUPOBAHHOTO JOCTYIIA

c) Hus nepemernienus: nyOauKaToB (KOMHUI) JaHHBIX, BHIBOJUMBIX Ha OTUYKJIa€Mble HOCHUTEIN
nHpopmaruu

d) HenpaBuiibHBIH OTBET

25. Jlna xakux ycrpoiictB HE ocymectsnsierca TeneBoe konuposanue B C3U or HC/I?

a) [IpunTepbl

b) USB-nocurenu

c) CereBble KapThl

d) CD-nipuBo/161

26. C xakol menpto MoxeT ucrnoisb3oBatbes Kaspersky Security Center B rocynapcTBEHHBIX
MH(pOPMALMOHHBIX CHCTEMaXx?

a) 3ammTa KOHPUACHIMAIbHOW WH(GOPMAIMU, B TOM YHUCJE TMEPCOHAIBHBIX JAHHBIX, a TaKXe
CBEJIEHUH COCTaBISIOIIUX MOCYJapCTBEHHYIO M KOMMEPYECKYIO TaliHYy

b) YpasieHue )XM3HEHHBIM IIUKJIOM allapaTHbIX ayTeHTU(PUKATOPOB

c) Coop, oOpaboTka M cucTeMaTu3anus HHPOPMAIMM O MPOrPaMMHOM U almapaTHOM
00ecCIeYeHnH, YCTAaHOBIIEHHOM Ha KOMIIBIOTEpaX U cepBepax B JIOKATHHOM BHIYHCIUTEIBHON CETH

d) LleHTpann3oBaHHOE pELIEHHE OCHOBHBIX 33/a4 IO YIPABICHUIO U OOCIYKHBAHUIO CHUCTEMBI
3alIUTHI CETH OPTaHU3aluU

14.1.2. TembI OIPOCOB HA 3aAHATHAX

1. OcHOBHBIE (QYHKILIUHU CPENICTB LIEHTPATM30BAHHOW HHBEHTAPHU3AIUN PECYPCOB JIOKAIBHOM CETH.

2. Uto Takoe Kaspersky Security Center?

3. Kakue ocHoBHble pynkumu B Kaspersky Security Center?

4. Kak nonyyuTh HHPOpPMAIINIO O KOHKPETHOM KOMIIBIOTEPE B CETU?

5. Yro Takoe macnopT KOMIIbIoTepa?

6. IlepeuncanTe TUMOBBIE 3aa4d aJIMUHHUCTpaTOpa O€30MaCHOCTH, IJI BBIOJHEHUS KOTOPBIX
HCIOJIb3YETCS MporpaMma ONEPATUBHOIO YIIPABJIEHUSI B PEXKUME YIIPABICHUS.

7. Kakoit ¢hopmat gaHHbIX ucnosnbiyetcs B )xypHanax C3U or HCJ1?

8. J11s KakuX yCTpOMCTB peaan30BaH MEXaHU3M KOHTPOJISI TOAKIIOUYEHUS U U3MEHEHUS?

9. Kakue ecTh pexKuMbl JUIs 3aMKHYTOM pOorpaMMHON cpe/ibl?

10. Ilepeuncnure TUMOBBIE 3aJjaudl aJMHHUCTpATOpa OE30MACHOCTH, JJIS BHIMOJIHEHHUS KOTOPBIX
HCIOJIb3YETCs MporpaMma ONEepaTUBHOTO YIIPABICHUS B PEKUME KOH(UTYPUPOBAHUS.
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11. Jlng yero HyXHbI OTYETHI O pe3yabTaTax MHCIEKTHpoBaHMs? Kakue rpynmnbsl OT4ETOB
MpeyIaraloTcs CpeCTBAMH IIEHTPAIM30BaHHON MHBEHTAPU3ALIUHA PECYPCOB JIOKAIbHOM ceTn?

12. Yto Takoe «CepBep aAMUHUCTPUPOBAHUS)?

13. Yto Takoe «Y najieHHas yCTaHOBKa» U KakK €W MOoJIb30BaAThCS?

14.1.3. 3auér

. Jluig yero npeaHasHau€H MEXaHU3M KOHTPOJIS IIOJKIIOUEHHS] U U3MEHEHUS yCTPOUCTB?
. J1J1g KakuX yCTPOMCTB peain30BaH MEXaHU3M KOHTPOJIS MOIKIIOUEHHS U U3MEHEHUS?
. Anst yero npeaHazHaueH MexaHu3M KOHTpPoJs nenoctaoctu (KLI)?
. lns1 wero npenHa3zHaueH MeXaHU3M 3aMKHYTOW MPOrPaMMHOM CpeibI?
. Ilepeuncnure U NOACHUTE METO/bI KOHTPOJISI LIETIOCTHOCTH.
. Kakue ectb pexxumbl 7151 3aMKHYTOW MPOrpaMMHOM cpenbl? B yem 3akiouaroTcs ux oTiandus?
. Jlnst uero Hy>KeH >KypHas COOBITHI?
. Kako#t ¢hopmat nannbpix ucmnosasiyercs B xypHanax C3U or HC?
. [IpuBeyTE M MOSICHUTE HECKOJIBKO KATETOPUIl PETUCTPAIIMH COOBITHIA.

10. KTo MokeT paboTath ¢ )KypHajaom?

11. Jlyis yero Hy>KHO TEHEBOE KOIIUPOBaHUE?

12. JI7s1 KakuX YCTPONCTB MOKET OCYIIECTBIISATHCS TEHEBOE KOMUPOBAaHUE?

13. lng wero mpeaHa3zHayeHa nporpamma omnepatuHoro ynpasieHuss C3U ot HC/L?

14. Kakue pexxuMbl paboThl UMeET nporpamma onepatuBHoro ympasienus C3U or HC/L?

15. Ilepeuncnure TUMIOBBIE 33aJaud aJMHHHUCTpAaTOpa OE30MACHOCTH, JJIS BBIMOJIHEHUS KOTOPBIX
UCIOJIb3YETCS MpOorpamMma ONEpaTUBHOTO YIIPABICHUS B PEKUME KOH(UTYPUPOBAHUS.

16. Ilepeuncnure TUMIOBBIE 33Jaud aJIMHHHUCTpaTOpa OE30MACHOCTH, JJIS BHIIIOJIHEHUS KOTOPBIX
UCIOJIb3YETCS MPOorpaMma ONepaTUBHOTO YIIPABJICHUS B PEKUME YIIPABICHHUS.

17. B xako# nocie10BaTeIbHOCTH IPUMEHSIOTCS TapaMeTpPhl TPYIIIOBBIX HOJUTHK?

18. Jliis wero Heobxoamumo kButupoBanue coobrtuit HCJ1?

19. Kakue BU/IbI OTYETOB MOKHO ITOCTPOUTH C TIOMOIIBIO MporpaMMbl OV ?

20. B xakux ciydasx He0OXOJMMO U3MEHEHHUE CETEeBbIX HACTPOeK?

21. Ilepeuncnure pynkun cepepa aamuauctpupoBanus Kaspersky Security Center.

22. Jlns dyero HeoOXOAMM TACHOPT KOMIIBIOTEpAa B  CPEICTBAaX  ILIEHTPATIM30BaHHOM
MHBEHTapH3allK PECypCcoB JOKaJIbHOM ceTn?

23. Ha3oBuTe OCHOBHBIE 3a/1a4, BOZHUKAIOIIKE MTPH YIIPABICHUHN KU3HEHHBIM LIUKJIOM YCTPONCTB
ayTeHTU(UKALINN.

O 00 1N DN K~ W —

14.1.4. Bopocbl Ha caMONIOATOTOBKY

1. C31 or HC]/] — apxuTekrypa.

2. C3U or HC/I- 3amuTHBIE MEXaHU3MBI.

3. C3U ot HC/] - OnepatuBHOE ynpaBieHHE.

4. llenTpanu3oBaHHasi ”HBEHTAPU3AIUS PECYPCOB JIOKAILHON CETH .

5. llenTpanu3oBaHHas 3alllMTa OT BUPYCOB B JIOKAJIbHOM CETH.

6. LlenTpann30BaHHOE yNpaBiIeHHE CPEACTBAMH 3allUThl OT HECAHKIIMOHUPOBAHHOTO JOCTYyIa B
JIOKQJIbHOM CETH.

7. lleHTpanu30BaHHBIM y4e€T M YNPaBICHHUE MPOrPAMMHO-ANMAPATHBIMU CPEJICTBAMH 3aIUTHI
uHpOpMalnu.

14.1.5. Tembl 1200paTOPHBIX PadoOT

[{enTpann3oBaHHas MHBEHTAPHU3AIUs PECYPCOB JIOKAIbHOU ceTH. [IpoBegeHre NHCIEKIN U ydeT
M3MEHEHMH KOH(PUTypalluy 3aIIUIIaeMbIX pab04nX CTAHIUH.

VYnpasnenue cepBepamu aamuHucTpupoBanus Kaspersky Security Center. llenTpanuzoBanHas
HacTpolKa cpeacTBa aHTHBHpYycHOM 3amuThl Kaspersky Endpoint Security. Ayautr coObitvii u
JIOTIOJTHUTEIbHBIE BO3MOKHOCTH.

Pasrpannuenune nocrtyna k JaHHbIM. PasrpaHnuuenue nocryna k ycrporictBaM. KoHTpousb nedatu
KOH(UIEHIINATbHBIX JaHHbIX.

3aMKHYyTas mporpaMMHas cpena. KoHTposp 11e510CTHOCTH.

Aymut cobsituii mHbopmanmonnon OezomacHoctn C3U or HCJI. PaGora co cBeaeHusIMH B
KypHase peructpanuu coobTuil. TeHeBoe KOoupoBaHHe.
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OmnepaTuBHOE yINpaBlIEHUE 3alUINAEMBIMH PAOOYUMH CTAHLUMSAMH W MOHHTOPUHT COOBITHIA
nH(pOpMaIMOHHOM 0€30MacHOCTH

VYnpaBieHue >KHU3HEHHBIM IHMKIOM CPEACTB ayTeHTH(UKALUU anmapaTHbIX HUIACHTU(PUKATOPOB C
MOMOIIIBIO CPEACTB IEHTPAIM30BAaHHOTO YYeTa M YIPaBICHHUS MPOrPAaMMHO-AMIIAPATHBIMUA CPEACTBAMHU
3alIUThI UH(OPMAIHH.

14.1.6. TeMbI KYpCOBBIX IPOEKTOB / KYPCOBBIX padoT

BrimontHeHHE KypcoBo# paboThl Ha Temy “AnmuHuctpupoBanue u ympasienue C3U ot HCI”.
CoBMeCTHO ¢ PYKOBOJIUTENEM BO3MOXKEH BBIOOp APYroil TeMbI KypCOBOM paboThI, OJJHAKO HEOOXOAUMBIM
SBIIAETCS YCIIOBME IPUMEHEHHs B paMKax KypcoBOil paloThl cpeicTBa 3aliuThl MHGOpPMAlUU OT
HECaHKLMOHUPOBAHHOTO JOCTyla B JIOKAJbHOM CETH C IPUMEHEHHEM BBIIAHHBIX IPENOoJaBaTelIeEM
BUPTYaJIbHBIX MAILIMH U BBIIIOJIHEHUE TPeOOBaHUI 3aJaHUS 10 BapHAHTY.

PaccmoTtpuMm 3amanue, KOTOpoe HEOOXOOUMO BBINOJHUTH B paMKaxX BBINOJIHEHUS KypCOBOH
paboTHI:

1. B coorBeTrcTBMM ¢ BapMaHTOM, OMNpeNeNuTh HUHPopManuoo, o0pabdaTbiBaeMyl0 B
aBTOMATHU3HPOBAaHHBIX cHCTeMax opranuzanuu. OmnpeneiauTb Yrpo3bl, a Takke HHPOPMAIUIO,
HYKJAIOLIYIOCS B 3alllUTE.

2. O0beIMHUTH BUPTYAJIbHBIE MAILIMHBI, BBIIAHHBIC [TPENOJaBaTeNIeM B JJOMEH.

3. IlpousBectu ycrtaHoBKy cepBepHod M knueHTckux 4dacrter C3U or HCJl Ha BupTyanbHBIC
MAaIINHBI.

4. Tlpoussectn Hactpoiiky moacucteM C3U or HCJl B cooTBeTcTBMM C BapuaHTOM (cCo31aTh
KaTajord u (paiyipl Ha BUPTYAIbHBIX MallIMHAX, KOTOPbIE ObI COOTBETCTBOBAIU

nanHoi nHpopmaryn). Cro1a BXOAUT HACTPOKKA, a TaKKe O0BSICHEHNE IPUYHH, B COOTBETCTBUU C
KOTOPBIMH OBLITH HACTPOEHBI IaHHBIE MTOICUCTEMBI:

— [Momutux C3U ot HC/I.

— Pasrpanuuenue nqoctyna K yCTpoHCTBaM.

— 3ajaHue MaHJaTHOTO WM TUCKPELIMOHHOTO METO/A YIPABIEHUS JOCTYIIOM.

— Hacrpoiika 3aMKHYTOH TPOrpaMMHO# cpeibl (00s13aTenbHa ISl HEYETHBIX BAPUAHTOB).

— Hactpoiika KOHTpOJIS HEJIOCTHOCTH JAaHHBIX (00s3aTenbHa JUIsl YETHBIX BAPUAHTOB).

— Hacrtpolika 3aTupaHusi JaHHBIX.

— Hacrpolika KOHTpOJIs IIeyaTH.

5. IloAroTOBUTH MOSICHUTENIBHYIO 3aIUCKY, COJIEPIKalllyl0 OINMCaHHE BBINOJHEHHBIX paloT, a
TaKke BBIBOJIBI TTO BCEH padoTe.

14.2. TpeGoBaHusI K OLEHOYHBIM MATEePHAJIaM JIJIsl JIMI ¢ OTPAHMYCHHBIMH BO3MOKHOCTAMH
310POBbSI M MHBAJIH/I0B
Jiig M ¢ OrpaHMYEHHBIMHM  BO3MOXKHOCTSMH 3[0pOBbS M HHBAIUAOB IPELyCMOTPEHBI
AOIOJIHHUTECIIBHBIC OIICHOYHBIC MaTCpHAJIbl, ICPCUYCHDb KOTOPLIX YKAa3aH B Ta6J'II/IH€ 14.
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Tabmuma 14 — JlononHuTENbHBIE MaTepUaIbl OIICHUBAHUS IS

3I0POBBSI 1 HMHBAIIUIOB

JijI ¢ OIrpaHUYCHHBIMU BO3MOKHOCTAMU

Kareropun
o0yJaromuxcst

Buapl 4OMOIHUTENBLHBIX OIEHOYHBIX
MaTepHuasioB

@DopMbI KOHTPOJISI U OLIEHKH
pe3yabTaTOB OOYUECHHUS

C HapyleHus MU
ciyxa

TecTbl, TUCHEMEHHBIE CAMOCTOSTEIIEHBIC
paboThl, BOIPOCHI K 3a4ETY,
KOHTPOJIbHBIE PabOTHI

[IpenMymecTBEHHO MUCHMEHHAS
poBepKa

C HapylieHusIMu
3peHHS

CobecenoBaHue 110 BOIIpOCaM K 3a4eTy,
OIIPOC IO TEPMHUHAM

[TpenmyIIeCTBEHHO yCTHAsS TIPOBEPKa
(MHAWBUIYATBHO)

C HapylieHusIMU
OTIOPHO-
JIBUTATEIILHOTO
amnrmapara

Pemenue nucTaHIIMOHHBIX TECTOB,
KOHTPOJIbHbIE paOOThI, IMCbMEHHBIE
CaMOCTOSITeNIbHBIE paOOTHI, BOIIPOCHI K
3ayery

[Ipenmy1iiieCTBEHHO TUCTAHIIMOHHBIMU
MeToIaMuU

C orpaHuyYeHUsIMU 110
00IIeMeTUIINHCKUM
MOKAa3aHUSIM

TecTbl, MUCbMEHHBIE CAMOCTOSITEILHBIC
paboThl, BOMPOCHI K 3a4ETY,
KOHTPOJIbHBIE PA0OTHI, YCTHBIE OTBETHI

[IpeuMy1iecTBEHHO IIPOBEpPKA
METO/IaMHU MCXO/S U3 COCTOSTHUS
oOyuarolerocs Ha MOMEHT IIPOBEPKU

14.3. Meroanueckue peKOMeHAAIMN 110 OLEHOYHBIM MaTepUAaJIaM JIsl JIUI ¢ OTPAHUYEeHHbIMH
BO3MOKHOCTSIMM 310POBbSI 1 HHBAJIU/I0B

Jns nui ¢ orpaHMYEHHBIMH BO3MOXKHOCTSIMH 3JI0pOBbS M HHBAJIUAOB TMpPEIyCMaTpHUBAETCS
noctymHas popma MpeIoCTaBICHUS 3a/IaHUH OLIEHOYHBIX CPEJICTB, @ IMEHHO:

B MIEYaTHOI Qopme;

B MIEYaTHOI opMe ¢ yBEITMUEHHBIM HIPUPTOM;
B (hopMe€ FIIEKTPOHHOI'O JOKYMEHTA;

METOJIOM YTEHUSI ACCUCTEHTOM 3aJIaHUs BCIIYX;
IIPEIOCTaBIIEHUE 3aJaHHs C UCIIOJIB30BaHUEM CYPAOIEPEBO/IA.

Jlutiam ¢ orpaHMYEHHBIMH BO3MOXKHOCTSIMHU 3/I0POBbSl U MHBAJIUAAM YBEIHMYMBACTCS BpeMs Ha
MOATOTOBKY OTBETOB Ha KOHTPOJbHBIE BOMpochl. [[ms Takux oOywarommxcs MpeaycMaTpuBaeTcs
nocTyrHas (opMa mpeIocTaBiIeHrs OTBETOB Ha 3a/IaHUsI, @ UMEHHO:

INHUCBbMCHHO Ha 6YM8.FC;

Ha6op OTBCTOB Ha KOMIIBIOTEPEC,
Ha6op OTBCTOB C UCIIOJIb3OBAHUEM YCIIYT' aCCUCTCHTA,
MMpeaACTaBJICHHUE OTBETOB YCTHO.

[Tpouenypa oueHHMBaHMSI pPE3yIbTATOB OOYUYEHHUS JIMI C OrPAaHWUYEHHBIMH BO3MOXHOCTSMU
3/I0pOBbsI U MHBAJIMJOB 0 AUCLUIUIMHE MpEeIycMaTpUBaeT MpeAocTaBlieHHe MHpopManuu B (opmax,
a/IalITHPOBAHHBIX K OTPAaHUYEHHUSAM UX 3710POBbsI U BOCIPUATHS HH(POPMALIUU:

J1s1 1ML ¢ HApYIIEHUAMH 3PEHM:

B (hopMe€ FIIEKTPOHHOTO JOKYMEHTA;
B [I€YaTHOHN (popMe YBETUUEHHBIM LIPUPTOM.

JLst M1 ¢ HAapYIIeHUusIMH cJIyXa:

B (hOpMe IIIEKTPOHHOTO JJOKYMEHTA,;
B MIEYaTHOH (opme.

I[.Tlﬁ JIMI ¢ HAPYIICHUSAMMA OIIOPHO-ABUIaTCJIbHOT0 almapara:

B (hopMe FIIEKTPOHHOTO JOKYMEHTA;
B MIEYaTHOH (opme.

[Tpn HEoOXOMUMOCTH JI JIUI C OTPAHUYCHHBIMH BO3MOXKHOCTSMH 3/I0pPOBbS U HMHBAIUIOB
MpoIieIypa OIEHUBAHUS PE3yJIbTaTOB 00YUEHUS MOXKET MPOBOJAUTHCS B HECKOJIBKO 3TAIOB.
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