MHUHHUCTEPCTBO OBPA3BOBAHUS 1 HAYKHM POCCUHMCKOM ®EJEPAIIMA
DenepajbHOE TOCYIAPCTBEHHOE OI0KEeTHOE 00pa3oBaTe/ibHOE YUpek/JIeHHe BbICIIero 00pa3oBaHus

«TOMCKH TOCYJIAPCTBEHHBI YVHUBEPCUTET CUCTEM
VIIPABJIEHUS U PAJTMODJIEKTPOHUK
(TYCYP)

== TUSUR YTBEPXJIAIO
m m UNIVERSITY JlupekTop aenapraMeHTa HayKu U MHHOBAIIUM

Moy saauT NOQMTHCES 3ASKTIOHMEOR NOINWCRH [
Ceprugamar: 1obcfala-5laf-448-aef0-5584d2fd4820
Bragesey: Tpoawm Magen Edmpmosms

LeacTaatengs: ¢ 1001, 2016 no 16092010

PABOYA A [TPOI'PAMMA JJTUCTIUTIJIMHBI
Mertoabl U cpeacTBa 3alUTHI HH(POPMALIUH

YpoBeHb 00pa3oBaHus: BbIcLIee 00pa30BaHue - MOAT0TOBKA KaJPOB BbIcIIeH KBaIu(puKanuu
Hampasnenue noarorosku / cneruanbHOCcTh: 10.06.01 Undopmaunonnasi 6e30nacHocTb
HanpasnenHocts (nmpoduinb) / crnenuanuzanus: MeTogbl M CHCTeMbl 3alIUThI  UHGOpPMaNMH,
HH(POPMALMOHHAA 0€30IIaCHOCTh

®dopma 00ydeHUs: 3a09HAA

QaxkynbreT: @b, ®aKkyabTeT 6€30MaCHOCTH

Kagpenpa: KUBIBC, Kadenpa kommiexkcHol HH(POPMALMOHHOI 0e30MaCHOCTH 3J1eKTPOHHO-
BbIYHCJIUTEIbHBIX CHCTEM

Kypc: 2

Cemectp: 3

Y4eOnsiii mnan zHabopa 2017 rona

PaCHpe,Z[CJ'IeHI/IC paGoqero BpPEMCHU

Ne Bunpl yueOHO# nesTebHOCTH 3 ceMecTp Bcero Ennaunner
1 Jlexknuu 4 4 9acoB
2 IIpaxTryeckue 3aHATUA 4 4 4acoB
3 Bcero aymuTopHbIX 3aHATHN 8 8 4acoB
4 CamocTosiTenbpHas padboTa 60 60 4acoB
5 Bcero (0e3 ax3aMeHa) 68 68 4acoB
6 Iloxroroska u caada 3ayera 4 4 4acoB
7 OO0m1as Tpy10EMKOCTh 72 72 4acoB
2.0 3.E.

3auer: 3 cemecTp

Tomck 2018
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PilCC.\l()TpCH&l 151 ()ﬂ()(’)pCHLl Ha 3aCCJaHuM Kil(i)ﬁ;{pbl
npotokot Ne 6 oT « 16 » 5 2018 1
JINCT COI'TTACOBAHU A

Pabouas mporpamma AUCIUIUIMHBI COCTaBJICHA C y4eTOM TpeOoBaHUHU (enepaabHOTO Trocynap-
CTBEHHOTO 00pa3oBaTeNbHOTO cTaHaapTa Bhiciiero oopazoBanus (CPI'OC BO) no HampaBiieHHIO MOATO-
toBkH (crenmanibHOCcTH) 10.06.01 MHopmarmonnas 6e3omacHocTh, yrBepxkaeHHOro 30.07.2014 rona,

paccmoTpena u onobpeHa Ha 3acenanuu kapenpsl KUBOBC «  » 20 roma, MPOTOKOI
Ne

Pa3zpaboTunku:

[IpemopaBarens kad. KUBOBC A. 0. Sxkumyx

Houent kadp. KUBOBC A. A. Koues

3aBeayromumii odecreunBaronieii kad.
KH1B2BC A. A. lllenynanos

Pabouas mporpamma JTUCIUIUIMHEI COTIIacoBaHa ¢ (DaKyIbTETOM M BBITyCKaroIel Kadeapoii:

Hexan ®b E. M. JlaBrii0Ba
3aBenyromnuii BeITycKaroIen kag.

KNB3BC A. A. lllenynanos
OKCIEPTHI:

3aBeAyOIINi aCIUPaHTyPOi T. }O. KopoTtuna

JlotieHT J1aboparopun 6€30MacHBIX
omomeauIHCKUX TexHomorui L[Th
KHBESBC J1. 1. 3p1KOB
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1. lean u 3aga4n AUCHUTLIHMHBI

1.1. lleau TUCUMIIAHBI
[lenpr0 OCBOEHUS MTUCIMILIMHEI SBISICTCS (DOPMUPOBAHNE KOMITIETEHIIHA, COOTBETCTBYIOIINX TpPE-
OoBanusaM DenepasbHOrO TOCYIApCTBEHHOTO OOpAa30BATENIbHOTO CTaHAApTa BBICIIETO OOpa3oBaHUsS IO
HanpasieHuto noarotoBku 10.06.01- Mudopmanumonnas Oe3onacHocTs", yrBepxaeHHoro 30.07.2014
npukazoM MunoOpHayku Poccun Ne 874.

1.2. 3agaun IMCHMIIINHBI

—  UW3y4YCHHUE MPHUHIIMIIOB OIICHKU CTETICHH COOTBETCTBHS 3aIIHUIAEMBIX 00BEKTOB HH(OPMATH3A-
MM 1 WHOOPMAITMOHHBIX CUCTEM JCHCTBYIOIIMM CTaHAapTaM B o0JiacTh MH(DOpPMAITMOHHONW O€301acHO-
CTH;

— OCBOCHHE HaBBIKOB IIPHUMEHEHUS TTPOrPAMMHO-AIMITAPATHBIX U TEXHUYECKUX CPEJICTB 3aIUTHI
nHGOPMAIIMN B COCTaBE KOMILUIEKCOB CPEICTB 3alIUTHI C IENbI0 MPOTUBOACHCTBUS yTpO3aM HapyLICHUS
HH(POPMAITMOHHOHN 0€301TaCHOCTH;

—  HUCCIIe0BaHUE, CO3/IaHUE HOBBIX M COBEPIICHCTBOBAHUE CYIECTBYIOIINE METObI 3alIUTHI UH-
dbopmanuu.

2. MecTo nucuuiiiuebl B cTpykrype OIIOII

Hucuumuinaa «Metoasl U cpencTBa 3amuThl nHGopmarmn» (b1.B.JIB.2.2) otHocutes k 6ioky 1
(BapuaTHBHAs 4acTh).

[TpenmecTByOIUMU AUCHUIUIMHAMY, (POPMHUPYIOLIMMH HadalbHble 3HaHUS, sBisitoTCs: MHTen-
JIEKTyaJIbHBIE METOBI B HH(POpMaIrmoHHOM Oe3onacHocTH, UHopmanmonnas 6e3omnacHocTh, Martemaru-
YyecKoe MoJeNupoBaHue B MH(OpManMOHHON Oe3omnacHocTH, CTaHAapThl B 001acTH WHGOPMALMOHHON
0€30I1aCHOCTH.

[Tocnenyromumu JTUCUUIUIMHAME SBISIOTCS: METO/Ibl M CUCTEMBI 3alUuThl MHGOopMalu, uHdop-
MalMoHHas 0e301macHOCTh, [1oAroToBKa K cllaue U c/lauya rocyIapCTBEHHOIO SK3aMeHa.

3. TpeOoBaHus K pe3yJbTaTaM OCBOCHHS THCHUIINHBI

[Iponiecc n3ydeHus QUCIUIUIMHBI HATIPaBJIeH Ha (GOPMHUPOBAHUE CIEIYIOIINX KOMIECTCHIIUI:

—  OIIK-3 crnoco6HOCTh 0OOCHOBAHHO OLICHUBATh CTENEHb COOTBETCTBUS 3alUIIAEMBIX OOBEK-
TOB MH(pOpPMATH3AIMKU U UHOOPMAIIMOHHBIX CHCTEM JIEHCTBYIOIIMM CTaHAApTaM B O0OJIACTH MH(OPMAIH-
OHHOM 0e30MacHOCTH;

— TIK-3 cnocoGHOCTh MPUMEHSATh MPOrpaMMHO-aNNapaTHble M TEXHUYECKHE CPEJCTBA 3aIIUTHI
nHGOpPMaIIMN B COCTaBE KOMIUIEKCOB CPEJCTB 3alIUTHI C IEJbI0 MPOTUBOIEHCTBUS yrpO3aM HapyLICHUS
MH(POPMALIMOHHOW 0€30IacHOCTH, HCCIeI0BaTh, CO3/IaBaTh HOBBIE M COBEPILEHCTBOBATH CYIIECTBYIOIIHE
METOJIBI 3alIUTHI HH(POPMAIINH;

B pesynpTrare u3ydeHus IMCIHUIIIMHBI 00YyJatOMIUNACS TO0JIKEH:

—  3HATh KaK IPUMEHSATH MPOTPaMMHO-AIIAPATHBIE U TEXHUYECKHUE CPEICTBA 3aIIUTHl HHPOpMa-
IIUM B COCTABE KOMIUIEKCOB CPEACTB 3aLUTHI C LEJIBIO0 IPOTUBOAECHCTBHSI YIpo3aM HapylleHus nHpopma-
IIMOHHOU 06€30IacHOCTH

—  YMeThb NIPUMEHATH IPOrpaMMHO-aIIapaTHbIe U TEXHUYECKHE CPEJICTBA 3aILUThl HH(POPMALUU
B COCTaBE KOMIUIEKCOB CPEJICTB 3AIIUTHI C IENBI0 TPOTUBOACHCTBHS yrpo3aM HapyLIeHHsS HH(OPMALIMOH -
HOM 0€30I1acHOCTH, MCCIE0BaTh, CO3/1aBaTh HOBBIE U COBEPIIEHCTBOBATh CYLIECTBYIOIINE METO/BI 3alllU-
Tl HUHPOPMALIUU

—  BJAJIeTh HaBbIKaMM NIPUMEHEHUs IPOrPaMMHO-AMINAPATHBIX U TEXHUYECKUX CPECTB 3alUThI
MH(pOPMaLUK B COCTaBEe KOMILJIEKCOB CPE/ICTB 3aIlUTHI C I€JIbI0 IPOTUBOACHCTBUS yrpo3aM HapyLIeHUs
MH(POPMALIMOHHOW OE€30MTaCHOCTH, UCCIIEIOBATh, CO3/1aHUS HOBBIX M COBEPIIEHCTBOBAHMS CYIIECTBYIOIINX
METOJI0B 3alUThl MH()OpMaLUU

4. O6beM IMCUMIJIMHBI M BUABI Y4e0HOI1 padoThI
OO01ast TpyI0EMKOCTb JUCHUILUINHBI cocTaBisieT 2.0 3aUeTHBIX eIMHMILIbI U IIPeCcTaBIeHa B TaOuu -
ue 4.1.
Tabmuna 4.1 — Tpy10eMKOCTh AUCIUILUIMHBI

Bune! yueOHOI nesTeNbHOCTH Bcero yacos Cemectpsl
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3 cemecTp

AynuTtopHble 3aHATUSA (BCETO) 8
Jlexknuu 4
[IpakTnueckue 3aHATHS 4
CamocTosiTenbpHas paboTa (Bcero) 60 60
Brinmonnenue noManrHux 3agaHun 18 18
[TpopaboTka JIEKITMOHHOTO MaTepuaia 10 10
CaMocTosTenbHOE N3y4eHUE TeM (BOIPOCOB) 22 22
TEOPETHYECKON 4acTH Kypca
[ToaroroBka K MpakTUYECKUM 3aHATUAM, CEMUHApaM 10 10
Bcero (0e3 ax3amena) 68 68
IToaroroBka u caada 3adera 4 4
OO01mas Tpy10eMKOCTb, 4 72 72
3auetHble EauHuIb 2.0
5. Conepxanue JTUCUMILIIHHBI
5.1. Pa3znesnsl JUCHUIIMHGLI 1 BUALI 3AHATHHI
Pa3znenbl nMCUMIUIMHBL U BUJBI 3aHSATUN TTPUBEICHBI B Ta0uIe 5.1.
Tabmuua 5.1 — Pa3nens! AUCHUTUIMHBI U BUJIBI 3aHATHIHA
Bcero
4acoB
[Tpak. Cam. dopmMupyembie
Ha3Banus pa3nenoB 1uCHUTLIIMHBL Jlek., u (Ce3
3aH.,4 | pab., 4 KOMITETEHITNH
9K3aMEeH
a)
3 cemecTp
1 Metozpl ayTeHTH(QHUKAIUN 1 1 4 6 OIIK-3, [1IK-3
2 MeToJibl pa3rpaHUyEeHuUsl 10CTYIa | 1 10 OIIK-3, T1K-3
3 MeTtozp! Kpuntorpapu4eckoi 3auThl HH- 1 4 6 OIIK-3, [1K-3
¢bopmanuu
4 MeTobl 3alUTHI JIOKAILHOM CETH 1 1 4 6 OIIK-3, TIK-3
5 MeTo/ibl KOHTPOJISI IETOCTHOCTH 0 0 10 10 OIIK-3, I1K-3
6 Metonbl aynuta 0 0 8 8 OIIK-3, TIK-3
7 Metojnl obecrieueHus 0€30I1acHOCTH JaH- 0 0 10 10 OIIK-3, TIK-3
HBIX, [IEPEAABAEMBIX 10 CETH
8 Metonbl 0OOHAPYKEHUS U TIPEIOTBPAILICHUS 0 0 12 12 OIIK-3, I1K-3
BTOPKCHUH
Hroro 3a cemectp 60 68
Uroro 60 68
5.2. Coaep:xanue pa3aejioB IMCHUILIHHBI (110 JIEKIIASIM)
ConeprkaHue pa3aesioB TUCIUTIINH (TIO JIEKIUIM) IPUBEIEHO B TabmuIie 5.2.
Tabmuua 5.2 — ComeprkaHue pa3ienaoB TUCIUILIKH (TI0 JIEKITHSIM)
Copeprxanue pa3aesioB JTUCHUILTUHEL (110 | TpynoemkocTs, | DopMupyembie
Ha3Banus pazgenos Aep pasil AHC ( Py ’ pMHPY
JICKITUSIM) q KOMITETEHIIUU
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3 cemecTp

JIOKAJIbHOU CETHU

HBIX C€TeW U METO/IbI 1ocTyna B HUX. CTpyK-
Typa 1 GYHKUUH JTOKaIbHBIX ceTeil. Conep-
skanue ctanaapra IEEE 802. bazobie Tex-
HoJsioruu JiokainbHbIX cereid. IEEE 802.2
Ethernet. OGopynoBaHue JIOKATbHBIX CETEH.
Pernamentupyromye JOKyMEHTHI B 001aCTH
0€301aCHOCTH BBIYUCIUTEIBHBIX CETEH.
CrangapTel 6€30MaCHOCTH BBIYUCIUTEIHHBIX
CeTell U uX KOMIIOHEHTOB. [IpaBoBbIE OCHO-
BbI 3aIIUTHI UH(OPMALIUU B CETSIX.

Hroro

1

1 Metonp! AyTteHTH(UKaIMs Ha OCHOBE MapOJIs. 1 OIIK-3, [IK-3
ayTeHTU(UKAINH AyreHTudUKaIUs C UCTIOIb30BaHUEM (DU3H-

4eCKOro 00beKTa. bruomerprudeckrue MeToabI

ayreHTu(uKanu. MHorodaxkTopHas ayreH-

tudukanusa. Texnonorust SSO.

Hroro 1
2 Metozpl Knaccugukanus cyobekToB 1 00BEKTOB J10- 1 OIIK-3, [TIK-3
pa3rpaHuveHUS cryna. [IpaBa noctyna. MeTtoasl pa3rpaHu-
JIOCTYTIa 4yeHus JocTyna. Pasrpannyenue gocryna K

daitnoBeiM oObekTaM. HacnienoBanue paspe-

nieHui. Pasrpanndenue nocryna K ycTpom-

ctBaM. OrpaHUYeHHS Ha 3aIMyCK MPOrpaMM-

HOT'O 00€CIIEeYeHHUS.

Hroro 1
3 Metonbl Kpunrorpaduueckne MeTo bl 3a1UThl HH- 1 OIIK-3, TIK-3
Kpunrorpadguyeckoit | popmarun: mudpoBaHue, XeIMpPOBaHUE,
3a1uUThl UHGOPMAIIUU | JICKTPOHHAS TOJIHCH.

Hroro 1
4 MeTomp! 3allUThI Kondurypanuu nokaibHbIX BBIYUCIUTENb- 1 OIIK-3, TIK-3

Hroro 3a cemectp

4

5.3. Pa3nenbl JMCHMILVIMHBI M MEKIMCUMILUIMHAPHBIE CBSA3H ¢ 00eceYuBAKIIMMH (NPeAbl Ty IIUMHU)

U o0ecnieynBaeMbIMH (IOCJIETYIONIUMH) TUCHHIIHHAMU

Paznmenpl MTUCHUIUIMHBI M MEXIUCIUTUTMHAPHBIC CBSI3U C 00ECIICUMBAOIIMMHU (TIPEABIAYIIUMH) U

obecrieunBaeMbpIMHU (TTOCIICTYIONTUMHI ) AUCITUTUIMHAMHE TIPEICTAaBICHBI B TabmuIe 5.3.

Tabmuua 5.3 — Pa3nenbl AUCIUTUTHHBI B MeXKANCIUILTNHAPHBIC CBSI3U

HanmeHoBaHNe OUCIUILINH

Ne paznienoB qaHHOMN AMCHUIUIMHBL, 17151 KOTOPBIX HEOOXOIUMO
n3yyeHre 00eceunBaoINX U 00eCeunBaeMbIX JUCIUILUINH

1 2 3 4 5 6 7 8
[IpenmmecTByroUE AUCIUTUTHHBI

1 I/IHTenneKTyanLvae METO/TbI B 4 . n N . n n n
UH(POPMALMOHHON 0€30MaCHOCTH
2 NnadopmanmonHas 6e3omnac- n . n n n n + +
HOCTH
3 MaTreMaTuyeckoe MOJICIupOBa- +
HUE B NH(POPMALIMOHHOM Oe3-

CornacoBaHa Ha noptane Ne 47154




OIMACHOCTH
4 CTaHI[ap"fLI B obnactu uHQOp- n N n n N n n n
MAaIlMOHHOH 0€30I1aCHOCTH
[Tocnenyromue TUCIUIIITUHBI

1 MeTtozp! ¥ CUCTEMBI 3aIIUTHI
uH(popMaiuu, UHGOpMaLOHHAs + + + + + + + +
0€30IacCHOCTh
2 IlogroroBka K ciade W ciada

A a 8 + + + + + + + +
roCy/IapCTBEHHOTO PK3aMeHa

5.4. CooTBeTcTBHE KOMIIETEHIIMIA, (OPMHUPYEMBIX PH U3yYeHUM TUCIHHUILUIMHBI, U BUA0B 3aHATHI
CooTBeTCcTBHE KOMIIETCHIIMH, (HDOPMUPYEMBIX TPH HM3yYCHUHW AWCIMILINHBI, W BHJOB 3aHATHU
MPEICTaBICHO B Tabmuiie 5.4.
Tabnuna 5.4 — CoOTBETCTBHUE KOMITETEHIIUM, (POPMUPYEMBIX MPU U3YUEHUU HUCUUILTAHBI, U BUJOB 3aHS -

TUU
KoMmrmerenmu Bunel 3ansaTuii
@DOpMBI KOHTPOJIA
u Jlek. [Ipak. 3aH. Cam. pa6.
OIIK-3 + + 3auer, Tect, OTueT No nMpakTUye-
CKOMY 3aHSTHIO
I1K-3 + + 3auer, Tect, OTUeT MO NMpakTUye-
CKOMY 3aHSITHIO

6. UHTepakTUBHBIEC MeTOAbI U (JOPMBI OPraHu3anMu 00yYeHUs
He npenycmorpeno PVYII.

7. JlabopaTtopHbie padoThl

He npenycmotrpeno PVYII.

8. IIpakTHyeckue 3aHATHSA (CEMUHAPDHI)
HaumeHoBaHMe NpakTHUECKUX 3aHATUH (CEMUHAPOB) MpuBeneHo B Tabnue 8.1.
Tabmua 8.1 — HauMmeHoBaHMe MPaKTHYECKUX 3aHATHHA (CEMHHAPOB)

HaumenoBanne npaktuueckux 3aHatuil | Tpynoemkocts, | DopmMupyemslie
Haszsanus pasnenos
(cemuHapoB) q KOMITETCHIIHI
3 cemecTp
1 Meronpt 1. [Ipumenenue cpeacTB ayTeHTU(UKAIIUN 1 OIIK-3, I1K-3
ayTeHTU(HUKAIUN IpY IOMOITH (PU3UYECKOTrO OOBEKTA.
Uroro 1
2 Meronpl 2. [IpumeHeHue cpesICTB pa3rpaHUUEHUs J0- 1 OIIK-3, TIK-3
pasrpaHU4eHHUs CTylla K yCTPOMCTBaM.
flocTylia Hroro 1
3 Metoab! 3. IlpumeHeHue cpesncTB KpunTorpaduue- 1 OIIK-3, TIK-3
KpunTtorpaguueckoil | CKoM 3alIUThl HHPOPMAIIUH.
3alIUThI HH(OpMALUU Wroro 1
4 MeTtonan! 3aIIUThI 4. ITpuMeHeHue CpeACTB MEKCETEBOTO IKpa- 1 OIIK-3, TIK-3
JIOKaJIbHOM ceTn HUPOBAHUS AJIS 3aLUTHI JIOKATbHON CETH.
Hroro
Hroro 3a cemectp 4
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Tabimue 9.1.

9. CamocTrosiTesqibHasi paboTa
Bunbr camocTosTenbHOM paboThI, TPYAOEMKOCTh U (POPMUPYEMbIE KOMIIETCHIINH TPE/ICTABICHBI B

Tabmura 9.1 — Buasl caMoCTOSTEIBHON pabOThI, TPYAOEMKOCTh U (DOPMHUPYEMBbIE KOMIIETEHITUN

Bungpl camocrosarensHoi | TpynoemkocTs, | Dopmupyemelie
HasBanns paznenos a Py ’ PMHPY @DOpMBI KOHTPOJIA
paboThI q KOMITETEHI[HA
3 cemecTp
1 Metonasl [ToaroroBka k mpakTuye- 2 OIIK-3, ITIK-3 |3aget, OTueT 110
ayTeHTU(pUKAIH CKUM 3aHSATHSIM, CEMHUHA- MPaKTUYECKOMY 3a-
pam HATHIO, Tect
[TpopaboTka neKIHOHHO- 2
ro MaTepuasa
Hroro
2 Metonbl [ToaroroBka kK mpakTuye- OIIK-3, IIK-3 |3auget, OTueT 110
pasrpaHuyeHus CKHM 3aHSTHSIM, CEMUHA- MPaKTUYECKOMY 3a-
JIOCTYTIa pam HATHIO, Tect
[IpopaboTka JeKInOHHO- 4
ro MaTepuasa
Hroro
3 Metojsl [ToaroroBka k mpakTuye- 2 OIIK-3, IIK-3 |3aget, OTUET 11O
KpUNTOTpaduuecKo | CKUM 3aHSATHSIM, CEMHUHA- MPaKTUYECKOMY 3a-
U 3alIUTEI pam HATHIO, TecT
uHGopMALIH [IpopaboTKa JIEKITMOHHO- 2
ro MaTepuasa
Hroro
4 Metoap! 3amuthl | [logroroBka k mpaxkTude- OIIK-3, IIK-3 |3auet, OTueT 110
JIOKaJIbHOU CETH CKHUM 3aHSTHUSM, CEMUHA- MIPaKTUYECKOMY 3a-
pam HATHIO, Tect
[TpopaboTka JTeKIHOHHO- 2
ro MaTepuasa
Hroro
5 Metonbl KoHTpOJIst | CaMOCTOSITENIBHOE U3Yy4Ye- OIIK-3, [IK-3 | 3auer, OTuer no
1IETTOCTHOCTH HUE TeM (BOTIPOCOB) TE€O- MPaKTUYECKOMY 3a-
PETUYECKOI YacTu Kypca HsTHI0, Tect
BrimonHenne qoManHux 4
3aJaHul
HToro 10
6 Meronp! aymuta | CaMOCTOSITENIBHOE U3YyYe- OIIK-3, [IK-3 | 3auer, OTuer no
HUE TeM (BOTIPOCOB) TEO- MPaKTUYECKOMY 3a-
pPETUYECKOM 4acTu Kypca HATHIO, Tect
BrimonHenne qoManHux 4
3aJaHui
Hroro 8
7 Metonpl CamocTosTenpHOE U3yde- 6 OIIK-3, IIK-3 |3auet, OTueT 110
oOecrnieuyeHus HUE TeM (BONPOCOB) TEO- MIPAKTHYECKOMY 3a-
0€30ITacHOCTH PETUYECKOM YacTh Kypca HATHIO, TecT
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JIaHHBIX, Brinmonnenue noManrHux 4
MEePEJAaBAEMBIX 110 | 3aJIaHUI
cet Hroro 10
8 Metozpl CamocTosTenbHOE U3yde- 6 OIIK-3, I1IK-3  |3ager, Otyer no
oOHapyXeHHUs U HUE TeM (BOMPOCOB) TEO- MPaKTUYECKOMY 3a-
NPEIOTBPALICHUS | PETUYECKOM YacTh Kypca HATHIO, Tect
BIOpKCHHH Brinonnenue nomamHmx 6

3alaHui

Hroro 12
Hroro 3a cemectp 60

ITonroroBska u cnada 3a- 4 3auer

yeTa
Hroro 64

10. KypcoBoii nmpoekT / KypcoBasi padoTa
He npenycmorpeno PYIIL.

11. PeliTuHrOBasi cucTeMa AJISl OHCHKH yCII€BaA€EMOCTHN oﬁyqammnxm
PetitunroBas cucreMa He HCIIOJIb3YCTCH.

12. YueOHO-MeTOAUYecKOe U MHGOPMANIMOHHOE O0ecnieyeHHue TUCIHIIINHBI

12.1. OcHoBHas1 JIMTEpaTypa
1. IHasprun, B.®. UndopmarmonHas 6€30macHOCTh [DJIEKTPOHHBIN pecypc| [DAEKTpOHHBIN pe-
cypc]: yaebnoe nocodue / B.®. lllanprun. — DnextpoH. naH. — Mocksa : JIMK Ilpecc, 2014. — 702 c.
— Pexxum moctyna: https://e.lanbook.com/book/50578 (mara obpamenus: 28.11.2018).

12.2. lonosiHuTEeIbHAS JIUTEPATYpPa

1. 3aiines, A.Il. Texaunueckue CpelCcTBA W METOJBI 3alIUTHl MHPOPMAINH [ DJICKTPOHHBIA pe-
cypc] [DnekTponHbIi pecypc]: yueOHoe mocodue / A.Il. 3aitnes, A.A. [llenynanos, P.B. MemepskoB. —
OnekTpoH. naH. — MockBa : l'opsuas nunus-Tenekom, 2012. — 442 c. — Pexum pgocryna:
https://e.lanbook.com/book/5155 (mata obpamenus: 28.11.2018).

2. byrakoBa H.I'., ®enopos H.B. Kpunrorpadpuieckre MeToabl U CpeacTBa 3alMThl WHPOpMa-
uu [D7eKTpoHHBIN pecypc]: yueoHoe nmocodue / H.I'. byrakos, H.B. ®enopor — CII6.: U1l «UHTEepM™ME-
musi», 2017. — 384 ¢. — Pexxum noctyna: https://ibooks.ru/reading.php?productid=356918 (mxara obparie-
Hus: 28.11.2018).

12.3. YueOHO-MeTOAHYIECKHE ITOCOOUS

12.3.1. O0s3aTe/ibHbIE Y4eOHO-MeTOAMYeCKHEe MOCOOus
1. Kouer A.A., SIkumyk A.FO. Metoasl U cpencTBa 3amuThl HHPOpMAHH [ DIEKTPOHHBIN pe-
cypc]: npakrukym. — Tomck: B-Cnekrp, 2018. — 208 «c¢. — Pexum pgocryna:
http://kibevs.tusur.ru/sites/default/files/upload/work progs/yay/miszi.pdf (mara o6pamenus: 28.11.2018).

12.3.2. YueOHO-MeTOAMYECKHUE TOCOOHS 1JIsl JIMI C OTPAHMYEHHBIMH BO3MOXKHOCTSIMHU 3/10POBbS U
HHBAJIH/I0B

Y4eOHO-METOIMUIECKUE MATepPHAIIbI ISl CAMOCTOSTEIILHOW M ayAUTOPHOW pabOThl 00ydJarOIuXcs
U3 YHCIIa JIMI ¢ OTPAHMYECHHBIMHA BO3MOYKHOCTSIMH 3JI0OPOBbSl M MHBAIMJIOB MPEIOCTABISAIOTCSA B (popMax,
aJaNTUPOBAHHBIX K OTPAHUYCHUSIM UX 3JI0POBbS U BOCTIPUATHUS MHPOPMAIIHH.

JIJ1s1 M1 ¢ HApYIIEeHUsIMH 3PeHusl:

- B (hopMe AIIEKTPOHHOTO IOKYMEHTA;

- B ITeYaTHOU (hOpMe YBEITMICHHBIM IIPUPTOM.

JIJ1st JIMII ¢ HAPYIIEeHUsIMM CJIyXa:

- B (hopMe AIIEKTPOHHOTO JIOKYMEHTA;

- B IeyaTHou (opme.
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JIJ1s1 M1l ¢ HAPYLIEHUSIMH ONIOPHO-IBUTaTeJILHOIO anmapara:
- B (hopMe ANIEKTPOHHOTO IOKYMEHTA;
- B IeyaTHou (hopme.

12.4. IIpo¢eccnonaibHbIe 0a3bI JAHHBIX U MHPOPMALIMOHHBIE CIIPABOYHbIEC CUCTEMBbI
1. 1. http://www.elibrary.ru - HayuHast 3;71€KTpOHHast OMOINOTEKA;

2. 2. http://www.edu.ru - BeG-caliT cucTeMBbI (eiepaabHbIX 00pa30BaTEILHBIX TOPTATIOB;
3. 3. http://edu.fb.tusur.ru/ - o6pazoBarenpHbIi MOpTal pakyabTeTa 6€30MACHOCTH;

4. 4. https://fstec.ru/ - deaepanbHas ciyx0a M0 TEXHUIECKOMY U IKCIIOPTHOMY KOHTPOJTIO.

12.5. Ilepuoguveckue U3IaHus
1. HWuadopmamus u Oe30macHOCTh [DIEKTPOHHBIN pecypc|: HaydHBIH KypHaI. - BopoHex :
BI'TY . - XKypnaun Berxomut ¢ 1998 r. — Pesxxum noctyna: https://elibrary.ru/title_about.asp?id=8748 (nara
obpamenusi: 28.11.2018).

13. MaTepuajibHO-TeXHHYecKoe ofecrneyeHUe JUCHUILIMHBI U TpedyeMoe MporpaMMHoe
ob0ecreueHmne

13.1. O6uue TpedGOBaHUS K MATEPHATbHO-TEXHMYECKOMY U MPOrPAMMHOMY 00ecTeYeHH 0
AUCHUTLTHHBI

13.1.1. MaTepuaJIibHO-TeXHHYECKOE U NIPOrPAMMHOE o0ecrneyeHue sl JIEKIIMOHHbIX 3aHATHH
Jl1s mpoBeieHuUs 3aHATUH JIEKIIMOHHOTO TUIIA, TPYIIIIOBBIX M MHAWBUYaJIbHBIX KOHCYIbTALIUH, TE-
KYILIEr0 KOHTPOJIS U MPOMEXYTOYHON aTTECTAIlMU UCIIONIb3YyeTCsl yueOHas ayTuTOpHUs ¢ KOJTUYECTBOM IIO-
CaJIOUHBIX MECT He MeHee 22-24, obopynoBaHHAsE JOCKOW M CTaHAAPTHOM yueOHOH mebenbio. MMerorcs
JEMOHCTpAIOHHOE 000pyI0BaHUE U YueOHO-HAMNISAHbIE TOCOOus, 00ecreunBaoIe TeMaTHUeCKUEe 1~
JIIOCTPALMHU 110 JIEKLIMOHHBIM pa3JieiaM JUCIUIUINHBI.

13.1.2. MaTepuaJbHO-TEXHHUYECKOE H IPOrPaMMHOe o0ecnedyeHne VI NPAKTHYCeCKUX 3aHATHI

JlaGopatopust "M3Mepenunii B TEJIEKOMMYHUKAIIMOHHBIX CHCTEMaX U CETEH M CUCTEM Tepeaauu UH-
dopmarun" / Jlaboparopus "be3omnacHbx OMOMETUIIMHCKUX TEXHOJIOTUN U cucTeM Oe3omacHoctu / Jla-
6oparopus ['TIO

yueOHasi ayuTopus JUIs IPOBEICHUS 3aHATUH JIGKIIMOHHOTO TUTA, Y4eOHas ayIUTOpUS [Tl TIPOBE -
JICHHS 3aHATUN MPAaKTUYECKOTO TUTIA, IIOMEIICHHE [T KYPCOBOTO MIPOSKTHPOBAHUS (BBIITOJIHEHUS KypCO-
BBbIX pa0boT), MOMENICHHE I CAMOCTOSATEIILHON pabOThI

634045, Tomckast obmactsb, T. Tomck, yi. KpacHoapmetickast, 1. 146, 408 aym.

Onucanue uMerouierocs 000pya0BaHuUs:

- UnarepaxktuBHas nqocka [QBoard 78" ¢ I1O Activinspire;

- I[IpoexTtop ViewSonic PJD5154 DLP;

- KommieroTeps! kiacca ve Hrke M/B ASUS PSLD2 1945P / AMD A8 3.33 GHz / DDR-II1 DIMM
4096 Mb / Radeon R7 / 1 Gb Seagate (10 mt.);

- Kommnekr cneunanuzupoBaHHol yueOHOI me0enu;

- Pabouee mecTo mpermnoiaBares.

[IporpamMmMHoOe obecrnieueHue:

— Microsoft Windows 10

— VirtualBox

13.1.3. MarepuajbHO-TEXHMYECKOE U IPOTPaMMHOe o0ecredeHne J1JIs CAMOCTOATEIbHOI padoThI
Jnst camocTosTeNnbHOM paboThl HCMONB3YIOTCA yueOHbIE ayAUTOPUU (KOMIIbIOTEPHBIE KJIaccChl),
PacCIONIOKEHHBIE TI0 aipecaMm:
- 634050, Tomckast o6nacTb, T. Tomck, Jlennna mpocmnexr, 1. 40, 233 ayx.;
- 634045, Tomckast obmacts, r. Tomck, yn. Kpacnoapmeiickas, 1. 146, 201 ayn.;
- 634034, Tomckast obnacTb, . Tomck, Bepummnauna ynuna, 1. 47, 126 ayn.;
- 634034, Tomckast obmacts, r. Tomck, Bepmmnanna ynmuua, 1. 74, 207 aym.

CoctaB 000py/IOBaHUSA:
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- yueOHasi MmeOerb;

- komnetoTepsl kinacca He Hike [IDBM INTEL Celeron D336 2.81T. - 5 miT.;

- KOMIBIOTEPHI MOJIKIIOUYEeHBI K ceTu «/HTepHeT» U 00eCreynBaroT JOCTYI B AJIEKTPOHHYIO HH-
(dhopManMOHHO-00pa30BaTEIbHYIO CPely YHUBEPCUTETA.

[Tepedens mporpaMMHOTO 0OECIICUCHUS:

- Microsoft Windows;

- OpenOftice;

- Kaspersky Endpoint Security 10 s Windows;
- 7-Zip;

- Google Chrome.

13.2. MaTepuajibHO-TeXHHYECKOe oOecredeHre TUCUMIIIMHBI JIS JIMI C OrPAHMYEHHbIMU
BO3MOKHOCTSIMH 310POBbSI 1 HHBAJIN/10B

OcBO€HHE NUCLUIUIMHBI JIMIIAMU C OTPAHUYEHHBIMH BO3MOXXKHOCTSMH 370POBbS U MHBAJIHMIAMHU
OCYILECTBIIAETCS C UCIIOIB30BAHUEM CPEIACTB 00ydeHHs OOIIETO U CHEIMAIbHOIO Ha3HAUYCHHUS.

[Tpu 3aHATHAX ¢ 0OYYAIOLIUMUCS ¢ HAPYIIEHHSIMH CJIyXa MPEIyCMOTPEHO UCIOIb30BaHHUE 3BYKO-
YCUJIMBAIOIIEH anmapaTypbl, MyJIbTUMEIUHHBIX CPECTB U PYTUX TEXHUUYECKUX CPEACTB MpueMa/mepena-
i yueOHOM nH(pOpMaIuu B JOCTYMHBIX (hopMax, MOOUILHOM CUCTEMBI IIPENoIaBaHus 11 00yJaronIXcs
C MHBAJIMIHOCTBIO, MOPTATUBHON MHIYKIITMOHHOW CUCTEMBI. YdeOHas ayIuTOPHsl, B KOTOPOU 3aHUMAIOTCS
oOyyaromyecsi ¢ HapylIeHUEM cllyxa, 000pylIoBaHa KOMITBIOTEPHON TEXHHKOH, ayIMOTEXHHUKOH, BHUJEO-
TEXHUKOU, SJIEKTPOHHOMU JOCKOW, MYJIbTUMEAUMHON CUCTEMOM.

[Tpu 3aHATHAX C OOYUYAIOUIUMUCS ¢ HAPYIIEHUSIMU 3PEHUSIMH [IPETyCMOTPEHO UCIIOJIb30BaHUE B
JCKIIMOHHBIX U y4eOHBIX ayAUTOPHUAX BO3MOKHOCTH IPOCMOTPA YAAICHHBIX 00BEKTOB (HAIIpUMep, TEKCTa
HAa JIOCKE WM CJaif/la Ha 3KpaHe) MPpU MOMOILY BUACOYBETUUHUTENCH 151 KOM(GOPTHOTO IPOCMOTpA.

[Tpu 3aHATHAX C 0Oy4YaIOLIMMUCS ¢ HAPYLIEHHUSIMH OIIOPHO-ABUIaTeIbHOIO almapara HCIOJb-
3YIOTCS aJIbTepHATHUBHBIEC YCTPOMCTBA BBOAA MH(OPMAIIUU U IpYrHe TEXHUUECKHE CPe/ICTBA IprueMa/miepe-
naun yuyeOHOM MHPOpPMaH B JOCTYIHBIX (popMax, MOOMIIBHOW CHCTEMbI OOYUEHUs UIs JIIOJCH ¢ UHBA-
JUAHOCTBIO.

14. OIIeHO‘lHLIe MaTepHuajJabl  METOAUYECCKUE PEKOMEHIAUHU MO OPraHu3alluv U3y4CHUA
AUCHHUITINHBbI

14.1. Coaep:xaHue OLEHOYHBIX MATEPUAJIOB M METOANYECKUE PEKOMEH AU
I[JISI OIICHKU CTCIICHU C(i)OpMI/IpOBaHHOCTI/I n ypOBHS[ OCBOCHHA SaerﬂJIeHHI)IX 3a HHCHHHHHHOﬁ
KOMIIETCHITUI MCTIOJB3YIOTCS OIIEHOYHbBIE MaTepUalibl B COCTABE:

14.1.1. TecToBbIe 3a7aHUA

1. Kakas nndopmanus He cofepKUTCs B mpoduiie, co3naBaeMoM Ha eToken /1t BXoja B onepanu-
OHHYIO CUCTEMY?

Jlomen

Jlorun

[Tun-KOI

ITapois

2. Kakas n3 mozenen pasrpaHu4eHus J0CTyna He npuMeHsieTcs B Secret Net?

JluckpenronHas MOAEIb

ManmaTHast MOJIEhb

PoneBas moaens

[TpuMeHsoTCs BCe MepeunciIeHHbIe MOAETN

3. Kakyto BO3MOKHOCTb IIPENOCTABIISIET UCIIOIB30BaHUE TEXHOIOTMH SSO?

Pa3BuTue m npoaBrkeHue canra

BbezonacHoe noxakioueHne Kk web-pecypcam

ABTOMaTHuecKasi ayTeHTU(UKAIMS B IPUIIOKEHUSIX TTPU MOJIKIII0oueHHOM eToken

Ilepenaua 3EKTPOHHON MTOYTHI B CETH

4. Kaxoit Tun aynuta B DeviceLock ¢ukcupyeT Bce monbsITKH 1OCTyNa, KOTOpble ObUIH 3a0J10KUPO -
BaHbI?
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Aynut ycriexa

AymuT pa3pelieHuit

Aynut 3anpera

AymuT oTKaza

5. Kakoil u3 mapameTpoB He YUYUTHIBACTCS NpPU BHECEHHMU YCTPOMCTBa B OENblii CIIHCOK B
DeviceLock?

WnenTuduxarop npogyKra

WneHTrdukarop npon3BoanTeNs

CrpaHa U3roToBUTEND

CepuiiHblii HOMEP

6. Ilog xkakuM ypoBHEM KOH(HIECHIIMAIHLHOCTH HEOOXOIMMO BOMTH B CUCTEMY aIMUHHCTPATOPY,
yToOBI Secret Net mo3BomiIa eMy U3MEHSTh MTApaMETPhl ONEPAITMOHHON CHCTEMBI?

Bricuuii (cTporo koH(pUASHIIHAIBEHO)

Cpennuii (koH(DHUICHIMAIBHO)

Huzmmii (He koH(UICHINAIBHO)

AJMMHUCTPATOPy MOKHO IPOBOAMUTH HACTPOMKHU MO JTFOOBIM YPOBHEM

7. C mOMOIIBI0 YEro MOXHO HACTPOUTH JOCTYIHOCTh (YHKIMOHATA TaKUX NPHIIOKEHHNA Kak
eToken PKI Client s riosis30BaTeein?

Peectp

Komangnas ctpoka

AJMMHUCTpATUBHbIE ITa0JIOHbBI

Hactpoiiku npunoxeHus

8. Kakum 00pa3om mpenocTaBUTh MOTHBIN AOCTYH IS JTI000H KIIaBUATYphI, MOJKIIOUCHHOHN K CH -
CTeME C YCTaHOBJICHHBIM 3alPeTOM J0CTyma K usb-mopram B DeviceLock?

Buectu xnaBuatypy B 6emnblii cincok kak Unique Device

BrecTu knaBuarypy B 6embiii circok kak Device Model

Otxmounts ynpasnerue goctynoM Kk USB HID B HacTpoiikax 6€30MacHOCTH MPOrpaMMbl

JIx000i1 3 epeuncaeHHBIX BAPUAHTOB

9. Kakue nmpaBa npenocTaBisIFOTCS MOJIb30BATENIO IPY MaHIaTHOM pa3rpaHUYEHUH JOCTYIIA B

cilydae, eCiM ypOBEHb KOH(UACHIIMAIBHOCTHU (ailyia HUXKe ypOBHsI ceaHca M0JIb30BaTesis?

3anuch

CMeHa Biazenbla

Urenue

N3menenne pazpeneHuii

10. Kakoe neiicTBue He GUKCHPYETCS MIPH ayTUTEe CUCTEMHBIX COOBITHA?

3aIycK JIEMEHTOB CUCTEMbI 0€30M1acCHOCTU

OTKIII0YEHUE 3JIEMEHTOB CHCTEMBI O€30IaCHOCTH

[IprcBoeHME NPUBUIIETHI TTOJIH30BATEIIO

M3MeHeHne CUCTEMHOTO BpEMEHU

11. Kakue coObITHS HE PUKCUPYIOTCS MPU ayAUTE YIPABJICHUS YICTHBIMH 3aTTUCIMU?

Coznanue y4eTHOM 3anKcH JUIs 110JIb30BaTeNs

M3MeHeHune napoist noab30BaTesst

Ha3nauenue nmpas nonb3oBarennto

BHecenue y4yeTHOI 3anucu B rpymimmy

12. Kakoil BapuaHT pa3BUTHS COOBITHI HEBO3MOXCEH B CIlydyae, €CIHM pa3Mep KypHasla COOBITHI
IIPEBBICUT MAKCUMAJILHO JOITYCTHUMBI?

BynyT 3atupatbcs ctapbie COOBITHS 110 Mepe HEOOXOAUMOCTH

Byznet TpeGoBaThCs OunIEHNE )KypHAla BPYUYHYIO aIMUHUCTPATOPOM

Byner npekpariier aynut coObITHI

byner nmponcxonuTs apxuBanys KxypHaia

13. Kakue T1bl 00eKTOB HE MOTYT MOABEPraThes (PUKCAIIMU MIPU ayJUTe TOCTYMa K 00BEKTaM?

Daiin

Karanor

Y4eTHas 3anuch

CornacoBaHa Ha noptane Ne 47154 11



Kirou peectpa

14. Kakue nanaple GUKCUPYIOTCS MPHU ayIUTE U3MEHECHHSI TIOTUTUKH?

M3MeHeHne CUCTEMHOTO BpEMEHU

3amyck 3JIeMEHTOB CUCTEMBbI O€30MaCHOCTH

Hasnauenue npas nosnp3oBaresns

OTkJiII04eHne 3JIEMEHTOB CUCTEMbI O€30I1aCHOCTH

15. TloueMy acMMMETpUYHbBIE KPUITOCUCTEMBI 3aTPYIHUTEIBHO MCIIOJIB30BATh JJIsl HEMOCPEN-
CTBEHHOTO M poBaHus BuaeoTpaduka?

B cBsi3u ¢ HeOCTAaTOUHON KpUNITOTpadUIEeCKOM CTOMKOCTHIO aCUMMETPUYHBIX KPUIITOCUCTEM

B cBsI31 ¢ OTCYTCTBHEM COOTBETCTBYIOIIUX CTaHIaPTOB

B cBsi3u ¢ HeOCTAaTOUHBIM OBICTPOACHCTBHEM AaCUMMETPUYHBIX KPUIITOCHCTEM

AcUMMETpUYHbIE KPUIITOCUCTEMbI HCTOIb3YIOTCA ISl HEMOCPEACTBEHHOTO MH(POBaHUS BUIEO-
Tpaduka

16. ComocTaBbTe JEHCTBYIOIINE OTEYECTBEHHBIE KPUNITOTpadhUIECKUEe CTaHAAPTHI C TICPEUUCIICH-
HBIMU KpUNITOrpadMuecCKUMU METOJAMHM 3alUThl HHPOPMALMHU B MOPAIKE UX MEPEUUCIICHUs: MuppoBa-
HUE, XEIINPOBAHUE, SJICKTPOHHAs MOAIHUCH.

I'OCT P 34.12-2015, TOCT P 34.10-2012, TOCT P 34.11-2012

['OCT 28147-89, TOCT P 34.11-2012, TOCT P 34.10-2012

I'OCT P 34.12-2015, TOCT P 34.11-2012, 'OCT P 34.10-2012

['OCT P 34.12-2015, TOCT P 34.11-94, TOCT P 34.10-2012

17. Cornacuo knaccupuxanuu @CTIK Poccun, MexcereBoil 3kpaH MpUMEHSEMbIil Ha Joruye-
ckoit rpanune UC nnm Mexy sorudeckumu rpanuiamMu cermentoB C, ato MO ...

tana A

tuna b

tnna B

tuna I

18. CornacuHo knaccugpukanun @CTIK Poccun cuctembl 00HapyKeHUsI BTOP)KEHUH IEeNATCS Ha

YPOBHS y3J1a U YPOBHSI CETH

BHEIIHHME U BHYTPEHHUE

CUMMETpPUYHBIE U ACUMMETPUYHbIE

KOMMYTHPYEMBIE 1 HEKOMMYTHPYEMBbIE

19. Cpenctro 3ammuThl, 00ECIIEUNBAIOIIEE 3AMUIIEHHOCTh HH(DOPMAIIMU OT yIrpo3 HEJIETUTUMHON
nepeaayr JaHHBIX M3 3aLIUIIEHHOTO CETMEHTa CHCTEMBI IyTeM aHaiu3a U OJOKMPOBAHUS HCXOISIIETO
Tpaduka

MEXKCETEBOM dKpaH

CPEICTBO aHTUBUPYCHOU 3aLIUTHI

DLP-cucrema

CKaHep 0e30MacHOCTH

20. CpenctBo, pemiaroniee 3a1a4d KOHCOJIUAAUNN U XPAaHEHHUS KypHAJIOB COOBITHH OT Pa3lU4HbIX
HCTOYHMKOB, a TaK)K€ MMEIOIllee MHCTPYMEHTHI JIJIsl aHaIn3a COOBITHI U pa30opa MHIUACHTOB Ha OCHOBE
UX KOppessuuu 1 00paboTKU MO MpaBUiIaM — 310 ...

DLP-cucrema

cucTeMa OOHapy)KEHHs BTOP>KEHHH

SIEM-cucrema

CKaHep 0e30MacHOCTH

14.1.2. 3auér

1) ®akropel ayTeHTU(DUKALIMK — OIIpE/IeIeHHe, TUIIbI, TpuMepbl. MHOrodakTopHas ayreHTuduka-
1IUs — ONPEACIICHUE, IPUMEDPBI.

2) Texnonorus ogHokpaTtHoro Bxona (SSO — Single Sign-on). [Ipunnun aelcTBus, IpeuMyIecTBa
Y HEIOCTATKH.

3) AyrenTudukauus npu nomouy gusudeckoro oowvekra. [IpuHiun aeiicTBysl, BapuaHThl peau-
3alliu, HEJOCTATKH.

4) Ayrentudukanus npu nomMouu ouomerpudeckux cucreM. [IpuHIun nelcTBys, BApUaHThl pea-
JN3aLuu, HEJOCTATKHU.
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5) MeTozbl GMOMETPUYECKON ayTeHTHU(PHUKALINY.

6) 3a1aun MEXaHW3MOB YIIPABJICHUS JOCTYIIOM.

7) IlpuHUUIIBI IUCKPELIMOHHOTO YIpaBlieHUs 1OCTynoM. [IpenmyiiiecTBa 1 HETOCTATKUA JUCKPELIH -
OHHOU MOJEIIH.

8) [IpuHIMIIBI MAaHAATHOTO yHpaBiieHus noctynoM. [IpenMyiecTBa U HEJOCTATKA MaHIaTHOM MO-
JeITH.

9) 3amaum pasrpaHHuEHHs AOCTYIA K HEpapXUueckuM oObekTaM. HazHaueHune MeTok Ge30macHo-
CTH JUISl HEpApXUUYECKUX 0OBEKTOB JIOCTYIIA.

10) OcoOGeHHOCTH pa3rpaHUYEHUs TOCTYIA IPU yUETE MPOIIECCOB.

11) Crioco0Os1 obecnedeHusl 3aMKHYTOCTH TTPOTrPaMMHOM cpenibl. JIOCTOMHCTBA U HEIOCTATKH 3THX
METOJIOB.

12) Crioco0OsI pasrpaHUveHHsI TOCTyNa K yCTporHcTBaM. THUIIBI ITpaB JOCTYIA K YCTPOMCTBAM.

13) Benblii ciucoK yCTPOMCTB M CITOCOOBI €r0 IPUMEHEHUSI.

14) AymuT B onepariMOHHBIX CUCTeMax. 3a/1auul ayJIuTa.

15) CobbrTus, noasepraemsie ayauty B OC Windows.

16) JlanHbIC O COOBITHH, KOTOPBIE MOTYT (DUKCUPOBATHCS MPHU BEJCHUU ayIUTA.

17) IlaccuBHBIN U aKTUBHBIN ayauT. METOMIbI, HCIIOJIBb3YEMbIE B CUCTEMAX AKTUBHOIO ayJUTa.

18) Pecypcol u mapamerpsl pabOTBl CUCTEMBI, IIEIOCTHOCTh KOTOPBIX MOXKHO KOHTPOJIHMPOBATH.
OTaIbl KOHTPOJIS LEIOCTHOCTH.

19) Cuctembl oOHapyxeHHsI BTOpyKeHUH. CUCTEMBI TIPEAOTBPAICHUS BTOPKEHU. METOMKN BbI-
SIBJICHUSI CETEBBIX aTak.

20) CeTeBbie 1 XOCTOBBIE CUCTEMBI OOHAPYKESHHS U TIPEIOTBPAIICHHs BTOP>)KeHM. [locTOMHCTBA 1
HEJ0CTaTKH.

21) MexcereBbie dkpanbl. Kiaccudukanus. BapuanTel pasMenieHuss MexceTreBoro 3kpana. Jlo-
CTOMHCTBA U HEJIOCTATKHU.

22) demunutapu3oBanHas 30HbI. Haznauenne. CriocoObI BhIICTICHUS.

23) Knaccuduxamnusi MeKCETEBBIX KPAaHOB MO YPOBHSAM 3antuineHHOCTH. [lokazarenpb 3amuiieH-
HOCTH, IPUMEHsIeMble 1715 Kiaccudukaruu. [IpuMeHenrne MexXceTeBbIX SKPaHOB Pa3IMYHbIX KJIACCOB.

24) Texunonorust VPN (BuprtyanbsHblie yactHble ceTn). Haznauenue. JIocTOMHCTBA U HETOCTATKU.

25) OcHOBHBIE KOMITOHEHTHI TEXHOJIOTUH BUPTYaJIbHBIX YacTHBIX ceTeit (VLAN).

26) IloHsATHE 2EKTPOHHON NMOANMCH. YTIPaBIECHNUE OTKPHITHIMU KIIFOUaMHU.

27) OcHOBHBIE KOMITOHEHTHI HHPPACTPYKTYPHI OTKPHITHIX Kitouel. [TonsaTrue ceprudukara OTKpbI-
TOTO KJIIOYa.

28) YnocToBepsironiuii IEHTP. APXUTEKTypa HHPPACTPYKTYPhI OTKPHITOTO KITtOUa.

14.1.3. Bonipochl 11l NOATOTOBKH K MPAKTHYECKHM 3aHATHIM, CEMUHAPAM
1. [TpumeHeHue cpeacTB ayTeHTU(UKALIUY TTPHU MTOMOIIH (PHU3UIECKOr0 0ObEKTA.
2. IlpuMeHeHne cpeacTB pa3rpaHUYEHUs JOCTYIIA K YCTPOMCTBAM.
3. [IpumeHeHue cpeacTB KpUnTorpaduaecKoi 3auThl HHPOPMAIIHH.
4. IlpumeHeHne CPEICTB MEKCETEBOTO IKPAHUPOBAHMS JIJIs 3AIIUTHI JIOKAJILHON CETH.

14.2. TpeOoBaHMS K OLIEHOYHBIM MATEPHAJIAM /JIsl JIUL C OTPAHNYEHHBIMH BO3MOKHOCTSIMH
310pOBbS1 1 HHBAJIH/I0B
Jns nui ¢ orpaHUYEHHBIMU BO3MOKHOCTSIMU 3/I0POBbSl 1 MHBAJIMJIOB MPEAYCMOTPEHBI JOMOIHU -
TCIIBHBIC OIICHOYHELIC MaTepI/IaJ'IBI, HepequL KOTOpBIX YKaSaH B Ta6J'II/III€ 14
Tabmuua 14 — JlonmonHUTENbHBIE MaTepHallbl OLICHUBAHUS ISl JIUIl C OTPAHUYECHHBIMH BO3MOXKHOCTSIMU
310POBbsl U HHBAJIUJOB

Kareropun Bupl TONOTHUTETBHBIX OLIEHOYHBIX ®opMbI KOHTPOJIS M OLICHKH
00y4JaroLXCs MaTepuaioB pe3ynbTaToB 00y4eHuUs

TecThl, MICEMEHHBIE CAMOCTOSTEIbHbIE
paloThI, BOTIPOCHI K 3a4eTy,
KOHTPOJIbHbIE Pa0OThI

C napymeHusMu
cryxa

[Ipenmy1iieCTBEHHO MUCbMEHHAS
MpOBEpKa

C mapymenusamu | CobeceoBaHue 1Mo BOpocam K 3aueTy, | [IperumyiiecTBeHHO yCTHas TPOBEpKa
3peHHS OIPOC TI0 TEPMUHAM (MHAMBHTYaTbHO)

CornacoBaHa Ha noptane Ne 47154 13



C HapymieHusiMu
OIOPHO-
JIBUTATEIBHOTO
anmapara

Pemenne MTUCTaHIIMOHHBIX TECTOB,
KOHTPOJIbHBIC pa6OTI)I, IIMCHbMCHHBIC
CaMOCTOSTENIEHBIE Pa0OTHI, BOIIPOCHI K
3a4eTy

HpeI/IMYHICCTBeHHO JUCTaHIITMOHHBIMUA
MCTOAaMM

C orpaHUYEHUSMH I10
00LIEMETUIIMHCKUM
MMOKA3aHUSIM

TecTbl, MUCEMEHHBIE CAMOCTOSITEIIEHBIC
paboThI, BOTIPOCHI K 3a4eTy,
KOHTPOJIbHBIE pa0OTHI, YCTHBIC OTBETHI

[IpenmyniecTBEHHO IPOBEPKa
METOJIaMU UCXOS U3 COCTOSTHUSI
o0yyJaromierocst Ha MOMEHT ITPOBEPKHU

14.3. MeTtonnyecKkue peKOMeHIAIMH MO OLEHOYHBIM MaTepHaIaM JUIsl JUI ¢ OTPAHHYEHHBIMHA
BO3MOKHOCTSIMU 3/10POBbSI 1 HHBAJIN/I0B

Jns mui ¢ orpaHMYCHHBIMH BO3MOXKHOCTSIMH 37I0POBbSI U MHBAIMIOB TPEIyCMAaTPUBACTCS JO-
cTynHas (hopMma MpeaoCTaBICHUS 3aJaHUH OIICHOYHBIX CPEJICTB, @ IMEHHO:

— B TIEYaTHOH (hopme;

- B IIeyaTHO! (hopMe ¢ YBEIMUYEHHBIM IPUPTOM;

- B (hopMe AIIEKTPOHHOTO IOKYMEHTA;

- METOJ/IOM YTEHUS ACCHCTCHTOM 3a/IaHUS BCITYX;

- NPEOCTaBJICHUE 3a/IaHUs C UCTIOJIb30BAaHUEM CYpPJIOTIEPEBO/IA.

Jlunam ¢ OrpaHWYEeHHBIMH BO3MOXXKHOCTSIMU 3/I0POBbSI M MHBAIHMIAM YBEIMYUBACTCS BpeMsl Ha
HOATOTOBKY OTBETOB Ha KOHTPOJIBHBIE BOMPOCHL. /711 TakuX 00y4arommxcs MpeayCcMaTpUBAETCs OCTYTI -
Hast popMa MpeoCTaBICHHS OTBETOB Ha 3a/1aHUs, @ UMEHHO:

- NMMCbMEHHO Ha Oymare;

— HabOp OTBETOB Ha KOMITBIOTEPE;

- Ha0Op OTBETOB C MCIIOJIB30BAHNUEM YCIIYT aCCUCTEHTA;

- IPE/ICTaBICHUE OTBETOB YCTHO.

[Ipouienypa oneHUBaHUS PE3YIBTATOB OOYYEHUS JIMII C OTPAHUYEHHBIMUA BO3MOYKHOCTSIMH 3/10PO-
Bbsl M1 MHBAIMJIOB IO JMCUHUIUIMHE TPEIyCMaTpUBAET MpeAocTaBiIeHne nHpopManuu B Gopmax, aaarnTH-
POBaHHBIX K OTPAaHHYCHUSAM HX 3[JOPOBBS U BOCHPUATHS HH()OPMALIIH:

JL1s1 M1 ¢ HApYIIEHUSIMM 3PeHust:

— B (hOpMe IITEKTPOHHOTO JIOKYMEHTA;

- B IIeYaTHOW (hopMe YBETUUECHHBIM HIPHUPTOM.

JI1s1 M1 ¢ HApYIIEHUSIMH CJIyXa:

— B (hOpMe IITEKTPOHHOTO JIOKYMEHTA;

- B Ie"yaTHOU hopme.

JL1s1 1ML ¢ HAPYIIEHUSIMHM ONIOPHO-ABUTaTeJILHOI0 annapara:

- B (hopMe INIEKTPOHHOTO IOKYMEHTA;

- B reyaTHou (opme.

[Tpy HEOOXOMUMOCTH /IS JIUT] C OTPAHMYCHHBIMHA BO3MOXXHOCTSIMH 3/I0OPOBbS 1 MHBAJTUIOB TIPOIIE-
Jypa OLICHUBAHUsI Pe3yIbTaTOB 00yUEHUsI MOXKET MPOBOAUTHCS B HECKOIBKO ITAIOB.
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