MHUHHUCTEPCTBO OBPA3BOBAHUS 1 HAYKHM POCCUHMCKOM ®EJEPAIIMA
DenepajbHOE TOCYIAPCTBEHHOE OI0KEeTHOE 00pa3oBaTe/ibHOE YUpek/JIeHHe BbICIIero 00pa3oBaHus

«TOMCKH TOCYJIAPCTBEHHBI YVHUBEPCUTET CUCTEM
VIIPABJIEHUS U PAJTMODJIEKTPOHUK
(TYCYP)

HTYOCYR| e sumprncera
‘1" UNIVERSITY JlupexTop nenapraMmeHTa 00pa3oBaHuUs

Moy saauT NOQMTHCES 3ASKTIOHMEOR NOINWCRH
Ceprugamar: 1obcfala-5laf-448-aef0-5584d2fd4820
Bragesey: Tpoawm Magen Edmpmosms

Leactearenes: ¢ 1901, 2016 no 18082010

PABOYAS ITPOTPAMMA TV CHUTIMHBI
OcHoBbI KpUNTOrpagun

VYpoBeHb 00pa3oBaHus: BbIcIee 00pa3oBaHue - fakajgaBpuaT

Hanpaenenne mnoaroroBku / crenuanbHocTh: 11.03.02 MH(oxkOMMyHUKALMOHHBIE TEXHOJIOTHM W
CHCTEeMbI CBSI3H

HampasnenHocTs (mpoduis) / cieruanu3anys: 3anmuineHHble CHCTEMbI H CETH CBA3H

®opma o0ydeHus: OUHaA

®akynbreT: PT®, Paguorexuudeckuii paxkyJabTeT

Kagenpa: PCC, Kadenpa paano3eKTpPOHMKH U CUCTEM CBSA3H

Kypc: 4

Cemectp: 7

YuebOnsrit man Habopa 2016 roma

Pacnipenenenne pabouero BpemeHu

Ne Bunsl yaeOHOI A€ATEIBHOCTH 7 cemecTp Bcero Enununner
1 Jleknuu 20 20 4acoB
2 [IpakTryeckue 3aHATHA 24 24 4acoB
3 JlabopaTtopHbie pabOThI 12 12 4acoB
4 Bcero aynuTopHbIX 3aHATHN 56 56 4acoB
5 CamocTosiTenpHas paboTa 52 52 4acoB
6 Bcero (0e3 ax3aMeHa) 108 108 JacoB
7 OO0m1as Tpy10eMKOCTh 108 108 JacoB
3.0 3.0 3.E.

JuddeperurpoBaHHbIi 3a4eT: 7 ceMecTp

Tomck 2018

CornacoBaHa Ha noptane N2 39599




PilCC.\l()TpCH&l 151 ()1()(’)})6HU Ha 3aCCJaHuM Kil(t)ﬁ:{pbl
nporokot Ne 11 or« 3 » 7 2018 1
JINCT COI'TTACOBAHU A

Pabouas mporpamma AUCIUIUIMHBI COCTaBJICHA C y4eTOM TpeOoBaHUHU (enepaabHOTO Trocynap-
CTBEHHOTO 00pa3oBaTeNbHOTO cTaHaapTa Bhiciiero oopazoBanus (CPI'OC BO) no HampaBiieHHIO MOATO-
toBKH (cnermanbHOCTH) 11.03.02 MHPpOKOMMYHUKAIIMOHHBIE TEXHOJIOTUN M CUCTEMBI CBS3H, YTBEPK/ICH -
Horo 06.03.2015 roma, paccmoTpeHa u omoOpena Ha 3acemanuu kadeapsr PCC «  »

20 roma, mpotokois Ne

Pa3zpaboTunku:
3aB. kad. PCC ka¢. PCC A. B. ®areen
Houent kad. BUC O. O. EBcrotun

3aBeayromumii odecreunBaronieii kad.
PCC A. B. ®arees

Pabouas mporpamma JTUCIUIUIMHEI COTIIacoBaHa ¢ (DaKyIbTETOM M BBITyCKaroIel Kadeapoii:

Hexan PT® K. 1O. IlomoRa
3aBenyromnuii BeITycKaroIen kag.

PCC A. B. ®arees
OKCIEPTHI:

Crapumii npenojasarens Kagenpbl
PaZMO’IIEKTPOHUKH U CUCTEM CBSI3U

(PCC) 1O. B. 3enenernxkas
3aBenyronmii kKagempoi pagno3JeK-
TpoHukH u cucteMm cBs3u (PCC) A. B. ®areeB
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1. lean u 3aga4n AUCHUTLIHMHBI

1.1. lleau TUCUMIIAHBI

[enbto nucuuminHabl «OCHOBBI KpunTorpadgumny» sBigercs GOpMUPOBAHUE Y CTYIAEHTOB OOIINX

IpeACTaBICHUH 0 KpUNTorpaduuecKux MeToJax 3aIluThl HHPOPMAIUH, O TPUMEHEHUN

KpunTorpauyeckux METOAOB 3alllMThl MH(DOpPMALIUK JUIsl pelIeHHs] OTAEIbHBIX 3ajad obecrieye-
HUS

MH(GOPMAIIMOHHOM 0e301acHOCTH U 00 OCHOBHBIX MPUHIIUIIAX, JIEKAIIUX B OCHOBE (DYHKIIMOHUPO-
BaHUS

KpunTorpauyeckux CpeAcTB 3alluThl HH(OPMaIUK.

1.2. 3amaum AMCHMIIIMHBI
— - JIaTh MpeJACTaBICHUE O KPUNTOrpahUISCKUX METOIaX 3aIlUThl HH()OPMAIIUH;
— - H3YYUTh MaTeMaTUIECKHUE OCHOBBI COBPEMEHHON KpunTorpaduu;
— - U3YYHUTh COBPEMCHHBIC CTAHIAPThl CHMMETPUYHOTO MU POBAHUS;
— - U3y4yuTh Kpunrorpadpuueckue GyHKIHMH XSITHPOBAHUS;
— - U3YYUTh OCHOBHBIC KpUNTOrpahUIECKUE aITOPUTMBI C OTKPBITHIM KITFOUOM;
— - chopMHUpOBATE YMEHHE MTPUMECHSTD MTOJTyYCHHBIC 3HAHUS JISI KOMITBEOTCPHOU peaTH3aIiu
KpUNTOrpaUIECKUX AITOPHUTMOB.

2. Mecro mucuuminabl B ctpykrype OITIOIT
Hucuuminaa «OcHoBel kpuntorpagumn» (b1.B.O/1.14) otHOocuTcst k Onoky | (BapuaTuBHas
4acTh).
[TpenmecTBYIONMME TUCIUIUTMHAMU, (POPMUPYIOITUMH HAa4YallbHBIC 3HAHWS, SABISIOTCA: MaTtema-
THKA.
[Tocnenyromumu AUCHUIUIMHAMHU SBIISTIOTCS: KOMIUIEKCHBIE CHCTEMBI 3alIUThl HHPOPMAIUH B ce-
TAX M CUCTeMax CBs3H, [[poekTupoBaHue 3aUIIEHHBIX cUCTeM U ceTer cBsizu ([ T10-4).

3. TpeGoBaHus K pe3yJbTATAM OCBOCHUSI JUCHUIIMHBI

[Tpouecc n3yueHus: AMCUUILIMHBI HapaBjieH Ha (JOPMUPOBAHUE CIEAYIOIIUX KOMIIETEHIUH:

— IIK-7 roToBHOCTBIO K H3yYCHHIO HAYYHO-TEXHUYECKOW MH(OPMAITUH, OTEUECTBEHHOTO U 3apy-
OEKHOTO OIbITa [0 TEMATUKE MPOEKTA;

B pe3ynbraTe u3ydeHust JUCIUILUIMHBI 00Y4aIOLIUICs TODKEH:

— 3HATh MaTeMaTUYeCKHWe OCHOBHI KpUMNTOTrpadvu; MPUHIIMUIIEI TIOCTPOCHHUS U OCHOBHBIC BUIBI
CUMMETPUYHBIX U aCHMMETPHUYHBIX KPUOTOrpaduyecKux aJropuTMOB; KpUNTOrpadudecKue CTaHIapThl;
0a30BbIe KpUNTOTpadUIeCKUE MPOTOKOIBI 1 OCHOBHBIC TPEOOBAHUS K HUM.

—  ymeTb 3(pPEeKTUBHO HCIIOIB30BATh KpUNITOrpahuuecKre METOIbI U CPEJICTBA 3aIUTHI HHPOP-
Malli{ B aBTOMaTU3UPOBAHHBIX CUCTEMAX.

—  BJAaJeTh KpUNTOrpaguuecKuMI METOITaMHU M CPEICTBAMU 3AIIUTH HHPOPMAIIHH.

4. O6beM IMCUMIJIMHBI M BUABI Y4e0HOIl padoThI
OO01ast TpyI0EMKOCTb JUCHUIUINHBI cocTaBiseT 3.0 3aUueTHBIX eIMHMILIbI U IIPeCcTaBIeHa B Ta0mu -

%Z.gf.ﬂl/l.]_[a 4.1 — TpyaoeMKOCTb JUCHUILINHBI
Bunbr yueOHOI nesTeNbHOCTH Bcero yacos CemecTpsl
7 cemecTp
AynuTtopHble 3aHATHUSA (BCETO) 56 56
Jlexuun 20 20
[IpakTnueckue 3aHATHS 24 24
JlaboparopHbie pabOTHI 12 12
CamocrosTenbHas paboTa (BCero) 52 52
OdopmiteHre 0T4ETOB 110 JTabOPaTOPHBIM paboTam 10 10
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[TpopaboTka JIEKITMOHHOTO MaTepraia 30 30
[ToaroroBka K NpakTUYECKUM 3aHATUAM, CEMUHApaM 12 12
Bcero (6e3 sx3amena) 108 108
OO6miast Tpy1I0€MKOCTb, 4 108 108
3auetHbie EquHutb 3.0 3.0

5. Conepxxanue I1MCUMILIHHBI

5.1. Pa3zgesbl AUCHUIIMHBI 1 BUALI 3AHATHI

Pazniensl TUCIUIUTAHEI ¥ BUBI 3aHATHN PUBEACHBI B Ta0muiie 5.1.
Tab6muma 5.1 — Pasgensl AUCHUIUIMHEL U BUABI 3aHSITHH

_ [P]
=2 < - =
. 5':\ :1: 8 0:5 g §
) oo S ) g = =
? 3 s s S 2 0
HazBanus pa3aenoB 1UCHUIUIMHBI i © Q. o, o 2 &5
= 5 = s & 0 ==
. < < o e =
= = ) 2t S g
7 cemecTp
1 OcHOBHBIE LIEH U 33]1a4l KPUIITOIpa- 2 0 0 4 6 I1K-7
bun
2 MaremaTtuyeckrue OCHOBBI KPUIITOIpa- 6 12 0 10 28 |IIK-7
bun
3 Uctopuyeckast Kpunrorpadus 2 4 0 8 14 |IIK-7
4 CuMmMmeTpuyHOE MH(PPOBAHKE 2 0 8 10 20 |TIK-7
5 XemmpoBaHue 2 0 0 4 6 [TK-7
6 Kpunrorpadus ¢ OTKpBITBIM KIIIOUOM 4 8 0 20 |IIK-7
7 DNeKTpOHHAas MOANUCH 2 0 4 8 14 [1K-7
Hroro 3a cemectp 20 24 12 52 108
Hroro 20 24 12 52 108
5.2. Conep:xanue pa3aesioB TMCUUIIMHBI (110 JeKIHIM)
Coneprkanue pa3ienoB TUCIUILIAH (TI0 JICKIMSAM) IPUBEACHO B Tabmuie 5.2.
Tabmuma 5.2 — ConeprkaHue paseiaoB JUCIUILIMH (TI0 JISKIIHSIM)
3 =
3 = 5
g > 5
HasBanus paznenos ConepxaHue pazenoB JTUCHUIUTUHBI (IO JIEKLIUSAM) z 5 &5
o E
X 2 3
a e g
= o
7 cemecTp
1 OcHOBHBIE LIENH U Kpunrorpaduyeckue MeTOIbI 3aIIUTHI 2 IK-7
3a/1a4u KpUnTorpagpuu nHpopmaruu: muppoBaHUE, XEITMPOBAHUE, HICKTPOH-
Hasl IOJINCH.
Hroro 2
2 Maremaruueckue Anrebpanyeckue cTpykTypbl. [pymmsr. [ukmmyeckue- 6 [IK-7
OCHOBBI Kpunrorpaguu | rpymnmnsl. Konblia, Konblia ki1accoB BelueToB. KoHeunble
nosist. [lons Tanya. Dnnunruyeckuekpusble. [lonsTHE
HauOosbIIero obuero nenutens. Anroput™ EBkinna,
pacIMpeHHbIN anropuTMEBKIMAA.
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Uroro
3 Ucropuueckas Maremarnueckas moaens mudpa. Kimaccuueckue- [IK-7
Kpunrorpagpus U (pBI: NOACTAHOBOYHBIN, IEPECTAHOBOYHBIH, MN(-
pXwia, mugpsl raMMHPOBAHUS.
Hroro 2
4 CummeTpu4HOE I'OCT P 34.12-2015. T'OCT P 34.13-2015. 2 [K-7
mmdpoBanue Hroro P
5 XeummpoBaHue Kpunrorpadpuueckue xem-pynkmuu. 'OCT P 34.11- 2 [1K-7
2012. SHA-3.
Hroro
6 Kpunrorpadus c Konuenuus kpuntorpaduu ¢ OTKpHITHIM KO- 4 [IK-7
OTKPBITHIM KJIKOUOM yom.IIporokon Juddu-Xennmana. Kpuntocucrema
RSA .Kpunrocucrema Onb-I'amansa. Kpunrocucrema-
Pabuna. AnropuT™bl paboThl ¢ OOJIBIIMMHU YUCIAMHU.
Hroro
7 OnexrpoHHas noanuch | Kozpl ayTeHTUYHOCTH COOOLIEHUM. DIEKTPOHHASIO- [IK-7
nuck. [OCT P 34.10-2012. DSS.UudpactpykTypa
OTKPBITOT'O KJIIOYA.
Hroro 2
Hroro 3a cemectp 20

5.3. Pa3nesibl AUCHUIVIMHBI M MEKIUCUMILUINHAPHBbIE CBSA3M ¢ 00ecneYuBAKIIMMH (TPeabl Ty IIIUMHU)
U o0ecneynBaeMbIMH (NOCJAEAYOMIUMHU) JUCHUATIIMHAMHA

Paznenbl quctuIIMHB ¥ MEKIUCIUILTHHAPHBIC CBS3H C 00CCTICUMBAIOIIMMU (TIPEABIAYIIMMU) U

o0ecrieurBaeMbIMH (TTOCIIEAYIOIIMMHI) TUCIMIIMHAMU NIPe/ICTaBlIeHb! B Tabmuie 5.3.
Tabmuma 5.3 — Pa3aensl IMCIMIUIMHBI 1 MEKIMCIUTUIMHAPHBIC CBSA3U

HaunmeHnoBanmue JUCHUITIIINH

Ne paznenoB qaHHOM TUCIUTUTAHBI, 711 KOTOPBIX HEOOXOIUMO
U3ydeHHe 00eCTIeUMBAIONIUX U 00€CTIeYNBAEMbIX JUCIIUILTUH

cucteM u ceteit cBszu (I'T1I0-4)

1 2 3 4 5 6 7
[IpeamecTByromue TUCIUTITUHBI
1 MaremaTuka + + + + +
[Tocnenyromue TUCIUTIITUHBL
1 KoMIIIeKCHBIE CHCTEMBI 3AIUTHI
“H(pOpMAIUH B CETAX U CHCTEMax + + + + +
CBS3U
2 IIpoexTupoBaHUE 3AUIICHHBIX N n . n n

5.4. CooTBeTcTBHE KOMIIETEHIIMIA, (OPMHUPYEMBIX PH U3yYeHUH TUCHHUILUIMHBI, U BUA0B 3aHATHI

CooTBeTcTBHE KOMIETEHIUH, (POPMUPYEMBIX MPHU HM3YUYEHUH IWUCIUIUIMHBI, W BHJIOB 3aHATHU

MPEICTaBICHO B Tabmuiie 5.4.

Tabmuua 5.4 — CooTBeTCTBUE KOMIIETEHIIUH, (POPMUPYEMBIX MIPU U3yYEHUHN JUCLUILIMHBL, U BUIOB 3aHs -

THH

Bunrwl 3ansatuit

(DOpMLI KOHTPOJIAA
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S

= = Qo =
5 : ; A 2
2 = = g =
> = = S
2 =

~

[K-7 + + + + KonTposnbHas pabota, OT-

9eT 110 JJaOopaTopHOit pabo-
Te, Onpoc Ha 3aHATHSIX,
Tecr, Iuddepenmmpopan-
HBIU 3a4eT

6. UnTepakTBHBbIE MeTOABI M (GOPMBI OPraHN3aLMU 00yYeHH s
He npenycmorpeno PVYII.

7. JIaGopaTtopHbie padoThI
HanmenoBanue nabopaTopHbIX paboT npuBeaeHO B Tabmmie 7.1.
Tabmuua 7.1 — HaumeHoBaHue 1a00paTOpHBIX padboT

3 zE
2 = =
Z > 5
Haspanus paznenon HaunmenoBanue nabopatopHbIx padoT zF &5
2 2 E
X 8 =
e e g
= S}
7 cemecTp
4 CuMMeTpuIHOE [Iudposannas daitnosas cucrema Windows 2 ITK-7
mmposanye udposanue aucka BitLocker B onepannoHHbIxcH-
cremax Windows
CpencTBo KpunTorpaguieckoil 3auTsl HHHOpPMAIIH- 4
uSecret Disk
Hroro
7 DnextpoHHas noanuch |Pabota ¢ kpunronposaiinepamu 4 IK-7
Hroro
Hroro 3a cemectp 12
8. [IpakTHyeckue 3aHATHS (CEMUHAPBHI)
HaumeHoBaHMe MpaKTUYECKUX 3aHATUHN (CEMHUHApOB) MpuBeeHO B Tabnuie 8.1.
Tabmuua 8.1 — HaumeHoBaHME NPAaKTUYECKUX 3aHATUHN (CEMHUHAPOB)
5 ]
2 Z E
3 =
Z > 5
HasBanus pasnenos HanmMeHnoBaHMe MpakTHUECKUX 3aHATUN (CEMHHAPOB) zF 2 5
- X
> g3
o L Z
= S
7 cemecTp
2 MaremaTuyeckue Anrebpandeckue cTpykTypsl. ['pymmbl. [ukmndyeckue- 2 [1K-7

OCHOBBI KpUNTOrpauu | TPYIIIHL

KOJ'IBI_[a, KOJIbI1a KJIACCOB BBIYCTOB.

Koneunsie o, nmons [Nanya.

TeopeTnko-4KciIOBbIE AITOPUTMBI, UCTIOIb3YyEMBIE
BKpHUIITOrpaguu
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Uroro 12
3 Ucropuueckas [IpocTeifmme mmdpel ¥ KX KPUTITOAHAIINS. 4 [IK-7
Kpuntorpadus Viroro 4
6 Kpunrorpadus c [Iporoxon Auddpu-Xemimana 2 [IK-7
OTKPBITBIM KIIOHOM Kpunrtocucrema RSA 2
Kpunrtocucrema np-I"amans 2
Kpunrocucrema Pabuna 2
Hroro 8
Hroro 3a cemectp 24

9. CamocTrosiTesqibHasi paboTa

Bunsl camoctosTensHOM paboThl, TPYI0EMKOCTh U (pOpMHUpyeMble KOMITETEHITNH TPECTaBICHbI B

tabmme 9.1.
Tabmuua 9.1 — Buasl caMoCTOSATENBHOM pabOThI, TPYIOEMKOCTh M JOPMHUPYEMbIE KOMIETEHIIUN
3 z§
2 =
) O =
Buner camocTosTennsHON & > 0O
HasBanus pasnenos 5 - S 9 @OopMBI KOHTPOJIA
paboThI 2 s 2
=8 g =
a e g
= S
7 cemecTp
1 OcHOBHBIE LIETTH U [TpopaboTka JIEKIIMOHHOTO 4 |TIK-7 Ompoc Ha 3ansTUAX, Tect
3a/laud Kpuntorpaduu Marepuasa
Hroro
2 Marematnueckue IToaroroBka K mpaxkTuye- I1K-7 KonTposnbHas pabora,
OCHOBBI KpHUITOrpapuu CKUM 3aHSATHUSAM, CEMUHA- Omnpoc Ha 3ansTusx, Tect
pam
[IpopaboTka TeKIHOHHOTO 6
Matepuana
Hroro 10
3 Uctopuueckas [ToaroroBka k mpakTuue- 4 |IIK-7 KontponsHas pabdora,
KkpunTorpadus CKHM 3aHATHUSIM, CEMUHA- Omnpoc Ha 3anaTHsIX, Tect
pam
IIpopaboTka JIEKIIUOHHOTO 4
MaTepuana
Hroro
4 CuUMMETpHUYHOE [TpopaboTka JIEKITMOHHOTO 4 |IIK-7 Onpoc Ha 3aHaTusx, Ot-
mmdpoBaHue MaTtepuana 4eT 110 JJabopaTopHOil pa-
6ote, TecT
OdopmiieHre 0TYETOB 110 6 ’
JabopaTopHBIM paboTam
Hroro 10
5 XemmpoBaHue [IpopaboTka TeKIHOHHOTO [IK-7 Tect
Matepuana
Hroro
6 Kpunrorpadwus ¢ [ToaroroBka Kk mpaxkTHye- ITK-7 JuddepeHurpoBaHHBIHI
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OTKPBITBIM KJITIOUOM CKUM 3aHATHUSAM, CEMUHA- 3a4et, KonTponpHas pabo-
pam Ta, Tect
[TpopaboTka JIEKITMOHHOTO 4
Martepuaia
Hroro
7 OnextpoHHas noanuchk | [IpopaboTka JIEKITMOHHOTO 4 |TIK-7 Kontponsnas padora, OT-
MaTepuana 4eT 1o 1abopaTopHoil pa-
te, TecT
OdopmiteHre 0TIETOB TIO 4 6ore, Tec
JabopaToOpHBIM paboTam
Hroro 8
Hroro 3a cemectp 52
Hroro 52

10. KypcoBoii npoekTt / kypcoBasi padota
He npenycmotrpeno PVYII.

11. PeiiTuHroBasi cucreMa JJisi OLIEHKHU YCIIeBAeMOCTH 00y4aroumuxcst

11.1. banibHbIe OLEHKH JJIsl 3JIEMEHTOB KOHTPOJIA
Tabmuua 11.1 — banibHble OLIEHKH JUISI 3JIEMEHTOB KOHTPOJISI

. . MaxkcumanbHbII
o MaxkcuMabHbIH MaxkcuManbHBIH
DneMeHTHl yueOHOH 6asu1 3a mepuoa Bcero 3a
6amn Ha 1-yto KT ¢ |  ©Gamnn 3a mepuon
NEITENbHOCTH mexnay 2KT u na CeMecCTp
Hayana cemectpa | mexay 1KT u 2KT
KOHEI[ ceMecTpa
7 cemecTp
HuddeperunpoBaHHbIi 10 20 30
3a4eT
KonTponbhas pabota 5 5 5 15
Omnpoc Ha 3aHATHAX 5 5 10
Otuer no n1aboparopHoit 10 10 10 30
pabote
Tect 5 10 15
Wroro makcumymM 3a nepu- 20 35 45 100
on
Hapacraromum ntorom 20 55 100 100

11.2. IlepecyeTt 0a/1J10B B OLICHKH 32 KOHTPOJIbHbIC TOYKH
[Tepecyet 6amIOB B OLIEHKH 32 KOHTPOJIBHBIE TOUKH MpeCTaBiieH B Tadymie 11.2.
Ta6muma 11.2 — IlepecueT 0ansioB B OLIEHKU 32 KOHTPOJIbHBIE TOUKU

basnel Ha 1aTy KOHTPOJIBHOM TOYKHU Onenka

> 90% ot MakcuManbHON cyMMbI OansioB Ha naty KT 5

Ot 70% no 89% ot makcumasbHOM cymMmbl OaiioB Ha aaty KT

4
Ot 60% 1o 69% ot makcumasbHOI cymMmbl OaiioB Ha Aaty KT 3
2

< 60% oT MakcuMaIbHOU cCyMMBbI OauioB Ha naty KT

11.3. IlepecyeT cymMMBbI 0QJIJI0B B TPAAUIIMOHHYIO M MEAKTYHAPOAHYIO OLEHKY

[TepecueT cymMmmBbl OAJIIIOB B TPAAUIIMOHHYIO U MEXIYHAPOIHYIO OIEHKY MPEACTABICH B TaOJIHUIIS
11.3.
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Ta6muma 11.3 — IlepecueT cyMMbl 0aJIJI0B B TPAAMLIMOHHYIO U MEXKTYHAPOIHYIO OIICHKY

Hrorosas cymma 0asios,

Onenka (I'OC) YYHUTBIBACT YCTEIIHO CAaHHBIN Onenka (ECTS)

9K3aMeH

5 (OTIMYHO) (3a4TEHO) 90 -100 A (oTIIMYHO)
85 -89 B (o4enp xoporio)

4 (xopor1o) (3a4TeHO) 75 - 84 C (xoporo)
70 - 74
65 - 69 D (ynoBneTBOpHUTENIBHO)

3 (YZIOBJIETBOPUTEIHHO) (3aYTEHO) 60 - 64 E (HocpereTaerio)
2 (seynOBICTBOPHTENSHO) (HE Hwxe 60 6ainos F (HeynoBIETBOPUTENBHO)

3a4TEHO)

12. YueOHO-MeTOAUYecKOe U MHGOPMANIMOHHOE 00ecTieYeHrue TUCIHIIINHBI

12.1. OcHoBHas1 JIMTEpaTypa
1. Psbko b.5I. OcHoBbl coBpemeHHO# kpuntorpaduu u creranorpaguu / b.41. Psdko, A.H. ®uo-
HOB. — 2-¢ u3a. — M. [OnekrponHslil pecypc]: I'opsauas nunus — Tenexom, 2013. — 232 c. [DneKTpoH-
HBIH pecypc] - Pexxum goctyna: http://e.lanbook.com/view/book/63244/ (nara oopamenus: 18.07.2018).

12.2. lonosiHUTEIbHAS JIUTEPATYpPa
1. OcHoBbl kpunrorpapuu: yuednoe nocodue s By3os / A.Il. Andepos, A.1O. 3y6os, A.C.
Ky3pmuH, A.B. Uepemymikud. — 3-e uzn., ucnp. u gon. — M.: I'emmoc APB, 2005. — 479 [1] c. (na-
auuue B onbaroreke TYCVYP - 30 5k3.)
2. OcHoBHI coBpemeHHOU Kpuntorpadun: yueonsrii kypc / C.I'. bapuues, B.B. 'onuapos, P.E.
CepoB. — 2-e m3j., nepepad. u gon. — M.: [opsuas nuaus-Tenexom, 2002. — 176 c. (Hanmuue B 6u0-
muoteke TYCVYP - 51 2k3.)

12.3. YueOHO-MeTOAUYECKHE MTOCOOU

12.3.1. O6s3aTeibHbIE YUeOHO-MeTOAuYEeCKH e MOCO0Uus

1. Escrotun O.0. Kpunrorpadudeckne MeTOIbI 3alUTH HHOOPMAIIUU [ DIEKTPOHHBINA pecypce]:
METOIMYECKHE YKa3aHUs IS BHITIOJTHEHUS TIPAKTHUECKUX M CAMOCTOSITEIBHBIX PA0OT. [ DIEKTPOHHBIH pe-
cypc] - Pexxum nmoctyma: http://kibevs.tusur.ru/sites/default/files/upload/manuals/evsutin_kmzi.pdf (mara
obpamenus: 18.07.2018).

2. Escrootur O.0. [puknannas xkpuntorpadus [DIEKTPOHHBIN pecypc|: METOIUYEeCKUue yKasa-
HUSI JIJISL BBITTOJTHEHUS J1a00OPATOPHBIX M CaMOCTOSITEIBHBIX Pa0oT. [DNeKTPpOHHBIH pecypc] - Pexxum mo-
cryna:  http://kibevs.tusur.ru/sites/default/files/upload/manuals/evsutin_pk.pdf  (mara  oOpamenus:
18.07.2018).

12.3.2. Y4yeOHO-MeTOAMYECKHE OCOOUS [IJIsI JIUI] C OTPAHUYEHHBIMH BO3MOKHOCTSMHU 310POBbS U
HHBAJINI0B

Y4eOHO-MeTOIMUEeCKUE MaTepHalibl Il CAMOCTOSTENIbHOM U ayAUuTOPHOM paboThl 00ydaromuxcs
U3 YHCIia JIUI ¢ OTPAHHYEHHBIMA BO3MOYKHOCTSIMU 3JI0OPOBBSI U WHBAIHJIOB MPEAOCTABISAIOTCS B PopMax,
aJaNTHPOBAHHBIX K OTPAHUYEHUSIM UX 3/I0POBbS U BOCTIPUATHUS UHPOPMAITIH.

Jlaist I ¢ HApyIeHUSIMU 3PeHust:

- B (hopMe AIIEeKTPOHHOTO TIOKYMEHTA;

- B IIeYaTHOW (hopMe YBEITMUECHHBIM HIPUPTOM.

JL1st i1 ¢ HAapYLIeHUsIMH CJIyXa:

- B (hopMe FJIEKTPOHHOTO IOKYMEHTA;

- B Ie4aTHOU hopme.

JL1s1 711 ¢ HAapYLIeHUsIMY OIIOPHO-ABUTIaTeJILHOIO annapara:

- B (hopMe AIIEKTPOHHOTO IOKYMEHTA;

- B Ie4yaTHoOU hopme.
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12.4. IIpopeccunonaibHbie 0a3bl JaHHBIX H HH(GOPMALMOHHBIE CIPABOYHBIE CHCTEMbI
https://edu.tusur.ru/ — Hayano-o0pazoBarenbHbiii moptan TYCVYP.
http://fgosvo.ru — ITopran @enepanbHBIX TOCYIAPCTBEHHBIX 00pa30BaTeIbHBIX CTAHIAPTOB
BBICITIIETO 0Opa30BaHUSI.
eLIBRARY.RU — Poccuiickast Hay4Has 351eKTpoHHast OMOIMOTEeKa, MHTETPUPOBAHHAS C
Poccutickum nnaexcom HayuHnoro nutuposanus (PYHIY).
Scopus — 6ubnuorpaduyeckas u pedeparuBHas 6a3za TaHHBIX.
SpringerLink — XpaHunuiie 31eKTpOHHBIX KONUH HAYYHBIX KHUT U )KYpHAJIOB, U3/IaBaEMbIX
KoMHnaHuei Springer.
. IEEE Xplore — anexTponHas maatdopma, coepskaiias MoTHbIe TEKCThI MyOIUKaIui u3

10. xypHanoB, MaTepuanoB KoH(pepeHiui, crangapros, u3nasaeMeix IEEE u IEE (Institution of
Electrical

11. Engineers).

OO N L AW~

13. MaTtepuaibHO-TEXHMYECKOE 00ecneyeHue JTUCIUILJIMHBI U TPedyeMoe MPorpaMMHoe
ob0ecreueHue

13.1. O6uue TpedGOBaHNA K MATEPHAJBHO-TEXHUYECKOMY H IPOrPAMMHOMY 00ecrie4eHHI0
AUCHMILTUHBI

13.1.1. MaTepuaJibHO-TeXHHUYECKOEe U POrPAMMHOe o0ecnevyeHue sl JIEKIIMOHHbIX 3aHATHH
Jlist ipoBeieHus 3aHSATUH JICKIIMOHHOTO TUTIA, TPYIIIIOBBIX M MHIWBUYaTbHBIX KOHCYJABTALIUH, T€-
KYIIIETO KOHTPOJISI ¥ MIPOMEKYTOYHOW aTTECTAI[MU HCITONIb3YeTCs yueOHas ayTUuTOPHUS ¢ KOJTMYECTBOM TI0-
CaJIOYHBIX MeCT He MeHee 22-24, 006opyIoBaHHAs JOCKOM M CTaHAApTHOH y4ueOHOI mebenbro. MMeroTces
JIEMOHCTPAIIMOHHOE 000pYIOBAaHUE U YU€OHO-HATIIATHBIE TTOCOOMsI, 00€CTIEUNBAIOIINE TEMATHUECCKUE HJI-
JIOCTPAIIMHU 110 JIEKIIMOHHBIM pa3ielaM TUCIUTUINHEI.

13.1.2. MaTepuaJIibHO-TeXHUYECKOE U MIPOrPAMMHOe o0ecnevyeHue JAJisi NPAKTHYECKUX 3aHATHil
VYueOHas aymuropus
yueOHas ayMTopus Ui IPOBEICHUS 3aHATHI MPAKTUYECKOTO THUIIA
634045, Tomckast obnacts, T. Tomck, yi. KpacHoapmetickas, 1. 146, 403 ayn.
Ornucanune UMerIIerocs 000pyI0BaHUS:
- Kommutekt crienmanusupoBanHoi yueOHON MeOenu;
- PaGouee mecto npenogaBarens.
[IporpamMmmHoe obecnieueHue He TpedyeTcs.

13.1.3. MaTepuaJibHO-TeXHUYECKOE U IPOrPaMMHoOe odecnedyeHue 1Jisl JIadoOpaTOPpHbIX padoT

JlaGoparopusi porpaMMHO-aIIapaTHRIX CPEeICTB oOecrieyeHrss MHHOPMAIIMOHHON 0e3011acHOCTH,
OTIEPAIIMOHHBIX CUCTEM U CUCTEM 0a3 JaHHBIX

yueOHas ayuTOpHsl 7Sl IPOBEACHHUSI 3aHATHI MPAKTUYECKOTO TUTIA, YdeOHass ayaAuTOpHs IS TIPO -
BEJICHUS 3aHATHI J1a00paTOPHOTO THUMA

634045, Tomckas obmacts, T. Tomck, yin. KpacHoapmeiickas, 1. 146, 405 ayn.

Ornucanue UMeroIerocs 000pyI0BaHUS:

- Kommerotepsr knacca ve Huxe M/B ASUSTeK S-775 P5B 1965 / Core 2 Duo E6300 / DDR-II
DIMM 2048 Mb / Sapphire PCI-E Radeon 256 Mb / 160 Gb Seagate (15 mT.);

- Kommuiekt cienmanuzupoBanHoi yueOHoOW Mebenu;

- PaGouee mecto npenogaBares.

[TporpamMHOe obecrieueHue:

— Microsoft Windows 7 Pro

— VirtualBox

— Visual Studio

13.1.4. MaTrepuajibHO-TEXHUYECKOE U IPOTPaMMHOe odecriedeHue JIs CAMOCTOATEIbHOI padoThI
Jist caMoCTOSTeNbHOM paboThl HCMONB3YIOTCA yueOHbIE ayAUTOPUU (KOMITBIOTEPHBIC KJIAcChl),
PacrojI0kKEeHHBIE 110 aJipecam:
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- 634050, Tomckast o6macTb, T. Tomck, Jleanna mpocrexr, 1. 40, 233 ayn.;

- 634045, Tomckas obmacts, T. Tomck, yin. KpacHoapmeiickas, a. 146, 201 ayn.;
- 634034, Tomckast obnacTb, . Tomck, Bepmmauna ynuna, 1. 47, 126 ayn.;

- 634034, Tomckast obmacTs, T. Tomck, Bepmmanna ymuma, 1. 74, 207 aya.

CocTtaB 000py/IOBaHUS:

- yueOHasi MmeOerb;

- komneroTepsl kinacca He Hike [I9BM INTEL Celeron D336 2.8['T. - 5 miT,;

- KOMOBIOTEPHI MOJIKIIOUYECHBI K ceTu «/HTepHeT» U 00eCreYnBaroT JAOCTYI B AJIEKTPOHHYIO HH-
(dhopManmOHHO-00pa30BaTEIbHYIO Cpely YHUBEPCUTETA.

[Tepedens mporpaMMHOTO 0OECIICUEHUS:

- Microsoft Windows;

- OpenOftice;

- Kaspersky Endpoint Security 10 s Windows;
- 7-Zip;

- Google Chrome.

13.2. MaTepuajibHO-TeXHHYECKOe oOecredeHne TUCUMIIIMHBI JIS JIMI C OTPAHMYEHHbIMU
BO3MOKHOCTSIMH 310POBbSI 1 HHBAJIN/10B

OcBO€HHE NUCLUIUIMHBI JIMIIAMU C OTPAHUYEHHBIMH BO3MOXKHOCTSMH 370POBbS U MHBAJIHMIAMHU
OCYILECTBIIETCS C UCIIOIB30BAHUEM CPEICTB 00ydeHHs OOIIETO U CHEIMAIbHOIO Ha3HAUYCHHUS.

[Tpu 3aHATHAX ¢ 0OYYAIOLIUMUCS ¢ HAPYUIEHHSIMH CJIyXa [IPEeIyCMOTPEHO UCIOIb30BaHHUE 3BYKO-
YCUJIMBAIOIIEH anmapaTypbl, MyJIbTUMEIUHHBIX CPECTB U JPYTUX TEXHUUYECKHUX CPEACTB MpueMa/mepena-
i yueOHOM nH(pOpMaIuU B JOCTYMHBIX (hopMax, MOOUILHOM CUCTEMBI IIPENOIaBaHus 11 00yJaroIXcs
C MHBAJIHMIHOCTHIO, MOPTATUBHON MHIYKIIMOHHOW CUCTEMBI. YdeOHas ayIuTOPHsl, B KOTOPOU 3aHUMAIOTCS
oOyyaromyecsi ¢ HapylleHUEM cllyxXa, 000py/oBaHa KOMIIBIOTEPHON TEXHHUKOH, ayIMOTEXHHUKOH, BHUJEO-
TEXHUKOU, SJIEKTPOHHOMU JOCKOW, MYJIbTUMEAUMHON CUCTEMOM.

[Tpu 3aHATHAX C OOYYAIOUIUMUCS ¢ HAPYIIEHUSIMU 3PEHUSAMH [IPEyCMOTPEHO UCIIOJIb30BaHUE B
JICKIIMOHHBIX U y4EOHBIX ayAUTOPHUAX BO3MOKHOCTH IPOCMOTPA YAAICHHBIX 00OBEKTOB (HaIIpUMep, TEKCTa
HAa JIOCKE WM CJaif/la Ha 3KpaHe) MPU MOMOIIY BUACOYBETUUHUTENCH 1151 KOM(GOPTHOTO IPOCMOTpA.

[Tpu 3aHATHAX C 0O0y4YaIOLIMMUCS ¢ HAPYLIEHHUSIMH OIIOPHO-ABUIaTeIbHOIO almapara HCIOJb-
3YIOTCS aJIbTepHATHUBHBIEC YCTPOICTBA BBOAA HH(OPMAIIMU U IpYrHe TEXHUUECKHE CPe/ICTBA IprueMa/mepe-
naun yuyeOHOM MHPOpPMa B JOCTYIHBIX (hopMax, MOOMIIBHOW CHCTEMbI OOYUEHUs UIs JIIOJCH ¢ UHBA-
JUAHOCTBIO.

14. OIIeHO‘lHLIe MaTepHuajJabl  METOAUYECCKUE PEKOMEHIAUHU MO OPraHu3alluv U3yYCHUA
AUCHHUITINHbI

14.1. Coaep:xaHue OLEHOYHBIX MATEPUAJIOB U METOANYECKUE PEKOMEH AU
I[JISI OIICHKU CTCIICHU C(i)OpMI/IpOBaHHOCTI/I n ypOBHSI OCBOCHHA SaerﬂJIeHHBIX 3a HHCHHHHHHOﬁ
KOMIIETCHITUI MCTIONB3YIOTCS OIIEHOYHBIE MaTepUalibl B COCTABE:

14.1.1. TecToBbIe 3a1aHUA
1. Kakoii kpuntorpaduueckuii MeTo/1 3alUThl HH(POPMALIUK IPeIHA3HAYEH IS
oOecrieyeHns1 KOH(PUAESHIIMATbHOCTH HHopMarn?
a) XelmupoBaHue
0) DneKkTpoHHast MOANHChH
B) llludposanue
r) Kozbl ayTeHTUYHOCTH COOOILIEHHIH
1. Kakoii kpuntorpaduueckuii MeTo/1 3alUThl HH(POPMALIUK IPeIHA3HAYEH IS
oOecrieyeHns1 KOH(PUAESHIIMATbHOCTH HHopMarn?
a) XelmupoBaHue
0) DneKkTpoHHast MOANHChH
B) llludposanue
r) Kompl ayTeHTHUHOCTH COOOIICHMIA
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3. KakuM cBOMCTBOM 001aJat0OT SJIEMEHTHI @ U a-1 B KOJBbIIE KJIACCOB BBIUETOB IO MOAYITIO
n?

a)a-a-1 =0 (mod n)

0) a-a-1 =—1 (mod n)

B) a-a-1 = 1 (mod n)

r) a-a-1 =n (mod n)

4. B xakoM ciiyyae CylecTBYeT 3HaueHHe a-1 1o moay:mo n?

a) Eciu a genut n

0) Ecu n menut a

B) Ecimu HO/I(a, n) =1

r) Eciu HO/l(a, n) > 1

5. IlocTaBbTe B cOOTBETCTBHE ABONMYHOM mocienosarensHocti 11001101 smemeHT nmois
I'amya GF(28), B Bu1e KOTOPOTO MOKHO MPEACTABUTH JAHHYIO MTOCIIEOBATEIIBHOCTD IS
MIPOBEICHUS HaJl HeW Kpunrorpadguueckux mpeoopa3oBaHmi.

a)x8 +x7+x4+x3+x

0)x8 +x7+x6+x5+x4+x3+x2+1

B) X7 +x6+x3+x2+1

r)x7+x6+x5+x4+x3+x2+1

6. Uem mmdp «Marma» ommdaercs ot mudpa, onpeaenennoro B crangapre [OCT 28147-
897

a) JlnuHoit kimoya

0) DTO 1Ba MPUHITUITHAIBHO PA3HBIX CAMMETPUYHBIX OJIOUHBIX MH(pa

B) HeBO3MOXKXHOCTBIO HCIIOTIL30BAHUS MPOU3BOIBHOM TAOIHIIBI 3aMEH

r) KonmruectBoM payHaoB

7. KakoBa yinHa cekpeTHOro kiova B mudpe «Ky3saeunk»?

a) 64 oura

0) 128 our

B) 256 but

r) 512 6ur

8. Kaxkoii u3 pe:xuMoB pab0Thl CHMMETPHUYHBIX OJIOYHBIX MIKU(POB HE MpeIHA3HAYEH AJIs
oOecrieyeHus1 KOHPUACHIIMATLHOCTH HH(popMarn?

a) Pexxum mpocToit 3aMeHbl

0) Pexxum npocToil 3aMeHbI ¢ 3alleTUICHHEM

B) Pexxum BbIpaOOTKM UMHUTOBCTABKH

r) Pexxum rammupoBanus

9. B xakoM 13 pexuMOB pabOThl CHMMETPHYHBIX OJIOYHBIX MHU(PPOB pe3yIbTaT
3amuQpoBaHus 04epeTHOrO OJI0Ka OTKPHITOTO TEKCTa MpU (PUKCHPOBAHHOM KITIOUE
3aBHCUT TOJBKO OT MOPSAKOBOTO HOMEpa JaHHOTO O10Ka?

a) Pexxum npocToii 3aMeHbI

0) Pexxum raMMupoBaHust ¢ 00paTHOM CBSI3bIO TIO BHIXOIY

B) PesxuM ramMmmupoBaHus

r) Pexxum raMMupoBaHust ¢ 00paTHOM CBSI3bIO TI0 MIUGPTEKCTY

10. Kakoii u3 nepeunciieHHbIX NM(PPOB OTHOCUTCSA K KJIacCy aCHMMETPHYHBIX IIHU(PPOB?
a) Marma

6) Ky3neuunk

B) RSA

r) AES

11. B yem 3akirodaercs pa3inyue MeKIy CHMMETPUUYHBIMU U aCUMMETPUYHBIMU
KpunTocucreMamu?

a) B pemmraempIx 3a1auax 3anuThl HHPOpMAITUN

0) B nokasarensx kpuntorpaguueckoi CTOMKOCTH

B) B kxonnuecTBe n Ha3HAUCHUH HCTIOJIb3YEMBIX KITHOUei

r) [IppHIMNMANBHBIX pa3InYUil HET

12. TloueMy acCUMMETPUYHbBIE KPUIITOCUCTEMBI 3aTPYAHUTEIHHO UCIIOIB30BaTh TS

CornacoBaHa Ha noptane N2 39599

12



HETOCPECTBEHHOTO MU pOoBaHMs BUAeOTpaduka?

a) B cBs13u ¢ HemoCcTaTOUHOM KPUNTOrPaPUIECKON CTOMKOCTHIO aCHMMETPUYHBIX KPUIITOCUCTEM
0) B cBsI3M ¢ OTCYTCTBHEM COOTBETCTBYIOIIMX CTAHIAPTOB

B) B cBsi3U ¢ HENOCTATOUHBIM OBICTPOJCHCTBHEM aCHMMETPUYHBIX KPUITOCUCTEM

r') ACHMMETPUYHBIC KPUTITOCUCTEMBI UCIIONB3YIOTCS JIJIsi HETIOCPEACTBEHHOTO MU POBaHUS
BHJICOTpaduKa

13. ConocraBbTe ACHCTBYIONINE OTEUECTBEHHBIE KPUNITOTpapUeCKue CTaHAAPTHI C
NepEeYUCIEHHBIMUA KpUNTOrpauuecKUMU METOJaMH 3aIUThl HH(OPMaIIUU B TIOPSAKE

WX MIEPEUUCIICHUS: U(PPOBAHHUE, XCITUPOBAHUE, IJICKTPOHHAS MTOIHUCH.

a) 'OCT P 34.12-2015,TOCT P 34.10-2012, TOCT P 34.11-2012

0) FOCT 28147-89, T'OCT P 34.11-2012, 'OCT P 34.10-2012

B) 'OCT P 34.12-2015, TOCT P 34.11-2012, TOCT P 34.10-2012

r) 'OCT P 34.12-2015, T’OCT P 34.11-94, TOCT P 34.10-2012

14. Ha xakoi BBIYMCIUTEIBbHOM 3a7ja4€ OCHOBaHa Kpuntocucrema RSA?

a) Haxoxnenue HanOOIbIIeTro 00IIero NeIuTens

0) Brruncnenne Moy ipHO 0OpaTHOTO JIEMEHTA

B) llenouncnennas akropusanus

r) JluckpetHoe norapudpMupoBaHue

15. Ha xakoM MareMaTu4ecKoM armapaTe OCHOBaHA CXeMa JIEKTPOHHOU MOAMKCH,
onpexaenennas B crangapre 'OCT P 34.10-2012?

a) Konb1ia kj1accoB BBIYETOB

0) ITons anmya

B) DIIMNTUYECKHE KPUBbIE

r) MarpuyHbIe TPYIIITHI

16. YeM Koz ayTEHTUYHOCTH OTIMYAETCS OT Xel-Koaa?

a) TO CHHOHUMBI

0) Xem-KoJ pacCYUTHIBACTCS C UCIMIOJL30BAHUEM CEKPETHOTO KITI0Ua, a KOJ ayTeHTUIHOCTH —
0€e3 HCMOIb30BAHUS CEKPETHOTO KITH04a

B) Koz ayTeHTHYHOCTH pacCUMTBIBACTCS C UCIOJIB30BAHUEM CEKPETHOTO KIII0Ya, a XEII-KOJ —
0€e3 HCMOIb30BAHUS CEKPETHOTO KITH04a

r) Kog ayTeHTUUHOCTH PacCUMTHIBAETCS C UCIIOJIb30BAHUEM 3aKPBITOTO KJIFOYA, a XEII-KOJ — C
UCIIOJIb30BaHUEM OTKPBITOTO KITFOYa

17. YeM Koz ayTEHTUYHOCTH OTIIMYAETCS OT SJIEKTPOHHOU MOAHCH?

a) TO CHHOHUMBI

0) JlnuHoii Kiroua

B) DJIEKTPOHHAsI MOANKCH 00ECIeYnBaeT HEOTKA3yeMOCTh, a KO/l ayTeHTUYHOCTH — HET

r) DIEKTPOHHAs ONICH 00ECTIEYNBACT BOSMOKHOCTh IPOBEPKH IMOATHUHHOCTA UCTOYHHUKA
JAHHBIX, @ KOJ{ ayTEHTUYHOCTU — HET

18. [yt uero B cxeMax 3JIEKTPOHHOM MOAMMCH UCTIONB3YIOTCS (PYHKIIMK XEIIUPOBAHUS?

a) JInst moBbIIeHUsS] KpUOTOTPAPUISCKON CTOMKOCTH CXEMBI 3JICKTPOHHOW MOAITUCH

0) [yis obecriedeHrst KOHTPOJIS IIEIOCTHOCTH MOIMTUCHIBAEMOTO COOOIICHUS

B) Jlns1 mpecTaBieHus: HOAMUCHIBAEMOTO COOOIIEHUS TPOU3BOIBHOMN JJTUHBI B BUJIE CTPOKHU
TaHHBIX PUKCHPOBAHHON JITUHBI

r) [lns npencraBieHus MOAMMCAHHOTO COOOIIEHNUS TPOU3BOIBHOM JJTUHBI B BUJE CTPOKH JaHHBIX
(UKCUPOBaHHOMN JTTMHBI

19. YUem cxema 351eKTpOHHOM noanucH, onpenaenennas B cranaapre ['OCT P 34.10-2012,
OTJIMYAETCS OT CXEMBI AJIEKTPOHHOM noamnucu, onpeaenennou B crangapre ['OCT P
34.10-2001?

a) [lepeuneM pemaembIx 3a1a4

0) Mcnonp3yeMbIM MaTeMaTHYECKUM anmapaToM

B) JlmuHoi moanucu

r) Hudem He oTnmuaeTcst

20. Yro sBNsieTcs OCHOBHOU MP001eMOii KpUITOTrpauu C OTKPHITHIM KITFOYOM?

a) ObecrieueHne ayTeHTUYHOCTH 3aKPBITHIX KITIOUeH

CornacoeaHa Ha noprane Ne 39599 13



6) ObecneueHre KOH(UACHINAIBHOCTH 3aKPBITHIX KIIIOYEH
B) O0ecrneyeHre ayTeHTHYHOCTH OTKPBITHIX KITFOUeH
r) Ob6ecrnieuenne KOHQUACHINAIBHOCTH OTKPBITHIX KITIOYEH

14.1.2. Tembl KOHTPOJILHBIX PadoOT

OcHoBHbI€ 3a/1a4un oOecrnieyeHus] HHOPMAITMOHHON 0€30MMaCHOCTH, PEIIaeMble ¢ ITOMOIBIO KPHII-
Torpa)u4ecKix MEeTOI0B

Packpoiite onpenenenus: mudpoBanue, 3amudppoBanne, paciuuppoBadue, nenmdpoBaHue.

Knaccugukanuu KpunrocucTem.

OCHOBHBIE OTIMYHS MKy COBPEMEHHOM U KJIACCHUECKON KpUIITOTpaduei.

Crioco6b! kpunToaHaiuza: a) adppunHoro mudpa; b) mudpa Xumwia; ¢) mudpa raMMUpOBaAHUS.

OcHOBHbBIE OTIIMYHS MEKY COBPEMEHHBIMH U KJIACCUYECKUMU OJIOYHBIMU U (ppaMH.

Pesxxumel pabotel [OCT 28147-89. 115 4ero ciayXHT Kbl U3 JaHHBIX PEKUMOB?

OcHoBHbIE CBOWCTBA XeUI-(PYHKIUH.

Cpasnaure kpunrocuctemy RSA u kpunrocucremy Pabuna. CpaBHute kpunrtocuctemy RSA u
KpunrtocucreMy Oib-I"amans.

[TonsiTHEe KpUNTOrpapUUECKOro NPOTOKOIA.

14.1.3. Tembl 0IPOCOB HA 3aHATHAX
Kpunrorpaduyeckre MeToap! 3alUTH HTHPOPMAIIUU:
mudpoBaHme, XEMUPOBAHHE, HIICKTPOHHAS TIOATHUCH.
Anrebpandeckue cTpykTypsl. ['pynmel. [{uknnueckue
rpynnsl. Konblia, kosblia KJ1accoB BBIYETOB.
Koneunsie nosis. [Tons Nannya. Dnuntuueckue
kpuBble. [ToHsTHE HANOOIBIIETO OOIIETO AETUTEIS.
Aunroputm EBKinia, pacliipeHHBIN arOpUTM
EBximmna.
Marematrnueckast mozeib mudpa. Knaccuueckue
mudpel: TOACTAHOBOYHBIH, IEPECTaHOBOYHBIN, IIU(D
Xwumna, mudpel raMMUPOBAHUS.
I'OCT P 34.12-2015. ’'OCT P 34.13-2015.

14.1.4. Bonpocs! 1ugdepeHuMpoBaHHOIO 3a4eTa
1. [TepeuncnuTe 1 KpaTKO OXapaKTEPU3YHTE OCHOBHBIE 3a/1a4i 0OecTieueHHsI HHPOPMAITMOHHOMN
0€30IacHOCTH, pellaeMble ¢ MOMOIIbI0 Kpunrorpadguyeckux MetofoB. 2. Packpoiite omnpenene-

HUS:

mudpoBanue, 3amndpoBanue, pacmudpoBanue, nemudpposanue. 3. Yem mudpoBaHue OTIMYALT-
csl OT

xkoaupoBanus? 4. [IpuBenuTe U3BECTHBIE BaM KJIACCH(PHUKALIUU KPUIITOCUCTEM. 5. YKaKUTE OCHOB-
HBIE

OTJIMYMS MEXJY COBPEMEHHOW M Kilaccuueckol kpumntorpadueir. 6. CpaBHute adpHuHHBIN mUdp
u mdp

Xuna ¢ TOYKH 3peHHUs KPUIITOCTOMKOCTH. 7. OnHIIUTE crocoObl KpunToaHain3a: a) ahpguuHoro
mmdpa;

b) mmdppa Xunna; c) muppa raMMupoBaHus. 8. YKaKUTE OCHOBHBIE OTIMYHS MEXIYy COBPEMEH-
HBIMH U

KJaccuyeckuMu OnouHbiMH Imugpamu. 9. [lepeunciaure pexxumsl padotel TOCT 28147-89. s
Yero

CILY>KMT Kakabli u3 gaHHbIX pexxuMoB? 10. Cpasaure DES u I'OCT 28147-89. 11. CpaBaure AES
u

['OCT 28147-89. 12. [lepeuncaure ocHOBHbIE cBOiicTBa Xem-¢pyHKuui. 13. Uem xemmpoBanue

OTJIIMYAETCs OT BBIPAOOTKM KOHTPOJBbHBIX cymMM? 14. UeM XemupoBaHHE OTIMYAETCS OT BhIpa-
00TKH

UMUTOBCTaBKHU? 15. YKaxxuTe ABa OCHOBHBIX MOJX0/1a K MOCTPOEHUIO (PYHKIIMI XemupoBaHus. 16.

VYKakuTre OCHOBHOH HEZOCTAaTOK KOJIOB AayTEHTHYHOCTH cooOmeHuid. 17. B uem 3akirouaercs
npobiema

CornacoeaHa Ha noprane Ne 39599 14



yhnpaBieHUsl CMMMeTpu4HbIMU Kitodamu? 18. CpaBHute kpuntocucreMy RSA n xpunrocucremy
Pabuna.

19. CpaBnure kpuntocucreMy RSA n xpunrtocucremy Onp-I'amans. 20. Pemenue kakux 3amaq

obecrieunBaeT 3eKTpoHHAs nmoanuch? 21. Kak mocTpouTs cxemy BBIPAaOOTKH M MPOBEPKH DJICK-
TPOHHOU

MOJIMUCHA Ha OCHOBE KpumrocucteMbl RSA? 22. Yrto Takoe smunTudeckas kpunrorpadus? 23.
Jaiite

MOHSTHE KPUNTOrpahuuecKoro MpoToKoa.

14.1.5. Tembl J1a0opaTOpHBIX padoT
HIudposannas daitnosas cucrema Windows
[Mudposanue qucka BitLocker B onepannonHbix
cucremax Windows
CpenctBo kpunTorpapudeckoi 3anuThl HHGOpMaIuu
Secret Disk
Pabora ¢ kpunronpoBaiinepamu

14.2. TpeOoBaHMS K OLIEHOYHBIM MATEPHAJIAM /JIsl JIUL C OTPAHNYEHHBIMH BO3MOKHOCTSIMH
310pOBbS1 1 HHBAJIH/I0B
Jnst nui ¢ orpaHUYEHHBIMU BO3MOKHOCTSIMU 3/I0POBbSI 1 MHBAJIMJIOB MPEAYCMOTPEHBI JOMOIHU -
TCIIBHBIC OIICHOYHEBIC MaTepI/IaJ'IBI, HepequL KOTOpBIX YKaSaH B Ta6J'II/III€ 14
Tabmuua 14 — JlononHUTENbHBIE MaTepHallbl OLICHUBAHUS ISl JIUIl C OTPAHUYECHHBIMH BO3MOXKHOCTSIMU
310POBbsl U HHBAJIUJOB

Kareropun Bupl TONOTHUTETBHBIX OLIEHOYHBIX ®opMbI KOHTPOJIS M OLICHKH
00y4JaroLIXCs MaTepuaioB pe3ynbTaToB 00y4eHus

TecThl, MICEMEHHBIE CAMOCTOSTEIbHbIE
paloThI, BOTIPOCHI K 3a4eTy,
KOHTPOJIbHBIE Pa0OTHI

C napymeHusMu
cryxa

[IpenmyiieCTBEHHO MUCbMEHHAS
MIpOBEpKa

C mapymenusamu | CobeceoBaHue 1Mo BOpocam K 3aueTy, | [IpenmyiiecTBeHHO yCTHas TPOBEpKa

3peHHs OTIPOC MO TePMUHAM (MHIUBUYaJIbHO)
C HapymeHusMu Pemenue qucTaHIIMOHHBIX TECTOB,
OTIOPHO- KOHTPOJIbHBIE Pa0OTHI, MUCbMEHHbIE | [IpenMylecTBeHHO AUCTaHIIMOHHBIMU
JIBUTATEJILHOTO CaMOCTOSITENIbHBIE PadOTHI, BOPOCHI K METOJaMH
ammapata 3a4ery
C orpanuuenusiMu 1o | TecThl, TUCbMEHHBIE CAMOCTOSITENILHBIC [IpenmymiecTBEHHO pOBEpKa
00IIEeMEeTUITTHCKIM paboThI, BOTIPOCHI K 3a4eTy, METOJAMM UCXOJS U3 COCTOSTHUS
MOKa3aHUsIM KOHTPOJIbHBIE Pa0O0ThI, YCTHBIE OTBETHI | OOY4alOIIErocsi Ha MOMEHT NMPOBEPKU

14.3. MeToauuecKue peKOMEHIANMNH M0 OIEHOYHBIM MATepPHAJIaM JIJIsl JIMI[ C OTPAHHYEHHBIMU
BO3MO’KHOCTSIMU 3/I0POBbsI 1 HHBAJIN/I0B

I[J'IS[ JiiL ¢ OrpaHU4YCHHBIMHU BO3MOXHOCTAMHU 3J0POBbA WU HHBAJIWAOB IMPEAYCMATPUBACTCA HO-
cTymnHas (hopMma Mpe0CTaBICHUS 3aJaHUH OIICHOYHBIX CPEJICTB, 8 UMEHHO:

- B IIe4aTHOU (hopme;

- B TIeYaTHOM (hOpMe C YBEITHUEHHBIM MIPUPTOM;

- B (hopMe AIIEKTPOHHOTO IOKYMEHTA;

- METOJIOM YTCHHS aCCUCTCHTOM 3aJIaHUs BCITYX;

- MPEIOCTABICHUE 3a/IaHUS C UCTIONB30BAaHUEM CYpPJIOTIEPEBO/IA.

Jluiam ¢ OrpaHWYEeHHBIMH BO3MOXXKHOCTSIMH 3JIOPOBbSI M MHBAIHMIAM YBEJIHMUUBACTCS BpEMs Ha
MOJITOTOBKY OTBETOB Ha KOHTPOJbHBIE BONpPOCHL. [Iiist Takux oOyuaromuxcsi npeaycMaTpuBaeTcs TOCTyI -
Has popMa mpeoCTaBICHHS OTBETOB Ha 3a/IaHUs, & UMCHHO:

- MMCbMEHHO Ha Oymare;

- Ha0Op OTBETOB Ha KOMITBIOTEPE;

- HaOOp OTBETOB C UCTIOJIH30BAHUEM YCIIYT ACCUCTCHTA,
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— MIPE/ICTaBJICHUE OTBETOB YCTHO.

[Tponienypa orieHUBaHUS PE3YIbTATOB OOYYEHHS JIMII C OTPAaHUYEHHBIMU BO3MOKHOCTSIMH 3/10pO-
BbSl 1 MHBAIHIOB 110 JUCLUILIMHE TpeIyCMaTpUBaeT IpenocTaBieHne nHpopManuu B popMax, aaanTH-
POBaHHBIX K OTPAHUYCHUSAM HX 3A0POBBS M BOCIPUATHS HH(POPMALIUU:

JIJ1s1 JIMI ¢ HAPYIIEeHUSIMH 3PeHust:

- B (hopMe INIEKTPOHHOTO IOKYMEHTA;

- B IIEYaTHOM (hOpMe YBEINYEHHBIM MIPH(TOM.

JIJ1s1 JIMI ¢ HAPYIIEHUSIMH CJIyXa:

- B (hopMe IIIEKTPOHHOTO IOKYMEHTA;

- B reyaTHou (opme.

JI71s1 JIM1 ¢ HAPYLIEHHSIMH OTIOPHO-IBHIaTeJILHOTO anmapara:

- B (hopMe IIIEKTPOHHOTO IOKYMEHTA;

- B Ie4aTHoOU opme.

[Tpy HEOOXOMUMOCTH /TS JIUIL] C OTPAaHUYEHHBIMHU BO3MOXHOCTSIMU 3/I0POBbs U MHBAJIUI0B IpOILIE-
Jypa OIICHUBAHUSI PE3yIbTaTOB 00yIECHHUST MOXKET IIPOBOIUTHCS B HECKOIBKO ITAIIOB.
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