MHUHHUCTEPCTBO OBPA3BOBAHUS 1 HAYKHM POCCUHMCKOM ®EJEPAIIMA
DenepajbHOE TOCYIAPCTBEHHOE OI0KEeTHOE 00pa3oBaTe/ibHOE YUpek/JIeHHe BbICIIero 00pa3oBaHus

«TOMCKH TOCYJIAPCTBEHHBI YVHUBEPCUTET CUCTEM
VIIPABJIEHUS U PAJTMODJIEKTPOHUK
(TYCYP)

HTYOCYR| e sumprncera
‘1" UNIVERSITY JlupexTop nenapraMmeHTa 00pa3oBaHuUs

Moy saauT NOQMTHCES 3ASKTIOHMEOR NOINWCRH
Ceprugamar: 1obcfala-5laf-448-aef0-5584d2fd4820
Bragesey: Tpoawm Magen Edmpmosms

LeacTaatengs: ¢ 1001, 2016 no 16092010

PABOYA A [TPOI'PAMMA JJTUCTIUTIJIMHBI
IIporpamMmmHo-annapaTHbie cpeacTBa o0ecnedeHUs1 HHGOPMALIMOHHOH 0€30I1ACHOCTH

YpoBeHb 00pa3oBaHus: BhIcIee 00pa30BaHue - CIEIUATUTET

Hampasnenne moaroroBku /  cnenuanbHOCTh:  10.05.02 HWudopmanuonHas  06e30MacHOCTb
TeJIeKOMMYHMKAUMOHHBIX CHCTEM

Hampasnennocts (mpoduns) / cnenuanuzanus: be30macHOCTh TeJIeKOMMYHMKAIMOHHBIX CHCTEM
HHG(pOPMALMOHHOI0 B3aUMOJCHCTBHSA

®dopma 0O0ydeHHS: OUHASA

®QakynereT: PT®, Pagnorexunyeckuii paxkyabrer

Kadenpa: PCC, Kajdenpa paanodieKTpOHUKH U CHCTEM CBSI3H

Kypc: 4

Cemectp: 7

Y4eOusiii mnan Habopa 2012 rona

PaCHpe,Z[CJ'IeHI/IC paGoqero BpPEMCHU

Ne Bunpl yueOHO# nesTebHOCTH 7 cemectp Bcero Ennaunner
1 Jlexnn 24 24 4acoB
2 IIpaxTryeckue 3aHATUA 20 20 4acoB
3 JlaGopaTopHbie pabOThI 16 16 JacoB
4 Bcero aynuTopHbIX 3aHATUI 60 60 4acoB
5 CamocTosiTenbHas paboTa 48 48 4acoB
6 Bcero (06e3 sx3amena) 108 108 4acoB
7 OO0m1as Tpy10EMKOCTh 108 108 4acoB
3.0 3.0 3.E.

3auet: 7 cemecTp

Tomck 2018
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PilCC.\l()TpCH&l 151 ()ﬂ()(’)pCHLl Ha 3aCCJaHuM Kil(t)ﬁ;{pbl
nporokot Ne 11 or« 3 » 7 2018 1
JINCT COI'TTACOBAHU A

Pabouas mporpamma AUCIUIUIMHBI COCTaBJICHA C y4eTOM TpeOoBaHUHU (enepaabHOTO Trocynap-
CTBEHHOTO 00pa3oBaTeNbHOTO cTaHaapTa Bhiciiero oopazoBanus (CPI'OC BO) no HampaBiieHHIO MOATO-
toBkH (cnernuanbHoctu) 10.05.02 MuapopMmanmonHas 0€30MacHOCTh TEICKOMMYHUKAIIMOHHBIX CHCTEM,
yrBepxkaeHHoro 16.11.2016 roma, paccmoTpeHa u omoOpena Ha 3acemanum kadenpel PCC «  »
20 ropma, mpotokos Ne

PazpaboTuuk:
noueHt kag. PCC H. JI. XarbkoB

3aBenyronmii o0ecnieunBaromeii kad.
PCC A. B. ®areeB

Pabouast mporpamMmMa IUCIMITIIMHBI COIIACOBaHa ¢ (DaKyIbTETOM U BBINTycKaroueil kadeapoii:

Hexan PT® K. 1O. Ilonosa
3aBeAyIOIHi BRITYCKAIOIICH Kad.

PCC A. B. ®artees
OKCIIepTHI:

Crapuuii npernoiaBatesns Kadeapbl
PagUOdIIEKTPOHUKH U CUCTEM CBS3U

(PCC) 1O. B. 3enenenxkas
IIpodeccop kadenpsl paguo3neKkTpo-
Huku u cucteM cBsazu (PCC) A. C. 3agopun
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1. lean u 3aga4n AUCHUTLIHMHBI

1.1. lleau TUCUMIIAHBI
U3y4eHue CrocoOOB 3alIUThl MH(MOPMALIMOHHBIX MPOILIECCOB B CETSIX C FMOPUAHON (pu3ndecKon
cpenoun
M3y4eHUEe BO3MOXKHOCTEH MPUMEHEHUs POrpaMMHO-aINapaTHBIX CPEICTB B CETAX CBA3M I IO-
BBIIICHUS UX 3alULIEHHOCTU
paboTa B KOMIBIOTEPHBIX BHIYUCIUTENBHBIX ceTsX (BC) ¢ mpumeHeHneM nporpaMMHbBIX CPEICTB
3alUTHI U UCIOJIb30BAHUS CYLLECTBYIOINX, BCTPOCHHBIX B apXxutektypy OC, cpencTs cBA3MU.

1.2. 3agaun JIMCHMIIINHBI

— M3y4yeHHue crocoOOB CO3JaHUS 3ANIUIIIEHHOTO CETEBOr0 COCIMHEHHUS, 3alUIIEHHBIX TPOTOKO-
JIOB CBSI3M, 3AIUTHI OT HECAHKIIMOHUPOBAHHOTO JOCTYIAa COOOIICHHUI 3JIEKTPOHHOU TOYTHI, CETEBBIX pe-
CypcoB

— H3y4YeHHE MPUHIUIIOB pabOTHl OpaHAMAay3pOB, CPEACTB MPEIOTBPAIICHHS BTOPKEHUHN, aHTH-
BHUPYCHBIX IIPOTPaMM Ha OCHOBE HCIIOJIb30BAHUS allllapaTHBIX CPEICTB 3aIUTHI

—  pa3BUTHE HABBIKOB HACTPOMKU M aHAJIM3a MPOTPAMMHBIX CPEJCTB 3aIIHUTHI, MOJIUTUK Oe30mac-
HOCTH, UCTIOJIb30BaHMsI MPOTPAMMHBIX OTJIaYUKOB, CETEBBIX aHAIU3ATOPOB

2. Mecto mucuuniuabl B ctpykrype OIIOII

Hucuunnuna «IIporpamMmmHo-anmnaparHble cpeicTBa odecriedeHrus MHPOPMAIMOHHON 6e30macHo-
ctu» (b1.5.25) otHOocuTCs K 610Ky 1 (6a3oBast 4acTh).

[IpenmecTBYOMKUMI TUCIUTUIMHAME, (OPMUPYIOIIMMHU HadallbHBIC 3HAHWUS, SBISIFOTCS: ATapar-
HbI€ CPEICTBA BBIYMCIMTEIBHOM TEXHMKH, AIIMAapaTHbIE CPEACTBA TEIEKOMMYHUKAI[MOHHBIX CHCTEM,
Kpunrorpadpudyeckne wmeronpl 3ammrel  mHGOpManmu, CXEMOTEXHHKA TEJIEKOMMYHUKAIIHOHHBIX
yCTpOHCTB, TeopeTnueckre OCHOBBI COBPEMEHHBIX TEXHOJIOTHI GECTIpOBOIHOMN CBSI3U.

[Mocnenyromumu aucuuIuinHaMu siBIsitoTCs: [Ipeqmuruiomuas mpakTtuka, TexHUYecKasl 3aliuTa
UH(pOPMAaLIUH.

3. TpeGoBaHus K pe3yJibTATAM OCBOCHMS JUCHMILTAHBI

[Tponecc n3yyeHus JUCUUIUIMHBI HapaBieH Ha (GOPMUPOBAHUE CIEAYIOIUX KOMIETSHIUI:

— OK-8 crmocoOHOCTHIO K CAaMOOPTaHU3AIMN U CaMO0OPa30BaHHUIO;

— IIK-8 cnocobHOCTHIO TPOBOAUTH aHATU3 3()(HEKTUBHOCTH TEXHUYECKUX M MPOrpaMMHO-arma-
paTHBIX CPEJICTB 3aLUTHI TEJIEKOMMYHUKALMOHHBIX CUCTEM;

— IIK-15 cnocoOHOCTBIO MPOBOANUTH MHCTPYMEHTAJIbHBII MOHUTOPUHT 3alIMIEHHOCTHU TeJe-
KOMMYHHKAITMOHHBIX CUCTEM, OOECIIeUeHHUs TPeOyeMOoro KauecTBa 00CITy)KHBaHUS;

B pesynbpTare u3ydeHus IUCIHUIITMHBI 00YJalOMIUNACS TOJIKEH:

— 3HaTh OCHOBHbBIE MOJCHCTEMBI 3aIUTHI CPEACTB CBSI3U B ONEPAIMOHHBIX CHUCTEMax Mepco-
HabHBIX DBM ocHoOBbl agmuHucTpupoBanus B OC Ui KOHTpOJIsS WH(POPMALMOHHBIX IPOLIECCOB B
KOMITBPIOTEPHBIX CETSIX METOJbl M CHOCOOBI 3alllUThl OT CETEBBIX aTaK MPUHILUIBI MOCTPOEHHUS MpPO-
IrpaMMHO-AMIMAapaTHBIX CHCTEM OOHApY)KEHHsI aTaK MPUHLUIBI 3aIlUThl MHGQOpMAIMM HAa KOMIIBIOTEpE
CPEJCTB CBSI3M C OMOIIBIO MPOTPAMMHBIX peaIM3aliii Ha BBICOKOM M Ha HU3KOM ypoBHE Mozenu OSI

—  YMeThb NIPOBOAUTH aHAIN3 HAJMYMS HECAHKIIMOHUPOBAHHOTO JOCTYIA K KOMITBIOTEpaM OIpe-
JIeTISATh M OLICHUBATh BEPOSITHBIE YTPO3bl HH(POPMALIMOHHOM 0€30MaCHOCTH KOMITBIOTEPA B CHCTEMAaxX CBSI3U
OCYIIECTBIIATh PAllMOHANBbHBIN BBIOOpP MpPOrpaMMHO-aNNapaTHBIX CPEACTB U METOOB 3alIUTHl HHPOpMa-
MU Ha 00BEKTAX CBS3HU

— BJAaJeThb MPOrPaMMHO-AMIAPAaTHBIMU METOJaMH 3allUThl MH(OpPMALMKM Ha KOMIBIOTEPHOM
TEXHUKE METO/IaMU IMOKMCKA CJIA0BIX MECT B HACTPOHKAX KOMIBIOTEPA U MOMYYSHUs TOKa3aTeNeil ypoBHS
3alUIIEHHOCTH MH(POPMAIIK B CHCTEMaX CBSI3U METOJUKON aHaIM3a CETeBOro Tpaduka, pe3ylbTaToB pa-
OO0TBI CpeaCTB OOHAPYKEHHUSI BTOP)KEHUI HaBBIKAMU HAaCTpOMKH cucteM Oe3zomacHoctu OC s Ge3omac-
HOM paboTHI B CETSIX U CUCTEMAaX CBSI3U

4. O0beM QUCHUILIMHBI U BUABI Y4eOHOI padoThl
OO0m1ast TpyI0€MKOCTh AUCIUIUTHHBI cOCTaBisieT 3.0 3aU€THBIX €MHUIIBI U TIPEJICTaBICHA B Ta0JIM -
ne 4.1.
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Tabmuma 4.1 — TpyA0eMKOCTh TUCITUILTAHBI

Buabl yueOHOI gesTelbHOCTH Bcero gacos CemecTpsl

7 cemecTp
AynuTopHbI€ 3aHATHUSA (BCETO) 60 60
Jlexuu 24 24
[IpakTuyeckue 3aHATUS 20 20
JlaboparopHbie pabOTHI 16 16
CamocTtosiTenbHas paboTa (Bcero) 48 48
Odopmiierre 0T4eTOB 110 J1abOPaTOPHBIM paboTam 14 14
[TpopaboTka JIEKIIMOHHOTO MaTepuaia 24 24
[ToaroroBka Kk MpakTUYECKUM 3aHATUAM, CEMUHApAM 10 10
Bcero (6e3 3x3amena) 108 108
OO01mas Tpy10eMKOCTb, 4 108 108
3auetHble EauHuIb 3.0 3.0

5. Coneprxanue QTMCUMILTHHBI

5.1. Pa3znesnsl JUCHUIIMHELI 1 BUALI 3AHATHI
Pa3znenbl nMCUMIUIMHBL U BUJBI 3aHSATUN TTPUBEICHBI B Ta0uIe 5.1.

Tabmuna 5.1 — Pasgensl AUCHUIUIMHEL U BUIBI 3aHATUN

= | = | = | 8% ZE
= z g © S = 8 2
Ha3Banus pa3nenoB 1UCHUTIIIMHBL ) ® & g g S e g
) > . . e 4 = O
= = g 2 8g 23
7 cemecTp
1 Apxutektypa nporpaMMHO-anmnapar- 4 0 0 2 6 OK-8, IIK-15,
HbIX cpencTs 3amuTel OC. [IpuunHb BO3- ITK-8
HUKHOBEHUS COOEB B ONEPAaTUBHON Mamsi-
TH, O0IIE IPUHIIUIIBI IIOCTPOCHUS CH-
cteM 3amuThI (triple functions).
2 OCHOBHBIE MTOHSATHSI, KIIACCUPUKAIUS 4 4 2 6 16 OK-8, IIK-15,
3aJa4, peaeMbIX IpOrpaMMHO-aIapar- ITK-8
HBIMH CPEJICTBaMU MICHTU(UKALINN U
ayTeHTU(UKAITIU B CETAX CBS3H.
MHorodaxTtopHas uieHTH(pUKausI CyOb-
€KTa, TTOHSATHE TTPOTOKOIA HICHTU(PUKA-
11U, UIeHTUGUIUPYIOIIas uH(OopMaIus.
3 OCHOBHBIE aIlnapaTHbIE MOAXOAbI K 3a- 2 4 0 4 10 OK-8, IIK-15,
umre qaHHbix oT HCJl. AGctpakTHbie MO- I1K-8
JIeNd JOCTYTa, UX BIUSHUE Ha KOHPUTY-
paluio MporpaMMHO-aNapaTHON YacTH
3aIUThl HHGOPMAITUH.
4 Busl ayquTa KOMIIBIOTEPHBIX CETEeH U 2 4 4 6 16 OK-8, IIK-15,
CHCTEM CBA3H C ITOMOIIBIO MPOrPaMMHO- ITK-8
anmapaTHBIX CPEJICTB, KIacCHUPUKAIISI
COOBITUH I TPOBENCHUS ayauTa. Amma-
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patHble (PYHKIIUU AT ayUTa COOBITHIA.
5 IlporpamMmMHoO-armapaTHble CpeaCTBA 2 4 0 4 10 | OK-8, IIK-15,
mpOBaHMS; TOCTPOCHHE aIapaTHBIX ITK-8
KOMITOHEHT KpUIITO3aILUThl JaHHbIX. VH-
(bpacTpyKkTypa ynpaBieHUs] OTKPHITHIMU
KJIF0OYaMHU, 0a30BbI€ apXUTEKTYPbl CUCTEM
yIpaBiIeHUs cepTUPUKATAMMU.
6 IIporpaMMHO-anmapaTHbIe METO/IbI U 2 4 2 6 14 | OK-8, IIK-15,
CpEICTBa OIPaHUYEHUS JOCTyIa K KOMIIO- I1K-8
HEHTaM CBSI3U B KOMITBIOTEPHBIX CETAX U
3aLUTBI IPOIPaMM OT HECAHKIIMOHUPO-
BaHHOTO KOMMMPOBAHMS.
7 IlpuMeHnenye cMapT-KapT U1 arnmnapar- 2 0 0 2 4 OK-8, IIK-15,
HOM 3aIIUTHI IAHHBIX, UX KJIaccu(uKa- TIK-8
1usl. AnnapaTHble KOMIOHEHTBI CMapT-
kapt. [Iporpammuoe o0OecrnieueHnue ass
cMapT-Kapr.
8 WiFi cetu. O6opymoBaHue q0CTyIIA. 2 0 0 4 6 OK-8, TIK-15,
[Iporpammuoe obecrieueHrne 0COOEHHO- IK-8
CTH ycTaHOBKHU. HacTpoiika MoaeMoB 1
pOyTEpOB.
9 Wcnonb30BaHUE MUKPOKOHTPOJUIEPOB U 2 0 4 6 12 |OK-8, IIK-15,
OJIHOIIJIATHBIX MUKPOKOMIIBIOTEPOB 1JIsk ITK-8
JIOCTYIIA B 3alIMILECHHBIE CETU CBA3U. AB-
TOMaTu4eckoe (hopMupoBaHue OJHOPA30-
BBIX [1APOJIEH JUIsl IEPCOHAJIA C TIOMOLIBIO
MHUKPOKOHTPOJIJIEPOB.
10 CrocoObI 3a1UTHI OT pa3pyLaOIINX 2 0 4 8 14 | OK-8§, IIK-15,
nporpaMMHbIX Bo3zaencteuii (PIIB) B ITK-8
KOMITBIOTEPHBIX CUCTEMAX CBSI3U C ITIOMO-
LIbI0 IPOrPaMMHO-ANNapaTHBIX CPEACTB.
Hroro 3a cemectp 24 20 16 48 108
Hroro 24 20 16 48 108
5.2. Coaep:xanue pa3aejioB IUCHUILIUHBI (110 JIEKIIUSIM)
CopneprkaHue pa3iesoB TUCIUILINH (TI0 JIEKIMSIM) IPUBEACHO B Tabnuiie 5.2.
Tabmuia 5.2 — Coneprkanue pa3faenoB JUCHUIUIAH (IO JICKIHSIM)
3 =
s | 5%
Ha3Banus pa3nenos Copneprkanue pa3ienoB TUCHUILIMHBI (1O JIEKIUSIM) zF § %
o) S E
S g =
e e g
= S
7 cemecTp
1 Apxurexkrypa [IpeameT u 3a1aum 3aUTH HKHPOPMAIIUH B CETIX U 4 OK-8, TIK-
[IPOrPaMMHO-aNapaTHBIX | CUCTEMAaX CBA3U € IIOMOLIBIO IPOrpaMMHO-aIIaApaT- 15, IIK-8
cpencts 3ammTsl OC. HBIX CPEJCTB, €€ B3aUMOCBS3b C JPYTMMH JUCLMILIN-
[Tpuunnb Hamu. Kpartkas uctopus pa3BUTHs. AKTyaJIbHOCTb 3a-
BO3HUKHOBEHUS CO0EB B | IIUTHI HH(GOPMAIIUN B COBpeMEHHOM Mupe. [Ipuuunsl
OlepaTUBHOMN NaMSTH, BO3HHUKHOBEHUS alllapaTHBIX U IPOrPaMMHBIX Ys3BH-
oO0111e MPUHIIHUITBI MOCTeH, 001Ie MPUHITUIIBI TOCTPOSHUS CUCTEM 3a-
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HIOCTPOCHHUS CUCTEM
3auThl (triple functions).

uThI (triple functions). [TonaTue monmuTuku 6e3omac-
HOCTH W HEOOXOMMOCTH OIICHKU PUCKOB, KPUTEPUH,
UCTIONB3YeMBbIe [T KiTacCU(DUKAITUN YPOBHS 3alllH-
IEHHOCTH (0€301MacHOCTH ) KOMIIBIOTEPHBIX CETEH U
CHCTEMBI CBSI3H.

Hroro
2 OCHOBHBIC ITOHSTHS, OcHoBHbIE OHATHS, KIaccuUKaIys 3a/1a4, peliae- OK-8, IIK-
KjaccuuKanus 3aaad, MBIX IIPOTPaMMHO- alllapaTHbIMU CPENCTBAMHU UJICH- 15, IIK-8
pelaeMbIX POrpaMMHO- | TU(UKAIUK U ayTeHTUpuKanuu. Mnentudukanus
anmnapaTHbIMU CyObEeKTa ¢ TIOMOIIIBIO alMapaTHBIX CPECTB, MOHITHE
CpeIaCTBaMU MIPOTOKOJIA UACHTH(PHUKALNY, HACHTUDUITUPYIOIIAs
UAeHTU(DUKAIMY U uHpopmMaiusi. Meroasl ayTeHTU(PUKAIMK: TapOJIbHAs
ayTeHTU(HKAIIUU B CETAX |cXxeMma, bnomeTpuueckuii u token crnoco6br, MHOTOG-
cBs3u. MHoroakTopHas |aKkTopHas U B3aMMHas ayTeHTHPUKauu. [IpoTokomnbl
UACHTUDUKAIHS UACHTUUKAIMY C HYJeBO# nepenaueil 3Hanui. Cxe-
CcyObeKTa, MOHATHE Mbl uaeHTuukanun Oeiire-duata-1llamupa, ['umnoy-
IIPOTOKOJIA Kyuckyorepa u ocHOBHbIE TPOOIEMBI IPH UX arlia-
HJeHTU(DUKAITIH, paTHO-IIPOrPaMMHOM peanu3aluu.
UACHTUDUIMPYIOLIAs Hroro
uH(popManus.
3 OcHoBHbI€ anmnapaTHble | OCHOBHBIE aNapaTHbIEC MOAXO/bI K 3aLIUTE TaHHBIX OK-8, T1K-
MOJXO/bI K 3aIUTE ot HCJI. A6ctpakthbie Moaenu noctyna. Mepapxuue- 15, IIK-8
nanabix ot HC/L. CKHUIl IPUHLIMT 10CTYyNa K (hailny. AnnapaTHasi 3aIiu-
AOGcCTpaKTHbIE MOJIENIN Ta ceTeBoro (ainosoro pecypca. IIporpammuas gpuk-
JIOCTYTIA, UX BIUSHHUE Ha | calus JocTyna K ¢daiiam. /luckpenuonnas (pasrpa-
KOH(QUTypaLuio HUYHTEIIbHAS) MOJIETb YIIPABJICHUS JOCTYIIOM Ha
IIpOrpaMMHO-aInapaTHoi |ocHoBe opmanbHOi Moaenu Take-Grant u mpoOiaeMsl
YaCTH 3alTUTHI MIpH ee anmaparHoil peanusanuu. CriocooOsl mpo-
uHpopMaLnu. rpaMMHO-anmnapaTHoil puxcanuu dakra gnoctyna. Ha-
J€KHOCTh CCTEM OTpaHUYEHUs AOCTyMa. YIpasie-
HUe 10cTynoM Ha ocHoBe poineil — RBAC. bazosas
mozienb RBAC. ManaarHas (npeactaBuTenbHas) Mo-
JieJIb yrpasieHust 1octynoM. IIporpamMmmuas peanunsa-
MY MAaHJATHOM MOJEIIH IOCTYIIA.
Hroro
4 Buapl ayauta Bupl aynuTa KOMIbIOTEPHBIX CUCTEM CBSI3U C TIOMO- OK-8, I1K-
KOMIIBIOTEPHBIX CETEH U | IbI0 IPOrPaMMHO-AIIAPATHBIX cpeacTB. KoHTpoas 15, IIK-8
CHCTEM CBSI3U C IOMOLIBIO | IEJIOCTHOCTH JaHHBIX, UCIIOJIb30BaHUE LIU(POBOIL
IIPOrpaMMHO-AIAPATHBIX | IOANKCH C 3aIIMTON annapaTtHeIMU cpenctBamu. [Ipo-
CPEACTB, KJIacCU(pUKALUs |TPaMMHbIE CUCTEMBI NIPEIOTBPALLCHUS U OOHApYXKe-
COOBITHI [T IPOBENICHHS | HUSI BTOPIKEHUI, JIOKaIbHbIe U 6ecripoBoHbIe - [PS
ayauTa. ATnaparHbie IDS HIPS WIPS.
(GyHKIUY JUTS ayiTa Hroro
COOBITHIA.
5 IIporpammHo- I'enepanus karoueil nporpaMMHO-aNIapaTHBIMA CPEJI- OK-8§, I1K-
anrapaTHbBIE CPEACTBA ctBamu. Kittoun J1st CHMMETPUYHBIX U HECUMMETPHUY- 15, IIK-8

I ppoBaHUS;
MIOCTPOEHUE aINIapaTHbIX
KOMITOHEHT
KpUINITO3AIUTh] JaHHbIX.

Wndpactpyxrypa
YIPABIEHUS OTKPBITBIMU

HBIX alIropuTMOB. DdemepHsbii Kitod. [IporpamMmHuo-
anmnaparHble Cpe/ICTBa IH(POBAHUS B pealbHOM Bpe-
MEHH, ITOCTPOCHUE aNMapaTHbIX KOMIIOHEHT KPUIITO-
3alUThI JAHHBIX. YTPO3bl KPUITOTPAPUUECKUM KITIO-
yaM. [ToBpexnenue kiroued. 3amura aropurma
mmdposanus. [IpyHIMT YyBCTBUTENBHON 00JIACTH U
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KJIrouYaMH, 6a30BbIe
APXUTEKTYPBI CUCTEM

MPUHIUI [JIABHOT'O KJTF04a, HEOOXOUMBbIE U 10CTaTOY-
HbIe (PYHKIIMH alapaTHOTO CPEICTBA KPUIITO3AIUTHI

YIPABICHUS CUCTEM CBS3H.
cepTuuKaramu. Htoro
6 IIporpamMmmHo- IIporpaMMHoO-anmnaparHeie METOABI U CPECTBA OIpa- OK-8, IIK-
arnmapaTHbIE METOMIBI U HUYEHHS JOCTyNa K KoMIoHeHTam DBM, 3aniuTel 15, IIK-8
CPEICTBAa OTPAaHUYEHUS  |[IPOTrPAMM OT HECAHKIIMOHUPOBAHHOTO KOMMPOBAHMSL.
JocTyna K KoMrnoHeHTaM | [IporpammHbie U TEXHUUECKHE CPEACTBA 3alUThl UH-
CBSI3U B KOMITBIOTEPHBIX | (hopMalMu B cUCTeMax CBsi3U. BeTpoeHHas anmapar-
CETSIX U 3alUThI Hasl 3alUTa MPorpaMM OT U3JIy4EHHUs. YCTapeBIIne
IIPOrpaMM OT TEXHUYECKHE CPECTBA 3aIIUThl. [IporpamMMHuas 3ammu-
HECAaHKIIMOHUPOBAHHOTO |Ta OT OTJIAJKH, 3alllUTa OT AU3acceMOIMpOBaHMUs, 3a-
KOIMPOBAHMSI. LIUTA OT TPACCUPOBKH IO aNMapaTHBIM MPEPhIBAHUSIM

MPOIIECCOPHBIX mporeayp. [Ipumenenue o0dyckanuu,

IIPOTEKTOPOB M YIAKOBLIUKOB JUIsl YCUJICHUS 3aL{UThI

CUCTEMBI CBSI3U. MeTo/Ibl, 3aTPYIHSIOLINE CUUTHIBA-

HHUE CKONUpoBaHHOI nHpopmanuu. OcHOBHbBIE (PyHK-

LMY CPECTB 3alIUTHI OT KOMUPOBaHUS. AlapaTHble

MIPUEMBI IPOTUBOJICHCTBUS AMHAMUUECKHUM CIIOcO0am

CHSITHS 3aIIUTHI POTPAMM OT KOITHUPOBAHUSI.

Hroro
7 IlpumeHeHnue cmapT- AnmnapaTHble KOMIIOHEHTHI cMapT-KapT. [IporpamMmmHoe OK-8, TIK-
KapT Ui annapaTHOU obecrieyeHue st cMapT-kapT. KoHTakTHBIE 1 OECKOH- 15, IIK-8
3aIUTHI JAHHBIX, UX TaKTHbIE CMapT — KapThl C COOTBETCTBYIOIIMMH HUH-
KJIaCCU(UKAIHSL. tepdeiicamu [SO — 7816, USB (RuToken, eToken),
AnnapaTHbie ISO/ IEC 14443.. UaTemnekTyaabHble KapThl. JKu3-
KOMIIOHEHTHI CMapT-KapT. | HEHHBIM LIMKJ CMapT-KapT. Belyckaemble cepUiiHO
[Iporpammuoe MHTETpalbHbIE CXeMBbl cMapT-KapT. MHpacTpykTypa
obecrieueHue st cMapT- | MOJIEPKKHU cMapT-KapT. [Ipobiembl Oe30macHoCTH
KapT. cMmapr-Kkapt. Knaccudukaius atak Ha cMapT-KapThl.

Hroro
8 WiFi cetn. ba3oBbie MpUHLIMIIBI PAIMOYACTOTHOM Iepesadn UH- OK-8, IIK-
O6opynoBanue nocryna. |(opmanuu B WiFi cersix. CTpykTypa U GyHKIIHOHH- 15, TIK-8
[IporpammHuoe poBanue cuctem WiFi cereii. [lonsTue kaHaiaoB B
oOecrieyeHue WiFi cersix. Bunpl mudpoBanus tpaduka B paguoya-
0COOEHHOCTH YCTAaHOBKH. |CTOTHBIX CETSX CBsI3U. bpyTdopc ataku Ha paguoya-
HacTtpoiika MoaeMoB u crotHble ceTu. [Ipumenenune WiFi cereit myist cBs3u
pOYTEpOB. MEXITy OOBEKTaMH.

Hroro
9 Ucnonp3oBanue Pa3BuTHe nporpaMMHoO-annapaTHoil BUpycHOM 0a3bl U OK-8, IIK-
MUKPOKOHTPOJIIEPOB U TEeHJEHIIMN (DOPMHUPOBAHUS HOBBIX THIIOB BUPYCOB, 15, IIK-8

OJTHOTIJIATHBIX
MUKPOKOMITBIOTEPOB IS
JI0CTyIa B 3alllUIICHHbIE
CETH CBSI3U.
ABTOMaTHUYECKOE
(dhopmupoBaHue
OJTHOPA30BBIX NApOJICH
JUIS TIepcoHasa ¢
HOMOIIIBIO
MUKPOKOHTPOJIJIEPOB.

MOJIEPKUBAEMBIX aIapaTHbIM crtoco0oM. CriocoObl
3apaXeHUs! JTJOKATFHBIX KOMITBIOTEPOB C TOMOIIIBIO
MHUKPOKOHTPOJIJICPOB U OAHOIIATHBIX KOMITBIOTCPOB.
[TporpammHubie yepBH U 3akaanku. [IporpaMmHo-
anmnaparHble CpeICTBA IPOTUBOACHCTBUS KOMIIBIOTEP-
HBIM BHPYCaM M UX COCTOSTHHE B COBPEMEHHBIX yCIIO-
BHAX.

Htoro
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10 Crioco6w1 3amuThl oT | [IporpamMmHo-anmapaTHas 3anuTa OT pa3pymaroImx 2 OK-8, TIK-

pa3pyLIaImX nporpaMMHbIX Bo3zaeiicTBuii (PIIB). IIpobnema 15, K-8
POrPaMMHBIX BOCCTAHOBJICHHS allllapaTHBIX HACTPOEK OINEPALUOH-
Bo3aeiicteuii (PIIB) B HOM cucteMsl nocie Bosaencteus PIIB u npumene-

KOMIIBIOTCPHBIX CUCTEMAX | HUA CPCIACTB HpOTHBOI[GfICTBPIH B CUCTCMAxX CBA3H.
CBs3HU C IIOMOIIBIO

Hroro 2
IpOrpaMMHO-aImapaTHbIX
CPEICTB.
Hroro 3a cemectp 24

5.3. Paznenbl AUCHUILVIMHBI U MEKIUCIMIUIMHAPHbIE CBSI3H € 00ecneYnBAKIIMMH (TpeabIy IUMH)
U obecneynBaeMbIMU (NOCJAeAYIONIUMHE) JUCHUNIIMHAMHA
Paznenbl qUCHUIIIMHBL U MEXIUCIUIUIMHAPHBIE CBSI3M C 00€CTIeYMBAIOIIMMHU (TIPEAbIAYIIUMU) U
obecrneunBaeMbIMH (ITOCIETYIOMUMUI ) TUCIUTUTHHAMH MIPEICTaBICHBI B Tabumie 5.3.
Tabmua 5.3 — Pa3aenbl AMCHUIUIMHBL U MEXIUCIIUIUIMHAPHBIE CBS3H

Ne pa3ienoB qaHHOM NUCIMIUIMHEL, IJI KOTOPBIX HEOOXO0IMMO U3YUYCHHE
HayMeHOBaHME TUCIUTLIMH 00ecIIeunBaroONMX U 00eCIeYNBAEMBIX TUCIUITLINH

1 2 3 4 5 6 7 8 9 10

[IpenmecTByronme qUCUUILIHHBI

1 AnmaparHsle cpeacTBa

g - -
BBIYUCINUTCIIbHOU TEXHUKU

2 AnmnapatHble cpeicTBa
TEIIEKOMMYHUKAITHOHHBIX + +
CUCTEM

3 Kpunrorpaduieckue mMe-
TOJIBI 3aLTUTHI HHPOPMAITIH

4 CxeMOTEXHUKA TEIEKOM-
MYHUKAIITHOHHBIX + + +
YCTPOWCTB

5 TeopeTnyeckue OCHOBBI
COBPEMEHHBIX TEXHOJOTHI +
0OeCTIpOBOJHOMN CBSI3U

[Tocnenyromue TUCIUITITUHBL

1 TlpennumioMHasi mpakTU-
Ka

2 TexHuueckas 3amura UH-

+ + + + +
(dhopmaruu

5.4. CooTBeTcTBHE KOMIIETEHIN I, (POPMHUPYEMBIX PH U3YYCHUHU AUCUMIIMHBI, M BU/10B 3aHATHI
CootBeTcTBHE KOMIETEHLUH, (HOPMUPYEMBIX MpPHU H3YyYEHUH AMCLUMIUIMHBI, W BHUJIOB 3aHATUN
npezcTaBiIeHo B Tabmuie 5.4.
Tabmuua 5.4 — CooTBeTCTBUE KOMIIETEHIIUH, (POPMUPYEMBIX MIPU U3YYEHUHN JUCIHUIUIUHBL, U BUIOB 3aHS -
TUI

Bunwl 3ansatuit

(I)OpMLI KOHTPOJIA

Kommiereniuu
Jlex

[Ipak. 3an

JIa6. pao.

Cam. pab
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OK-8 +

KoHcImekT caMonoaroToBKH,
Otyet no nabopaTopHoii pa-
oote, 3aueT, Tect, OTUeT MO
MPaKTUYECKOMY 3aHSITHIO

ITK-8 +

KoHcIekT caMonoaroToBKH,
Ot4er o 1aboparopHoii pa-
oote, 3aueT, Tect, OTUeT MO
MIPAKTHYECKOMY 3aHSTHIO

TIK-15 +

KoHCIIeKT caMOIoIr0TOBKH,
OtyeT mo nabopaTopHoOi pa-
6ote, 3aueT, Tect, OTUeT MO
MPAKTUYCCKOMY 3aHATUIO

6. UaTepakTuBHBIC MeTOABI M (POPMBbI OPraHU3ANMHU 00yYECHHUS
He mpenycmotpeno PVYII

7. JIabopaTopHblie padoThI

HanmenoBanue nabopatopHbIx padoT npuBeaeHo B Tadbaune 7.1.
Tabmuna 7.1 — HammeHoBaHue 1a0OpaTOPHBIX padoT

3 =
3 = 5
2 > 5
Haspanus paznenon Haumenosanue nabopaTtopHbIx padboT z - &5
o S E
=3 o =
al o g
= o
7 cemecTp
2 OCHOBHBIE MTOHATHS, HccenenoBanvie naposbHON 3aIUTHI KOMIIOHEHT CBSA3H 2 OK-8, IIK-
Kiaccudukanus 3amad, Ha OCHOBE UCIIOJIb30BaHMS JU3acCeMOIEpOB B PyU- 15, IIK-8
pelIaeMbIX IPOrpaMMHO- | HOM, IIOJTYyaBTOMaTHYECKOM U aBTOMAaTUYECKOM PEXKH-
anmapaTHBIMU Max.
CpeaCTBaMH Vitoro 3
uaeHTU(UKAINY U
ayTeHTHU(HKALINU B CETAX
cBs3u. MHorodakropHas
uCHTU(DUKAIHS
cyObeKTa, MOHATHE
IPOTOKOJIa
UACHTUDUKALIAH,
UICHTU(DUIIUPYIOIIAs
uHdopmarms.
4 Bunp! ayqura [IporpaMMs! i1 py4HOT 0, II0J1yaBTOMATUYECKOIO U 4 OK-8, IIK-
KOMITBIOTEPHBIX CETEH U | aBTOMAaTUYECKOIO ayJJuTa KOMIIBIOTEPHBIX ceTeil. Mc- 15, IIK-8
CHUCTEM CBSI3U C IOMOUIBIO | CJIE0BAHUE COCTOSIHUS KOMIIBIOTEPHON CETH U Ha-
IPOrpaMMHO-aINaPATHBIX | CTPOMKa COOTBETCTBYIOIIUX MMOJUTHK aylInuTa 3THX Ce-
CPEICTB, KiIaccu(uKamus |Teu.
COOBITUH I TPOBEIACHHUS Vroro 4
ayauTa. AnmnaparHsle
GbyHKIMM IS ayauTa
COOBITHIA.
6 IIporpamMmmHo- HccnenoBanne nocTyna K KOMIbIOTEPHOU CUCTEME 2 OK-8, IIK-
anmaparHbIe METO/IbI U CBSA3M C MIOMOIIBIO TECTOBBIX YTHINT. ONpeesieHre 15, IIK-8
CpeACTBA OTpPAaHUYEHHUS | BO3MOKHOCTH BHEIIIHETO yIpaBieHus HHTepdericom
J0CTyNa K KOMIOHEHTaM | CTOPOHHUX MPOrpaMM.
9
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CBS3M B KOMITbIOTEPHBIX | MTOTO 2
CETSIX U 3alIUThI
IPOrpamMm OT
HECAHKIIMOHUPOBAHHOTO
KOIMPOBAHUS.
9 Ucnonp3oBanue Wzyuenne u ananus padbotsl caugepa. Hacrpoiika 4 OK-8, IIK-
MUKPOKOHTPOJIIEPOB U ($bunsTpoB Ha pa3HBIX ypoBHIX Moaenu OSI npu nepe- 15, IIK-8
OJTHOIIJIATHBIX naun Tpaduka. Beigenenue napopmanuu, CBI3aHHON
MHUKPOKOMIIBIOTEPOB ISl | C JOCTYIIOM B CETh CBSI3H.
JIOCTYIIA B 3aUIMIICHHBIC | Py 4
CETH CBSI3U.
ABTOMaTHUYECKOE
dhopmupoBaHue
OJIHOPA30BBIX NIAPOJICH
JUIs IIEpCOHAaa ¢
IIOMOUIBIO
MUKPOKOHTPOJIIIEPOB.
10 CriocoOblI 3aIUTEI OT | AHTUBHUPYCHBIE IPOTPAMMBI M OCHOBHBIE HACTPONKHU 4 OK-8§, I1K-
pa3pyLIaromuX NOJUTUKU Oe3onacHoCcTH. Crieruanu3upoBaHHbIe 15, IIK-8
MIPOrPaMMHBIX MIPOrPaMMBbI 3aIIUTHI OT HECAHKIIMOHUPOBAHHOTO J10-
Bo3aelicteuii (PIIB) B ctyna. MHOrodaxkropHas 3amuTa JJ0CcTyIa anmnapar-
KOMITBIOTEPHBIX CHCTEMaX | HBIMU CPEJCTBAMH.
CBSI3U C TIOMOILIBIO Hroro 4
MIPOrpaMMHO-aMNIMapaTHbIX
CPEICTB.
Hroro 3a cemectp 16
8. IIpakTHyeckue 3aHATUSA (CEMUHAPDI)
HanmMeHoBaHue NpakTHYECKUX 3aHATUH (CEeMMHApOB) NpHUBeaeHO B Tabmuie 8.1.
Tabmuma 8.1 — HamMeHoBaHME MPAKTUYECKUX 3aHSATHIA (CEMUHAPOB)
3 =
: i3
= > O
HasBanus paznenos HaumeHoBaHMe MpakTUUECKUX 3aHATUIN (CEMHHAPOB) zF 2 5
SR
a o 2
= o
7 cemecTp
2 OCHOBHBIE NIOHATHS, W3yueHne nporpaMMHBIX CPEACTB, 00€CIIeUNBAIOIINX 4 OK-8, IIK-
KjaccuuKanus 3aaad, MOUCK MH(POPMALIUH - Opoy3ephl. AyTeHTH()HUKALINS C 15, TIK-8
pEIIaeMBbIX IPOIPAMMHO- | [IOMOIIBIO ITUX CPEICTB B KOMIIBIOTEPHBIX CUCTEMAX.
anmnapaTHbIMU Virtoro 4
CpeICTBaMU
UACHTH()UKAIH U
ayTeHTHU(HKALUU B CETAX
cBsi3u. MHOTO(aKkTOpHAS
uaeHTU(DUKAINS
CyOBeKTa, TOHITHE
IIPOTOKOJIA
HICHTH(UKAIIH,
UICHTHQULIMPYIOIIas
uH(popManus.
3 OcHoBHbI€ anmapatHbie | MccienoBaHue MMpoKo pacpoCTPaHEHHOCTH Ha 4 OK-8, TIK-
10
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MOJIXO/IbI K 3aIlIUTE
nanabix oT HC/I.
AOGcCTpaKTHBIE MOJIENN
JIOCTYTIA, UX BIUSHUE HA
KOH(UTYpaITUIO
IIPOrPaMMHO-AIIAPATHOU
YacTH 3alUThI
UH(pOpMAIIH.

PBIHKE MTPOTPaMMHBIX CPEJICTB aOCTPaKTHBIX MOAeNei
noctyna. JIocTOMHCTBA U HEJOCTATKU UX MPUMEHHUMO-
CTH Ha MPAKTHKE.

15, TIK-8

HUroro

4 Buapl ayauta
KOMIIBIOTEPHBIX CETEH U
CHCTEM CBSI3U C IOMOIIbIO
IIPOrpaMMHO-AIaPATHBIX
CpPEeACTB, KJacCupUKaLus
COOBITHI [T IPOBEICHUS
ayaura. AnmnapaTHble
GyHKIUY JUTS ayiTa
COOBITHIA.

[TonydeHnue HaBBIKOB pabOTHI ¢ MPOrPaMMOit
XVID32. O3HaKOMIJIEHHE C CHHTAKCHCOM $I3bIKa MPO-
rpammupoBanus Assembler. [Touck maposns B rnpo-
IPAMMHOU yTHIIUTE.

OK-8, TTK-
15, TIK-8

Hroro

5 IIporpammHo-
anrnaparHble Cpe/ICTBa

I ppoBaHUS;
MOCTPOEHUE aIapaTHbIX
KOMITOHEHT
KPHUMTO3AIIUTHI TaHHBIX.
Wndpactpyxrypa
yIIpaBJICHUS OTKPHITHIMU
KJIF09aMu, Oa30BbBIC
apXUTEKTYPBl CUCTEM
yIIpaBIICHUS
cepTU(HUKaTaMHU.

[Touck u BCTpanBaHue Koja JUIS 3aMEHBI 3aIHIIEHHO-
r'O TapoJis B MPOrPaMMHOM YTHIIUTE C TIOMOIIBIO JTU-
3accembniepa XVID32.

OK-8, TTK-
15, TIK-8

Hroro

6 [IporpammHuo-
anrnaparHble METOIbI U
CpeacTBa OrpaHu4CHUs
JI0CTYIa K KOMIIOHEHTaM
CBs3U B KOMIIBIOTCPHBIX
CeTSAX W 3aLIUTHI
poTrpaMm OT
HECAaHKIIMOHUPOBAHHOTO
KOIIMPOBAHUA.

Ucnons3oBanue quzaccembnepa OllyDbg nns moucka
HEBUUMOTO 3aIUIIEHHOTO MapoJsi, OpMbI U BCTpa-
MBaHMS KOJA B IPOIPAaMMHON yTHIIUTE.

OK-8, TIK-
15, ITK-8

HUroro

Hroro 3a cemectp

20

9. CamocrosiTesibHasi padora

Bunel camocTosTenbHOM paboThI, TPYIOEMKOCTh U (POPMHUpPYEMbIE KOMIIETEHIIUH IIPEICTABICHbI B

Tabymite 9.1.
Ta6muia 9.1 — Bubl caMoCTOSITEIbHON paboThl, TPYAOEMKOCTh B (HOPMUpPYEMbIe KOMIIETECHIHH
5 @]
= Z £
s | i3
Bunael camocrostensHON S > 0
HazBanus pa3znenos ZF &5 @DopMbl KOHTPOJIS
paboTEI L s 2
X g =
a e g
= S
7 cemecTp
1 Apxurexrypa [TpopaboTka JIEKITMOHHOTO 2 |OK-8, Koncnekrt camonoaroron-
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MpOTrpaMMHO-aNmnapaTHeIX |MaTepuaia [IK-15, ku, Tect

cpencts 3ammTsl OC. Hroro ITK-8

[IprurHBI BOSHUKHOBEHUS

cO0€B B ONIEpaTUBHON

IaMATH, oOIIHe

MPUHIUIIBI IOCTPOCHUS

CUCTeM 3amuThl (triple

functions).

2 OCHOBHBIE TTOHSTHS, [ToaroroBka k mpakTuye- OK-8, KoHcnexT caMmonoaroros-
KIaccuuKanus 3aaad, CKHUM 3aHATHSIM, CEMHHA- [IK-15, ku, OTueT no Jaboparop-
pellaeMbIX MPOrpaMMHO- | pam [1K-8 HOI paboTe, OTUeT 1o
anmapaTHLIMU CPEACTBAMH | POPAGOTKA JIEKIHOHHOTO MPaKTUYECKOMY 3aHITHIO,
uaeHTU(UKAIMY U Mareprana Tect

ayTeHTHU(HKALNU B CETAX

cBs3i. MHorogpaktopras | OPopMIIeHHE 0TIETOB 110

HICHTH(UKALHS nabopatopHbeIM paboTam

cyObeKTa, HOHATHE Htoro

MPOTOKOJIA

UACHTUDUKALIAH,

UACHTHDUIHPYIOTIAS

uHdopmarms.

3 OcHoBHbIe anmapatHbie | [loaroroBka K nmpakTuye- OK-8, Koncnekr camonoaroron-
MOAXO/IbI K 3aIUTE CKHM 3aHSATUSAM, CEMHHA- [IK-15, k#, OTYET 1O MpaKTUye-
nanabix ot HC/I. pam ITK-8 CKOMY 3aHATHIO, TecT
ABCTpaKTHBIE MOZENH [IpopaboTka TeKIHOHHOTO

JIOCTYTIA, UX BIMAHAC HA |\ o puaa

KOH(UTYpaLIUIO

nporpaMMHo-anmaparHoii | ATOro

YacTH 3alUTHI

nH(popMaIuu.

4 Buael ayaura [ToaroroBka k mpakTuue- OK-8, Koncext caMomoaroros-
KOMIIBIOTEPHBIX CETE U | CKUM 3aHSTHSIM, CEMUHA- [IK-15, ku, OTueT no Jadboparop-
CUCTEM CBSA3U C IIOMOLIBIO | pam IIK-8 HoM pabote, OTUeT no
MIPOTrpaMMHO-aMIapaTHBIX TIpopaBoTKa JEKIHOHHOTO MPaKTUYECKOMY 3aHITHIO,
CPEICTB, KITacCUpUKAIUI MaTepuaa Tect

COOBITUH JJII TPOBEACHUS

aymuTa. AnmnaparHsle OdopmiteHre OTYETOB 10

(yHKIMHK 115 ayauTa naboparopHbIM paboTam

COOBITHI. Htoro

5 IlporpammHo- [ToaroroBka Kk mpakTuue- OK-8, Koncnekr camonoaroron-
anmnaparHble CpeJICTBa CKHMM 3aHSTUSAM, CEMHUHA- [IK-15, ku, Tect

mppoBaHUS; pam [IK-8

MIOCTPOECHUE anmnapaTHbIX TIpopaGoTKa IEKIHOHHOTO

KOMIIOHEHT MaTepuaa

KPUMNTO3AIIUTHI JAHHBIX.

Wudpactpyxrypa Hroro

yIPaBICHHS OTKPBHITHIMU

KJIr04aMu, 0a30BEIC

aApPXUTEKTYpPbI CUCTEM

YIPaBJICHUS

cepTU(UKaTaMu.

6 IIporpammHo- [ToaroroBka k mpakTuue- OK-8, Koncnekrt camonoaroron-
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arapaTtHble METObI U CKHUM 3aHSATUSIM, CEMHHA- [IK-15, ku, OTueT no JabopaTop-
CpPEACTBa OTPAHUYCHUS pam ITK-8 HO paboTte, OTueT 1o
AOCTYNA K KOMIOHEHTAM | [0 6y ica, IEKIMOHHOTO 2 MPAKTHYECKOMY 3aHSTHIO,
CBA3H B KOMIBIOTEPHBIX |\ \aroryra o Tect

CETSIX U 3alUThI

IIPOTPaMM OT OdopmiieHre 0TYETOB 110 2

HECAHKIMOHUPOBAHHOTO 11abopaTOPHBIM paboTam

KOMMUPOBAHUS. Htoro

7 IlpumeHeHnue cmapT- [TpopaboTka JIEKITMOHHOTO OK-8, Koncnekr camonoaroron-
KapT JUIs anmnapaTHON Marepuaia [TK-15, ku, Tect

3aIIUTHI TaHHBIX, X Hroro 2 TIK-8

KJIacCU(pUKAIHS.

AnmnapaTHble KOMIIOHEHTBI

cMapT-Kapr.

[Iporpammuoe

oOecrieueHue AJs cMapT-

KapT.

8 WiFi cetn. [TpopaboTka IeKIHMOHHOTO 4 |OK-8, KoHcriekT caMmomoAroToB-
OO0GopynoBaHue T0CTyHa. | MaTepHalia [IK-15, ku, Tect

[Iporpammuoe Hroro 4 ITK-8

oOecrieueHue

O0COOEHHOCTU YCTAHOBKH.

Hactpoiika MogeMoB u

pOyTEpOB.

9 Mcnonbs3oBaHue [TpopaboTka TeKIHOHHOTO 2 |OK-8, Koncnekr camonoaroros-
MHKPOKOHTPOJUIEPOB U Marepuaia [IK-15, ku, OTuer no Jaboparop-
OJTHOIUIATHBIX OdopMIIEHHE OTHETOB 110 4 IIK-8 HoM pabote, Tect
MUKPOKOMIIBIOTCPOB A | 110 50 natoprbiM paboTam

JIOCTYTIA B 3alUIIICHHbIE

CETH CBS3H. Hroro 6

ABTOMaTHUYECKOE

(dhopmupoBanue

OJIHOPA30BBIX MapoJei

JUISL IepCcoHasa ¢

MIOMOUIBIO

MHUKPOKOHTPOJIJIEPOB.

10 CriocoOsI 3amuThl oT | [IpopaboTka JTEKIIMOHHOTO 4 |OK-8, Koncnekr camonoaroros-
pa3pymarmx Marepuaia [IK-15, ku, OTueT no JabopaTtop-
TPOTPaMMHEIX OdOpMIIEHHE OTIETOB M0 4 [IK-8 HOi pabote, Tect
BosciicTauid (PIIB) B nabopaTtopHbeIM paboTam

KOMIIBIOTEPHBIX CUCTEMAX

CBSI3U C ITIOMOIIBIO Hroro 8

MPOrpPaMMHO-AMMaPATHBIX

CPEICTB.

Hroro 3a cemectp 48

Hroro 48
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10. KypcoBoii npoekrt / kypcoBasi padota
He npenycmotrpeno PVYII.

11. PeiiTuHroBasi cucreMa JJisi OLlEHKHU YCIIeBAeMOCTH 00y4aroumuxcst

11.1. banjbHbIe OLEHKH JJIsl 3JIEMEHTOB KOHTPOJIA
Tabmuua 11.1 — banibHble OLIEHKH JUISI 3JIEMEHTOB KOHTPOJISI

. . MaxkcumanbHbIN
. MaxkcumanbHbIN MaxkcuMabHBIH
DneMeHTH! yueOHOH 6asu1 3a mepuon Bceero 3a
6amn Ha 1-yto KT ¢ |  Gamnn 3a mepuon
NEeITENbHOCTH mexnay 2KT u Ha ceMecTp
Hauyana cemectpa | mexnay 1KT u 2KT
KOHEIl ceMecTpa
ceMecTp
3auer 5 5 5 15
KoncnexT camMmomoaroros- 5 5 5 15
KU
Otuet no nmabopaTopHOii 10 10 10 30
pabote
OT4er 1o NpakTUIECKOMY 5 5 5 15
3aHATHIO
Tect 10 5 10 25
Hrtoro makcumyM 3a nepu- 35 30 35 100
on
Hapacratomum urorom 35 65 100 100
11.2. IlepecyeT 0a/1710B B OLIEHKHU 32 KOHTPOJIbHbIE TOYKHU
[Tepecuer OanyIoB B OIIEHKH 32 KOHTPOJIbHBIE TOUKHU TpeAcTaBiIeH B Tabmuie 11.2.
Tabmuua 11.2 — [1epecueT 6aIOB B OLIEHKH 32 KOHTPOJIbHBIE TOUKH
Banibl Ha 1aTy KOHTPOJIBHON TOYKH OneHka
> 90% ot MakcuManbHOU cyMMBbI OamioB Ha gaty KT 5
Ot 70% 1o 89% oT MakcuMaIbHOM cyMMbl OaisioB Ha naty KT 4
Ot 60% 10 69% ot MakcuManbHOM cymMbl OanioB Ha Aaty KT 3
< 60% oT MakcuMaabHOU cCyMMBbI OauioB Ha naty KT 2

11.3. Ilepecyetr cyMMbI 02/1710B B TPAAULHOHHYIO M MEKITYHAPOIHYIO OLEHKY
[TepecueT cymmbl 6a/IOB B TPAJAULIMOHHYIO U MEXIYHAPOIHYIO OLEHKY MpEACTaBIeH B TaOiule

11.3.

Tabmuna 11.3 — Ilepecuer cymMMbl 6aJUIOB B TPAAUITMOHHYIO M MEXKTYHAPOJIHYIO OLICHKY

Htorosas cymma 0aos,

Onenka (I'OC) YYMTBIBAET YCHEIIHO CAAHHBIN Onenka (ECTS)

9K3aMEH

5 (OTIMYHO) (3a4TEHO) 90 -100 A (0TIIMYHO)
85-89 B (ouens xoporiio)

4 (xopomio) (3a4TeHO) 75 - 84 C (xopor1o)
0-74 D (ynoBnerBoputeabHO)
65 - 69

3 (yZIOBJIETBOPUTEIHHO) (3aYTEHO) 60 - 64 E (nocpercraenio)

2 (HeyIOBJIETBOPUTENHHO) (HE
3a4TEHO)

Hwuxe 60 6ayuios

F (HeynoBineTBOPHUTEIHHO)
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12. YueOHO-MeTOAUYecKOe U MHGOPMANIMOHHOE O0ecnieYeHrue TUCIHIIINHBI

12.1. OcHoBHas1 JIMTEpaTypa

1. Cuctembl KOHTpOJS U yrpasieHus goctynoM. (Cepust «ObecrnieueHne 0e30MacHOCTU OOBEK-
ToB»; Beimyck 2). / B.A. Bopona, B.A. TuxonoB. — M. [DnektponHsiii pecypc]: ['opsuas munus-Tene-
koM, 2013. — 272 c. - Pexxum gocrtyna: http://e.lanbook.com/book/5135 (nara o6pamenus: 07.07.2018).

2. Benunuko, B.B. TenekoMMyHUKAalIMOHHBIE CUCTEMBI U C€TU [DNEKTpOHHBIN pecypc]: B 3 To-
Max. Tom 3. - MynbTuCEpBUCHBIE CETH [DIEKTPOHHBIN pecypc] yaeOnoe mocodue / B.B. Bennuxo, E.A.
Cy660tuH, B.I1. IllyBanos, A.®. fpocnasues ; noj pea. Llysanosa B.I1.. — DnexTpon. 1an. — Mocksa
lopstuast muaus-Tenexkom, 2015. — 592 c. - Pexum noctyma: https://e.lanbook.com/book/64092 (nara 06-
pamenusi: 07.07.2018).

12.2. lonostHUTEILHAS JIATEPATypa

1. T.B. Baxnuii, C.}O. Ky3pmuHn. PazpaboTtka ammapaTHO-IIPOTPaMMHOTO CPEICTBA 3alUTHI OT
ysi3BUMOCTH badusb. — // Matemarndeckue cTpykTypsl U MonenupoBanune. — 2016. — Ne 2. — C. 116-
125. [DOnextpoHHbIii pecypc]: - Pexum nmocrtyma: http://e.lanbook.com/journal/issue/298339 (mata 06-
pamenusi: 07.07.2018).

2. Ayrenrudukanus. Teopus u npaktuka obecrnedeHust 6€30MacHOro JI0CTymna K HH(GOPMaIUOH-
HBIM pecypcam. / A.A. Adanacees, JI.T. Benenses, A.A. Boponmos, J.P. 'a3uzoBa. — M. [DnekTpoHHBII
pecypc]: Topsiuast munus-Tenekom, 2012. — 550 c. - Pexxum moctyma: http://e.lanbook.com/book/5114
(mata obpamenwus: 07.07.2018).

3. bammakoB, A.B. BeiOop onTuManbHOTrO Mojxo/a K IMOCTPOSHUIO 3alUIIEHHBIX OeCcTpoBOI-
HBIX JIOKIBHBIX ceTeil.// BECTHUK TOCyIapCTBEHHOTO YHUBEPCUTETa MOPCKOTO U PEYHOTO (PJIoTa UMEHU
anmupaina C. O. MakapoBa. — 2015. — Ne 1. — C. 222-228. [DneKTpoHHBII pecypc]: - Pexum goctyna:
http://e.lanbook.com/journal/issue/296034 (mara o6pamenus: 07.07.2018).

12.3. YueOHO-MeTOAHYECKHE MTOCOOUSH

12.3.1. O6s3aTe/ibHbIE Y4eOHO-MeTOAMYEeCKHE MOCOOUs

1. JloxanpHble KOMIIBIOTEPHBIE CETH [ DNEKTPOHHBIN pecypc]: MeToauyeckue ykazaHusl o caMo-
crositenbHOM pabote / Aree E. 0. - 2012. 12 c. - Pexxum goctyna: https://edu.tusur.ru/publications/2037
(mara ob6pamenus: 07.07.2018).

2. Uyuenme cereBoro nporokona TCP/IP [DnexTponHbIi pecypc]: Meroauueckue ykazaHusi K
nabopatopHeiM  pabotram / Areee E. 0. - 2012, 16 ¢ - Pexum pgocryna:
https://edu.tusur.ru/publications/2040 (mara oopamenus: 07.07.2018).

3. Hcnonb3oBaHue KOMaHIHBIX (haiiioB [DNEKTPOHHBIN pecypc]: Meroanueckue yka3aHus K Jia-
6oparopnoii pabore / AreeB E. 1O. - 2012. 14 c. - Pexxum noctyna: https://edu.tusur.ru/publications/2034
(mara ob6pamenus: 07.07.2018).

4. Hcrmonb30BaHUE CETEBBIX MPOTPaMMHBIX yTWIHT Windows [DnekTpoHHBIN pecype]: MeTtonu-
Yyeckre yKazaHus K jaboparopreiM pabdotam / Arees E. 0. - 2012. 17 c. - Pexum nmoctyma:
https://edu.tusur.ru/publications/2041 (mara o6pamenus: 07.07.2018).

5. CeTH CBSI3U M CUCTEMBI KOMMYTAIUU [DJIEKTPOHHBINA pecypc]: PyKOBOJACTBO K MPaKTUUECKUM
saasitasiM / B. M. Bunokypos - 2012. 41 c. - Pexxum noctyna: https://edu.tusur.ru/publications/1517 (nata
obpamenus: 07.07.2018).

12.3.2. Y4yeOHO-MeTOAMYECKHE OCOOUS IJIsI JIUI] C OTPAHUYEHHBIMH BO3MOKHOCTSMHU 310POBbS U
UHBAJU/I0B

Y4eOHO-MeTOIMUEeCKUE MaTepHalibl Il CAMOCTOSTENIbHOM M ayAUTOPHOM paboThl 00ydaromuxcs
U3 YUCIIa JIUI] C OTPAaHUYEHHBIMH BO3MOKHOCTSIMU 370POBbSI ¥ MHBAJIHMJIOB MPEIOCTABISIOTCA B (popMax,
aJaNTHPOBAHHBIX K OTPAHUYEHUSIM UX 3/I0POBbS U BOCTIPUATHUS UHPOPMAITIH.

Jlaist I ¢ HApYIIeHUSIMU 3PeHUst:

- B (hopMe FJIEKTPOHHOTO TIOKYMEHTA;

- B IIeYaTHOW (hopMe YBEITMUECHHBIM HIPUPTOM.

JL1st JiM1 ¢ HAapYLIeHUsIMH CJIyXa:

- B (hopMe AJIEeKTPOHHOTO IOKYMEHTA;

- B Ie4aTHOU hopme.

JL1s1 711 ¢ HAapYLIeHUsIMY OIIOPHO-ABUTaTeJILHOIO annapara:
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— B (hOpMeE IIIEKTPOHHOTO TIOKYMCHTA;
- B IIe4aTHOU hopme.

12.4. TIpodeccunonaibHbie 0a3bl JaHHBIX H MH(GOPMALIMOHHBIE CIPABOYHBIE CHCTEMbI
baza manaeix TYCVYPa:

https://lib.tusur.ru/ru/resursy/bazy-dannyh

[Ipod. 6a3a mannbIxX - http://protect.gost.ru/

WNudopmarmonnas cuctema - https://lib.tusur.ru/ru/resursy/bazy-dannyh/uis-rossiya
WNudpopmarnmonno-ananutudeckas cucrema Science Index PUHLI:
https://elibrary.ru/defaultx.asp

WNndopmarmonnas cucrema - http://www.tehnorma.ru/

NoUnAEWPD =

13. MaTtepuaibHO-TEXHMYECKOe 00ecneyeHre JUCHUILIMHBI U TpedyeMoe MPorpaMMHoOe
obecneuenue

13.1. O0uue TpeOOBAHUA K MATEPUAIBLHO-TEXHUYECKOMY U IPOrPAMMHOMY 00ecrie4eHnI0
AUCHHUIIMHBI

13.1.1. MaTepuaibHO-TEXHHYECKOE W MPOTrPaMMHOe olecriedeHne 1JIs JTeKIIMOHHBIX 3aHATHI
Jlnst mpoBeieHus 3aHATUH JIEKIIMOHHOTO TUTIA, TPYIIIOBBIX M MHAWBUYaTbHBIX KOHCYJAbTALIUH, TE-
KYIIIETO KOHTPOJISI U MPOMEKYTOYHOW aTTECTAI[UU HCIIONIL3YEeTCs yueOHas ayTUTOPHUS ¢ KOJTMYECTBOM TIO-
CaZIoYHBIX MecT He MeHee 22-24, 00opynoBaHHAs JOCKOM M CTaHAApTHOH yueOHOIl mebenbio. MMeroTes
JIEMOHCTPAIMOHHOE 000pyI0BaHNE U YIeOHO-HATIISAHBIE TTOCOOUS, 00ECIIeYHBAIOIINE TEMATHUSCKHIE I~
JIOCTPALIMHU 0 JIEKIMOHHBIM pa3JielaM TUCIUIUINHEI.

13.1.2. MaTepuaJibHO-TEXHUYECKOE H MPOrPAMMHOE o0ecrevyeHne Ui NPAKTHYeCKUX 3aHATHI
Yyebnas nmadoparopus "KoMnbroTepHO pagno3aeKTpOHUKH"
yueOHast ayuTOpHsl 7Sl IPOBEACHHUSI 3aHSATHI MPAKTUYECKOTO TUTIA, YdeOHAasT ayIuTOPHs IS TIPO -
BEJICHUS 3aHATHI 1a00paTOPHOTO THUMA
634034, Tomckas o6macts, 1. Tomck, Bepmmnuna ynuua, a. 47, 412 ayn.
Ornucanue UMeroIIerocs 000pyI0BaHUS:
- Jlocka MarHuTHO-MapKepHasi;
- Komnerorep Core 2 (11 mit.);
- TeneBuzop Samsung;
- KommuiekT cnenuann3upoBaHHON yueOHOM MeOen;
- Pabouee mecTo npenoaBarens.
[IporpamMmmHoe obecrnieueHue:
- 7-Zip
— Adobe Acrobat Reader
— Keysight Electromagnetic Professional (EMPro)
— LibreOffice
— Microsoft Windows 8 u Huxke
— Mozilla Firefox
— Oracle VirtualBox
— PTC Mathcad13, 14
— Scilab

13.1.3. MaTepHaJbHO-TEXHHYECKOE M IPOrPaMMHoOe o0ecredeHne 1JIs J1a0opaTopHbIX padoT

VYuebHast maboparopus "KoMIbroTepHON paarodIeKTPOHUKH "

yueOHas ayTUTOpus AJIs NPOBEICHHS 3aHATUI MPAKTUYECKOro THIA, yuyeOHast ayIuTOpus AJIs Ipo-
BE/ICHUS 3aHITHH JIAOOPATOPHOTO THUTIA

634034, Tomckas o6macts, T. Tomck, Bepmnnuna ynuua, a. 47, 412 ayn.

Onucanune UMeroIerocs 000py10BaHUs:

- Jlocka MarHUTHO-MapKepHasi;

- Kommnbrotep Core 2 (11 wr.);
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- TeneBuzop Samsung;

- KommuiekT cnenuann3upoBaHHON yueOHOM MeOen;
- PaGouee mecto mpenogaBarens.

[TporpamMHOe obecrieueHue:

- 7-Zip

— Adobe Acrobat Reader

— Google Chrome

— Keysight Advanced Design System (ADS)

— Keysight Electromagnetic Professional (EMPro)
— Keysight SystemVue

— LibreOftfice

— Mozilla Firefox

— Mozilla Thunderbird

— Oracle VirtualBox

— PTC Mathcadl3, 14

— Scilab

13.1.4. MaTrepuajibHO-TEXHMYECKOE U IPOrPaMMHOe odecredeHue IS CAMOCTOATEIbHOI padoThI
Jiist caMoCTOSTeNbHOM paboThl HCMONB3YIOTCA y4eOHbIE ayAUTOPUU (KOMITBIOTEPHBIE KJIacchl),
PacCIOJIOKEHHBIE TI0 aJIpecaM:
- 634050, Tomckast o6macTb, T. Tomck, Jlennna mpocmnexr, 1. 40, 233 ayx.;
- 634045, Tomckas obmacts, T. Tomck, yin. Kpacnoapmeiickas, 1. 146, 201 ayn.;
- 634034, Tomckast obnacTb, . Tomck, Bepumauna ynuna, 1. 47, 126 ayn.;
- 634034, Tomckast obmacts, 1. Tomck, Bepmmanna ymuna, 1. 74, 207 aya.

CoctaB 000pyIOBaHUSA:

- yueOHasi MeOelb;

- komnetoTepsl kinacca He Hwke [I9BM INTEL Celeron D336 2.8['T. - 5 miT,;

- KOMOBIOTEPHI MOJKIIOUYEHBI K ceTu «VHTepHeT» U 00ecreynBaroT JAOCTYI B AIIEKTPOHHYIO HH-
(hopManOHHO-00pa30BaTEIbHYIO CPEly YHUBEPCUTETA.

[lepeueHb MPOrpaMMHOTO 0OCCIICYCHUS:

- Microsoft Windows;

- OpenOftice;

- Kaspersky Endpoint Security 10 s Windows;
- 7-Zip;

- Google Chrome.

13.2. MaTepuajibHO-TeXHHYECKOe o0ecnedeHne JUCHUIITHHBI VIS JIHI ¢ OTPAHHYCHHBIMU
BO3MOKHOCTSIMHU 3/10POBbSI U HHBAJIMI0B

OcBO€HUE UCLUUIUIMHBI JIMIIAMU C OTPAaHUYEHHBIMH BO3MOKHOCTSMHU 3/10POBbSl U HWHBAIWJIAMU
OCYIIECTBIIICTCS C UCTIOIB30BAHUEM CPEICTB OOYyUEHHUS OOIIETO U CIICIMAIbHOTO HAa3HAYCHUSI.

[Tpu 3aHATHAX ¢ OOYUYAIOLIUMUCS ¢ HAPYHIEHHUSIMH CJIyXa MPEIyCMOTPEHO UCIIOIb30BaHHE 3BYKO-
YCUJIMBAIOIIEH arapaTypbl, MyJIbTUMEIUHHBIX CPEACTB U APYTHX TEXHUYECKUX CPEACTB MpUeMa/mepeaa-
i yaeOHOM nH(OpMaIIMU B TOCTYIHBIX (hopMax, MOOUIBLHOM CUCTEMBI IPETOIaBaHus i1 00yJarOIINXCs
C MHBAJIMIHOCTHIO, TOPTATUBHON MHIYKIIMOHHON CUCTEMBI. Y4eOHasi aymuTOpUs, B KOTOPOUM 3aHUMAIOTCS
oOyuyaromiyecsi ¢ HapylIeHHEeM clyxXa, 000pyloBaHa KOMITBIOTEPHON TEXHHKOH, ayTMOTEXHHKOH, BHUJEO-
TEXHUKOM, FJIEKTPOHHOMN JOCKOW, MYJIbTUMEAUMHON CHCTEMOM.

[Tpu 3aHATHAX C OOYYAIOUTUMUCS ¢ HAPYIIEHUSIMU 3PEHUSIMH TIPETYCMOTPEHO UCIIOJIb30BaHUE B
JIEKIIMOHHBIX M YIYECOHBIX ayTUTOPUSX BOZMOXKHOCTH MPOCMOTpPA YAaJEHHBIX 00BEKTOB (HaIpUMeEp, TEKCTa
Ha JIOCKE WM CJaif/la Ha 9KpaHe) MPU OMOIIY BUACOYBETUUHUTENCH 151 KOM(GOPTHOTO IPOCMOTPA.

[Ipu 3aHATHSIX ¢ OOYUYAIOMIUMHKCS ¢ HAPYIIEHUSIMUA OMOPHO-ABUIaTeJILHOI0 aNmnapara McCIoib-
3YIOTCS aJIbTepHATHBHBIC YCTPOICTBA BBOAA MH(MOPMAIIUU U IPYTHe TEXHUUECKHE CPEe/ICTBA IprueMa/mepe-
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naun yuyeOHOM MHpOpMaIui B JOCTYIHBIX (popMax, MOOMIIBHOW CHCTEMbI OOYUeHUs JUIs JIIOJeH ¢ UHBaA-
JHUHOCTBHIO.

14. OueHouyHble MaTepUAJIbI U METOAMYECKHE PEKOMEHAAIUH 110 OPraHU3aliu U3yYeHHUsI
AUCHUTLTHHBI

14.1. Coaep:xaHue OLEHOYHBIX MATEPUAJIOB M METOANYECKUE PEKOMEH AU
s onleHKH cTeneHr C(hOPMHUPOBAHHOCTH U YPOBHSI OCBOCHHS 3aKPEIUICHHBIX 32 JHCLUIUIMHON
KOMIICTCHITUI MCTIOJB3YIOTCS OLICHOYHBIE MaTepUalibl B COCTABE:

14.1.1. TecToBble 3agaHus

Bompoc 1

[TonrBepxaenue noumuaHOCTH DLII 3T0:

MIOJIOKUTENIBHBIN pe3yabTaT NpoBepku npuHauiexHoctu DL Bnagensny 3akpeitoro kiroua ST
U OTCYTCTBHE UCKAXEHUH B AJIEKTPOHHOM JIOKYMEHTE

MIOJIOKUTENIBHBIN pe3yabTaT NpoBepku npuHaanexuoctu DI Bnanensiy orkpbiToro kiroua LI

XapakTepHuCcTHKa HajexxHocTh npoepku JLIII ee Biagensua

JIOTIOJIHUTENBHBIN napameTp DL

Bormpoc 2

[Tpu kakoit monuTHKe 6€30MacCHOCTH HCIIONb3yeTcst Mosienb berna- Jlanagyna:

Cucremnas

JoBepurenbHas

N3buparenbras

ITonHOMOYHas

Bomnpoc 3

B unTepecax koro Oblia pazpaboTaHa MOJTHOMOYHAsS MOJIUTHKA O€30MaCHOCTH:

B nnTepecax 6usHeca

B unrepecax MO CIIA

B nHTEpecax pexXMMHBIX POCCUMCKHAX NPEAPUATUHN

B unTEpecax ceTeBbIX COOOIIECTB

Bonpoc 4

Mopnens pa3paboranHas ['oreHom 1 MucraepoM Ha3bIBaeTCs:

CucreMHbIM HaOOpOM

ITaponbHOM 3a1UTON

HNudopmarnmonnoii 6azoit

IToTokoBoOM

Bomnpoc 5

Tpu kuTa Ha, KOTOPBIX CTPOUTCS 3aIIUTA HH(POPMAIIH:

CyOBexTsl U 00BbEKTHI ¢ UH()OPMALIMOHHBIMU TOTOKAMH

ITporpaMMHoO-amnmapaTHoe yIpaBjIe€HUE TOCTYIIOM U TOTOKaMHU

N30uparenbHOE U MOTHOMOYHOE yIpaBiIeHHE JOCTYIIOM U OTOKaMH

[TaponbHBI nocTyM, MK(POBaHUE, Pa3TPAHUUYECHUE CPEJl TIOIb30BaTEeH.

Bomnpoc 6

Wnentuduxanus 31o:

[Tpouecc pacrno3HaBaHus 3JIEMEHTa CUCTEMBI

[TpoBepka mporecca, co31aBaeMOro CyobeKTOM

AHau3 ¥ MoTy4eHue cBeAeHU 00 00BEKTE CUCTEMBI

OTO HUCIOJIb30BaHUE MAPOJIS

Bomnpoc 7

ABTOpu3anus 370:

Bxon B cuctemy.

[IpencraBienue cyObEKTy MpaB Ha JOCTYH K OOBEKTY

[TpoBepka uneHTU(UKALNN TOIB30BATENS, poliecca

[IpencraBienne cyObEeKTy MpaB Ha AOCTYH K OOBEKTY

Bomnpoc 8

YKazaTh B KAKHX CEpBHUCAX MPUCYTCTBYIOT MIPOLETYpPhl ayTeHTU(DUKAIIUH:
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DneKTpoHHas 1mouta, Be0-(popyMbl, UHTEPHET - OAaHKUHT

OneKTpoHHas nouTa, BeO-(hopyMbl, CollMaIbHbIE CETH, UHTEPHET - OAHKUHT, IJIATeKHBIE CUCTEMBI,
KOpPIIOPaTUBHBIE CAlThl, UHTEPHET Mara3uHsbl

HuTepHeT - 6aHKUHT, KOPIIOPATUBHbBIE CANTHI, HHTEPHET Mara3uHsbl

TosbKO IIpH BXOZIE€ B KOMIIBIOTED

Bomnpoc 9

Yem obecrieunBaeTCst HAAECKHOCTD JAHKECT ayTeHTU(UKAIIMN B UHTEPHET:

KOIMPOBaHUEM Tpaduka

OTCYTCTBYET JIOTMH TOJIb30BaTeNs IpH 00padoTke

MIPU COEMHEHUH HE UCTIONb3YI0TCs MeToabl Post u Get

IIPU Ka’KJOM COEMHEHUH F€HEPUPYETCSI HOBBIM X311 apoJib

Bomnpoc 10

UYro no3BosnsieT nenath npotokon HTTPS B cpene untepHer:

[TepenaBath 3amndpoBaHHbIE 3aTOJIOBKU MAKETOB JaHHBIX

[IudpoBars naHHBIE B CHCTEME HHTEPHET Mara3uHOB U OaHKHHTA.

[udpyet Bce nanHble, BKIIIOYasi IMEHA MOJIb30BaTENCH U UX MapoIIH.

IudpoBars KOHPHUAESHIIMATBHBIC TaHHBIE

Bomnpoc 11

OnvH U3 caMbIX HAaJIEKHBIX METOJJOB MHOTO(aKTOPHON HACHTU(DUKAIIMN SBISIECTCS:

[IprMeHeHre TOKEHOB

IIpumeHeHne 10ruHa U napoJs

[TpuMmeHeHre napoIbHOM 3aIIUTHI K KQKIOMY 3JIEMEHTY CHCTEMBbI

VYnpasneHue A0CTYIIOM F'OJI0COM

Bomnpoc 12

Korma 6bu1 puHAT (enepaibHbli 3aK0H 0 3amuTe nHpopmanuu B PO?

1974r.

1995r.

1975r

2000r.

Bomnpoc 13

Kakumu ocobeHHOCTSIME 001a1aeT HHPOpMAITHS?

Ee MoxHO niepeaaBarh Ha pacCTOsSHUE

OHa no/BMKHA.

OHa HEe YHUYTOXUMA

Omna He MaTepuaibHa

Bomnpoc 14

Kakumu ocobeHHOCTSIMU 001a1aeT HHPOpMAITHs?

OHa Bcerjaa I0CTyIHA.

Ona He yHHUYTOXKMMA

Ona XpaHHTCS U NIepeaeTcs C MOMOIIbI0 MaTepHalIbHbIX HOCUTENEH.

Omna MoXeT ObITh ITpeoOpa3oBaHa.

Bomnpoc 15

Korna nocrymnna nnpopmarus?

Ecnu ona conepxuTcst Ha MaTepuagIbHOM HOCUTENE

Bcerpa, eciu ncnosnp30BaTh COOTBETCTBYIOIINE CPECTBA.

Tonbko, Korza ee paspearT OpaTh

Ecnu umeercs naposb Ha Hee

Bomnpoc 16

Nmeet nu nHGOpMAIUs IEHHOCTH?

HmeeT neHHOCTH alihaBUT, HA KOTOPOM OHA HaIKMCaHa.

Her He nmeer, NOCKOIBKY OHAa HE MaTepHaJIbHA.

Hmeer, eciiu 3a Hee IDIATAT.

NmeerT, eciu OHa NoJI€3HA JUIs BIaJeIbLa

Bomnpoc 17
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OTka3 B 00CITyXHBAaHUU 3TO:

COCTOsIHME MH(OPMALIMOHHON CUCTEMBI MPU KOTOPOM OJIOKUPYETCSI JOCTYI K HEKOTOPOMY ee pe-
cypcey

OTCYTCTBHE JIOCTyIa K HAa3HAYEHHBIM pecypcam

OTCYTCTBHE ITOJTHOTO JIOCTYIIAa KO BCEM pecypcam

[Tpexpamienue padotsr KC

Bompoc 18

Nudopmarmonnas cpena odiecTna 31o:

Onpenenennplii HA0Op WHGOPMALMOHHBIX KOMIIOHEHTOB, NMpPEJHA3HAYEHHBIX i OOBEKTOB WU
CyOBEKTOB

CoBOKYMHOCTh UH(POPMAITHOHHBIX PECYPCOB M CUCTEMBI (HOPMHUPOBAHUS, PACTIPOCTPAHEHHS U HC-
MOJIb30BaHUS HHPOPMALIUH

WudopmaninoHHbie KOMIIOHEHTHI CyOBEKTOB, 00JIaAaI0IIHe CIIOCOOHOCTRIO K 3alUCH, BOCIIPOU3BE-
JeHUs 1 00paboTKu MHPOPMAIIHH.

CouuanbHble CETH

Bomnpoc 19

ONEKTPOHHBIN JOKYMEHT 3TO:

mobast nadopmarus 3amucanHas B daiinax ¢ pacmuperrem doc

mro6ast mHpopMaIys 3anucaHHas B ¢aiiiax ¢ pacIiupeHueM TXT

uHboOpMaIs coJepKallias rneyatb U PeKBU3UTHI MPEANPUATUS TPOU3BOIBHON (HOPMBI COOCTBEH-
HOCTH

nHdopmarus 3apuKcupoBaHHAs JIEKTPOHHOW MU(PPOBON MOAMUCHIO

Bompoc 20

OUII aTo:

ANIEKTPOHHBIN HUPPOBON MOTOK ISl CYOBEKTa

AJIEKTPOHHBIN ITU(POBOI MAKET CYObEKTa

ANIEKTPOHHAS IUPPOBast MOJMHUCH

sHIedarorpaMMa nakeTa J1aHHbIX

14.1.2. 3auér

Onpenenuts NOPTHI BBOAA BhIBOAA MH(OpMAIUK i cBA3U ¢ oobekTamMu OC B 3aBUCUMOCTH OT
UX Ha3HAYeHMs. YKa3aTh HAIUYHUE a/IpecoB (PU3NUECKUX HOCUTENIeH NH(POPMAITIH.

OneHuTh BO3MOXKHOCTD CO3/1aHUsI OJIOKUPYIOIUX U HE OJIOKUPYIOIUX COKETOB C HEOKYMEHTHPO-
BaHHBIM JOCTynoM. [IpenacTaBuTh METOABI BXOIAa B CETEBBIE CEpBEpa Pa3JIMYHOIO THUIA: IOYTOBBIN,
daiinoBblii, BeO-cepBep, cepBep 0a3 AaHHBIX, KOMMYHUKAIIMOHHBIN CEepBEp CBSA3U, CEpPBEp - MPUHTEP U
BHUPTYaJIbHBIE CEPBEPA.

Onpenenuts o0IIKE M YacTHBIE MPOOIEMbI alnapaTHOM WACHTU(UKAIMU U ayTeHTU(UKAUHU ce-
Tel cBs3U. lIpencTaBuUTh TOMOJIOTMH CETEN CBSA3HM B 3aBUCUMOCTH OT MX Ha3HAYCHHS.

VYkazaTb OCHOBHBIE HJieH ocTpoeHus cetert cBa3u WiFi, nmpeacraBute ux romnosnoruto. Llenu By -
TPEHHEI0 ¥ BHEIIIHETO aynTa CETEH CBS3U.

[IpencTaBuTh OCHOBHBIE MOJUTHKH HACTPOEK B MPOTPAMMHOM OOECIEYeHUH, BO3ZMOXKHOCTh MPO-
BEPOK Ha HUKHEM ypoBHe mojenu OSI.

VYKkazaTb OCHOBHBIE TapaMETPbl IPOTPaMMHO-ANMAPATHBIX CPEJICTB MU(PPOBAHHUS.

I1osICHUTB IS Y4Ero CyIIECTBYET OTKPBITHIM JOCTYI K PECypcaM M KaKk OPraHU30BaTh €ro 3alIUTy B
cucreMe cBs3u. HasBare cpencTBa OrpaHMYeHHUs TOCTYIA K CUCTEMAaM CBA3H.

IIpuBecTH OCHOBHBIE MEPBI 3AIIUTHI ONIEPATUBHON NaMsATH KOMMYHHKAIIMOHHBIX YCTPOMCTB.

[IpencraBuTh OCOOEHHOCTH amnmapaTHOM 3allUThI IPOLIECCOB 3aMUCH U BOCIIPOU3BECHUS HH(DOP-
Mmanuu. [lpencraBuTh cTpoeHue npocToil cMapT-KapThl. YKa3zaTh BUIbl foctymna kK cetsiM WiFi. IloscHuth
IIPOLIECCHI 3aIIMCU U CUUTBHIBAHUSA JAHHBIX C CMapT-KapT.

[Tokxa3aTb, 4TO paauoyacTOTHas WACHTU(UKALMS SBISETCS OJHUM W3 BapUAHTOB YIAJIEHHBIX
CPEZCTB JOCTYIa K 0OBEKTaM CBS3H.

[IpencTaBuTh OpraHU3aLUIO EPUMETPATIHLHON 3aIIUThI OOBEKTOB CBSI3U HAa OCHOBE TPAHCIIOHJIE-
POB ¥ UIHTEPPOTaTOPOB.

Jlatb onucaHue TUIOB BUPYCOB. YKa3aTh OCHOBHOM MeXaHU3M pacnpoctpaHenus. [lokazare 6a3o-
BbI€ IIPUHIIUIIBI IOUCKA BUPYCOB B aHTUBHUPYCHBIX IIPOrpaMmax.
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[TpencTaBuTh CIOCOOBI O€30MACHOTO aHATN3a BUPYCOB.
[Toka3arh, KaK OINpeneNseTcs] HaMuue BUPYCOB B CHCTEMaxX CBS3W. YKa3aThb NMPHHIMUI paOOThl U
MCTIOJIb30BaHMSI POTPAMMHO-AMITAPATHBIX OJIOKUPATOPOB MPOTPAMM.

14.1.3. Bonpochl Ha caMONIOATOTOBKY

VYka3aTth OCHOBHbBIE UJieu NocTpoeHus ceteil cBsa3u WiFi, npeactaBuTh ux tonojoruto. Leau BuHy-
TPEHHETO U BHELIHETO ayuTa CETEH CBA3U.

[IpencTaBuTh OCHOBHBIE MOJUTUKH HACTPOEK B MPOrpaMMHOM OO€CHE€YeHUH, BO3MOXKHOCTh IPO-
BEPOK Ha HWKHEM ypoBHe moaenu OSI.

[Toxa3aTb, 4TO paauMoyacTOTHas WACHTU(DUKALMS SBISETCS OJHUM W3 BapUAHTOB YIAJIEHHBIX
CpPEZCTB JOCTYMa K 0OBEKTaM CBS3H.

[TpuBecTH OCHOBHBIE MEPHI 3ALIUTHI ONEPATUBHON MAMITH KOMMYHUKAIIMOHHBIX YCTPOMCTB.

Vkazath BUIbI foctyna K cetaM WiFi. TlosicHUTh mpolecchl 3alycu M CUUTHIBAHUS JIaHHBIX C
CcMapT-KapT.

[Toka3arh, KaKk oIpenenseTcss HaIMuue BUPYCOB B CHUCTEMax CBS3U. YKa3aTb NMPUHLUI pabOThl U
MCIIOJIb30BaHUsI POTrpaMMHO-AMNIaPaTHBIX OJIOKUPATOPOB IMPOTPaMM.

[IpencraBuTh OpraHu3ali0 NEPUMETPATBHON 3aIIUThl OOBEKTOB CBA3M HA OCHOBE TPAaHCIOHJE-
POB U UHTEPPOTaTOPOB.

OneHuTh BO3MOXKHOCTD CO3/1aHUsI OJIOKUPYIOIUX U HE OJIOKUPYIOIUX COKETOB C HEAOKYMEHTHPO-
BaHHBIM JlOCTynoM. IIpeacTaBuTh MeTOnbl BXOJa B CETEBbIE CEpBEpa pPa3jIMYHOIO THIA: MOYTOBBIMH,
daiinoblii, BeO-cepBep, cepBep 0a3 AaHHBIX, KOMMYHUKAIIMOHHBIN CEepBEp CBSA3U, CEpBEp - MPUHTEP U
BUPTYyaJIbHbIE CEpBEpA.

[TpencraBuTh criocoObl 6€30aCHOTO aHaIN3a BUPYCOB.

14.1.4. Bonpochl 111 IOATOTOBKH K MPAKTHYECKUM 3aHATHAM, CEMHUHApaM

W3yuenue nporpaMMHBIX CPeICTB, 00eCIeUnBaOIIUX MOUCK HH(OpMaLuu - Opoy3epbl. AyTeHTH-
(duKaIus ¢ TOMOIIBIO0 TUX CPEJICTB B KOMITBIOTEPHBIX CUCTEMAX.

HccnenoBanue MMUPOKO paclipoCTPAaHEHHOCTH Ha PhIHKE MMPOTPAMMHBIX CPEJICTB aOCTPAKTHBIX MO-
neneit nocryna. JJocCTOMHCTBA M HEIOCTATKH UX TPUMEHUMOCTH Ha TIPAKTHKE.

[Tomy4yenue HaBBIKOB paboThI ¢ mporpammoit XVID32. O3nakoMIIeHHE ¢ CHHTAKCUCOM SI3bIKa MPO-
rpammupoBanust Assembler. [Torck maposist B nporpaMMHON YTHIIUTE.

[Touck u BcTpanBaHKe KOJA JUIS 3aMEHBI 3allIMIIIEHHOTO apoJisd B IPOrpPaMMHOM YTHIIUTE C ITOMO-
uipio qu3accemoinepa XVID32.

Hcnonw3oBanue nuzaccembOiiepa OllyDbg asis moricka HEBUIMMOTO 3aIIUMIIIEHHOTO Mapodisi, OpPMbI
Y BCTPaMBaHUS KO/Ia B MPOTPAMMHOM yTHUIIUTE.

14.1.5. Tembl 1a00paToOpHBIX padoT

HccnenoBanue napoibHON 3alIUThl KOMIIOHEHT CBSA3M Ha OCHOBE MCIIOJIb30BAHUS TU3acceMOIIEpOB
B PYYHOM, I10JIyaBTOMaTH4eCKOM M aBTOMAaTH4YECKOM PEXHUMAX.

HpOFpaMMBI AJId PYYHOT'O, MMOJTYaBTOMAaTUYCCKOI'0 U aBTOMAaTUYCCKOIo ayuTa KOMIIBIOTECPHBIX CC-
Tel. MccnenoBanue COCTOSHUS KOMIIBIOTEPHON CETH M HACTPOWMKA COOTBETCTBYIOLIUX MOJUTHK ayauTa
ITUX CETEH.

HccnenoBanue 1ocTyna K KOMIIBIOTEPHONW CHCTEME CBSI3H € IMIOMOILIBIO TECTOBBIX YTWINT. Onpene-
JIeHHE BO3MOXKHOCTH BHEILIHETO YIIpaBJIeHUsI HHTep(elcoM CTOPOHHUX MPOTrpamM.

N3yyenue u aHanu3 pabotsl cHudepa. Hactpoiika ¢punbTpoB Ha pa3HbIX ypoBHsIX monenu OSI
npu nepenauu Tpaduka. Boigenenne nHpopmanyu, CBI3aHHON C JOCTYIIOM B CETh CBSI3U.

AHTHBHpYCHBIE NIPOIPAaMMBbl U OCHOBHbBIE HACTPOUKU MOJUTHKH Oe3omacHOCTH. Crenuaan3upo-
BaHHBIE MPOTPaMMbl 3alIUTHl OT HECAHKIIMOHUPOBAHHOTO JOCTyna. MHoOrogakTopHas 3aluTa JocTymna
anmnapaTHbIMU CPEJICTBAMHU.

14.1.6. MeToanueckue peKoOMeHAalu1
Orenka creneHu chOpMUPOBAHHOCTH 3asBICHHBIX B pabodeil mporpaMMme AUCIUIUIMHBI KOMIIE-
teriui OK-8, T1K-8, IIK-15 ocymecTBisieTcss Kak B paMKax MPOMEXKYTOYHOM, TaK M TEKYIIEH arrecTta-
[IUY, B T. 4. TIPU CAa4e 3a4eTa, MPOBEIACHUM JTa00paTOPHBIX U MpaKTHUECKHuX 3aHATUH. [Topsiiok oleHKH
JUISL TEKYLIUX BUJIOB KOHTPOJIS OIpeNeNsieTcs B METOAMUECKUX YKa3aHUAX IO MPOBEACHUIO J1abopaTop-
HBIX ¥ MPAKTUYECKUX 3aHITHI, OpTraHU3aI[MH CAMOCTOATEIHLHON PabOTHI.
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14.2. TpeGoBaHHs K OLCHOYHBIM MATEPHAJIAM JJISl JIUI] C OTPAHHUYCHHBIMHU BO3MOKHOCTAMH

310POBbS U HHBAJINI0B

st mui ¢ orpaHUYEHHBIMU BO3MOKHOCTSIMU 3/I0POBbSI M1 MHBAJIHMJIOB MPEAYCMOTPEHBI JOTOIHU -
TeJbHbIE OLIEHOYHbIE MaTepHUaIIbl, IEpeUeHb KOTOPBIX YKa3aH B Tabnuue 14.
Tabmuua 14 — JlomoMHUTENBHBIE MaTepHallbl OLICHUBAHUS ISl JIUIl C OTPAaHUYCHHBIMH BO3MOXKHOCTSIMU

3JI0pPOBbsI 1 HHBAJIHJIOB

Kareropuu
00y4arommxcs

Bup! JONOTHATEBHBIX OIEHOYHBIX
MaTepuaioB

@®OopMBI KOHTPOJISL U OI[CHKH
pe3yabTaTOB 00yUCHUS

C napyueHusmMu
ciyxa

TecTbl, MUCEMEHHBIE CAMOCTOSITEIIEHBIC
paboThI, BOTIPOCHI K 3a4eTy,
KOHTPOJIbHBIE pabOTHI

[IpenMy11eCTBEHHO MMCHMEHHAs
IIPOBEPKa

C HapymeHHIMHU
3peHus

CobecenoBanue 1Mo BOIpOcaM K 3a4eTy,
OIPOC 0 TEPMHHAM

[TpenMyIIeCTBEHHO yCTHAs TIPOBEPKa
(MHIUBUYaTbHO)

C napyueHusMu
OIIOPHO-
JIBUTATEIILHOTO
armapara

Perienue qucTaHIIMOHHBIX TECTOB,
KOHTPOJIbHBIE Pa0OTHI, MUCbMEHHbIE
CaMOCTOSITENIbHBIE PabOTHI, BOIIPOCHI K
3a4eTy

HpeI/IMyIJ_[eCTBCHHO JUCTaHIIMOHHBIMHA
METOAAMU

C orpaHUYEHUSIMH I10
00LIEMETUIIMHCKUM
MOKA3aHUSM

TecTbl, MICEMEHHBIE CAMOCTOSTENLHEIE
paboThl, BOIIPOCHI K 3a4ETY,
KOHTPOJIbHBIE PAOOTHI, YCTHBIE OTBETHI

[IpenmyecTBEHHO TPOBEPKa
METO/IaMU UCXOS U3 COCTOSIHUS
o0ydJaromierocst HA MOMEHT ITPOBEPKHU

14.3. MeTroauyeckue peKOMEHIAUMHU 110 OLEHOYHBIM MATEPHAIaM JIsl JIUL C OTPAHUYEHHBIMH
BO3MOKHOCTSIMU 3/10POBbSI 1 HHBAJIN/I0B

Jnis nui ¢ orpaHUYEeHHBIMH BO3MOXKHOCTSIMHU 37I0POBBSI M MHBAIUIOB TPEAYCMAaTPHUBACTCS JI0-
cTynHas (hopMa MpeoCTaBICHUS 3aJaHUH OLIEHOUHBIX CPEJICTB, @ UMEHHO:

- B reyaTHou (opme;

- B IIeyaTHO! (hopMe ¢ YBETHMUYEHHBIM HIPUPTOM;

- B (hopMe INIEKTPOHHOTO TIOKYMEHTA;

- METO/IOM YTEHUS ACCUCTEHTOM 3a/1aHUs BCIYX;

- IIPEJOCTABJICHUE 3a/1aHUs C UCTIOJIb30BAaHUEM CYpPJIOTIEPEBO/IA.

Jlunam ¢ OrpaHWYEeHHBIMH BO3MOXKHOCTSIMU 3/I0POBbSI M MHBAIHMIAM YBEIHMYUBACTCS BpEMs Ha
HOJ'OTOBKY OTBETOB Ha KOHTPOJIbHBIE BOIPOCHL. [l TakKUX 00y4aroIuXcs MpeycMaTpuBaeTCsl JOCTYII -
Hast popmMa MpeoCTaBICHHS OTBETOB HA 3a/1aHUs, @ IMEHHO:

- IUCbMEHHO Ha Oymare;

- Ha0Op OTBETOB Ha KOMITBIOTEPE;

- HabOp OTBETOB C UCHOJIb30BAaHUEM YCIIYT ACCUCTEHTA;

- MIPEJICTABICHUE OTBETOB YCTHO.

[Tponienypa ornieHHBaHUs pe3yIbTaTOB OOYYEHMs JIMIl C OTPAaHUYEHHBIMU BO3MOKHOCTSIMH 3/10pO-
Bbsl 1 MHBAIHJIOB IO JUCUUIUIMHE TPEIyCMaTPUBACT MPEIoCTaBIeHne HHopManuy B popMax, aaarnTH -
POBaHHBIX K OTPAHUYECHHUSAM HX 3A0POBbS U BOCIPUATHS HH(POpMALIUK:

JL1s1 i1 ¢ HApYIIEHUSIMH 3PeHust:

- B (hopMe 3NIEKTPOHHOI'O IOKYMEHTA;

- B IIeYaTHO! (hopMe yBEIMUEHHBIM HIPUPTOM.

JList M1 ¢ HapyLIeHUusIMH CJIyXa:

- B (hopMe INIEKTPOHHOTO IOKYMEHTA;

- B Ie4aTHOU opme.

JLst M1 ¢ HapyLIeHUsIMU OIIOPHO-ABUTaTeJILHOIO0 annapara:

- B (hopMe INIEKTPOHHOTO IOKYMEHTA;

- B Ie4aTHOU hopme.

ITpn HEOOXOMUMOCTH TS JIUL] C OTPAaHUYEHHBIMHU BO3MOXHOCTSIMU 3/I0POBbs U MHBAJIUI0B IpOLIE-
Jypa OILICHUBAHUSI PE3yIbTaTOB 00yUEHUsI MOXKET MPOBOAUTHCS B HECKOIBKO ITAIOB.
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