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2 [IpakTyeckue 3aHATUA 20 20 4acoB
3 JlabopaTtopHbie pabOThI 20 20 4acoB
4 Bcero aynuTopHbIX 3aHATHN 70 70 4acoB
5 CamocTosiTenpHas paboTa 38 38 4acoB
6 Bcero (0e3 ax3aMeHa) 108 108 JacoB
7 ITonroroska u cgada pK3aMeHa 36 36 JacoB
8 OO01mast Tpy10eMKOCTh 144 144 9acoB
4.0 4.0 3.E.

Ox3ameH: 8 cemecTp
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PilCC.\l()TpCH&l 151 ()1()(’)})6HU Ha 3aCCJaHuM Kil(t)ﬁ:{pbl
nporokot Ne 11 or« 3 » 7 2018 1
JINCT COI'TTACOBAHU A

Pabouas mporpamma AUCIUIUIMHBI COCTaBJICHA C y4eTOM TpeOoBaHUHU (enepaabHOTO Trocynap-
CTBEHHOTO 00pa3oBaTeNbHOTO cTaHaapTa Bhiciiero oopazoBanus (CPI'OC BO) no HampaBiieHHIO MOATO-
toBKH (cnermanbHOCTH) 11.03.02 MHPpOKOMMYHUKAIIMOHHBIE TEXHOJIOTUN M CUCTEMBI CBS3H, YTBEPK/ICH -
Horo 06.03.2015 roma, paccmoTpeHa u omoOpena Ha 3acemanuu kadeapsr PCC «  »

20 roma, mpotokois Ne

PazpaboTuuk:
noueHt kag. PCC H. JI. XarbkoB

3aBenyronmii o0ecnieunBaromeii kad.
PCC A. B. ®areeB

Pabouast mporpamMmMa IUCIMITIIMHBI COIIACOBaHa ¢ (DaKyIbTETOM U BBINTycKaroueil kadeapoii:

Hexan PT® K. 1O. Ilonosa
3aBeAyIOIHi BRITYCKAIOIICH Kad.

PCC A. B. ®artees
OKCIIepTHI:

Crapuuii npernoiaBatesns Kadeapbl
PagUOdIIEKTPOHUKH U CUCTEM CBS3U

(PCC) 1O. B. 3enenenxkas
IIpodeccop kadenpsl paguo3neKkTpo-
Huku u cucteM cBsazu (PCC) A. C. 3agopun
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1. lean u 3aga4n AUCHUTLIHMHBI

1.1. lleau TUCUMIIAHBI
U3y4eHue CrocoOOB 3alIUThl MH(MOPMALIMOHHBIX MPOILIECCOB B CETSIX C FMOPUAHON (pu3ndecKon
cpenoun
M3y4eHUEe BO3MOXKHOCTEH MPUMEHEHUs POrpaMMHO-aINapaTHBIX CPEICTB B CETAX CBA3M I IO-
BBIIICHUS UX 3alULIEHHOCTU
paboTa B KOMIBIOTEPHBIX BHIYUCIUTENBHBIX ceTsX (BC) ¢ mpumeHeHneM nporpaMMHbBIX CPEICTB
3alUTHI U UCIOJIb30BAHUS CYLLECTBYIOINX, BCTPOCHHBIX B apXxutektypy OC, cpencTs cBA3MU.

1.2. 3agaun JIMCHMIIINHBI

— M3y4yeHHue crocoOOB CO3JaHUS 3ANIUIIIEHHOTO CETEBOr0 COCIMHEHHUS, 3alUIIEHHBIX TPOTOKO-
JIOB CBSI3M, 3AIUTHI OT HECAHKIIMOHUPOBAHHOTO JOCTYIAa COOOIICHHUI 3JIEKTPOHHOU TOYTHI, CETEBBIX pe-
CypcoB

— H3y4YeHHE MPUHIUIIOB pabOTHl OpaHAMAay3pOB, CPEACTB MPEIOTBPAIICHHS BTOPKEHUHN, aHTH-
BHUPYCHBIX IIPOTPaMM Ha OCHOBE HCIIOJIb30BAHUS allllapaTHBIX CPEICTB 3aIUTHI

—  pa3BUTHE HABBIKOB HACTPOMKU M aHAJIM3a MPOTPAMMHBIX CPEJCTB 3aIIHUTHI, MOJIUTUK Oe30mac-
HOCTH, UCTIOJIb30BaHMsI MPOTPAMMHBIX OTJIaYUKOB, CETEBBIX aHAIU3ATOPOB

2. Mecto mucuuniuabl B ctpykrype OIIOII

Huctumnuna «IIporpammHo-anmapaTHbie CpeACcTBa 3auThl cetei u cuctem cBs3m» (b1.B.O/1.12)
OTHOCUTCS K 070Ky 1 (BapuaTHBHAS 4acCTh).

[TpenmecTBYOMMUMI TUCHUILTMHAMYA, (OPMUPYIOIIMMHU HaYaJ bHBIC 3HAHUS, SIBIISIOTCS: Braucim-
TeJIbHAs TEXHMKA U MH(DOpMAIMOHHbIE TexHouoruu, O6mas Teopus cBsizu, OCHOBBI OCTPOEHUSI UH(DO-
KOMMYHUKAIIHOHHBIX CUCTEM U ceTeil, CeTH CBSI3U M CUCTEMBbI KOMMYTAITUH.

[Tocnenyromumu TUCUUIUITMHAME SIBISIOTCS: OCHOBBI KpUNITOrpaduu.

3. TpeGoBanus K pe3yJibTATAM OCBOCHMS JUCUMILTHHBI

[Tponecc n3yyeHus JUCUMIUIMHBI HapaBjieH Ha (JOPMUPOBAHUE CIEAYIOIUX KOMIETSHIUI:

— IIK-12 rotoBHOCTBHIO K KOHTPOJIIO COOTBETCTBUS pa3padbaThiBa€MbIX MPOEKTOB M TEXHUUECKOMN
JOKYMEHTAI[MHN CTaHJapTaM, TEXHUYECKUM YCJIOBUSM U APYTUM HOPMATHUBHBIM JIOKYMEHTaM;

— TIK-18 crmocoGHOCTRIO OPraHU30BbIBATh U MMPOBOJUTH SKCIIEPUMEHTAIBHbIE UCIIBITAHUS C LIE-
JIBIO OIICHKH COOTBETCTBHS TPEOOBAHUAM TEXHHUUECKHUX PETNIaMEHTOB, MEXIYHAPOAHBIX U HAllMOHATBHBIX
CTaHJAPTOB U MHBIX HOPMATUBHBIX JTOKYMEHTOB;

B pe3ynbraTe u3ydeHus JUCIUIUIMHBI 00YyJaOLIUICS TOJKEH:

— 3HATh OCHOBHBIEC IOJICUCTEMBI 3aIIMTHI CPEACTB CBSI3U B ONEPALMOHHBIX CHUCTEMAaX IEPCO-
HabHBIX DBM ocHoOBbl agmuHucTpupoBanus B OC Ui KOHTpOJIS WH(POPMALMOHHBIX IPOLIECCOB B
KOMIIBIOTEPHBIX CETSAX METOAbl M CHOCOOBI 3alMThl OT CETEBBIX aTaK MPHUHLMIBI MTOCTPOECHUS MPO-
IpaMMHO-AMIMAaPaTHBIX CHCTEM OOHApY)KEHHsI aTaK MPUHLUIBI 3allUThl MHQOpMAIMd HAa KOMIIBIOTEpE
CPEJCTB CBSI3M C OMOIIBIO MPOTPAMMHBIX peaIM3alii Ha BBICOKOM M Ha HU3KOM ypoBHE Mozenu OSI

—  yYMeThb IPOBOJIUTH aHAIU3 HAJIMYMS HECAHKIIMOHMPOBAHHOTO JIOCTYIAa K KOMIIBIOTEPAM OIIpe-
JIeNIATh U OLIEHUBATh BEPOSITHBIE YTPO3bl HHPOPMALIMOHHOM O€3011aCHOCTH KOMIIBIOTEPA B CHCTEMAX CBSI3U
OCYILECTBIIATh PAllMOHANBHBIM BEIOOp MPOrpaMMHO-AMIAPATHBIX CPEACTB U METOAOB 3aIlUTHl HH(POpMa-
[IUH HAa 00BEKTax CBI3U

— BJAJeTh [POrPaMMHO-ANMNAapaTHBIMA METOJaMH 3alUThl WH(POPMALUU HA KOMIIBIOTEPHOM
TEXHUKE METO/IaMU IMOKMCKA CJIA0BIX MECT B HACTPOHKAX KOMIBIOTEPA U MOJYUYSHUs TOKa3aTeNeil ypoBHS
3alIMIIEHHOCTH UH(OpMALUU B CUCTEMaX CBA3M METOAMKON aHallM3a CETEBOro Tpaduka, pe3ybTaToB pa-
OO0TBI CpeaCTB OOHAPYKEHHUSI BTOP)KEHUI HaBBIKAMU HAaCTpOMKH cucteM Oe3zomacHoctu OC s Ge3omac-
HOM paboTHI B CETAX U CHCTEMAaxX CBSI3U

4. O6beM IMCUMIJIMHBI M BUABI Y4e0HOI1 padoThI
OO01ast TpyI0EMKOCTb JUCHUIUINHBI cocTaBisieT 4.0 3aueTHBIX €IMHMILIbI U IIPEJCTaBIeHa B Ta0mu -
ue 4.1.
Tabmuna 4.1 — Tpy10eMKOCTh AUCIUILUIMHBI

Bune! yueOHOI nesTeNbHOCTH Bcero yacos Cemectpsl
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8 cemectp

AynuTtopHble 3aHATUSA (BCETO) 70 70
Jlexuun 30 30
[IpakTnueckue 3aHATH 20 20
JlaboparopHbie pabOTHI 20 20
CamocrosTenbHas paboTa (BCero) 38 38
OdopmiieHre 0T4ETOB 110 JIA0OPATOPHBIM paboTam 14 14
IIpopaboTKa JTEeKIMOHHOTO MaTepuana 10 10
[ToaroroBka Kk MpakTUYECKUM 3aHATUAM, CEMUHApAM 14 14
Bcero (6e3 sx3amena) 108 108
IToaroroBka 1 caya sK3amMeHa 36 36
OO6mast Tpy1I0€MKOCTb, 4 144 144
3aueTHnie EquHuIie 4.0 4.0

5. Conepxxanue IMCUMILIHHBI

5.1. Pa3gennl AMCHUILIMHBI M BUALI 3AaHATHNA
Paziensl TUCHUIUTAHBI M BUBI 3aHATUN PUBEICHBI B Ta0mmiie 5.1.

Tabmmua 5.1 — Pa3aensl UCHUIIINHLI U BUABI 3aHATHI

= o o 2 B =
= = < g | g% 5 =
Ha3Banus pa3nenoB TuCHUATIITHHB i ® g 8.4 Z § & %
= E ¢ 2 853 Ef
= =N @) m ) 1= g
8 cemecTp
1 ApxuTtekTypa nporpaMMHO-ammnapar- 2 4 0 5 11 |TIK-12, [IK-18
HbIX cpeacTB 3amuThl OC. [IpuunHb BO3-
HUKHOBEHUS COOEB B ONIEPATHBHOM MaMsi-
TH, OOITHE TIPUHITUIIBI IIOCTPOCHUS CH-
ctem 3amuThI (triple functions).
2 OCHOBHBIE MTOHATHUSA, KJIacCUPUKAIUS 2 0 4 3 9 IIK-12, ITK-18
3a/1a4, peraeMbIX MporpaMMHO-arapar-
HBIMU CPEJICTBAMH HJICHTU(PUKAIINN U
ayTeHTU(DHUKAIINK B CETSAX CBSI3U.
MuorodaxkTopHas uaeHTUQUKAIHS CyOb-
€KTa, MOHATUE MPOTOKOIA UACHTH(HUKA-
L1H, UIeHTUGUIUpYoIIas UHpopmanus.
3 Kitaccudukanus cyObeKTOB U 00BEKTOB 2 4 0 3 9 [K-12, TIK-18
noctyna. OCHOBHBIE anmapaTHbIE OIX0-
1wl K 3amute ganabix ot HCJ. AGctpaxr-
HbIE MOJIEJIU JIOCTYTIA, UX BIUSHUE HA
KOH(UTYpaIUIO MPOrpaMMHO-aIapar-
HOM 9acTH 3a1uThl UHGOPMAIUH.
4 Busl ayquTa KOMIIBIOTEPHBIX CETEeH U 4 0 4 3 11 IIK-12, IIK-18
CHUCTEM CBSI3H C TIOMOIIIBIO TTPOTrPaAaMMHO-
anmapaTHBIX CPEJICTB, KIacCHUPUKAIISI
COOBITUH JJI IPOBEICHHUS ayIUTa.
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5 TlporpamMmMHoO-anmapaTHble CpeCcTBa 2 4 0 3 9 IK-12, ITK-18
(G poBaHUSs; TOCTPOCHHUE aNMaPaTHBIX
KOMITOHEHT KPUIITO3aIIUThI JaHHBIX. VH-
(bpacTpyKkTypa yrpaBIeHUS OTKPBITHIMH
KJII04aMU, 0a30BbI€ apXUTEKTYPhI CUCTEM
yIpaBICHUS CepTUHUKATAMH.

6 IIporpaMMmHoO-anmnapaTHble METOJIBI U 4 0 4 3 11 |[TIK-12, ITK-18
CpEelICTBA OIPaHUYEHUS JOCTYIA K KOMIIO-
HEHTaM CBSI3U B KOMIIBIOTEPHBIX CETAX U
3aIUTHI IPOrPAMM OT HECAHKIIMOHUPO-
BAaHHOTO KOIMPOBAHUS.

7 IlpuMeHnenre cMapT-KapT JUIs anmnapar- 4 0 0 1 5 IIK-12, TIK-18
HOM 3allMTHI JAHHBIX, UX KJIaCCHU(HKa-
1us. AnmnapaTHble KOMIOHEHTBI CMapT-
kapt. [IporpamMmmHoe oGecnieueHue ams

cMapT-KapT.

8 PagnoyactoTHas UACHTHPUKAIMS - 4 4 0 3 11 IIK-12, ITK-18
MIpUMEp YAaJEeHHOMN 3alTUThI TAHHBIX C
MOMOILIBIO anmnaparHeiX cpeacts. Kinaccu-
¢duxarus cpencts RFID, ctpykrypa u
¢bynkumonupoBanue cucreM RFID.

9 Paspymatoniye nporpaMMHbIE BO3/IEH- 4 4 4 9 21  |TIK-12, TTIK-18
CTBUS C MMOMOIIIBIO MPOrpaMMHO-aIapar-
HBIX cpeAcTB. CocoObl NCTIONb30BAHUS
MUKPOKOHTPOJIEPOB M OJHOIIATHBIX MU-
KPOKOMITHIOTEPOB JIJIsl IOCTYTIA B 3all[H-
HICHHBIE CETU CBSI3U.

10 CriocoOsI 3aIIMTHI OT pa3pyMIAOIINX 2 0 4 5 11 |[1IK-12, ITK-18
nporpaMmMmHbIx Bo3aericteuii (PIIB) B

KOMITBIOTEPHBIX CUCTEMAX CBS3H C IOMO-
LIBI0 POTPAMMHO-ANMNapaTHBIX CPEACTB.

Hroro 3a cemectp 30 20 20 38 108

Hroro 30 20 20 38 108

5.2. Conep:xanue pa3aejioB IUCHUILIUHBI (110 JTEKIIUSIM)
CopeprkaHue pa3iesaoB TUCIUILINH (TIO JIEKIMSAM) IPUBEACHO B Tabmuiie 5.2.
Ta6mura 5.2 — ConeprkaHue pa3faesioB JUCIUIUIAH (IO JICKIHSIM)

8 Y =
= 2 =
3 = =
= 2 5
HaszBanus pasznenos Copeprkanue pa3aesioB TUCHUTITUHBI (110 JIEKIUSIM) zF &5
- 2 5
> (a9 =
e e g
= o
8 cemecTp

1 Apxutekrtypa [Ipenmer u 3aaa4n 3amUTHl HHOOPMAITUHU B CETSIX U 2 [IK-12,

MIPOrpaMMHO-AIIAPATHBIX | CHCTEMAX CBSI3U C MOMOLIbIO IPOrpaMMHO-annapar- [IK-18

cpeacts 3amutsl OC. HBIX CPEJICTB, €€ B3aUMOCBSA3b C APYTMMHU AUCIUILIU-

[Tpuumnab Hamu. Kpartkas uctopus pa3BuTHs. AKTyaJbHOCTb 3a-

BO3HMKHOBEHMs cOOEB B | IIMTHI HH(GOPMALIUU B cCOBpeMeHHOM Mupe. [IpudnHel

OlepaTUBHON NaMSTH, BO3HHUKHOBEHUS allapaTHBIX U IPOrPaMMHBIX Ys3BH-

o01111e TPUHIIMIIBI MoOCTeH, 0011e MPUHLUIBI TOCTPOSHHSI CUCTEM 3a-
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HIOCTPOCHHUS CUCTEM
3auThl (triple functions).

uThI (triple functions). [TonaTue monmuTuku 6e3omac-
HOCTH W HEOOXOMMOCTH OIICHKU PUCKOB, KPUTEPUH,
UCTIONB3YeMBbIe [T KiTacCU(DUKAITUN YPOBHS 3alllH-
IEHHOCTH (0€301MacHOCTH ) KOMIIBIOTEPHBIX CETEH U
CHCTEMBI CBSI3H.

Hroro
2 OCHOBHBIC ITOHSTHS, OcHoBHbIE OHATHS, KIaccuUKaIys 3a/1a4, peliae- IIK-12,
KjaccuuKanus 3aaad, MBIX IIPOTPaMMHO- alllapaTHbIMU CPENCTBAMHU UJICH- IIK-18
pelaeMbIX POrpaMMHO- | TU(UKAIUK U ayTeHTUpuKanuu. Mnentudukanus
anmnapaTHbIMU CyObEeKTa ¢ TIOMOIIIBIO alMapaTHBIX CPECTB, MOHITHE
CpeIaCTBaMU MIPOTOKOJIA UACHTH(PHUKALNY, HACHTUDUITUPYIOIIAs
UAeHTU(DUKAIMY U uHpopmMaiusi. Meroasl ayTeHTU(PUKAIMK: TapOJIbHAs
ayTeHTU(HKAIIUU B CETAX |cXxeMma, bnomeTpuueckuii u token crnoco6br, MHOTOG-
cBs3u. MHoroakTopHas |aKkTopHas U B3aMMHas ayTeHTHPUKauu. [IpoTokomnbl
UACHTUDUKAIHS UACHTUUKAIMY C HYJeBO# nepenaueil 3Hanui. Cxe-
CcyObeKTa, MOHATHE Mbl uaeHTuukanun Oeiire-duata-1llamupa, ['umnoy-
IIPOTOKOJIA Kyuckyorepa u ocHOBHbIE TPOOIEMBI IPH UX arlia-
HJeHTU(DUKAITIH, paTHO-IIPOrPaMMHOM peanu3aluu.
UACHTUDUIMPYIOLIAs Hroro
uH(popManus.
3 Knaccudukarms Knaccudukaius cyObeKTOB 1 00BEKTOB JJOCTYIIA. IIK-12,
CyOBEKTOB 1 0OBEKTOB OcHoBHbIE annapaTHbIe MOAXOAbI K 3aLIUTE JaHHBIX [IK-18
nocryna. OCHOBHbIE ot HCJI. AbctpaktHble Moaenu goctyna. [Ipo-
annapaTHbIE MOAXOAbI K | TpaMMHO-amIapaTrHoe mudpoBaHue, KOHTPOJIb JOCTY-
3amute faHHbelx o HCJl. |ma m pasrpanudenue nocryna. Mepapxuueckuii npuH-
AOCTpaKkTHBIC MOJICTTH LIMII JOCTYTIA K (aiiry. AnimaparHasi 3aiiuTa CETeBOTO
J0CTyIa, UX BIUsHUE Ha | (aiinoBoro pecypca. [Iporpammuas ¢pukcanus 10cTy-
KOH(UTYpaIUIO na K Qaittam. {uckpennonnas (pa3rpaHuunuTEIbHAS)
MIPOrpaMMHO-aIIapaTHOM | MOJIEIIb YIIPABICHUS JJOCTYIIOM Ha OCHOBE (hopMalib-
YaCTH 3aLUTHI Hoit mozienu Take-Grant u mpoGieMsl pu ee anmnapar-
uHpopMaLnu. HoM peanuzanuu. CriocoObl MPOrpaMMHO-aINIapaTHOM
¢ukcanuu ¢akra gocryna. Hagexxnocts cucrem orpa-
HUYEHMSI IOCTyIA. YIIpaBJI€HHUE AOCTYIIOM Ha OCHOBE
poueii — RBAC. bazosast monens RBAC. Mannarnas
(mpencTaBUTEIbHASL) MOJEND YIIPABICHUS JOCTYIIOM.
[IporpamMMHas peanu3anuy MaHAATHOM MOJIENH J10-
CTyna.
Hroro
4 Bunel ayaura Bupl aynuTa KOMIBIOTEPHBIX CUCTEM CBSI3H C IOMO- TIK-12,
KOMITBIOTEPHBIX CETEH U | LIbIO TpOrpaMMHO-anmnapaTHbiX cpeacts. KoHntpons [IK-18
CHCTEM CBSI3M C TIOMOIIBIO | IEJIOCTHOCTH JAaHHBIX, HCIIOJIb30BaHUE U(POBOI
IIPOrpPaMMHO-AIIaPATHBIX | IOAINCH C 3aIUTON anmnapaTHeIMU cpencteamu. [Ipo-
CpPEACTB, KIacCU(pUKAIMS |TPAMMHBIE CUCTEMBI NIPEIOTBPAILICHUS U OOHApYXKe-
COOBITUH 1JIs TPOBEACHHUS | HUSI BTOPKCHHH, JIOKaJIbHBIC B OecrpoBoIHbIC - [PS
ayaMTa. IDS HIPS WIPS.
Hroro
5 IIporpammHo- I'enepanus karo4yeil NporpaMMHO-aNIIapaTHBIMUA CPEJI- [IK-12,
anrapaTHbBIE CPEACTBA ctBamu. Kitroun Ju1si CHMMETPUYHBIX U HECUMMETPUY- IIK-18

mppoBaHUS;
IIOCTPOEHUE aIIapaTHbIX
KOMITOHEHT

HBIX aIrOpuTMOB. DdemepHsbii Kitod. [IporpamMmHuo-
anmnaparHble Cpe/ICTBa H(POBAHUS B pealbHOM Bpe-
MEHHU, IOCTPOEHUE aNMapaTHbIX KOMIIOHEHT KPHUIITO-
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KPHUIITO3AITUTHI TAHHBIX.
Wuppactpyxrypa
YIPABJICHUS] OTKPHITBIMU
KJII0OYaMH, 0a30BBIC
APXUTEKTYPBI CUCTEM

3aIUTHI JAHHBIX. YTPO3bl KPUMITOTPAPHUUECKUM KITIO-
yam. [loBpexxaenue kiroueil. 3amura anropurma
mdpoBanus. [I[puHIUN YyBCTBUTENBHOM 00aCcTH U
MIPUHLIMII [JIABHOTO KJIF04a, HEOOXOAUMBIE M JOCTATOY-
Hble (DYHKIIUU ammapaTHOTO CPEICTBA KPUMTOZALTUTHI

yIpaBICHUS CUCTEM CBSI3U.
cepTH(UKaTaMHU. Wroro
6 IIporpammHo- [TporpamMHoO-anmapaTHbie METOABI U CPEACTBA Orpa- [IK-12,
anmnapaTHbIE METOMBI U HUYEHMSI JOCTyNa K KOMIIOHEHTaM DBM, 3amuTel IIK-18
CpEICTBa OTPAaHUYEHUS  |[IPOTrPAMM OT HECAHKIIMOHUPOBAHHOTO KOMUPOBAHMSL.
JocTyna K KoMIoHeHTaM | [IporpammHbIe M TEXHUUECKUE CPEACTBA 3aLUThI UH-
CBSI3U B KOMITBIOTEPHBIX | (popMaliuy B cucTemMax cBsi3U. BeTpoeHHas anmapar-
CETIX U 3aLIUThI Has 3allUTa IporpaMM OT U3JIy4EHHUs. YCTapeBIINe
MIPOrpaMMm OT TEeXHUYECKHE CpeCcTBa 3amuThl. [IporpamMmMHuas 3ammu-
HECAHKIIMOHUPOBAHHOTO |Ta OT OTJIAJKH, 3aIIUTa OT TU3acceMOIMPOBaHMUs, 3a-
KOIMUPOBAHMSI. LIUTa OT TPACCUPOBKH IO aNMapaTHbIM MPEPbIBAHUSIM
npoueccopHbIx mporenyp. [Ipumenenue oddyckarum,
MIPOTEKTOPOB U YIAKOBUIUKOB ISl YCUJICHUS 3aL[UThI
CUCTEMBI CBSI3U. METO/Ibl, 3aTPYIHAIOLIUE CUNTHIBA-
HUe cKonupoBaHHOM nHpopMaiuu. OcCHOBHBIE DYyHK-
LMY CPEACTB 3allUThI OT KOMUPOBaHUS. AMNNapaTHbIe
MpUEeMbl IPOTUBOACHCTBUS TUHAMHUYECKUM CIIOCO0aM
CHSITHS 3aIIUTHI IPOrPaMM OT KOITUPOBAHUS.
Hroro
7 Ilpumenenue cmapr- AnmnapatHbele KOMIIOHEHTBI cMapT-KapT. [[porpammHuoe MK-12,
KapT JUIs anmnapaTHoM obecnieuenue 11t cMapT-KapT. KoHTakTHBIE W OECKOH- IIK-18
3aIUThl JaHHBIX, UX TaKTHBIE CMapT — KapThl C COOTBETCTBYIOIIIMMH UH-
KJaccuukarusi. tepdericamu SO — 7816, USB (RuToken, eToken),
AnmnapartHsie ISO/ IEC 14443.. UnTennektyaiabHbIe KapThl. Ku3z-
KOMITOHEHTHI CMAapT-KapT. |HEHHBIN LIUKJI CMapT-KapT. BelmyckaeMble cepuitHO
[Iporpammuoe MHTETpalbHbIE CXeMbl cMapT-KapT. THppacTpykTypa
obecrieyeHne A cMapT- | MOJIEPKKU cMapT-KapT. [IpobiemMsl 6e3omacHOCTH
KapT. cMmapT-Kapt. Kimaccudukanms atak Ha cMapT-KapThl.
Hroro
8 PannouacroTHas ba3zoBble NpUHIUIIBI PaIOYAaCTOTHON UAEHTU(PHKA- [IK-12,
UACHTUDUKAIMSA - un. CTpykTypa U pyHKIMoHUpoBaHue cucteM RFID. IIK-18
MpUMEP YAATCHHOMN Vnanennas nepenaya gaHHbix B cuctemax RFID,
3alUTHI JAaHHBIX C crocoObl koupoBaHusi. CUUTHIBATENIN U TPAHCIIOH Ie-
MIOMOMIBIO aMMapaTHbIX | Pbl, AEKTPOHHBIE U MPOTrPAMMHbBIE KOMIIOHEHTHI CH-
cpeacts. Knmaccuduxanus |crem RFID, crannapruzanus. [Ipumeps npuMeHeHuUs:
cpenctB RFID, ctpykrypa | uaeHTHpUKAIUS TOBAPOB, TPAHCIIOPTHBIX CPEJCTB,
1 QYHKIIMOHUPOBaHHE UMMOOHIaii3epHbIe CUCTEMBI, HIEHTH()UKALIUS KU -
cucteM RFID. BOTHBIX.
Hroro
9 Paspymaromue KomnbrorepHbie BUPYCHI, Kak 0COOBIH KIacc pa3py- [IK-12,
[IPOrpaMMHBIE MIAOLIUX MPOrPaMMHBIX BO3AcCTBUI. Pa3BuTne npo- [IK-18

BO3JEHCTBHS C IIOMOIIBIO
POrpaMMHO-aIIapaTHBIX
cpenctB. CriocoObl
HCIOJIb30BaHUS
MHUKPOKOHTPOJUIEPOB U

rpaMMHO-aIMapaTHON BUPYCHOI 0a3bl M TEHICHIINH
(hopMHpOBaHUS HOBBIX TUIIOB BUPYCOB, MOJIEPIKUBA-
€MBIX anmnapaTHbIM criocobom. CriocoObl 3apakeHus
JIOKQJIbHBIX KOMITBIOTEPOB C OMOIIIbIO MUKPO-
KOHTPOJUIEPOB U OJHOIIATHBIX KOMIBbIOTEPOB. [Ipo-

CornacoBaHa Ha noptane Ne 37225




OIHOIIIATHBIX
MUKPOKOMITHIOTEPOB JIJIsI
JIOCTYTIA B 3aIUIIICHHBIC
CETH CBS3H.

IrpaMMHBIE YEPBH U 3aKyafgku. [IporpammHo-annapar-
HBIE CPEJICTBA IIPOTUBOACUCTBUS KOMIIBIOTEPHBIM BH-
pycam U UX COCTOSIHUE B COBPEMEHHBIX YCIOBUSAX.

HUroro

10 CrrocoOBblI 3aIlUTHL OT
pa3pyIIaroImx
MIPOTPaMMHBIX
Bozzeiicteuii (PI1B) B
KOMITBIOTEPHBIX CHCTEMaX

[IporpaMMHo-anmaparHas 3alyTa OT pa3pyLIaroIx
nporpaMMHbIX Bo3zaeictuii (PIIB). Ilpobnema
BOCCTAHOBJICHUS alllapaTHBIX HACTPOEK ONEPALMOH-
HOM cuctemsl nociue Boaencteus PIIB u npumene-
HUs CPEACTB IIPOTUBOACUCTBUSA B CUCTEMAX CBS3H.

IK-12,
[IK-18

CBSI3U C TIOMOIIIBIO Vitoro )
MIPOrpaMMHO-aNMnapaTHbIX

CPEICTB.

Hroro 3a cemectp 30

5.3. Pa3nenbl JMCHMILNIMHBI M MEKIMCUMILIMHAPHBIE CBA3H ¢ 00eCeYnBAKIIMMH (NMPeAbl Ty IIUMH)
U oOecneynBaeMbIMU (MOCJAEYIONIUMH) TUCHUNIMHAMHA

Paznenbl qUCHUIIIUHBL U MEXIUCIUIUIMHAPHBIE CBSI3U C 00€CTIeYMBAIOIIMMHU (TIPEABIAYIIUMU) U
obecrnieunBaeMbIMHU (TTOCJIEIYIONUMHI ) AUCITUTUTMHAME TPEICTABICHBI B TabmuIe 5.3.
Tabmuna 5.3 — Pa3aensl AMCHMIUIMHBL U MEXIUCITUIUIMHAPHBIE CBS3H

HanmenoBanune JUCITUITIINH

Ne paznenoB qaHHOW AMCHUTIINHBL, 711 KOTOPBIX HEOOXOAUMO H3y4YeHHE
o0ecreunBarouX U 00ECIIEYNBAEMBIX TUCIIATIINH

| 2 3 4 5 6 7 8 9 10
[IpeamecTByromue JUCUUTIIIUHBI
1 BeruncnurenbHast TEXHU-
Ka 1 nH)OpMaIIMOHHBIC TEeX-| + + +
HOJIOTHHT
2 OOmras Teopust CBSI3U + +
3 OCHOBBI TOCTPOEHUS HH-
(hOKOMMYHHKALIMOHHBIX CH- + + +
CTEM M CEeTer
4 CeTH CBSI3U U CHCTEMBI
Certu cBsI3U U CUCTE n n n
KOMMYTalluH
[Tocnenyromue TUCHUIIITUHBL

1 OcHoBBI KpunTOrpadpuu +

5.4. CooTBeTCcTBHE KOMIIETCHUM I, JopMHUPyeMbIX IPH M3YYEHUH AUCHHUILIMHBI, 1 BU0B 3aHATHI
CooTBeTcTBHE KOMIETEHIUH, (HOPMUPYEMBIX MPH HM3yYECHUH AWCIUIUIMHBI, W BHJOB 3aHATUN
MpPEICTaBICHO B Tabymuiie 5.4.
Tabmuna 5.4 — CoOTBETCTBUE KOMITETEHIUH, (POPMUPYEMBIX MIPH U3YUYEHUH TUCIUILTAHBI, U BUIOB 3aHS -

TAN

Bunwl 3austuit

Jlek.

Kommerenmmn

[Ipak. 3an
JIa6. pa.
Cam. pab

DOopMBI KOHTPOJIA
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TIK-12 + + + + Oxk3ameH, KoHCIIekT camo-
noaArotoBky, OTYeT 10 J1a-
OopaTtopHoii padore, TecT,
OT4er 1o MpaKTHYECKOMY

3aHATHUIO

IIK-18 + + + + Ok3ameH, KoHcIiekT camo-
noArotoBku, OTYET 110 Ja-
OoparopHoii pabote, Tecr,
OTueT 1Mo MPaKTUYECKOMY

3aHATUIO

6. UaTepakTUBHBIEC MeTOAbI U (JOPMBI OPraHU3aANNH 00yUEeHUsI
He npenycmotrpeno PVYII.

7. JlabopaTtopHble paGoThl

HaumenoBanue nabopaTtopHbIX padoT npuseneHo B Tabnuue 7.1.
Tabmuua 7.1 — HaumeHnoBaHnue 1a00paTopHbIX paboT

A ¥ =
= 2 =
3 =
Z 25
- 0
Haspanus paznenon HaumenoBanue nabopaTtopHbIx padboT zF &5
o S E
X g =
a B>
= S
8 cemecTp
2 OCHOBHBIC ITOHSTHS, HccnenoBanue naposibHOM 3a1UTHl KOMIIOHEHT CBSI3U 4 IIK-12,
KjaccuuKanus 3aaad, Ha OCHOBE UCIOJIb30BaHMsI 1n3acceMOIepoB B py4- IIK-18
pelIaeMbIX IPOrpaMMHO- | HOM, IOJIyaBTOMATUYECKOM M aBTOMaTHYE€CKOM PEKHU-
anmapaTHbIMU Max.
CpeICTBaMU Virtoro 4
UIeHTU(DUKAITIT U
ayTeHTH(HUKAINH B CETAX
cBs3u. MHorodakropHas
UIACHTHPUKAIISL
CyOBeKTa, TOHITHE
MPOTOKOJIA
UJeHTU(DUKAINH,
UACHTUPUIHUPYIOTIAs
uH(popManus.
4 Bunp! ayqura [IporpaMMs! 1J1s py4HOTO, IIOITyaBTOMATUYECKOTO U 4 MK-12,
KOMITBIOTEPHBIX CETEH U | aBTOMAaTUYECKOTO ayJuTa KOMIBIOTEPHBIX ceTeil. Mc- IIK-18
CHUCTEM CBSI3U C TIOMOUIBIO | CJIETOBAHUE COCTOSIHUS KOMITBIOTEPHON CETH U Ha-
POrpaMMHO-aIMapaTHBIX | CTPOMKa COOTBETCTBYIOIIUX MOJUTHK ayAuTa 3TUX Ce-
CPEICTB, KiIaccu(uKamus |Teu.
COOBITUH I IPOBEICHHUS Vroro 4
ayquTa.
6 IIporpammHo- HccnenoBanue qocTyna K KOMIbIOTEPHON CUCTEME 4 [IK-12,
anmnapaTrHble METO/bI U CBSI3M C IIOMOILIBIO TECTOBBIX YTHIIUT. Onpesienenue [IK-18
CPEICTBa OTPAaHUYECHUS | BO3MOXKHOCTH BHEIIIHETO YIIpaBiieHUus uHTepdeiicom
JIOCTYTIa K KOMIIOHEHTaM | CTOPOHHUX IPOTPaAMM.
CBSA3U B KOMIIBIOTEPHBIX | pr 4
CEeTAX U 3aIIUTHI
Iporpamm ot
HECaHKIIMOHUPOBAHHOTO
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KOITUPOBAHHA.

9 Pazpymatoiue N3ydenue u ananus pabotel cHudepa. HacTpoiika 4 [IK-12,
MpOorpaMMHbIE ($bunsTpOB Ha pa3HBIX ypoBHIX Moaenu OSI npu nepe- IIK-18
BO3JICHCTBHSA C TOMOLIBIO | Maun Tpaduka. Beigenenue napopmannu, CBI3aHHON
IpOrpaMMHO-aINapaTHBIX | C JOCTYIIOM B CETh CBSI3H.
cpenctB. CriocoObl Vitoro 4
UCIIOJIb30BaHU
MHUKPOKOHTPOJJIEPOB U
OJTHOTIJIATHBIX
MHUKPOKOMIIBIOTEPOB JJIs1
JOCTyTa B 3allUIICHHbIE
CETH CBSI3U.
10 CocoObI 3a1UThl OT | AHTUBHPYCHBIE IPOTPAMMBbI U OCHOBHBIE HACTPOIKHU 4 [K-12,
pa3pymamImx MOJIUTUKHU Oe30macHOCTH. CrieruaaIn3upoBaHHbIC IIK-18
MIPOrpaMMHBIX IIPOrPaMMBbI 3aIIUTHI OT HECAHKIIMOHUPOBAHHOTO J10-
Bozzeiicteuii (PIIB) B ctyna. MHorogakTopHas 3alMTa JOCTyIa anmapar-
KOMITBIOTEPHBIX CUCTEMAX | HBIMU CPEICTBAMH.
CBSI3U C TIOMOIIIBIO Wroro 4
MPOrpaMMHO-aNMnapaTHbIX
CPEICTB.
Hroro 3a cemectp 20
8. [IpakTHYeckue 3aHATHSA (CEMUHAPBHI)
HaunmeHoBaHMe MpaKTHUECKUX 3aHATUIA (CEMUHAPOB) IPUBEACHO B Tabmmiie §.1.
Tabmuua 8.1 — HaumeHoBaHME MPAKTUYECKHUX 3aHATUHN (CEMUHAPOB)
3 =
s | &%
= > 0
Haspanus paznenon HaumeHoBaHMe MpakTHUECKUX 3aHATUIN (CEMHHAPOB) z - &5
= iE
2 o 2
- S ®
8 cemecTp
1 Apxurtekrypa Hanunuune agpecoB ¢pusnyeckux Hocutene nupopma- 4 MK-12,
porpaMMHO-aImapaTHeIX | uu. Kapta u cTpyKTypa onepaTuBHOM MaMsaTu ITK-18
cpencts 3amutsel OC. KOMITbIOTepa. Bo3MOXHOCTh anmapaTHOrO BIAMSIHUS Ha
[Tpuuunnsl mporecchl 0OMeHa nHpopMaIueil B orepaTuBHOM ma-
BO3HUKHOBEHHS COOEB B | MATHU KOMITBIOTEPA.
OTepaTUBHON MaMSTH, Wroro 4
oO111e MPUHIIMIIBI
MOCTPOCHHS CUCTEM
3amuThl (triple functions).
3 Knaccudukamnms AOCTpaKTHBIC MOJICTH JOCTYIIA, UCTOPHUS Pa3BUTHS. 4 [K-12,
CyOBEKTOB M OOBEKTOB OcHOBHBIE anmapatHble UJIeH JJIs pealiu3aliii MoJie- IK-18
nocryna. OCHOBHbBIE neit noctymna. O0ume Tpe6oBaHUs K JOTHYECKUM I10-
anmnapaTHbIE OAXOAbl K |CTPOCHUSAM B IPOrPAMMHOM OOECTIEUEHUH NP peaju-
3amute ganHbix or HCJL. |3anum pa3nudHbIX MOJENeH JOoCTyma.
AOCTpaKTHBIC MOJIEIH Wroro 4

JOCTyTa, UX BIUSHUE HA
KOH(UTrypanuo
porpaMMHO-anmnapaTHOn
YacTH 3aIIUTHI
uHdopMaIuu.
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5 TlporpammHo- [IporpammHuas peanuzamus npoBogarka B Windows u 4 IIK-12,

anmnaparHble CPeICTBA JOpyTrux (QailyioBbIX MEHEUKEPOB JUIsl IIU(PPOBAHUS [IK-18
mrppoBaHs; J0CTyNAa K (aiiyiamM Ha JIOKaJIbHOW KOMIIBIOTEPHOH CH-

HocTpoeHue anmnaparHeix |cteme. OOmme TpedoBanus Kk ciayx6am Windows st

KOMIIOHEHT obecrieyeHns1 X 0€30IaCHOTO MCTIOIb30BaHMS IS 3a-

KPHIITO3AIIUTHI TaHHBIX. |[IUTHI JAHHBIX.

HNudpacrpykrypa Wroro 4

YIPABJICHUS] OTKPBITBIMU
KJIrouYaMH, 6a30BbIe
APXUTEKTYPBI CUCTEM

yIpaBJICHUS
cepTu(uKaramu.

8 PagnouactoTHas PannovacroTHas uaeHTUUKALMS, KaK OJWH U3 BapHU- 4 TIK-12,
UACHTUDUKAIHS - AHTOB allllapaTHBIX CPEACTB 3alUThI JOCTYIA yIaJIeH- [IK-18
IpUMED yAaJeHHON HBbIM criocoOoM. TpaHCTIOHIEpBI U HHTEPPOTATOPHI B

3aIUThI JaHHBIX C MOHHUTOPHHTOBBIX CUCTEMAaX JAOCTYIA K 00bEKTaM CBSI-

IIOMOIIIBIO aNmapaTHbIX | 3H.
cpeacts. Kimaccudukanus

Hroro 4
cpeactB RFID, crpykrypa
1 GYHKIIMOHUPOBAHHE
cucteM RFID.
9 Pazpymaromue CriocoObl Opranu3anyy pa3pymaronux MporpaMm- 4 [IK-12,
IIPOrpaMMHBIE HBIX BO3AECUCTBUH C TIOMOIIBIO MUKPOKOHTPOJIEPOB. IIK-18

BO3JICHCTBHS C TOMOIIBIO |3alllATA IOCTYIAa B CUCTEMBI CBSI3U C MIOMOIIBIO MHU-
MPOrpaMMHO-aNMNapaTHbIX | KPOKOHTpoiepa. OIHOIIaTHBIE KOMITBIOTEPHI, KaK

cpenctB. CriocoObI CYyIIIECTBEHHAs yrpo3a cucTteMaM goctymna. Hamuane
WCTIIONTb30BAHUS HEOOXOMMBIX CBOWCTB OJTHOIIJIATHBIX KOMITBIOTEPOB
MHUKPOKOHTPOJUIEPOB U | ISl HECAaHKITMOHUPOBAHHOTO JIOCTYTIA. BUpl yaaneH-
OJTHOTIJIATHBIX HBIX aTaK Ha CUCTEMBI CBS3H C TIOMOIIBIO OHOILIAT-

MHUKPOKOMITBIOTECPOB AJIA | HBIX KOMIIBIOTEPOB.

JIOCTYTIA B 3aUIMIIEHHBIE |y o 4
CETH CBSI3U.
Hroro 3a cemectp 20

9. CamocrosiTesqibHasi paboTa
Bunst camocTosiTenbHOM paboOTHI, TPYAOEMKOCTh U (DOpMUpPYEMbIe KOMITETCHIIUY MTPEICTABICHEI B
Tabimie 9.1.
Tabmuia 9.1 — Bugbl caMoCTOSTEIbHOM paboThI, TPYIOEMKOCTh B (DOPMUpPYEMbIE KOMIIETECHIHH

8 Y =
I L =
s | %
Bunrr camocTosaTensHON & > ©
HazBanus pa3nenos = T & = @®opMBI KOHTPOJIS
6 (5] = O
padoThI 2 g 2
3 g =
e e 2
= S
8 cemecTp
1 Apxutekrtypa [ToaroroBka Kk mpaxkTuye- 4 |IIK-12, Koncnekt camonoaroros-
IIPOrPaMMHO-AIIAPATHBIX | CKUM 3aHSATUSAM, CEMUHA- [K-18 ku, OTYeT 1O MpaKTHye-
cpencts 3amutel OC. pam CKOMY 3aHsTHIO, TecT, k-
[TprurHBI BOSHUKHOBEHUS MEH
6p 03 oBC [TpopaboTka JIEKIIMOHHOTO 1 same
c6oeB B OnepaTUBHOM MaTepuaa
maMsTH, o0Ie
NPUHIMIEL TocTpoeHust | AToro 5
CUCTEM 3aiuThl (triple
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functions).

2 OCHOBHBIE MTOHATHS, [IpopaboTka JIEeKIIMOHHOTO [K-12, Koncnexr camonoaroros-
Kiaccudukanus 3amad, Marepuala IIK-18 ku, OTueT no Jabopartop-
peLIAeMBIX POrPaMMHO- | (OPMJICHHE OTUETOB 110 HOM paboTte, DK3aMeH
anmnapaTHbIMU CPEACTBAMHM | DATOPHBIM PAGOTAM

uaeHTH()UKAIH U

ayTeHTH(UKALHH B ceTsix | VITOro

cBsi3u. MHorogakTopHas

UACHTUDUKALIHS

CyObeKTa, IOHATHE

POTOKOJIA

UICHTH(DUKAIIH,

UACHTUDULIHPYIOLIAs

uHpopManusl.

3 Knaccudukanus [ToaroroBka k mpakTuue- TIK-12, KoHcmiexT caMoImoaroros-
CyOBEKTOB M OOBEKTOB CKHMM 3aHSTHSIM, CEMHUHA- TIK-18 Kk, OTYeT 1o mpakTuye-
noctymna. OCHOBHbIE pam CKOMY 3aHSATHIO, JK3aMEH
alIapaTHBIC MOAXO/BI K [TpopaboTka JIEKIIMOHHOTO

3amure gaHHelx oT HCII. Marepaia

AOGcCTpaKTHBIE MOJIENN

JIOCTYyNa, UX BIUSHHUE HA Hroro

KOH(QUTypaLuio

MpOrpaMMHO-aNmnapaTHoi

YaCTH 3alTUTHI

uHpopMaLnu.

4 Bunpl aynura [IpopaboTka JIeKIIHOHHOTO [IK-12, Koncnexr camonoaroros-
KOMIIBIOTEPHBIX CETEH U | Marepualia IIK-18 ki, Otyer no gaboparop-
CHCTEM CBSI3M C IIOMOLIBIO | (OPMITEHHE OTIETOR 110 HO paboTe, DK3aMeH
MIPOrpaMMHO-aNMNapaTHbIX 11260pATOPHBIM PaBoTaM

CPEICTB, KilaccupuKauus

COOBITUH JI TPOBEICHHUSI Hroro

aynuTa.

5 IlporpammHoO- [ToaroroBka k mpakTuue- [K-12, Koncnexr camonoaroros-
anmnaparHble CpeJICTBA CKHM 3aHSTUSAM, CEMHHA- [IK-18 kH, OTUeT 1O MpaKkTHye-
mrpoBaHMS; pam CKOMY 3aHSTHIO, DK3aMEH
NOCTPOCHHE AMMAPATHBIX | [T, 013G ica IEKIMOHHOTO

KOMITOHEHT MaTepuaa

KPUNTO3AIIUTHI JAHHBIX.

WHuppactpyxrypa Hroro

yIpaBIeHUS OTKPBHITHIMU

KJII0OYaMH, 0a30BBIC

ApPXUTEKTYPHI CUCTEM

YIpaBJICHUS

cepTH(UKaTaMHU.

6 IIporpamMmmHO- [IpopaboTka JIEKIIMOHHOTO [K-12, Koncnekr camonoaroros-
arrapaTHble METObI U Marepuala IIK-18 ku, OTueT no Jadbopartop-

CpEICTBa OIpPaHUYEHHUS
J0CTYIa K KOMIIOHEHTaM
CBSI3U B KOMITBIOTEPHBIX
CeTSAX U 3alIUThI
IIPOrpaMM OT
HECAHKIIMOHHUPOBAHHOTO

OdopmiteHre 0TIETOB TIO
nabopaTopHbIM paboTam

Hroro

HOM paboTte, DKx3aMeH
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KOITUPOBAHHA.

7 llpumeHeHue cMapT- [IpopaboTka JIEKIIMOHHOTO 1 [K-12, Koncnexr camonoaroros-
KapT JUIs anmnapaTHoi Marepuala IIK-18 KM, JK3aMeH
3allUTHI JAHHBIX, UX Vitoro 1
KJaccudukarusi.
AnmapaTHble KOMIOHEHTbI
cMapT-KapT.
[IporpammHuoe
obecrieueHue AJisi cMapT-
Kapr.
8 PannouacroTHasg [ToaroroBka k mpakTuue- 2 TIK-12, KoHcriexT caMoImoaroros-
UACHTU(DUKAIMS - TIPUMEP | CKUM 3aHSATUSM, CEMHHA- [IK-18 k#, OT4YeT 1o NMpaKkTHye-
yIaJIeHHOM 3aIUThI pam CKOMY 3aHSATHIO, JK3aMEH
HHBIX C IIOMOIITh

Aa C TIOMOIIEIO [TpopaboTka JIEKIMOHHOTO 1
anmnapaTrHbIX CPECTB. Marepuaa
Knaccudukanus cpeacts
RFID, crpykrypa u Hroro 3
(YHKIIMOHHUPOBAHKE
cucrem RFID.
9 Pazpymatomue [ToaroroBka Kk mpakTuue- 4 |TIK-12, Koncnekr camonoaroros-
[IPOrpaMMHBIE CKMM 3aHATUAM, CEMMHA- IIK-18 k1, Otyer no gaboparop-
BO3/ICHCTBUS C TIOMOIIBIO | pam HOH padoTe, OTueT 1o
MPOrpaMMHO-AMMAPATHBIX MPAKTHYECKOMY 3aHSATH

porp C 0 5 P [TpopaboTka JIEKITMOHHOTO 1 3p CCKOMY 3 10,

TB. Cnt BI K3aMCH
cpenc 0Cco MaTepuaa 3aMe
WCIIOJIb30BaHUS
MHKPOKOHTPOJIJIEPOB U O(bOpMJIeHI/Ie OTYCTOB II0 4
OJIHOILIATHBIX J1abopaToOpHBIM paboTam
MHUKPOKOMIIBIOTEPOB VI | Yroro 9
JIOCTYTIA B 3alIUIIICHHbIC
CETH CBSI3H.
10 Crioco0Ow1 3amutet oT | [IpopaboTka JEKIIMOHHOTO 1 [K-12, Koncnekr camonoaroros-
pa3pymiarommx Marepuasa IIK-18 ku, OTueT no JadbopaTop-
HpOprlMMHI:IXPHB OQOpPMIICHIE OTHETOB 11O 4 HOM paboTte, DKx3aMeH
BO3/IEHCTBHH ( )B J1abopaTOpHBIM paboTam
KOMITBIOTEPHBIX CUCTEMAaX
CBSI3U C IIOMOIILBIO HWroro 5
POrpaMMHO-aIIapaTHBIX
CPEICTB.
Hroro 3a cemectp 38
[ToaroroBka u cnava sK3a- 36 DK3aMeH
MEHa
Uroro 74
10. KypcoBoii npoekr / kypcoBasi padota
He npenycmotrpeno PVYII.

11. PeiiTuHroBasi cucreMa JJisi OLIEHKHU YCIIeBAeMOCTH 00y4aroumuxcst

11.1. banjbHbIe OLEHKH JJIs1 3JIEMEHTOB KOHTPOJIA
Tabmuua 11.1 — banibHble OLIEHKH JUIsI 3JIEMEHTOB KOHTPOJISI

DneMeHThl Y4eOHOM
ACATCIIbHOCTHU

MakcuMaLHBIN
6amn Ha 1-y10 KT ¢

MakcuManLHBIN
0ar 3a mepuo

MakcuMaJiLHEBIN
0as 3a mepuo

Bcero 3a
ceMecTp
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Havana ceMectpa | Mexay 1KT u 2KT mexty 2KT u a
KOHEIl ceMecTpa
8 cemectp

KoHcmiekT camomoaroros- 8 8 10 26
KH
Otuer no naboparopHoit 5 5 6 16
pabote
OTyer 1Mo NpakTUIECKOMY 9 9 10 28
3aHATHIO
Hrtoro makcumyM 3a nepu- 22 22 26 70
on
DK3aMeH 30
Hapacraromum utorom 22 44 70 100

11.2. IlepecyeT 6a/1J10B B OLIEHKHU 32 KOHTPOJIbHbIE TOYKH
[Tepecuer O6anIOB B OIEHKH 32 KOHTPOJIBHBIE TOYKM TPEICTaBIeH B Tadbmuue 11.2.
Tabmuma 11.2 — IlepecueT 0anioB B OLIEHKU 32 KOHTPOJIBHBIE TOUKH

baynel Ha 1aTy KOHTPOIBHOW TOUYKH Onenka

> 90% ot MakcuManbHON cyMMbI OansioB Ha naty KT 5

Ot 70% 1o 89% ot MakcuMaabHOM CyMMBI OaiioB Ha aaty KT

4
Ot 60% 1o 69% ot makcumasbHON cymMbl OaiioB Ha aaty KT 3
2

< 60% ot MakcuManbHOU cyMMBbI O6astoB Ha aaty KT

11.3. IlepecueT cyMMbI 6A/UI0B B TPAAMIMOHHYI0O U MEKIYHAPOIHYIO OLIEHKY

Hepecqu CYMMbI 0aioB B TPAAUIIUOHHYO U MCKAYHAPOJHYIO OLICHKY IPCEACTABJICH B Ta6J'II/II_IC
11.3.

Ta6muma 11.3 — IlepecueT cyMMbl 0aJIJI0B B TPAJAMIIMOHHYIO U MEXTYHAPOIHYIO OIICHKY

NroroBas cymma 6aiios,
Onenka (I'OC) YYHUTHIBACT YCTCIIHO CAAHHBIN Onenka (ECTS)
9K3aMEeH
5 (oTIMYHO) (3a4TEHO) 90 - 100 A (0TIIMYHO)
85-89 B (o4ens xoporiio)
4 (xopo11o) (3a4TeHO) 75 - 84 C (xopomo)
70 - 74 D( )
TOBJICTBOPUTEIHLHO
3 Y ) 65 - 69 Y P
TOBJICTBOPUTEIILHO) (3a4TEHO
Y P 60 - 64 E (mocpencTBeHHO)
2 (HEYROBIIETBOPHTENLHO) (HE Hwmxe 60 6ammon F (HeynoBneTBOpHUTENHHO)
3a4TEHO)

12. YueOHO-MeTOAUYecKOe U MHGOPMALIMOHHOE 00ecTieYeHue TUCIHIIINHBI

12.1. OcHoBHas JuTepaTypa
1. Cuctembl KOHTpOJS U yrpasieHus goctynoM. (Cepust «ObecrnieueHre 06e30MacHOCTH 0OBEK-
ToB»; Brimyck 2). / B.A. Bopona, B.A. TuxonoB. — M. : I'opsuas nunus-Tenexkom, 2013. — 272 c.
[OnekTponHbIii pecypc] - Pexum gocryma: http://e.lanbook.com/book/5135 (mara oOparmeHus:
05.07.2018).
2. Benuuko, B.B. TenexkomMmmyHUKalIMOHHBIE cUCTEMBbI U ceTu: B 3 Tomax. Tom 3. - MynbTHCcep-
BUCHBIE CETH [DNEeKTPOHHBIN pecypc] : yuebHoe nmocobue / B.B. Bennuko, E.A. Cy66otun, B.I1. IllyBa-
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108, A.®. Spocnasues ; nox pen. llysanosa B.II. Mocksa : I'opsuas nunus-Tenekom, 2015. — 592 c.
[OnmexkTponHbIi pecypc] - Pexum moctyma: https://e.lanbook.com/book/64092 (mara oOpameHus:
05.07.2018).

12.2. lonotHUTEILHAS JTATEPATYpPa

1. T.B. Baxnauii, C.}O. Ky3pmun. PazpaboTtka ammapaTHO-IPOTPaMMHOTO CPEICTBA 3alIUTHI OT
ys3BUMocTH badusb. — // Marematuueckue cTpykTypsl U MojenupoBanue. — 2016. — Ne 2. — C. 116-
125. [DnexTponnsIii pecypc| - Pexxum noctyma: http://e.lanbook.com/journal/issue/298339 (mara obpare-
Hus: 05.07.2018).

2. Ayrentudukauus. Teopus u npaktuka odecrniedeHust 6€301acHOro 10CTyMa K HH(OPMaIMOH-
HbIM pecypcaM. / A.A. Adanacoes, JI.T. Benenses, A.A. Boponnos, O.P. 'azuzoBa. — M. : T'opsiuas mu-
Hus-Tenexkom, 2012. — 550 c. [DnexkTpoHHbIN pecypc] - Pexum noctyna: http://e.lanbook.com/book/5114
(mata obpamenus: 05.07.2018).

3. bammakoB, A.B. BeiOop onTuManbHOTO MOaxo/a K MOCTPOSHUIO 3aIlUIIEHHBIX OeCTIpOBOI-
HBIX JIOKJIbHBIX ceTel.// BeCTHHK rocynapCcTBEHHOIO YHMBEPCUTETa MOPCKOTO U PEYHOro (ioTa UMEHU
anmupaia C. O. MaxkapoBa. — 2015. — Ne 1. — C. 222-228. [DnexTpoHHBIN pecypc] - Pexxum goctyma:
http://e.Janbook.com/journal/issue/296034 (nara obpamenus: 05.07.2018).

12.3. YueOHO-MeTOAHYECKHE MOCOOUS

12.3.1. Obs3aTenbHbIC y4eOHO-MeTOAMYEeCKHE TOCOOHS

1. CetH cBs3M U CHUCTEMbl KOMMYTaluu: PyKoBOACTBO K MpakTUUYECKUM 3aHATHSIM / BUHOKYpOB
B. M. - 2012. 41 c. [OnextponHblii pecypc] - Pexxum gocryma: https://edu.tusur.ru/publications/1517
(mara obpamenus: 05.07.2018).

2. JlokaibHble KOMIBIOTEpHbIE ceTH: MeToauueckue yKa3zaHHs MO CaMOCTOSATEeNbHOW pabote /
Areee E. 0. - 2012. 12 c. [Onekrponnerii  pecypc] - Pexum  nmocryma:
https://edu.tusur.ru/publications/2037 (mara o6pamenus: 05.07.2018).

3. Wsyuenme cereBoro mnpotokorga TCP/IP: Meronnueckue ykazaHuss K J1a00OpaTOpPHBIM
paboram / Areee E. K. - 2012. 16 c. [Dnekrponneii pecypc] - Pexum nocryna:
https://edu.tusur.ru/publications/2040 (nara obpamenus: 05.07.2018).

4. Meronsl MOJENUPOBAHHUS W ONTHMH3AIMH TEICKOMMYHUKAIIMOHHBIX CUCTEM U CETeH:
YueOHOo-MeToMuecKoe TocoOHne K MPaKTHUECKUM 3aHATHSIM U CaMOCTOSITeNTbHON paboTel / [lemumoB A.
S. - 2012. 55 c. [DnexrponHsIii pecype| - Pexxum moctyma: https://edu.tusur.ru/publications/2840 (nara
obpamenus: 05.07.2018).

5. Hcnonb3oBanue KoMaHIHBIX (aiimoB: MeToauueckue ykazaHusl K JiabopaTopHoit pabote /
Areee E. 1O0. - 2012. 14 c. [Onekrponneii  pecypc] - Pexum  nmocryma:
https://edu.tusur.ru/publications/2034 (mara o6pamenus: 05.07.2018).

12.3.2. YueOHO-MeTOAMYECKHE MIOCOOMS 1JIsl JIMI € OTPAHMYEHHBIMH BO3MOKHOCTSIMH 3/10POBbS H
MHBAJIMI0B

Y4eOHO-MeTOqMUECKNe MaTeprabl ISl CAMOCTOSTEIBHON M ayTUTOPHOW paboThl 00ydarommxcs
U3 YHCia JIUI] C OTPAaHUYEHHBIMU BO3MO)KHOCTSIMU 3/10POBbSI U MHBAIMIOB MPEAOCTABISIOTCS B (hOopMaXx,
aIaTITUPOBAHHBIX K OTPAaHUMYEHHSIM UX 3/I0POBbSI M BOCIIPUATHUS HH(DOpMAITHH.

JI1s1 JIMI ¢ HAPYIIEHUSIMH 3PeHus:

- B (hopMe INIEKTPOHHOTO IOKYMEHTA;

- B IIeYaTHOW (hopMe YBETMICHHBIM HIPUPTOM.

JIJ1s1 JIMI ¢ HAPYIIEHUSIMH CJIyXa:

- B (hopMe IIIEKTPOHHOTO IOKYMEHTA;

- B reyaTHou (opme.

JL1s1 1M1 ¢ HAapylIIeHUsIMM ONIOPHO-ABUIaTeJLHOI0 annapara:

- B (hopMe AIEKTPOHHOTO IOKYMEHTA;

- B IeyaTHoOU (popme.

12.4. IlpodeccuonanbHbie 6a3bl JAHHBIX H HHPOPMALHOHHBbIE CIIPABOYHBIE CHCTEMbI
1. baza manneix TYCVYPa:

2. https:/lib.tusur.ru/ru/resursy/bazy-dannyh

3. TIlIpod. 6a3a mannbIx - http://protect.gost.ru/
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WNudopmarmonnas cuctema - https://lib.tusur.ru/ru/resursy/bazy-dannyh/uis-rossiya
NudopmarmonHo-ananutuyeckas cucrema Science Index PUHII:
https://elibrary.ru/defaultx.asp

Nudopmarmonnas cucrema - http:// www.tehnorma.ru/

Non s

13. MaTtepuajibHO-TEXHUYECKOe o0ecnedyeHue TMCIUIINHBI U TPpedyeMoe MporpaMMHoe
o0ecneueHmne

13.1. O01ue TpeOOBaAHUA K MATEPUAIBLHO-TEXHUYECKOMY U IIPOrPAMMHOMY 00ecrie4eHnI0
AUCHHUILIMHBI

13.1.1. MaTepuaJbHO-TEXHHYECKOE H IPOrPaMMHoOe o0ecnedyeHne ISl JICKIIMOHHbIX 3aHATHH
Jlns mpoBeneHus 3aHATUH JIEKIIMOHHOTO TUIIA, TPYIIIOBBIX M MHIAWBUYaJIbHBIX KOHCYJIbTALIUH, TE-
KYILEr0 KOHTPOJISL U MPOMEXKYTOUHON aTTECTALMU UCTIONb3YyeTcs yueOHasi ayTUTOpUs ¢ KOTUUECTBOM I10-
CaJIOuYHBIX MeCT He MeHee 22-24, 000pyAoBaHHAs TOCKOM W CTaHAApTHOW ydeOHO# mebenbro. Mmerores
JIEMOHCTpaIlMOHHOE 000pyA0BaHNUE U yUeOHO-HAITBIIHBIE TOCOOMs, 00ecIeunBaroIIie TeMaTHIeCKUEe Uil -
JIOCTPALIMHU 10 JIEKIMOHHBIM pa3jieiaM JTUCIUIUINHBI.

13.1.2. MaTepuaibHO-TEXHMYECKOE U IPOrPaMMHOe ofecredeHne I NPAKTHYEeCKUX 3aHATHI
Yyebnas nmadoparopus "KoMmnbroTepHOH pagnodaeKTpOHUKH"
ydeOHast ayTuTOpusl JIJIsl TPOBEICHUSI 3aHIATHIN MPAKTUYECKOTO THUIIA, YdeOHast ayTuTOpUs JJIs PO -
BEJICHUS 3aHITHI 1a00paTOPHOTO THMA
634034, Tomckas obnacts, . Tomck, Bepumnuna ynuia, 1. 47, 412 ayn.
Ornucanue UMerIerocs 000pyI0BaHUS:
- Jlocka MarHuTHO-MapKepHasi;
- Komnerorep Core 2 (11 mit.);
- TeneBuzop Samsung;
- KommiexT cnenuaan3upoBaHHON yueOHOM MeOen;
- Pabouee mecTo mipenoaBarens.
[IporpamMmMHoOe obecrnieueHue:
- 7-Zip
— Adobe Acrobat Reader
— LibreOftfice
— Microsoft Windows 8 u Huxke
— Mozilla Firefox
— Oracle VirtualBox
— PTC Mathcadl3, 14
— Qucs
— Scilab

13.1.3. MaTepuaJbHO-TEXHHYECKOE M IPOrPaMMHoOe odecredeHne JJIs J1adopaTopHbIX padoT

VYyeOnas nadopartopus "KomrbrorepHol painod3aeKTpOHUKH"

yueOHasi ayUTOpusl AJIsl POBEICHHs 3aHATUI MPAKTUYECKOrO THIA, yuyeOHast ayIuTOpus AJIs IIpO-
BEJICHUS 3aHITHH JIAOOPATOPHOTO THUTIA

634034, Tomckas o6macts, T. Tomck, Bepmnnuna ynuua, a. 47, 412 ayn.

Onucanue UMeroIerocs 000pyI0BaHUs:

- Jlocka MarHUTHO-MapKepHasi;

- Kommnbrotep Core 2 (11 w.);

- Tenesusop Samsung;

- Kommnekr cneuunanuznpoBaHHol yueOHoOI me0enu;

- PaGouee mecTo mpermnoiaBares.

[IporpamMmMHoOe obecrnieueHue:

- 7-Zip

— Adobe Acrobat Reader
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— Keysight Electromagnetic Professional (EMPro)
— LibreOffice

— Microsoft Windows 8 u Hrke

— Mozilla Firefox

— Oracle VirtualBox

— PTC Mathcadl3, 14

— Qucs

— Scilab

13.1.4. MaTrepuajibHO-TEXHMYECKOE M IPOTPaAaMMHOe o0ecrevyeHne I CAMOCTOATEIbHOI padoThI
JIns caMoCTOSATEIbHON PabOThl MCIOIB3YIOTCS yYE€OHBIE ayIUTOPUHU (KOMITBIOTEPHBIE KIIAcChl),
PacIoJIOKEHHBIE TIO aJIpecaM:
- 634050, Tomckast o6macTh, r. ToMmck, Jlennna mpocnexr, a. 40, 233 ayn.;
- 634045, Tomckast o6macTs, r. Tomck, yn. Kpacnoapmeiickas, 1. 146, 201 ayn.;
- 634034, Tomckast obmacTh, r. ToMck, Bepmmanna ymuna, 1. 47, 126 ayn.;
- 634034, Tomckast 06macTs, r. Tomck, Bepmmnanna ynuua, 1. 74, 207 aya.

CocraB 000py/10BaHHUSA:

- yueOHas Mmeberb;

- koMnbroTeps! Ki1acca He Hmke [IDBM INTEL Celeron D336 2.8 T, - 5 miT.;

- KOMITBIOTEPBI TIOAKIIIOUYEHBI K ceTH «HTepHeT» M 00ecrneynBaroT AOCTYI B JIEKTPOHHYIO HH-
(hopManOHHO-00pa30BaTENIbHYIO CPEly YHUBEPCUTETA.

[TepeueHs mporpaMMHOTO 00ECTICUCHUS:

- Microsoft Windows;

- OpenOffice;

- Kaspersky Endpoint Security 10 ais Windows;
- 7-Zip;

- Google Chrome.

13.2. MaTepuajibHO-TeXHHYECKOe o0ecredeHre TUCUUIIMHBI ISl JIMI ¢ OrPAHMYEHHbIMHU
BO3MOKHOCTSIMH 3/10POBbSl U HHBAJIM/I0B

OcBO€HHE NUCLUIUIMHBI JIMIIAMU C OTPAHUYEHHBIMH BO3MOXXHOCTSMH 370POBbS U MHBAJIHJIAMU
OCYIIECTBIISIETCS C UCTIOIB30BAHHEM CPEJICTB 00yUIEHUS OOIIEro U CIIeUaIbHOTO Ha3HAYCHUSI.

[Tpu 3aHATHAX ¢ 0OYYAIOLIUMUCS ¢ HAPYUIEHHSIMH CJIyXa MPEIyCMOTPEHO UCIIOIb30BaHHUE 3BYKO-
YCUIIMBAIOIIEH amnmapaTypbl, MyJTbTUMEIUUHBIX CPEJICTB U JPYTUX TEXHUYECKUX CPEJICTB MpueMa/mepesa-
4yi yueOHOM nH(OpMaIMU B TOCTYMHBIX (hopMax, MOOUIBLHOM CUCTEMBI TIPEToIaBaHus A1 00yJaroIXCs
C UHBAJIMJIHOCTHIO, TOPTATUBHON MHIYKIIMOHHOM CUCTEMBbI. Y4eOHasi ayTuTOpHUs, B KOTOPOM 3aHUMAIOTCS
oOyyaromiyecsi ¢ HapylIeHHeM cllyxa, 000py/0oBaHa KOMITBIOTEPHON TEXHHKOH, ayIMOTEXHHUKOH, BHUJEO-
TEXHUKOM, SJIEKTPOHHOMN JOCKOW, MYJIbTUMEAUMHON CUCTEMOM.

[Tpu 3aHATHAX ¢ OOYUAIOUTUMUCS ¢ HAPYIIEHUSIMU 3PEHUSIMH [IPETyCMOTPEHO UCIIOJIb30BaHUE B
JICKITMOHHBIX U YUEOHBIX ayJJUTOPUSIX BO3MOXKHOCTH MPOCMOTPA yIAIEHHBIX 00BEKTOB (HampuMep, TeKCTa
Ha JIOCKE WM Claif/la Ha 9KpaHe) MPU MOMOIIY BUCOYyBETUUHUTENEH 151 KOM(GOPTHOTO IPOCMOTpA.

[Ipu 3aHgTHAX ¢ OOYYAIOMIMMUCS ¢ HAPYLIEHUSIMH ONMOPHO-IABUIATEJIBLHOI0 aNNapaTa MCIOJb-
3YIOTCS aJIbTepHATHBHBIE YCTPOICTBA BBOAA MH(MOPMAIIUU U IpYTHe TEXHUUECKHE CPe/ICTBA IprueMa/mepe-
nadu yaeOHoU nH(OpMAaIMK B TOCTYIMHBIX (opMax, MOOMIIEHOM CUCTEMBI O0yUISHUS TSl JTFO/IeH ¢ WHBA-
JUAHOCTBIO.

14. OueHouyHble MaTePUAJILI U METOANYECKHE PEKOMEHIAIUM 110 OPraHU3aIUH U3yYeHHUs
JTUCIHHUIIINHBI

14.1. Conep:xaHue OLEHOYHbIX MATEPHAJIOB M METOANYECKHE PEKOMEHAAIUN
I[J'ISI OIICHKU CTCIICHU C(i)OpMI/IpOBaHHOCTI/I n ypOBH?I OCBOCHMHA Saerl'IJ'IeHHI)IX 3a HHCHHHJ’IHHOﬁ
KOMITETEHITNI MCTIONB3YIOTCS OLICHOYHbIE MaTepuasbl B COCTABE:
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14.1.1. TecToBble 3agaHus

Bomnpoc 1

OTka3 B 00CIyXHBaHUU 3TO:

COCTOsIHME MH(OPMALIMOHHON CUCTEMBI MPU KOTOPOM OJIOKUPYETCSI JOCTYI K HEKOTOPOMY €e pe-
cypcy

OTCYTCTBHE JIOCTyIa K HAa3HAYEHHBIM pecypcam

OTCYTCTBHE ITOJTHOTO JIOCTYIIAa KO BCEM pecypcam

[Tpexparmienue padotsr KC

Bompoc 2

Nudopmarmonnas cpena odiecTna 31o:

Omnpenenennplii Ha0Op WHGOPMAIMOHHBIX KOMITIOHEHTOB, MpPEIHA3HAYEHHBIX N7 OOBEKTOB W
CyOBEKTOB

CoBOKYIMHOCTH UH()OPMAITMOHHBIX PECYPCOB U CUCTEMbI ()OPMUPOBAHUS, PACTIPOCTPAHEHUS U HC-
MOJIb30BaHUS HHPOpPMALUU

WudopmannoHHble KOMIIOHEHTHI CyOBEKTOB, 00JIaAaI0IIHe CIIOCOOHOCTRIO K 3alUCH, BOCIIPOU3BE-
JeHUs 1 00paboTKu MHPOPMAIIHH.

CouuanbHble CETH

Bomnpoc 3

ONEKTPOHHBIN JOKYMEHT 3TO:

mobas nadopmarus 3anmucanHas B daiinax ¢ pacmuperrem doc

mro6ast mHpopMaIys 3anucaHHas B ¢aiiiax ¢ pacIIupeHueM TXT

uHboOpMaIs coJeprxallias rneyatb U PeKBU3UTHI MPEANPUATUS TPOU3BOIBHON (HOPMBI COOCTBEH-
HOCTH

nHdopmarus 3apuKcupoBaHHAs JIEKTPOHHOW MU(PPOBOH TTOAMUCHIO

Bompoc 4

OUII aTo:

ANIEKTPOHHBIN HUPPOBON MOTOK ISl CYOBEKTa

AJIEKTPOHHBIN ITU(POBOI MAKET CYOBEKTa

AIIEKTPOHHAsS TU(POBAs MOITUCH

sHIedarorpaMMa nakeTa J1aHHbIX

Bomnpoc 5

Korma 6bu1 mpunsT henepaibHbIN 3aKOH 0 3anuTe nHhopmanuu B PO?

1974r.

1995r.

1975r

2000r.

Bomnpoc 6

Kakumu ocobeHHOCTIMU 00s1aaeT nHpOopManus?

Ee M0oxHO TiepeaBaTh Ha pacCTOSIHUE

OHa noIBUIKHA.

Ona He yHMUYTOXKHMA

OHa He MaTepuaibHa

Bomnpoc 7

Kakumu ocobeHHOCTIMU 001a1aeT HHpOpMAIHs?

Omna Bceraa qocTynHa.

OHa HEe YHUYTOXUMA

OnHa XpaHHTCS U TIEPEJACTCS C MIOMOIIBI0 MaTePHAILHBIX HOCUTENEH.

OHa MoxeT OBITh TpeoOpa3oBaHa.

Bompoc 8

Korma moctymnnaa napopmanus?

Ecnu oHa conmepKuTcst Ha MaTepUaTbHOM HOCUTEIE

Bcerna, ecnu ucnosiabp30BaTh COOTBETCTBYIOLINE CPEICTBA.

Tonbko, Korza ee pa3pemaroTt OpaTh

Ecnu nmeercs maposns Ha Hee
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Bomnpoc 9

Nmeet mu nHbOpMaLINs IEHHOCTH?

Hmeet 1IeHHOCTh an(aBuT, HA KOTOPOM OHA HAITUCAHA.

Her He nmeeT, NOCKOIBKY OHA HE MaTepUalibHa.

HMmeerT, eciiu 3a Hee TIIATAT.

Nwmeer, ecnu oHA MOJ€3HA U1 BIAAEIbLA

Bompoc 10

[ToarBepxaenue nompmaHocT DI 370!

MIOJIOKUTENBHBIN pe3yabTaT NpoBepku npuHauiexHoctd DL Bnagensuy 3akpeitoro kiroua JLIT
1 OTCYTCTBHE HUCKA)XEHHU B JIEKTPOHHOM JTOKYMEHTE

MIOJIOKUTENBHBIN pe3yabTaT NpoBepkH npuHaanexuoctu DI Bnanensiyy orkpbiToro kiroua SLIIT

XapakTepucThka HajieskHocTH ipoBepku DLIIT ee Bnagenba

JIOTIOJIHUTENBHBIN napameTp D11

Bomnpoc 11

[Tpu xako# monmTHKE 6e30MaCHOCTH HCIIONb3yeTcst Mozienb berna- Jlanagyna:

Cucremnas

JloBepurenbHas

N3buparenbHas

[TonmHOMOUHas

Bomnpoc 12

B unTepecax koro Oblia pazpaboTaHa MOJTHOMOYHAS MOJIUTHUKA O€30IaCHOCTH:

B unTepecax 6usHeca

B unrepecax MO CIIA

B unTEpecax pexUMHBIX POCCUUCKUX MPEATPHUATHNA

B unTEpecax ceTeBbIX COOOIIECTB

Bomnpoc 13

Monens pa3padorannas ['oreHom 1 MucraepoM Ha3bIBaeTCs:

CucreMHBIM HAOOpOM

ITaponbHOM 3a1UTON

NudopmarmonHoii 6azoi

IToTokoBoii

Bomnpoc 14

Tpu kuTa Ha, KOTOPBIX CTPOUTCS 3aIUTA HHPOPMAIIH:

CyOBbeKThl U1 00BEKTHI ¢ HHPOPMAITMOHHBIMH TIOTOKAMHU

ITporpaMMHoO-amnmapaTHoe yIpaBjIeHUE TOCTYIIOM U TOTOKaMHU

N30uparenbHOE U MOTHOMOYHOE YIPaBICHUE JOCTYIIOM U OTOKaMH

[TaponpHBI nocTyM, MKU(POBAHUE, PA3TPAHUUYCHUE CPEJl TIOIb30BaTEICH.

Bomnpoc 15

Wnentudukanms 31o:

IIpouecc pacrno3HaBaHus IEMEHTA CUCTEMBI

[TpoBepka mpouecca, co31aBaeMOro CyobeKTOM

AHanu3 ¥ Moy4YeHne CBeJeHUH 00 00BbEKTEe CUCTEMBI

OTO HUCIOJIb30BaHUE MAPOJIS

Bomnpoc 16

ABTOpu3anus 3TO:

Bxon B cuctemy.

[IpencraBieHue cyObEKTy MpaB HA JOCTYI K OOBEKTY

[TpoBepka nneHTHU(UKALNUN TOIB30BATENS, Ipoliecca

[IpencraBieHue cyObEKTy MpaB HA JOCTYI K OOBEKTY

Bomnpoc 17

YKazaTh B KAKHX CEpBUCAX MPUCYTCTBYIOT MPOLEIYPhl ayTEHTU(DUKAIUH:

DneKTpoHHAs ouTa, BeO-POpyMbl, HHTEPHET - OAHKHHT

DneKkTpoHHas MouTa, BeO-(pOopyMbl, COLUAIBHBIE CETH, UHTEPHET - OaHKHHT, IJIATEKHBIE CUCTEMBI,
KOpIIOpaTUBHBIE CalThl, THTEPHET Mara3uHbl
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WHTepHeT - GaHKUHT, KOPIIOPATUBHBIE CAWTHI, HHTEPHET Mara3uHbI

Tonbko mpu BX0ZIE B KOMITBIOTEP

Bompoc 18

Yem obecrieunBaeTcs HaASKHOCTh TalPKeCT ayTeHTU(PHUKAIIMY B UHTEPHET:
KOAMpPOBaHUEM Tpaduka

OTCYTCTBYET JIOTHH IOJIb30BaTEIIs MPU 00paboTKe

IIPU COEIMHEHUU HE UCIOJIb3YIOTCs MeToabl Post u Get

IIPU KaXKJIOM COETMHEHUH TeHEPUPYETCSI HOBBIM X311 TapoJib

Bompoc 19

Uro no3BossieT aenarb nporokosl HTTPS B cpene nnrepHer:

[TepenaBath 3amMpoBaHHBIC 3aTOJIOBKH MMAKETOB JAHHBIX

[udpoBate faHHBIE B CICTEME UHTEPHET Mara3uHoOB U OaHKHHTA.
HIudpyer Bce naHHbIE, BKIIOYAs HIMEHA TOJIb30BaTeIel U UX MapOJIH.
[[IndpoBars KOHPUACHITHATHHBIC TAHHBIE

Bompoc 20

OpauH 13 caMbIX HAJEKHBIX METOZA0B MHOTO(AKTOPHON MACHTU(UKALIUN SBISETCS:
IIpumeHeHne TOKEHOB

[IprMmeHeHue ToTHHA U TapoJIs

ITpuMeHeHne napoJIbHOM 3aIIUTHI K K&KIOMY 3JIEMEHTY CUCTEMBI
VYnpaBieHue J0CTYIOM roJIoCOM

14.1.2. Jxk3aMeHallMOHHbIE BONPOCHI

OnpenenuTs NOPTHI BBOAA BhIBOAA MH(OpMAIMK i CBA3U ¢ oObekTamMu OC B 3aBUCUMOCTH OT
UX Ha3HaueHs. YKa3aTb HaJW4yue aapecoB ¢u3nyeckux Hocurtened mHpopmaiuu. OLEHUTh BO3MOX-
HOCTh CO3J1aHMsI OJIOKMPYIOIIMX U HE OJOKUPYIOIIMX COKETOB C HEJOKYMEHTHUPOBAHHBIM JIOCTYIIOM.
[IpencTaBuTh METO/BI BXOJA B CETEBBIE CEpBEpa PA3JIMYHOIO TUIA: MOYTOBBIM, (ailoBklii, BeO-cepaep,
cepBep 0a3 JaHHBIX, KOMMYHHMKAllMOHHBIH CEpBEp CBS3U, CEpPBEp - MPUHTEP U BUPTYAIbHBIE CepBepa.
Onpenenutp oOLIME U YacTHBIE MTPOOJIEMBl annapaTHOW UACHTU(UKALMY U ayTeHTU(UKALUN CeTeH CBA-
3u. IIpencTaBuTh TOMOJIOTUN CETEN CBSA3M B 3aBUCMMOCTH OT MX Ha3HAU€HUs. YKa3aTb OCHOBHBIE UACH U
CBOICTBa 0OBEKTOB U CYOBEKTOB B YCIOBUSX OIPAaHUYEHHOTO J10CTyna K HUM. COCTaBUTh JIOTHYECKHUE TIO-
CTPOCHUS U KOMOMHAIMK MOJENIe JocTyna B cucTeMax CBsi3u. Llean BHYTpEHHEro M BHEUIHErO ayauTa
cetell cBsi3u. OnucaTh py4yHOU, MOTyaBTOMaTHYECKUNA M aBTOMAaTHUECKHUM ayIuT KOMIBIOTEPHBIX CETEH C
IIOMOIIIBIO IIPOrPaMMHO-aNNapaTHbIX cpeAcTB. IIpencTaBuTh OCHOBHBIE IOJINTUKHA HACTPOEK B IPOTrPAMM-
HOM 00€cleYeHnH, BO3MOKHOCTh NPOBEPOK Ha HIKHEM ypoBHe mozenu OSI. Vka3ate ocHOBHbIE mapa-
METpBI IPOrPaMMHO-AMIAPATHBIX CPeACTB MHdpoBaHus. [I0SCHUTE Ul Yero CyIeCTBYET OTKPBITHIH 10-
CTYIl K pecypcaM U KaK OpraHM30BaTh €ro 3allluTy B cucteme cBs3u. Ha3BaTh cpencTBa orpaHuyeHus J10-
CTylla K cuctemMaM CBsi3U. [IpuBECTH OCHOBHBIE MEpBI 3alLUTHl ONEPATUBHON NMaMATH KOMMYHHUKAIMOH-
HBIX yCTpoHcTB. [IpeacTaBuTh 0COOEHHOCTH arnapaTHOM 3allUThl IPOLIECCOB 3alIUCH U BOCIIPOU3BEICHUS
uHpopmanun. [IpencraBute cTpoeHne NPOCTO cMapT-KapThl. YKa3aTh BUbI AOCTyNa K MH(OPMAIMOH -
HBIM IIPOLIECCAM CMapT-KapT B TOM YHUCIJIE C NMOMOIIbIO Y/AAJICHHBIX YCTPOMCTB cBsA3U. HazBare THUMOBBIE
BO3MOYKHOCTH IIPOIPaMMHUPOBaHUs cMapT-KapT. [IoACHUTH mpoluecchl 3alMCH U CUMTBIBAHUS JAHHBIX C
cMmapr-kapt. [lokaszare, yTo paguodyacToTHas MAECHTU(UKALNS SBISIETCS OJHUM W3 BapUAaHTOB yIaJIEHHBIX
CpeICTB AOCTyna K OObeKTaM CBs3U. [IpencTaBUTh OpraHu3alluio MEpUMETPaTbHON 3aIUThl 00BEKTOB
CBSI3M Ha OCHOBE TPAHCIIOH/IEPOB U UHTEppOraropoB. JlaTe onucaHue TUIIOB BUPYCOB. YKa3aTh OCHOBHOM
MeXaHM3M pacnpocTpaHenus. [lokazaTs 0a30Bble IPUHIMIIBI TOMCKA BUPYCOB B aHTUBUPYCHBIX IPOrpaM-
max. [IpencraButh crioco0Obl Oe3omnacHOro aHaiau3sa BupycoB. [Toka3ars, kak onpezaesnseTcs HaIM4Ue BUPY -
COB B CUCTEMax CBSI3U. YKa3aTb MPUHLMUII pabOThl U MCIOIb30BAHUS MPOTrPaMMHO-aNNapaTHBIX OJOKHpa-
TOPOB MPOTPaMM.

14.1.3. Bonipocbl Ha cAaMONOATOTOBKY
CriocoObI MpeIoTBpAIIEHUS BBIOJHEHUS JaHHBIX C MOMOIIBI0 BCTpoeHHBIX cpenactB OC. M3y-
yuth Data Execution Prevéntion, DEP — ¢ynknuu 6e3omacHoctn, BctpoeHHoi B Linux, Mac OS X,
Android u Windows. [Tomyunts uH(pOpMAaIHiO Mo TOKeHaM B Ipo0iieMe MHOTO(GAKTOPHON ayTeHTH(HKA -
un. OnpenesuTh CrocoObl YCTAHOBKH M BHJIBI JIOCTYIIA B CUCTEMY CBsI3H. [IpoBecTH aHaIN3 COBMEIIEH -
HBIX CHCTEM 3allUTHI TOCTyna B oaHou U ToH ke OC Ha mpumepe Windows. OCyIieCTBUTh aHATN3 BO3-
MOYKHOCTEH IMOMCKOBBIX CEPBEPOB B 00JIacTH TeXHUUECKoW [P ajgpecarnuu uist ceTeBOro u Apyroro ooopy-
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noBaHus. [loxydnTs mocneaHne HOBOCTH MO paboOTe BUPYCOB B MUPOBOIl PAKTUKE, HOBBIE CIIOCOOBI HC-
cnenosanus. [IpuBecTn MaTepuasl MO MOBBIIEHUIO YCTOMYNBOCTH NTAPOJIBHOM 3aIUTHI KOMIIOHEHT CBsl-
3 K CETEBBIM aTaKaM.

14.1.4. Bonpocs! AJ151 NOATOTOBKH K NPAKTHYECKUM 3aHATHAM, CEMHHAPaM

Hanuuue anpecos gpusnueckux Hocutesel HHPOpMAIIH.

Kapra u cTpykTypa onepaTuBHON MaMsATH KOMITBIOTEPA.

B03MOXHOCTH anmapaTHOTO BIHMSHHUS Ha Tporecchl oOMeHa HH(popMaIeid B OrepaTuBHON maMs -
TH KOMIIBIOTEPA.

AOGcTpakTHbIE MOJIEIHN AO0CTYyIa, UcTOpus pa3BuTHUa. OCHOBHBIE amlapaTHble WAEH JJIS peanusa-
K Mojieneit goctyna. Obume TpeOoBaHMs K JIOTHYECKHM OCTPOEHUSIM B MPOTPaMMHOM 00ecreueHUH
IPU peau3aluy pa3IudHbIX MOJENIEH T0CTyIA.

[TporpammHuas peanusanus npoBogHuka B Windows u Apyrux ¢aiaoBbx MEHEUDKEPOB uIs HH -
poBaHUA JOCTyNHa K (QailiaM Ha JIOKaJIbHOM KOMIbIOTEpHOH cucteme. OOume TpedoBaHus K ciryx0am
Windows a1t o6ecriedenust ux 6€30MacHOro UCTONIb30BaHUS IS 3AIUThI JAHHBIX.

PagnouactotHas uneHTH(HUKALNNS, KaK OJJMH U3 BAPUAHTOB allIAPaTHBIX CPENICTB 3AIIUTHI JJOCTYIIA
yIOaJeHHbIM croco0oM. TpaHCHOHAEpPH M MHTEPPOraTopbl B MOHMTOPHMHIOBBIX CHUCTEMax JOCTyNa K
00BEKTaM CBSI3H.

Crioco0bl OpraHu3aluy pa3pyLIaloIIUX IPOrPAMMHBIX BO3AEHCTBUM C MOMOIIBIO MUKPOKOHTPOJI-
JepoB. 3aluTa J0CTyNa B CUCTEMBI CBSI3U C IOMOIIIbIO MUKPOKOHTpoJUiepa. OAHOIUIATHRIE KOMIIbIOTEPHI,
KaK CyILECTBEHHAas yrpo3a cucremam jgoctyna. Hannuue HeoOXOIUMBIX CBOWCTB OJHOILIATHBIX KOMIIBIO-
TEPOB JJIsl HECAHKIIMOHUPOBAHHOTO J0CTyMa. BUibl yaqeHHbIX aTak Ha CUCTEMBI CBSA3H C MOMOUIbIO OJ1-
HOIUTaTHBIX KOMITBIOTEPOB.

14.1.5. Tembl 1a00paTOpHBIX padoT

HccnenoBanue napoabHOM 3aIUThl KOMIIOHEHT CBS3M HAa OCHOBE HUCIIOJIb30BaHUs In3acceMOIepoB
B PYYHOM, [10JIyaBTOMaTH4€CKOM M aBTOMAaTHUYECKOM PEXKHUMAX.

[TporpamMMsbl A1t py4HOTO, 110JyaBTOMaTH4E€CKOrO0 U aBTOMaTUYECKOr0 ayAuTa KOMIBIOTEPHBIX Ce-
Teil. MccnenoBaHue COCTOSHUS KOMIIBIOTEPHON CETH M HACTPOWKAa COOTBETCTBYIOLIUX INOJUTHK ayauTa
ATUX CETEH.

HccnenoBanue 1ocTyna K KOMIIBIOTEPHONW CHCTEME CBS3H C IMIOMOILIBIO TECTOBBIX YTWIHT. Onpene-
JIEHHE BO3MOKHOCTHU BHEILIHETO YIpaBlIeHHsI HHTeP(PEHcOM CTOPOHHUX IPOTPAMM.

N3zyyenne u aHanu3 paboTel cHudepa. Hactpoiika (uibTpoB Ha pa3HbIX ypoBHsX moxenu OSI
npu nepenauu Tpaduka. Beiienenne nndopmanyy, CBsI3aHHOM ¢ JOCTYIIOM B CEThb CBSI3U.

AHTHBHpYCHBIE NPOTPAaMMBbl U OCHOBHBIE HACTPOWKU MOJIUTHKH Oe3omacHOCTH. Crenuaan3upo-
BaHHbIC IIPOrPaMMbl 3aIUThl OT HECAHKLIMOHUPOBAHHOIO A0CTyna. MHOrogaxkropHas 3amura J0CTyna
anmnapaTHbIMU CPEJICTBAMHU.

14.1.6. MeTonnyeckune peKoMeH AU
Onenka creneHu cOPpMHUPOBAHHOCTHU 3asBICHHBIX B paboueil mporpaMme TUCHUIUIMHBI KOMIIE-
teHuuil [1K-12, ITK-18 ocymiecTBisieTcs kKak B paMKax IMPOMEKYTOUHOM, TaK M TEKYLIEH aTTecTaluy, B T.
4. [IPU cAa4e HK3aMeHa, IPOBEIEHUH JaOOPAaTOPHBIX U MpaKTHUECKUX. 3aHATHH. [Topsaok ouenku s Te-
KYIIUX BUIOB KOHTPOJISI OMPEAEISIeTCS B METOAMYECKUX YKa3aHUAX IO MPOBENEHHUIO JTaOOpaTOPHBIX U
NPAaKTUYECKUX 3aHATUMN, OpraHU3aluu CaMOCTOSTEIbHON pabOThI.

14.2. Tpeﬁ()BaHI/Iﬂ K OIICHOYHBIM MaTepuajgam AJsd JUll ¢ OrPpaHHYC€HHBIMHA BO3MOKHOCTSAMU
3A0POBbH U HHBAJIUI0B
I[JISI JiI) ¢ OrpaHM4YCHHBIMH BO3MOXHOCTAMU 30POBbA U MHBAJIUAOB MPEAYCMOTPCHBI JOIMOJIHU -
TCJIBHBIC OICHOYHBIC MAaTCPHaAJIbI, IICPCUCHDb KOTOPLIX YKAa3aH B Ta6J'II/II_Ie 14.
Ta6J11/111a 14 — I[OHOJIHI/ITGJII)HI)IC MaTepuajibl OLUCHUBAHUA IJId JIUL C OrpaHUYCHHBIMU BO3MOXKXHOCTAMU
300POBbA U UHBAJIUJIOB

Kareropun Bupl 10N0THUTENBHBIX OLICHOUHBIX @DOopMbI KOHTPOJIS U OLICHKU
00y4aroLMXCsl MaTepHasoB pe3yabTaToB 00yUEHUs

TecTbl, NCEMEHHBIE CAMOCTOSTEIILHBIC
paboThl, BOIIPOCHI K 3a4ETY,
KOHTPOJIbHBIE PAOOTHI

C HapymeHusiMu
ciyxa

[Ipenmy1iecTBEHHO MUCHMEHHAS
IIPOBEpKa
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C HapymieHusiMu
3peHus

CobecenoBaHue 1O BOTIPOCAM K 3a4eTY,
OIPOC 0 TEPMHHAM

[TpeumymiecTBEHHO yCTHAs TIPOBEPKA
(MHIMBUAYATIBHO)

C HapymieHusiMu
OIOPHO-
JIBUTATEJILHOTO
anrmapara

Pemenne MMCTaHIIMOHHBIX TECTOB,
KOHTPOJIbHLIC pa6OTBI, IIMCHbMCHHBIC
CaMOCTOSATENIbHBIE Pa0OTHI, BOIPOCHI K
3a4eTy

HpeI/IMYH_[eCTBeHHO JUCTaHIIMOHHBIMUA
METOAaAMU

C orpaHuueHUsIMH TIO
00ILIEMETUITMHCKIM
IMOKa3aHUsIM

TecTbl, MUCEMEHHBIE CAMOCTOSITEIbHbIE
paboThl, BOIIPOCHI K 3a4ETY,
KOHTPOJIbHBIE PA0OTHI, YCTHBIE OTBETHI

[IpenmyniecTBEHHO IPOBEPKA
METOJaMH UCXOJISl U3 COCTOSTHUS
00y4aroierocss Ha MOMEHT IPOBEPKHU

14.3. Mertoauuyeckue peKOMEHIAUMH M0 OLEHOYHBIM MATEPUAJIAM JIJIfl JIMI C OTPAHUYEHHbIMU
BO3MOKHOCTSIMU 3/10POBbSI 1 HHBAJIN/I0B

Jns muIp ¢ orpaHMYEHHBIMH BO3MOXKHOCTSIMH 370POBbSI U MHBAIMIOB TPEIyCMAaTpPUBACTCS 10-
cTynHas (hopMma MpeoCTaBICHUS 3aJaHUH OIIEHOUYHBIX CPEJICTB, @ IMEHHO:

— B TIEYaTHOH (hopme;

- B IIeYaTHO (hopMe ¢ YBEITHUEHHBIM MIPUPTOM;

- B (hopMe IIIEKTPOHHOTO IOKYMEHTA;

— METOJIOM YTEHHsSI aCCHCTCHTOM 3aJJaHus BCIYX;

— NIPEOCTABJICHUE 3a/IaHUs C UCTIOJIb30BAaHUEM CYpPJIOTIEPEBO/IA.

Jlumam ¢ OrpaHWYEeHHBIMH BO3MOXXKHOCTSIMH 3JIOPOBbSI M MHBAIHIAM YBEIHMYUBACTCS BpeMs Ha
HOATOTOBKY OTBETOB Ha KOHTPOJIBHBIE BOMPOCHL. [ TaKuX 0Oy4arommxcsi MpeayCcMaTpUBaeTCst JOCTYII-
Has opmMa mpeoCTaBICHHSI OTBETOB HA 3a/IaHUs, & IMEHHO:

- NICbMEHHO Ha Oymare;

— HabOp OTBETOB Ha KOMITBIOTEPE;

- Ha0Op OTBETOB C MCITOJIL30BAHNEM YCIIYT aCCUCTEHTA;

- IPE/ICTaBICHAE OTBETOB YCTHO.

[Ipoueypa olleHUBAaHUS PE3YIILTATOB OOYYCHUS JIMII C OTPAHUYCHHBIMUA BO3MOXKHOCTSIMH 3J10PO-
BbSl 1 MHBAIHIOB 110 JUCLUILIMHE TpeIyCMaTpUBaeT IperocTaBieHne nHdopmarun B popMax, aganTH-
POBaHHBIX K OTPaHMYCHHUSM HX 3[J0POBBS U BOCHPUATHS HHOOPMALIVH:

JI1s1 JIMI ¢ HAPYIIEeHUSIMH 3PeHust:

- B (hopMe INIEKTPOHHOTO TOKYMEHTA;

- B IIeYaTHOW (hopMe YBEITMUECHHBIM HIPUPTOM.

JIJ1s1 JIMI ¢ HAPYIIEeHUSIMH cJIyXa:

- B (hopMe IIIEKTPOHHOTO IOKYMEHTA;

- B Ie4yaTHoOU hopme.

JIJ1s1 JIMI ¢ HAPYLIEHHUSIMH OTIOPHO-IBHIaTeJILHOTO anmapara:

- B (hopMe INIEKTPOHHOTO IOKYMEHTA;

- B Ie4aTHOU hopme.

[Tpn HEOOXOMUMOCTH ISl JIUIL C OTPAaHUYCHHBIMH BO3MOXKHOCTSIMU 37I0POBbS M MHBAIUIOB TIPOLIE-
Jypa OIICHWBAHUSI PE3yIbTaTOB 00yIEHUST MOXKET IPOBOUTHLCS B HECKOIBKO ITAIOB.
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