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Paccmotpena u omoOpeHa Ha 3aceJaHuu Kadeapsl
npotokot Ne 6 ot « 15 » 5 2018 1

JINCT COI'TTACOBAHU A
Pabouas mporpamMma AUCIUIUIMHBI COCTaBJeHA C y4eTOM TpeOoBaHUU (eaepaabHOTO Trocymap-
CTBEHHOTO 00pa3oBaTeNbHOTO cTaHaaprTa Bhiciiero oopazosanus (PI'OC BO) no HampaBieHHIO MOATO-
ToBKH (crennanbHocTH) 38.05.01 DkxoHOMmMueckasi Oe3omacHOCTh, yTBepkiaeHHoro 16.01.2017 rona,

paccmoTpena u onobpena Ha 3acenanuu kapeapsl KUBOBC «  » 20 roma, MpOTOKOI
Ne

Pa3zpaboTuuk:

Houent xadp. KUE5BC A. A. Kones

3aBenyronmii o0ecnieunBaromeii kad.
KNBOBC A. A. lllenynaHoB

Pabouast mporpamMmMa IUCIUITIIMHBI COIIAcOBaHa ¢ (DaKyIbTETOM U BBINTyCKaroweil kadeapoii:

Hexan @b E. M. JlaBbiji0Ba
3aBeAyIOIIHi BRITYCKAIOMICH Kad.

KHMB2BC A. A. lllenynanos
OKCIIepTHI:

Houent xap. KUBDBC K. C. Capun
JHouent xap. KUBSBC E. FO. KocTrouenko
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1. lean u 3aga4n AUCHUTLIHMHBI

1.1. lleau TUCUMIIAHBI
OcHoBHas nenp auctuiuinibl «[Ipuknagnas kpunrorpadusy» — QGopMUpOBaHHE Yy CTYICHTOB
MPEJCTaBICHUNA O MPAKTHYECKOM HUCIOJIb30BAaHUHM KPUNTOrpapuuecKux METOMOB 3aIIUThl HUH(OPMAIIUU
TSl pEIIeHUs OTACTBHBIX 3a/1a4 o0ecredeHus: HHHOPMAIIMOHHON O€301aCHOCTH.

1.2. 3amaum AMCHUIIIMHBI
— chopMupOBaTh MPEACTABICHUE 00 OCHOBHBIX MPOOJIEMax, CBSI3aHHBIX C MPAKTUYCCKUM HC-
MOJIb30BaHUE KPUTITOrpapUUECKUX METOMIOB 3allUThl HHPOPMAIINH, U3YUYUThH OCHOBHBIC KpHUITOTpadudie-
CKH€ TIPOTOKOJIBI, U3YYHTh HH(PACTPYKTYPY OTKPBHITOTO KITFOUA.

2. Mecto mucuuniuebl B ctpykrype OIIOII
Hucummuimna «IIpukmagnas xpunrtorpadus» (b1.B.O/1.7) otHOocuTcs k Onmoky | (BapmaTtBHas
YacTh).
[TpeamecTBYIOMMUMI JUCIUTUIMHAME, (OPMUPYIOIIMMHU HadaJIbHbIC 3HAHUS, SBISIOTCS: OCHOBBI
WHGOPMAITMOHHOH 0€30MacHOCTH.
[TocnenyromumMu TUCHUIUIMHAMY ABJISIOTCSA: 3allUTa BBIMYCKHON KBaJM(UKALIMOHHOW padoThI,
BKJII0Yas MOATOTOBKY K MPOLEAype 3aIUThI U MPOLEeAypY 3auuThl, [IpenaumiomMHas npakThka.

3. TpeGoBaHusl K pe3yJbTaTaM OCBOEHUSI JTUCIUTLIMHBI

[Tponecc n3yueHus JUCUUIUIMHBI HapaBiieH Ha (GOPMUPOBAHUE CIEAYIOIUX KOMIIETSHIUI:

— TIK-20 crocobHOCTBIO COOMIOAaTh B MPO(ECCHOHANBHOM NEATEIbHOCTH TpeOOBaHUA, yCTa-
HOBJICHHBIC HOPMATUBHBIMHU IIPABOBBIMH aKTaMH B obOnactu 3alInuThI FOCYI[apCTBeHHOfI TalHbBI U I/IH(i)Op-
MaIMOHHOM 0e30MacHOCTH, 00eceunBaTh COONIIOACHUE PeKUMa CEKPETHOCTH;

— ITICK-2 cnocoOGHOCThIO BBIABIATH YCJIOBHSI, CIIOCOOCTBYIOIIME COBEPIICHHUIO MpPaBOHApYILIE-
HUI B OTHOLICHUM CBEIEHUH, COCTABISIOIIUX I'OCYIApPCTBEHHYIO, OAaHKOBCKYIO, KOMMEPYECKYIO TaiHYy,
IIEPCOHAJIBHBIX JIAHHBIX, IPYTUX CBEACHUM OrPAHMYEHHOIO JOCTYIIA;

B pesynpTare u3ydeHus: IUCLUIIIMHBI 00yJarOIUNACs TOJIKEH:

— 3HATbh OCHOBHBIC KpI/IHTOFpa(i)I/I'-IeCKI/IC MCTOAbI, aJITOPUTMBI, ITIPOTOKOJIbI, UCITIOJIB3YEMBIC JJIA
oOecreyeHrs 6e30MacCHOCTH B KOMIIBIOTEPHBIX CETSX.

—  yMeThb 3(p(HEeKTUBHO UCIIOTIB30BATH KPUNTOrpahUIecKre METObI U CPEACTBA 3alUTHI HHPOP-
Maly B aBTOMAaTU3UPOBAHHBIX CUCTEMaX.

—  BJIa/IeTh HAaBBIKAMU UCIIOJIb30BaHUS THIIOBBIX KPUIITOIpaUUECKUX aJITOPUTMOB.

4. O6beM IMCUMIJIMHBI M BUABI Y4e0HOI padoThI
OO0wast TpyI0EeMKOCTb JUCHHUILUINHBI cocTaBisieT 3.0 3aUeTHBIX €IMHUIIBI U IIPECTaBIeHa B Ta0Iu -

%Zgﬁilﬁa 4.1 — TpyaoeMKOCTb JUCHHUILINHBI

Bunpl yueOHO 1eSITEIBHOCTH Bcero yacos CemecTpsl

8 cemecTp

AyrmutopHsble 3aHATHS (BCETO) 72 72
Jlexknuu 18 18
[IpakTueckue 3aHATHS 18 18
JlaGopaTtopHbIe pabOThI 36 36
W3 Hux B uHTEpakTHUBHON (hopme 24 24
CamocTtosiTenbHas paboTa (Bcero) 36 36
OdopmiteHre 0TYETOB 110 JTabOPaTOPHBIM paboTam 17 17
[TpopaboTka IEeKIMOHHOTO MaTepralia 6 6
IToaroroBka K MpakTUYECKUM 3aHATUAM, CEMUHApaM 13 13
Bcero (6e3 3x3amena) 108 108
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OO01mas Tpy10eMKOCTb, 4 108 108
3avetHbie EnuHUIB 3.0 3.0
5. Conep:xaHue TUCHHUILIMHBI
5.1. Pa3nenbl AMCUMILVIMHBI M BUABI 3aHATHI
Pazniensl IUCHUIUTMHEI ¥ BUBI 3aHATUH PUBEACHBI B Ta0mmiie 5.1,
Tabmuna 5.1 — Pa3jenbl AUCIUIUIMHBI U BUJIbI 3aHATHH
[&]
) ] = 2 /‘é\ s
b o o o O E =
= jas} o O < 2 (D] s
iy s s s oS 2 0
HazBanus pa3aenoB TUCHUTUIUHBI i ® =3 o, o © S5
S = G s g0 = E
2, = 5 S 3 g2
8 cemecTp
1 Kpunrorpaduueckue npoTokossl: 00- 2 3 6 10 21 |IIK-20, ITICK-
[TUE TIOHSITHS. 2
2 TIpoToKOIIBI pacrpeneaeH sl KIIIoUeil. 4 5 0 4 13 |1IK-20, TICK-
2
3 UHdpacTpyKTypa OTKPHITOTO KITHOYA. 4 4 0 13 |TIK-20
4 TIpoTOKOJBI HACHTU()UKAIIUH U ayTEH- 11 4 19 |1IK-20
TU(HUKAITIY.
5 Be3onacHslii kaHaT 0OMEHa COOOIICHHU- 2 0 0 1 3 [1K-20, IICK-
SIMH. 2
6 IIpakTHyecKre acreKThl pean3aluu 2 6 19 12 39 | IIK-20, IICK-
CPEICTB KPUNTOTpadhuIeCcKOM 3aIUThI 2
nH(popMaIuu.
Hroro 3a cemectp 18 18 36 36 108
Hroro 18 18 36 36 108
5.2. Conep:xanue pa3aejioB IUCHUILIHHBI (110 JEeKIIASIM)
ConeprkaHue pa3aesioB TUCIUTLINH (TI0 JIEKIHUIM) PUBEICHO B TabmuIie 5.2.
Tabmuua 5.2 — ComeprkaHue pa3AenaoB TUCIUILIKH (TI0 JICKITHSIM)
3 3 E
3 s 5
2 2 5
Ha3zBanus paznenos CopeprkaHue pa3aesioB TUCIUATITAHBI (110 JIEKITHSIM) zF &5
o E
= 2 =
a e g
= S}
8 cemecTp
1 Kpunrorpadpuueckue | Ilonstre kpuntorpadguveckoro nporokosna. Pomas 2 [1K-20,
MIPOTOKOJBI: 001IIHe KpUNTOrpapuuecKuX MPOTOKOJIOB B CUCTEMAX 3allH- [1CK-2
TTOHSITHSL. Tl nH(GOopManuu. OCHOBHBIE aTaky Ha KpUNTOrpadu-
YECKHE MPOTOKOJIBI.
Hroro
2 IIpoTokosbl VYnpasneHue cekpeTHbIMU KiItoyamu. Pacnipenenenue [1K-20,
pacipenencHus KIIOYeH. | CEKPETHBIX KIIFOUEH. [ICK-2
Hroro
3 UndpacTtpykTypa [ToHsiTHE PNEKTPOHHOM MOANMUCHU. YTIPABIECHHUE OTKPbI- [IK-20
4
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OTKPBITOr'O KJIFOYA. THIMU KJIFo4aMH. OCHOBHBIE KOMIIOHEHTHI HH(ppa-
CTPYKTYPBI OTKPBITHIX Kitodel. [Tonsitue cepruduxa-
Ta OTKPBITOTO KJIOYa. YIOCTOBEPSIONIMNI LIEHTP. Ap-
XUTEKTYpa HHQPACTPYKTYPbl OTKPHITOTO KJIFOUa.

Hroro
4 ITpoTokonsl [IpoTokosnbl HaAEHTU(PUKAMN HA OCHOBE MapoJei, 4 [1K-20
UACHTUDUKAIMY U IIPOTOKOJIBI «PYKOIIOKATHUS» U TUIIA «3aIIPOC-OTBETY.
ayTeHTH()UKAIIH. [ToHsATHE TPOTOKOIOB UHTEPAKTUBHOTO JOKA3ATEIIb-

CTBa U 10Ka3aTcJIbCTBA 3HAHMA. HpOTOI(OJ'IBI NIOCHTHU-
(1)I/IKaI_[I/II/I Ha OCHOBC IMPOTOKOJIOB JOKA3aTCJILCTBA 3HA-
HUs C HYJICBBIM pa3rjlalliCHUCM.

Hroro
5 be3onacHbIi KaHaI [Toctpoenune 6e30macHOr0 KOMMYHUKAIIHOHHOTO Ka- 2 [1K-20,
oOMeHa COOOLIEHHUsAMHU.  |Halla Ha OCHOBE KPUNTOrpau4ecKuX aJropuTMOB. I1CK-2
Hroro 2
6 IIpaktuueckue aciekTsl | [IpobraeMbl peanuzanun KpUNTOrpa@uUECcCKuX anro- 2 [1K-20,
peanu3anuu CpeacTB pUTMOB. ['eHepanus cny4ailHbIX YuCe. 3aluTa OT [ICK-2
Kpunrorpaduyeckoi yTEUKH HH(pOpMaIIUH.
3aIUTHl THHOPMAIIHH. Hroro 7
Hroro 3a cemectp 18

5.3. Paznenbl AUCHUILIMHBI U MEKIUCIMIUIMHAPHBbIE CBSI3H ¢ 00ecneYnBAKIIMMH (TPeabIy IUMH)
U obecnneynBaeMbIMU (MOCJAEYIONIUMH) TUCHUIIMHAMHA
Paziensl AUCIIUTUIMHBI M MEKIUCITUTUIMHAPHBIC CBSI3M C 00€CTICUMBAIOIIMMU (TTPEABIAYIIMMA) H
obecrnieunBaeMbIMU (TTOCIIETYIONIMMHI) AUCITUTUIMHAME MPEJICTABIEHBI B TabmuIe 5.3.
Tabmuna 5.3 — Pa3aensl AUCHMIUIMHBL U MEXIUCITUIUIMHAPHBIE CBS3H

Ne pa3nenoB qaHHON AMCLUIUIMHBL, 17151 KOTOPBIX HEOOXOAMMO
HauMeHOBaHUE TUCIUILIAH u3ydeHue o0ecreunBarouX U 00ecneYnBaeMbIX JUCIUILIUH

1 2 3 4 5 6

[IpeamecTByromMMe TUCITUATIIUHBI

1 OcHOBBI HH(OPMALIMOHHOM Oe3011ac-
HOCTH

+

[Tocnenyromue TUCIUITITUHBL

1 3amuTa BBITYCKHOW KBaJTH(PHUKAIIMOH-
HOM paboThl, BKJIIOYAst MOATOTOBKY K
IpOLEAYpe 3aLIUThl U IPOLELYPY 3allH-
ThI

2 IlpenuruioMHas MpakTUKa + + + + N N

5.4. CooTBeTCcTBHE KOMIIETEHUM I, JopMHUPyeMbIX IPH M3YyYEeHUH TUCHUILIUHBI, 1 BU0B 3aHATHI
CootBeTcTBHE KOMIETEHLUH, (HOPMUPYEMBIX MPHU HM3YyYECHUM AMCLUUIUIMHBI, U BHUJIOB 3aHATUN
npezcTaBiIeHo B Tabmuie 5.4.
Tabmuma 5.4 — CooTBETCTBHE KOMITETCHIINHA, ()OPMUPYEMBIX MTPU W3YYECHUHU NTHUCHIUILIAHBI, U BUIAOB 3aHS -
TUH

Bunpe! 3auaTHIT DopMBbI KOHTPOJIS
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Komniereniuu
Jlex
[Ipak. 3aH.
JIa6. pad
Cam. pab

T1IK-20 + + + + KoncnekT caMonoaroToBky,
CobecenoBanune, OT4ueT mo
naboparopHoii paboTe,
Omnpoc Ha 3aHsaTHX, Tect

IICK-2 + + + + KoHcriekT caMOoIToATOTOBKH,

CobecenoBanune, OT4ueT Mo
naboparopHoii paboTe,
Onpoc Ha 3ansaTusx, Tect

6. UnTepakTHBHbIE MeTOABLI U (POPMBI OPraHU3AIUH 00yYeHHS
TexHOIOrMM HHTEPAKTUBHOTO OOYUEHHS IPU pa3HbIX GOpMax 3aHATHI IpUBEIEHBI B Tabmuie 6.1.
Tabmuia 6.1 — TexHoaOruM HHTEPAKTUBHOTO 00YUYEHHUS IPU Pa3HbIX (HOpMax 3aHITUI

WHTepakTuBHBIE HNutepakt
HNurepakTuBHBIC
MeTtonbt nabopaTopHbIC 3aHATHSA, | HBHBIC Bcero, 1
MPaKTUYECKHUE 3aHATHSL, U
q JEKIUH, 4
8 cemectp

[Ipe3enTtamuu c 4 6 3 13
HCIIOJIb30BAaHUEM
CJIaIOB ¢ 00CYKICHHEM
[IpesenTtamuu ¢ 2 6 3 11
HCII0JIb30BaHUEM
MYJbTUMEHA C
o0cyXaeHreM
Hroro 3a cemectp: 6 12 6 24
Hroro 6 12 6 24

7. JIabopaTopHblie padoThI
HaumenoBanue nabopaTtopHbIX padoT npuBeneHo B Tabmure 7.1.
Tabmuna 7.1 — HammeHoBaHue J1a00paToOpHBIX padboT

3 z S
2 = =
Z > 5
HasBanus paznenos HaumeHnoBaHnue 1a00paTopHBIX padoT z 5 &5
o E
X 2 3
a e g
= o
8 cemectp
1 Kpunrorpadpuueckue |Kpunrorpaduueckue ¢aiioBbie CUCTEMBI 6 [1K-20,
MIPOTOKOJIBI: OOIIIHE Hroro 6 IICK-2
TIOHATHSI.
4 TIpoToKoIBI CpenctBa kpunrorpaduyeckoil 3amuTsl HHGOpMauu 11 [IK-20
uaeHTU(DUKAITIN U Hroro 11
ayTeHTH(HKALWH.
6 [Ipaktuueckue acnektsl | LllndpoBannas gaitnosas cucrema 4 [1K-20,
peanu3anuy CpeacTB KpHIITOnpoBaiiiepsi 15 [ICK-2
6
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KpunrorpaduuecKkon Hroro 19
3alIUThl HH(POPMALINH.

Hroro 3a cemectp 36

8. IIpakTHyeckue 3aHATUSA (CEMUHAPDHI)
HaumeHoBaHMe MpakTHUECKUX 3aHATUH (CEMUHAPOB) IpuBeieHo B Tabnure 8.1.
Tabmuma 8.1 — HamMmeHoBaHMe MPaKTHYECKUX 3aHATHHA (CEMHHAPOB)

3 z £
3] ==
g o 5
o ]
HasBanusa pasnenos HanmeHoBaHne PaKTHYECKHUX 3aHATHH (CEMUHApOB) | = & &5
o S E
X g =
> &3
= =
= o
8 cemecTp
1 Kpunrorpadguueckue | AHaIU3 yI3BUMOCTEH MPOCTEHIINX MPOTOKOJIOB 3 [1K-20,
MIPOTOKOJIBI: OOIIHE Wroro 3 [ICK-2
MIOHSITHSL.
2 IIpoToKonsl AHanu3 ys13BUMOCTEN IPOCTEUIINX TIPOTOKOJIOB. 5 [1K-20
pacnpeieneHus KIoYer. | pr - 5
3 UndpacTtpykTypa CtpykTypa cepTu(UKaTOB OTKPHITOTO KITF0Ya 4 [1K-20
OTKPBITOT'O KJIIOYA. Hrtoro 4
6 [IpakTiueckue acreKThl | YI0CTOBEPSIOLIUE LIEHTPBI 6 I1K-20,
peanu3anuu CpeacTB Hroro 6 IICK-2
Kpunrorpaduueckoi
3aIUTHl THHOPMAIIHH.
Hroro 3a cemectp 18

9. CamocrosiTesqibHasi padoTa

Bunbl camocTosSTeNIbHOM PabOThI, TPYIOSMKOCTh U (POPMHpYEeMbIe KOMITETESHITUH TIPEICTABICHEI B
Tabimie 9.1.

Tabmura 9.1 — Bugbl caMoCTOSTEIBHON paboThI, TPYIOEMKOCTh B (DOPMHUPYEMbIE KOMIIETECHIHH

3 3 g
: i
Bunbl caMocTosTENIBHON S )
HazBanus pa3znenos Z 7 = DopMbl KOHTPOJIS
paboTEI L s 2
X g =
e e 2
= S
8 cemecTp
1 Kpunrorpaduueckue IToaroroBka K mpaxkTuye- 3 |IIK-20, Omnpoc Ha 3ansaTHAX, OT-
MIPOTOKOJIBI: O0IIHE CKHM 3aHSTHSAM, CEMHHA- [1CK-2 YeT 1o JabopaTopHOi pa-
TIOHSITHS. pam oote, CobecenoBanue,
Tect
[TpopaboTka JIEKIIMOHHOTO 1 cc
Marepuaia
OdopmiteHre 0TIETOB TIO 6
nabopaTopHBIM paboTam
Hroro 10
2 IIpoTokosbl IToaroroBka K npaxkTu4e- 3 |IIK-20, Koncnexr camonoaroros-
pacmpeneneHus KIIouel. |CKUM 3aHSATUSIM, CEeMHHA- I1CK-2 ku, CobecenoBanue, Tect
pam
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[IpopaboTka TeKIIHOHHOTO
Matepuana

Hroro
3 UndpactpykTypa [ToaroroBka K nmpaxkTu4e- [1K-20 Omnpoc Ha 3ansaTHsX, Cobe-
OTKPBITOTO KJIIOYA. CKHM 3aHATHUSIM, CEMUHA- cenoBanue, Tect

pam

IIpopaboTKa JIEKIUOHHOTO 1

Matepuaina

Htoro 5
4 TIpoTOKOIIBI [TpopaboTka JIEKITMOHHOTO 1 [1K-20 Onpoc Ha 3anatusax, Ot-
uaeHTH()HUKAIH U Martepuana YeT 10 JIabopaTopHOil pa-
ayTeHTU(UKAITIH. O(OpMIIEHHE OTUETOR 11O 3 oore, Tect

nabopaTopHBIM paboTam

UTtoro 4
5 bezonacHsbIi kKaHA [TpopaboTka JIEKITMOHHOTO [1K-20, Onpoc Ha 3anatusx, Tect
0o0MeHa COOOIIEHUSMH. Marepuaia [ICK-2

Hroro 1
6 IIpakTnueckue acniektsl |[loaroroBka k nmpakruye- 3 [1K-20, Ompoc Ha 3ansaTusax, OT-
peanusainuu CpeicTB CKHM 3aHATHUSM, CEMUHA- [1CK-2 YeT 1o JIabopaTopHOil pa-
KpunTorpaduueckoi pam 6ote, CobecenoBanue,
3aLMTHL HHpOPMALKY. [IpopaboTKa JIEKIUOHHOTO 1 Tecr

Matepuaina

OdopMmieHre OTYETOB IO 8

J1abopaTOpHBIM paboTam

Hroro 12
Hroro 3a cemectp 36
Hroro 36

10. KypcoBoii nmpoekT / KypcoBasi padota
He npenycmorpeno PVYII.

11. PeliTuHrOBasi cucTeMa AJISl OHEHKHU yCII€BaA€EMOCTH oﬁyqammnxm

11.1. baajbHble OLEHKH IJIS 3JIeMEHTOB KOHTPOJISI
Tabmuua 11.1 — bannpHble OLIGHKH JUTsI JIEMEHTOB KOHTPOJISI

. . MaxkcuManbHbIN
N MaxkcumanbHbIN MakcuManbHbIN
DneMeHThl Y4eOHOM 0aJut 3a nmepuos Bcero 3a
6amn Ha 1-yto KT ¢ | 0am 3a nepuoa
JEATEIIbHOCTH mexnay 2KT u Ha CEMECTp
Hayana ceMectpa | mexay 1KT u 2KT
KOHEII ceMecTpa
8 cemecTp
KoncnexT caMmommoaroros- 5 5 5 15
KH
Onpoc Ha 3aHATUSX 5 5 5 15
OtyeTt no nabopaTopHOM 10 10 10 30
pabote
Co0OecenoBanue 2 2 2 6
Tect 12 12 10 34
8
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Hrtoro makcumyM 3a nepu- 34 34 32 100
on

Hapacraromum utorom 34 68 100 100

11.2. IlepecyeT 0a/1710B B OLIEHKHU 32 KOHTPOJIbHbIE TOYKHU
[Tepecuer OanIoB B OLIEHKH 32 KOHTPOJIbHBIE TOUKHU TpeAcTaBiIeH B Tabmue 11.2.
Tabmuma 11.2 — Ilepecuer 6aJU10B B OIICHKH 32 KOHTPOJIbHBIE TOYKH

Banibl Ha 1aTy KOHTPOJIBHON TOYKH OneHka

> 90% ot MakcuManbHON cyMMbI OaioB Ha naty KT 5

Ot 70% 1o 89% oT MakcuMaIbHON cyMMbl OaisioB Ha naty KT

4
Ot 60% 1o 69% ot makcumasbHON cymMmbl OaiioB Ha Aaty KT 3
2

< 60% oT MakcuMaabHOU cyMMBbI OauioB Ha naty KT

11.3. IlepecyeT cyMMBbI 0QJIJI0B B TPAAUIIMOHHYIO M MEAKTYHAPOAHYIO OLEHKY
Ilepecyer cymmbl OaIoB B TPAIUIMOHHYIO U MEXIYHAPOAHYIO OICHKY NpEJCTaBlIeH B TaOJHIIe
11.3.

Ta6muma 11.3 — IlepecueT cyMMbl 0aJIJI0B B TPAAUIIMOHHYIO M MEXTYHAPOIHYIO OIICHKY

Hrorosas cymma 6amios,

Onenka (I'OC) YUUTBIBAET YCIEIIHO CAAHHBIN Onenka (ECTS)

IK3aMeH

5 (OTIMYHO) (3a4TEHO) 90 - 100 A (0TIIMYHO)
85 -89 B (o4enp xoporiio)

4 (xopoio) (3a4TeHo) 75 - 84 C (xopor1o)
70 - 74
65 - 69 D (ynoBnerBopuTeabHO)

3 (YZIOBJIETBOPUTEIHHO) (3a4TEHO) 60 - 64 E (ocpercraenio)
2 (seynOBICTBOPHTENSHO) (HE Hwxe 60 6ammos F (HeynoBineTBOPHUTEIHHO)

3a4TEHO)

12. YueOHO-MeTOAUYecKOe U MHPOPMANIMOHHOE O0ecTieueHrue TUCIHIIINHBI

12.1. OcHoBHas JuTEpaTypa

1. Kpunrorpadus B 3agavax u ynpaxsHenusx / B. O. Ocumsn, K. B. Ocunsin. - M. : T'ennoc
APB, 2004. - 143[1] c. : un. - 3arm. o6n. : Kpunrorpadus B ympaXHEHUSX M 3aJadax. - 3ari. Ha
kopemke : Kpunrtorpadus B ynpakxHeHUsX U 3a1a4ax. - bubmumorp.: c. 139. - ISBN 5-85438-009-9 : 52.25
p. (Hamnuue B 6momuorexe TYCVYP - 50 2k3.)

2. OcHoBbl HH(pOpMaIIMOHHOM Oe30onacHoCTH: YueOHoe nocobue / ['omukoB A. M. - 2007. 201 c.
[OnmexkTponHbIil pecypc] - Pexxum noctyma: https://edu.tusur.ru/publications/1024 (mara oOpareHus:
30.06.2018).

12.2. lonosiHuTEIbHAS JIUTEpaTypa

1. OcHoBbl kpunTorpadguu : yaedbHoe nmocodue mis By3oB / A. I1. Andepos [u ap.]. - 3-e u3n.,
uctnp. u goi. - M. : I'emnoc APB, 2005. - 479, [1] c. : un. - buGmuorp.: c. 469-475. - ISBN 5-85438-137-0
(mammume B 6nbmmoreke TYCYP - 30 7k3.)

2. 3y6oB, Anaronuii KOpweBuu. Kpunrtorpapuueckue meroasl 3amuThl uHGopmanuu. Cosep-
nieHHble mudpsl : YyeOHoe nocodbue 1ist By30B. - M. : "T'enuoc APB" , 2005. - 190[2] ¢ (Hanuuue B Ou6-
mnoteke TYCVYP - 30 3k3.)

3. Pab6ko, bopuc fxonesuu. Kpunrorpapudeckue MeToApl 3alUThl MHPopManuu : YdyeOHOE
nocobue ams By30B. - M. : ['opsiuas nunus-Tenexom , 2005. - 229[3] c. (nanuuue B 6ubmnotexe TYCVYP -
30 9Kk3.)
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12.3. YueOHO-MeTOAHYECKHE MTOCOOUHA

12.3.1. O0s3aTenbHbIC y4eOHO-METOAMYECKHE TOCOOHS

1. Esctotun O.0. Kpunrorpaguueckue METO/IbI 3a1IUThl HH(OPMALIMU: METOANYECKUE YKa3aHUS
JUIS BBIMIOJTHEHUS NMPAKTHYECKUX M CaMOCTOATENbHBIX paboT [DnexTpoHHbld pecypc]. — 2014, [Onek-
TPOHHBIN pecypc] - Pexnm JOCTYTIA:
http://kibevs.tusur.ru/sites/default/files/upload/manuals/evsutin_kmzi.pdf (nata obpamenus: 30.06.2018).

2. Esctotun O.0O. Ilpukiagnas kpunrorpadusi: METOAUYECKHE YKa3aHUS JUIsl BBIIIOJIHEHUS J1a00-
PaTOPHBIX U CAMOCTOATENBHBIX padoT [DnekTpoHHbIN pecypc]. — 2014. [DnexTpoHHbIi pecypc] - Pexum
noctyma:  http://kibevs.tusur.ru/sites/default/files/upload/manuals/evsutin_pk.pdf (mata oOpameHus:
30.06.2018).

12.3.2. YueOHO-MeTOAMYeCKHE MIOCOOMS 1JIs1 JIMI € OTPAHMYECHHBIMH BO3MOKHOCTSIMH 3/10POBbS H
HHBAJIM/I0B

Y4eOHO-MEeTOAMUECKNE MaTeprabl ISl CAMOCTOSTEIBHON M ayTUTOpHOM paboThl 00ydaromumxcs
U3 YHCiIa JIUI C OTPAaHUYCHHBIMU BO3MOXKHOCTSIMU 3/10POBbSl U MHBAINIOB MIPEAOCTABISIOTCS B (OopMaXx,
a/IalITUPOBAHHBIX K OTPAaHMYCHHUSIM UX 37I0POBbS M BOCIIPUATHUS HH(DOPMAITHH.

JIJ1s1 JIMI ¢ HAPYIIEeHUSIMH 3PeHust:

- B (hopMe NIEKTPOHHOTO IOKYMEHTA;

- B IIeYaTHOW (hopMe YBETUYECHHBIM HIPUPTOM.

JI1s1 JIMI ¢ HAPYIIEHUSIMH CJIyXa:

- B (hopMe INIEKTPOHHOTO IOKYMEHTA;

- B ITe4YaTHOU hopme.

JIJ1s1 JIM1 ¢ HAPYIIEHHSIMH OTIOPHO-ABHIaTeJILHOTO anmapara:

- B (hopMe IIMEKTPOHHOTO TIOKYMEHTA;

- B reyaTHou (opme.

12.4. IlpoeccuonanbHbie 6a3bl JAHHBIX U HHPOPMALHOHHBbIE CIIPABOYHBIE CHCTEMbI

1. Copyright for Librarians - Kypc Ha aHTTIHMIICKOM sI3bIKE, OCCIUIaTHBIN, MHTEPAKTUBHBIN, C 3a/1a-
YaMu ¥ IpuMepaMiu. Bee Matepuaiisl Kypcea HocTynHbI 1o gunersun Creative Commons, TO €CTh UX MOXK-
HO KOITUPOBATh, PACIIPOCTPAHITH M M3MEHATh. cyber.law.harvard.edu. locTymn cBoGOIHBI.

2. eLIBRARY.RU - Kpynueimuii poccuiickuii MHQOpMaLlMOHHBINA MOpTal B OOJACTU HayKH,
TEXHOJIOTUH, METUITMHBI K 00pa3oBaHus. www.elibrary.ru. Jloctyn cBoOOIHBIH.

3. Nano - Pecypc npenocrapnser nanasie o 6onee 200 000 HaHoMaTepranoB ¥ HAHOYCTPOMCTB,
coOpaHHbBIE U3 CaMbIX aBTOPUTETHBIX HAYYHBIX U3JaHMIA. nano.nature.com. J{ocTyn cBOOOIHBINA.

4. Nature - 88 ecTeCTBEeHHO-HAYUHBIX XYPHAJIOB, BKJItOUasi CTapeUIIUii U OJUH U3 CaMbIX aBTO-
PHUTETHBIX HAy4YHBIX )KypHanoB Nature www.nature.com. J{ocTyn cBOOOTHBIH.

5. Polpred.com O630p CMU - O630p cpeactB MaccoBoit nHpopMaruu. ExxeJTHEBHO ThICSYa HO-
BOCTEH, OJHBIN TEKCT Ha PYCCKOM si3bIKe. MUJITMOHBI CIO’KETOB MH(POPMAreHTCTB U JIEJIOBOM MPECCH 3a
15 net. www.polpred.com. JfocTyn cBOOOTHBIH.

6. zbMATH - camas nmonHas MaTematuueckas 0a3a JTaHHBIX, OXBATHIBAIOIIAs MAaTEPUAIIBI C KOHIIA
19 Beka. zbMath conepxur oxono 4 000 000 moxymenTtos, u3 6onee 3 000 >xypranoB u 170 000 kaur MO
MaTeMaTHKe, CTaTUCTHKE, HH(OPMATHKE, a TAaK)Ke MAIIMHOCTPOCHUIO, (PU3UKE, ECTECTBEHHBIM HayKaM U
np. zbmath.org. JlocTyr cBOOOIHBIHA.

7. ApxuB xypHainoB PAH - Poccuiickas akajgemus HayK W u3nareiabcTBo «Hayka» npuHsiaum pe-
IIEHUE OTKPBITh CBOOOTHBIN TOCTYI K apxuBam xkypHaiioB PAH, Bkitouast Homepa >xypHanoB 3a 2017 rox,
BBIMYCK KOTOPBIX MO KOHTpakTty ¢ PAH ocymectBisio u3narensctBo «Hayka». becrmathbiit moctyn k
AIIEKTPOHHBIM BepcusiM xypHasioB PAH Oynet npenocTaBnsaTees Ha miatgopme elibrary.ru u libnauka.ru
(anexTpoHHas OubMoTeka n3narenbeTBa «Hayka»). Beero sxypHanoB B pedepentHoit rpymnme 149. Crnu-
COK XypHaJoB. JlocTyn CBOOOIHBIN.
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13. MaTtepuaibHO-TEXHMYECKOE 00ecneyeHre JTUCIUILJIMHBI U TPpedyeMoe MPorpaMMHoOe
o0ecneueHue

13.1. O0uue TpeOOBaAHUA K MATEPUAIBLHO-TEXHUYECKOMY U IIPOrPAMMHOMY 00ecrie4eHnIo
AUCHHUILIMHBI

13.1.1. MaTepuaJIibHO-TeXHHUYECKOEe U IPOrPAMMHOe o0ecrnevyeHue sl JIEKIIMOHHBIX 3aHATHH
Jlst mpoBeieHus 3aHATUH JICKIIMOHHOTO TUIIA, TPYIIIOBBIX M MHIAWBUYaTbHBIX KOHCYJAbTALIUH, T€-
KYIIETO KOHTPOJIS M MIPOMEKYTOYHOU aTTECTAIlUU MCTIOIB3YeTCs yIeOHas ayquTOPHs ¢ KOJTUIECTBOM I10-
CaZIOYHBIX MeCT He MeHee 22-24, 00opynoBaHHAs JOCKOM M CTaHAApTHOH yueOHOIl mebenbro. MMeroTes
JIEMOHCTPAIIMOHHOE 000pYIOBaHUE U YU4€OHO-HATIIATHBIE TTOCOOMsI, 00€CTIEUNBAIOIINE TEMATHUECCKUE HJI-
JIOCTPALMHU 10 JIEKIIMOHHBIM pa3JielaM TUCIUIUINHEI.

13.1.2. MaTepHaJbHO-TEXHUYECKOE H MPOrPAaMMHOE o0ecrevyeHne Il MPAKTHYeCKUX 3aHATHI
JlaGopaTopus mporpaMMHO-anmapaTHBIX CPEJICTB oOecnieueHUs HHPOPMAITMOHHONW 0€30MacCHOCTH
yueOHas ayTUTOPHS IS IPOBEACHHSI 3aHATHI MPAKTHYSCKOrO TUTIA, YIeOHAsT ayIuTOPHUs IS PO -
BEJICHUSI 3aHATHIA 1a00OPaTOPHOTO THUIA

634045, Tomckas obmacts, T. Tomck, ya. KpacHoapmetickast, 1. 146, 405 ayn.

Onucanne uMerIerocs 000pyI0BaHUS:

-Momno0ok: Asus V222GAK-BA021D: Intel J5005/ DDR4 4G/ 500Gb/ WiFi / mbris/
kiaBuatypa (30mir.);

-Kommerorep: DEPO Neos DF226/ i3-7100/ DDR4 8G/ Xectkwuit quck 500G/ mpris/
KJIaBHaTypa/ MOHUTOD;

- KommuiekT cnenuaan3upoBanHo#l yueOHOM Mebenu,

- Pabouee mecTo npenonaBarens.

[TporpamMMHOe oOecrieueHue:

— Microsoft Windows 10

— VirtualBox

13.1.3. MaTepuaJbHO-TEXHHYECKOE H IPOrPaMMHoOe o0ecnedyeHne 1JIs J1a0opaToOpHbIX pador

Jlaboparopus MporpaMMHO-AIIIAPATHBIX CPEJICTB oOecredeHnst MH(HOPMAIIMOHHON O€30IMaCHOCTH

yueOHas ayUTOPHsl ISl IPOBEACHMSI 3aHATHI MPAKTUYECKOro TUTIA, YdeOHast ayauTOpHs IS TIPO-
BEJICHUS 3aHATHH JJaOOPATOPHOTO TUTIA

634045, Tomckas o6macts, T. Tomck, yin. KpacrHoapmeiickas, 1. 146, 405 ayn.

Ornrcanne UMEIOIIEToCs 000PyI0BaAHMS:

-Momno6maok: Asus V222GAK-BA021D: Intel J5005/ DDR4 4G/ 500Gb/ WiFi / mbrms/
kiaBuatypa (30mr.);

-Kommerorep: DEPO Neos DF226/ i3-7100/ DDR4 8G/ XKectkwuit nuck 500G/ mpriib/
Ki1aBuatypa/ MOHUTOP;- KOMIUIEKT CrieruaaIn3npoBaHHON yueOHOH MeOeu;

- Pabouee mecTo mpemnomaBarens.

[TporpammHOe obecnieueHue:

— Microsoft Windows 10

— VirtualBox

13.1.4. MarepuajibHO-TEXHMYECKOE U MPOrPaMMHOe odecriedeHne I CAMOCTOATEIbHOH padoThI
Jist caMoCTOSTENbHOM paboThl MCMONB3YIOTCS yUeOHbIE ayAUTOpUU (KOMITBIOTEPHBIC KJIaccChl),
PaCIOJIOKEHHBIE TIO aJIpecaM:
- 634050, Tomckast 06macTb, T. Tomck, Jlennna mpocmnexr, 1. 40, 233 ayn.;
- 634045, Tomckas obmacTs, T. ToMmck, yin. Kpacnoapmeiickas, a. 146, 201 ayn.;
- 634034, Tomckast o6macTs, . Tomck, Bepmmauna ynuna, 1. 47, 126 ayn.;
- 634034, Tomckast obmacTs, T. Tomck, Bepmmauna ymuna, 1. 74, 207 aya.

CocTtaB 000py/IOBaHUSA:
- yueOHas mebenb;
- kommetotepsl ki1acca He Hike [I9BM INTEL Celeron D336 2.8['T. - 5 miT,;
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- KOMITBIOTEpPBI TIOAKIIOUYEHB! K ceTu «HTepHeT» M 00ecrneynBaoT AOCTYI B 3JIEKTPOHHYIO HH-
(dhopManmOHHO-00pa30BaTEIbHYIO Cpely YHUBEPCUTETA.

[Tepedens mporpaMMHOTO 0OECIICUEHUS:

- Microsoft Windows;

- OpenOftice;

- Kaspersky Endpoint Security 10 s Windows;
- 7-Zip;

- Google Chrome.

13.2. MaTepuajibHO-TeXHHYECKOe OOecnedeHne TUCUUIIMHBI ISl JIMI[ C OTPAHNYEHHBIMHU
BO3MOKHOCTSIMH 3/10POBbSI 1 HHBAJIN/10B

OcBO€HHE NMCLUUIUIMHBI JIMIIAMU C OTPAaHUYEHHBIMH BO3MOYKHOCTSIMH 370POBbSl U WHBAJIUJIAMHU
OCYIIECTBIISIETCS C UCIIOIB30BAHUEM CPEJICTB 00yUEeHHUs OOIIEro M CHEeMaIbHOI0 Ha3HAUYCHHUS.

[Tpu 3aHATHAX ¢ 00YYAIOUIUMUCS ¢ HAPYIIEHHSIMH CJIyXa MIPEIyCMOTPEHO UCIOIb30BaHHE 3BYKO-
YCUJIMBAIOILEH anmapaTypbl, MyJIbTUMEIUHHBIX CPEJICTB U JPYTUX TEXHUUYECKUX CPEICTB MpueMa/mepena-
4K yueOHOM nH(OpMAaLMU B JOCTYMHBIX (hOpMax, MOOMIIBHOM CHUCTEMBI MPENoJaBaHus 115l 00y4aromnuXcs
C MHBAJIMIHOCTBIO, TOPTAaTUBHON MHJIYKIIMOHHON CUCTEMbI. Y4YeOHas ayAUuTOpHsi, B KOTOPOIl 3aHUMAIOTCS
oOyyaroniyecsi ¢ HapylIeHUEM cliyXa, 000py/loBaHa KOMITBIOTEPHON TEXHHKOH, ayIMOTEXHHUKOH, BUJEO-
TEXHUKOU, 3JIEKTPOHHOU JOCKOU, MYJIbTUMEAUMHON CUCTEMOM.

[Tpu 3aHATHAX ¢ 0OYYAIOUIMMUCS ¢ HAPYIIEHUSIMU 3PEHUSIMH [IPEYCMOTPEHO UCIIOJIb30BaHUE B
JICKIIMOHHBIX U Y4EOHBIX ayJUTOPHUSIX BO3MOKHOCTH MTPOCMOTPA YAAJCHHBIX 00BEKTOB (HapuMep, TEKCTa
Ha JIOCKE WM CJaii/ia Ha 9KpaHe) MpU MOMOIIY BUCOYBEITUUUTENCH 151 KOM(GOPTHOTO IPOCMOTpA.

[Tpu 3aHATHAX C 0OY4YaAIOLIUMUCS € HAPYLIEHUSIMH OIIOPHO-ABUIaTeIbHOIO almapara HCIOJb-
3YIOTCS aJIbTepHATUBHBIEC YCTPOICTBA BBOAA MH(MOPMAIIUU U IpYTHe TEXHUYECKHUE Cpe/ICTBA prueMa/mepe-
naun yuyeOHoM MHPOpPMaUK B JOCTYIHBIX (pOpMax, MOOMIIBHOW CHCTEMbI OOYUEHUs [UIs JIIOACH ¢ UHBaA-
JUAHOCTBIO.

14. OIIeHO‘lHBIe MaTrepuajJabl  METOANIECCKUE PEKOMEHIAUHU MO OPraHU3allui U3YyYCHUH
AUCHHUITINHbI

14.1. Coaep:xaHue OLEHOYHBIX MATEPUAJIOB U METOAUYECKUE PEKOMEH AU
I[JISI OIICHKU CTCIICHU C(i)OpMI/IpOBaHHOCTI/I nu ypOBHSI OCBOCHUA SaerﬂﬂeHHBIX 3a l[HCIII/IHJIPIHOﬁ
KOMIICTSHITUH MUCTIOJIL3YIOTCS OIEHOYHBIE MaTePHUAJIbl B COCTABE:!

14.1.1. TecToBbIC 321aHUA
[To mpurnumy Kepkroddca B kpunrocucreMe CEKPETHBIM JOKHO OBITh:
- KJIIO4
- BpeMsl u(poBaHUs
- CJIO)KHOCTb aJIrOpUTMa
- JUIMHA KJTI04a
[To6enurens koukypca AES (Advanced Encryption Standard)?
- DES
- RC6
- Rijndael
- Twofish
UYro Takoe nuddy3usn?
- BriusiHre 0fHOTO 3HaKa OTKPHITOTO KJTF0Ua Ha 3HAUYUTENFHOE KOIMYECTBO 3HAKOB MHU(pPOTEKCTA.
- Biustaue ogHOTO 3HAKA 3aKPBITOTO KITHOYA HAa 3HAYMTEIFHOE KOJTMYECTBO 3HAKOB MU(POTEKCTA.
- BriusiHue 0JTHOTO 3HaKa OTKPHITOrO TEKCTa HA 3HAYUTEIILHOE KOTHUECTBO 3HAKOB IMTU(PPOTEKCTA.
- Biustaue anroputMa 3amuThl ”HGOPMAIMK HAa 3HAYUTEITFHOE KOJTMYECTBO 3HAKOB MU (PPOTEKCTA.
Kakum cBoiicTBOM J0KeH 00ManaTh kaHan nepefaun nadopmanuu B cxeme Juddu-Xenmmana
- 3alIUIIEHHLIA OT IOIMEHBI
- 3AIIUIIEHHBIA OT MPOCITYIIUBAHUS
- 3aKpBITBHIA KaHAJ
- OTKPBITBIN KaHAT
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Kak HazbeiBaetcst mpeoOpa3zoBaHKe BXOJHOTO MacCHUBA JAHHBIX MPOU3BOJILHOM JITUHBI B BEIXOAHYIO
OWTOBYIO CTPOKY (PKCUPOBAHHOW JUTHHBI? (MCIIOJIb3YET OJTHOCTOPOHHIOK (hYHKITHIO)

- Pa3buenune BXomHOTO MaccuBa

- XemupoBaHue

- Cxarue

- CoBur

Bunbl ciMMETPUYHBIX KPUTITOCUCTEM:

- IOTOYHBIC MUDPHI

- OUII

- KPUIITOCUCTEMBI C OTKPBITHIM KIIIOYOM

- HET OTBETa

Advanced Encryption Standard (AES), Takxe u3BecTHbii kak Rijndael umeer pasmep Omoka (B
ourax):

- 64

- 128

- 192

- 256

Advanced Encryption Standard (AES), Takxe nu3BectHbii Kak Rijndael moxxeT nmets kitod (B Ou-
Tax):

- 128

- 192

- 256

- BCE BHIIIIC MTEPEUNCIICHHBIC

Kakas cxema nexut B ocHoBe DES u 'OCT 28147-89?

- Lle3aps

- Kanropa

- Oeicrens

- Buxxenepa

Kakue u3 crneayronmx aaropuTMOB SIBISTFOTCS aCCUMMETPHYHBIME?

- DES

- Onp-l"amainp

-T'OCT 28147-89

-RC4

Ha kakoil TpyaHopeiaeMoii 3ajja4e OCHOBaH aaroput™ RSA?

- GakTopU3aLuy YuCes

- Haxoxxaenust 6051p110r0 MpoCTOro yucia

- Beruncnenuu oOpaTHOTO dIIeMeHTa

- luckpeTHoro JorapuGpmMupoBaHus

Kakas nnuna kmoya B TOCT 28147-89(Marma)? (oTBeT B OUTax)

- 64

- 128

- 192

- 256

Uto 00bIYHO B ce0s1 BKIIFOYAET CXeMa AJICKTPOHHOMN Tomucu?

- aJITOPUTM TE€HEpAIMH KITFOUYEBBIX MMap MOJIH30BATENS

- (pyHKIIMIO TPOBEPKHU MOIMHUCH

- HUYETO U3 BBIIICTIEPEUNCIICHHOTO

- BCE U3 BBILIETIEPEUNCICHHOTO

Meron nonuangaBUTHOTO MU(PPOBaHUA OYKBEHHOTO TEKCTa ¢ UCMOJIb30BAHUEM KITFOUEBOTO CIIOBA
(TEeKCTOBOTO):

- udp I'porchensaa

- [lIudgp Bmwxkenepa

- Mudp Lezaps

- [lludpp Bepnama
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Kaxkoii k11104 1ocTyTeH BceM Ui NPOBEpKU IIU(PPOBOI MOAMUCH MO TOKYMEHTOM?

- 3aKpPBITHIN

- OTKPBITBIN

- BHYTPEHHUI

- o0

Kakoit mpudt Gosee croiikuii k B3momy?

- CUMMETpUYHBII

- ACUMMETpUYHBIN

- [IceBpocumMmeTpUYHbIN

- Het mpaBuiibHOTO OTBETA

Kaxkoit anroputm mudpoBanus ctan npoodpazom ais otredectsenHoro 'OCT28147-897

- DES

- DSA

- Rijndael

- IDEA

B yem npeumyiiecTBO CHMMETPUYHBIX CUCTEM HaJl aCUMMETPUYHBIMU?

- CKOpPOCTH UG POBAHUSA

- IPOCTOTA peanu3aluu

- U3yYEHHOCTb

- BCE OTBETHI MPaBUJIbHBIE

UYro moapa3zyMeBaeTcs o TePMUHOM ayTeHTUIHOCTh WH(OpMAIUu?

- llenoctHOCTH MHDOPMALTIHI

- HeB03MOXXHOCTB OTKa3a OT aBTOPCTBA

- [TonmuHHOCTH aBTOpPCTBA

- BCE OTBETHI MPABUIIHLHBIC

Bri6epute mpaBUIBHBIN BapuaHT, 3amd(PpOBaHHON C MOMOIIBIO mHdpa 1e3aps, CTPOKU: MHP
ne3aps

- BiXC 4€nOCH

- 1iixc uéubca

- BKIT HDKHBCO

- J0OOBIL bBKHEIDK

14.1.2. Tembl 0IPOCOB HA 3aHATHAX

[Tonsitue kpuntorpaduyeckoro nmportokona. Poib kpuntorpadguyeckux MpOTOKOIOB B CHUCTEMax
3anuThl nHpopManuu. OCHOBHBIE aTaKH HA KPUIITOIpahuueCKUe IPOTOKOJIBI.

ITonsTie 3J'ICKTpOHHOI71 IIOAIIMCH. praBJ'IeHI/IG OTKPBITBIMU KJIIOYaMH. OCHOBHBIE KOMITOHEHTEI
UHPPACTPYKTYpbl OTKPBITHIX Kitoueil. llonsTHe cepTuduKaTra OTKpPHITOrO KIIOYA. YIOCTOBEPSIOLIHIA
HEHTP. ApXUTEKTypa UHPPACTPYKTYPhl OTKPHITOrO KJIIOYA.

[TpoTokonbl uaeHTU(UKALIUN HA OCHOBE MAapoJieH, MPOTOKOIbl «PYKOMOKATH» U THUIA «3alpoc-
otBeT». IloHATHE IMPOTOKOJIOB MHTCPAKTHUBHOT'O JOKA3aTCJIbCTBA M A0KA3aTCJIbCTBA 3HAHMUS. HpOTOKOJ'II)I
UICHTU(HKALUK Ha OCHOBE MPOTOKOJIOB JI0KA3aTeNIbCTBA 3HAHUS C HYJIEBBIM Pa3IJallleHUEM.

[TocTpoenune 0e30macHOr0 KOMMYHUKAI[MOHHOI'O KaHajla Ha OCHOBE KPUITOTIpapUUECKUX ajro-
PUTMOB.

[IpoGnemsbl peanu3anuu KpUnTorpaGuuecKux aJropuTMoB. ['eHepalys ciaydalHbIX Yuces. 3ariu-
Ta OT YT€UKU UH(OpMAIIHH.

14.1.3. Bonipocsl Ha co0eceoBaHmne

Jate conmepxarenbHOe OOBSICHEHUS TAaKUX YCIyr O€30MacHOCTH KaK KOH(HICHIHAIBHOCTH, Le-
JIOCTHOCTb, MMOJUTMHHOCTb, HEOTPEKAEMOCTh U JOCTYITHOCTb.

HNudpactpykrypa oTkpeiThix kimtoueil (PKI). O6ocHoBars HeoOXommMmocTh moao0HOW uHpa-
CTpYKTypHlL. Ilepedncinth 1 00BSICHUTh Ha3HAYEHUE COCTABIISAIOIINX KOMIIOHEHT.

Xom-pynkiun. Kakue THIBI CyIIEecTBYIOT, B 4eM ux pasznuune. OObAcHUTH cBoiicTBa. Ilepeunc-
JUTh 00IACTH IPUMEHEHUs. ATaku Ha X3uI-QyHKIKU. UTO Takoe napagoke «IHEeH posKaeHUs»?
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Bba3oBbie IPUHIMIBI TOCTPOCHUS KPUITOTPahUIECKUX MPOTOKOJIOB.

14.1.4. Bompochbl Ha CaMONIOATOTOBKY

Hath comeprkaTebHOE OOBACHEHHS TaKUX YCIyr O€30MacHOCTH KaK KOH(HIIEHIIMAIBbHOCTH, IIe-
JIOCTHOCTb, IOAJMHHOCTb, HEOTPEKAEMOCTD U JOCTYIHOCTb.

[lepeuncauTe W3BECTHBIE MEXaHU3MbI obOecreueHus: Oe3omnacHOCTH. OOBSICHUTH B3aUMOCBS3b
ycayr 0€30MacHOCTH, MEXaHU3MOB U AJITOPUTMOB.

OOBSICHUTB, YTO TAaKOE COBEPIICHHASs CEKPETHOCTh, MPUBECTH MPUMEP COBEPIICHHOTO Imdpa.
OO6BsicHUTB cMbICT TeopeMbl LIleHHOHA.

CkaTo, HO OCMBICJIEHHO, MOSICHUTH T€ aCIEKThI alre0pbl U TEOPUU YUCEIl, KOTOPBIE UCIIOJIB3YIOTCS
B COBPEMEHHOM Kpunrorpadguu. MyabTUINTMKATUBHAS TPYIIAa KOHEYHOTO MOJIsl, IO MOIYIIO COCTaBHOTO
ymcia. Teopemsl Ditnepa u @epma. DmunTHYEcKre KpuBble. ['pymnna Touek IIMNTHYECKON KpHUBOH.

Pexxumebl mudposanus. [lepeurcauTs U 0ObSICHUTD Pa3InUUSL.

MuHumanpHasi JUIMHA KI0Ya CHUMMETPUYHOM KPHUITOCUCTEMbI. ODKCIOPTHbIE OTpaHUYEHHUs Ha
JUIMHY KJIIOYa.

Merton pacmpeHusi KiIoueBOro mnpoctpaHctBa. [IpuHiun HecenapaOenbHOro MHGPOBaHUS.
MHoroypoBHeBast Kpunrorpadusi.

Undpactpykrypa otkpeiThix kiatoued (PKI). O6ocHoBath HeoOxomumocTh Noao0HOM uHOpa-
CTpYyKTYphlL. [Ipeuncinute 1 0OBSICHUTH HA3HAYEHUE COCTABIISIOLINX KOMIIOHEHT.

Xom-pyuknuu. Kakue TUmbl CymecTByroT, B yeM ux paziauuue. O0bsicHUTH cBoiicTBa. Ilepeunc-
JUTh 00NACTH IPUMEHEeHHs. ATaku Ha X3uI-QyHKIKU. UTO Takoe napagoke «IHEH posKaCHU»?

ba3oBble NpUHIUIIBI TOCTPOEHUS KPUIITOTPaPUUCECKUX MTPOITOKOJIOB.

AHOHUMHOCTh U HEOTCIEKMBAaeMOCThb. lIpoOnema «yxuHaromux Kpunrorpa-¢os». «Crenas»
noanuck Yayma. OObSICHUTH IPUHIUI IOCTPOEHHUS POTOKO-J1a JJI1 aHOHUMHBIX YE€KOB HAa OCHOBE «Clie-
IO MOANKCH.

[Tpunuunel kBaHTOBOW Kpunrorpapuu. OObICHUTH KBAHTOBBIA MPOTOKON pac-IpeesieHus K-
qei.

14.1.5. Tembl 1a00paTOpHBIX padoT
[lIndpoBannas ¢ainoBas cucrema
Kpunrorpaduueckue haitioBsie CHCTEMBI
Kpunronposaiinepsl
CpencrBa kpuntorpadudeckon 3auuTsl HHPOPMAIIH

14.1.6. 3auér

[Tonsitne xpunrorpaduyeckoro mpotokona. Pomb kpunTorpaguveckux MPOTOKOIOB B CHUCTEMax
3amuThl nHGopMaluu. OCHOBHBIE aTaKy Ha KPUMNTOTpadUIECKUE TPOTOKOJIBI.

[ToHaTHE 37EKTPOHHOW MOANKUCH. YTPABICHUE OTKPBITBIMU KitouyaMH. OCHOBHBIE KOMITOHEHTHI
UHPPACTPYKTYPBl OTKPBITHIX Kitoueil. [loHsTHe cepTu(ukara OTKPHITOTO KIOYa. YJIOCTOBEPSIOUIUIL
HEHTpP. ApXUTEKTypa HHPPACTPYKTYPhI OTKPHITOTO KITIOUa.

[TpoTokonsl uaeHTU(DUKALMKN HA OCHOBE MapoJied, MPOTOKOIbI «PYKOMOXKATH» U THUIIA «3alpoc-
oTBeT». [loHATHE MPOTOKOIOB MHTEPAKTUBHOTO J10KA3aTEIbCTBA U JOKA3aTENbCTBA 3HAHUA. [IpOTOKOMIBI
uACHTU(UKAIIMKA HA OCHOBE MTPOTOKOJIOB JIOKA3aTEeNIbCTBA 3HAHUS C HYJIEBBIM PasTIIAllICHUEM.

[TocTpoeHne 6e30mMacHOTO KOMMYHUKAIIMOHHOTO KaHaJla Ha OCHOBE KPUNTOTPA(QUUECKUX ajro-
PUTMOB.

[TpoGnemsbl peanu3anuu KpUNTorpaGuIecKux aJropuTMOB. ['eHepalys ciaydalHbIX duces. 3alriu-
Ta OT YTEYKU UHPOPMAIIHH.

14.2. TpeOoBaHus K OLIEHOYHBIM MaTEePHAJIAM ISl JIUI] ¢ OTPAHUYEHHBIMH BO3MOKHOCTAMMU
310POBbSl 1 HHBAJIUA0B
Jnst mui ¢ orpaHMYeHHBIMU BO3MOKHOCTSIMU 3I0POBbSI 1 MHBAJIUJIOB MPEIYCMOTPEHBI JOMOIHU-
TeJbHBIE OLIEHOYHBIC MaTepPHUAIIbI, IEPEUEHb KOTOPBIX YKa3aH B Ta0nuie 14.
Tabnumna 14 — JlonomHUTEIPHBIE MaTepUabl OIICHUBAHUS JIJISl JIUI] C OTPAaHUYEHHBIMHA BO3MOXXHOCTSIMHU
310POBbsI U HHBAJIUJIOB

Kareropuu Bubl 1OMOTHUTENBHBIX OLIEHOYHBIX DOopMBbI KOHTPOJISI U OLICHKHU
o0yJaronuxcs MaTepuaioB pe3yabTaToOB 00yUEHUS
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C HapymeHuIMHU
ciyxa

TecTbl, MCEMEHHBIE CAMOCTOSTENLHBIE
paboThI, BOIIPOCHI K 3a4ETY,
KOHTPOJIbHBIE PaOOTHI

[IpenMy1ieCTBEHHO MMChMEHHAs
IIPOBEpPKa

C napyueHusMu
3peHUs

CobecenoBanue 1o BOIpOcaM K 3a4eTy,
OIIPOC 10 TEPMHUHAM

[TpenMyIIeCTBEHHO yCTHAsI IPOBEPKA
(MHIMBUAYATIBHO)

C HapymeHHsIMHU
OIIOPHO-
JIBUTATEILHOTO
anmapara

Perenne qucTaHIIMOHHBIX TECTOB,
KOHTPOJIbHBIE Pa0OTHI, MUCbMEHHbIE
CaMOCTOSITeNIbHbIE pabOThI, BOIPOCHI K
3a4eTy

[Ipenmy1ieCTBEHHO THMCTAaHUIHMOHHBIMU
MeTOomaMH

C orpaHUyYEHUSIMH 110
o0IIeMe TUITUHCKUM
MOKa3aHUSIM

TecThl, MMCEMEHHBIE CAMOCTOSTEIIbHbIE
paloThl, BOIIPOCHI K 3a4eTy,
KOHTPOJIbHBIE PA0OThI, YCTHBIE OTBETHI

[Ipenmy1iecTBEHHO IPOBEPKA
METO/IaMH UCXOJIS U3 COCTOSIHUS
oOy4Jaromierocst Ha MOMEHT ITPOBEPKU

14.3. Meroauuyeckue peKOMEHIAUMH M0 OLEHOYHBIM MAaTEePHAJIAM JJIfl JIMI C OTPAHUYEHHbIMU
BO3MOKHOCTSIMM 310POBbSI M HHBAJIU/I0B

Jns nun ¢ orpaHMYEHHBIMU BO3MOXKHOCTSIMH 37I0POBbSl M1 MHBAJIMJOB IPEIyCMaTpUBAETCS J10-
cTynHas (hopMma MpeaoCTaBICHUS 3aJaHNH OLICHOUYHBIX CPEJICTB, @ UMEHHO:

- B IeyaTHou (opme;

- B [e4aTHOU (hopMe C YBETUUYECHHBIM HIPUPTOM;

- B (hopMe INIEKTPOHHOTO TIOKYMEHTA;

- METOJIOM UTEHHUSI ACCUCTEHTOM 3aJIaHUS BCIIYX;

- MIpeI0OCTaBJICHUE 3aJJaHUs C UCIIOF30BAaHUEM CYpPIOTIEPEBOIA.

Jlumiam ¢ orpaHMYEHHBIMH BO3MOXKHOCTSIMU 3[I0POBBSl U MHBAJIUAAM YBETUYMBACTCA BpeMs Ha
MOJITOTOBKY OTBETOB Ha KOHTPOJIbHBIE BONPOCHL. i1 TaKMX 00y9aroImuXxcsi MpeycMaTpruBaeTCsl TOCTYII -
Hasi opMa MpeoCTaBICHUS OTBETOB Ha 3aJaHUs, 2 UMEHHO:

- MMCbMEHHO Ha Oymare;

- HaOOp OTBETOB HA KOMITBIOTEPE;

- HaOOp OTBETOB C UCTIOJIH30BAHHEM YCIIYT ACCUCTEHTA;

- IIPEJICTaBICHUE OTBETOB YCTHO.

[Tpouenypa oneHUBaHUS Pe3yJIbTATOB OOYUYEHHUS JIUI] C OIPAaHUYEHHBIMH BO3MOXHOCTSIMU 3710PO-
BbSl 1 MHBAIHJIOB 10 AWCIMILIHHE MPEAyCMaTPpUBAET MpeAocTaBieHne nHdopmanuu B popMax, afanTu-
POBaHHBIX K OIrPpaHUYCHUAM HUX 3010POBbS U BOCIIPUATHA I/IH(bOpMaHI/II/IZ

JLst Jid1l ¢ HApYLIeHUSIMH 3PeHus:

- B (hopMe AJIEKTPOHHOTO IOKYMEHTA;

- B Me4aTHOU (hopMe yBETUISHHBIM MIPUPTOM.

JIJ1st Jid1L ¢ HAPYIIEHUsIMH CJIyXa:

- B (hopMe FJIEeKTPOHHOTO TIOKYMEHTA;

- B Ie4aTHOU opme.

JIJ1st Jid1L ¢ HAPYLIEHUSIMHU ONIOPHO-IBUTaTeJILHOIO anmapara:

- B (hopMe FJIEKTPOHHOTO IOKYMEHTA;

- B Ie4aTHOU hopme.

HpI/I HGO6XOI[I/IMOCTI/I JJI JIAL € OTPpaHUYCHHBIMUA BO3MOKHOCTAMU 30J0POBbA U UHBAJIMJ0B IIPOIC-
Jypa OLIEHWBaHUS PE3yIbTaTOB O0yUEHHsI MOXKET POBOIUTHCS B HECKOIBKO 3TAIOB.
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