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PilCC.\l()TpCH&l 151 ()ﬂ()(’)pCHLl Ha 3aCCJaHuM Kil(i)ﬁ;[pbl
npotokot Ne 6 oT « 15 » 5 2018 r
JIMCT COI'JTACOBAHU A

PabGouass mporpamMMa IUCHUIUIMHBI COCTaBJieHa C y4dyeToM TpeOoBaHui (enepanbHOTO
rOCyJapCTBEHHOTO 00pa3oBaTelbHOTO cTannapra Boiciiero oopaszoBanus (OPI'OC BO) no HampaBieHHIo
noarotoBku (crienuanbHocTH) 10.05.02 MHbopmManmonHas 0€30MacCHOCTh TEJIEKOMMYHHUKAITMOHHBIX
cucrem, yrBepxacaaoro 16.11.2016 roga, paccmorpena u omodpena Ha 3acenanuu kadenpst KUBOBC

« » 20 ropa, mpoTokoi Ne
PazpaboTunku:
[Ipenomasatens kad. KUBOBC A. K. HoBoxpecToB
JHouent kad. KUBDBC A. A. Kones

3aBeayroniuii odecreuynBaromiei kad.
KNBE2BC A. A. lllenynanos

Pabouast mporpaMma JUCIUILIMHBI COTIIACOBaHa ¢ (PaKyJIbTETOM U BBITyCKaOIIeH Kadeapoi:

[exan ©b E. M. 1aBbiioBa
3aBenyronIuii BeITycKaromiei kad.

BUC P. B. MewepsikoB
OKCHepThl:

Houent xad. KUBSBC K. C. Capun
JouenT xadeapsl 6€30MacHOCTH

nHpopmannonssix cucreM (BUC) O. O. Escrotun
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1. lean u 3aa49u TUCUMILJIUHBI

1.1. Heau TUCHUNIHHBI
OOy4YuTh CTYJIEHTOB OCHOBaM IMOCTPOCHHS U IKCIUTyaTalluH BHIYUCIUTEIBHBIX CETCH, MPUHIIUIIAM
M METOJIaM 3aIIUThl WHPOPMAIMU B KOMIBIOTEPHBIX CETSIX, HABBIKAM KOMILJIEKCHOTO MPOEKTUPOBAHUS,
MTOCTPOCHHUS, OOCITY)KMBAaHHUS U aHAJIN3a 3aIIUIICHHBIX BRIUACIUTEIBHBIX CETCH.

1.2. 3agauy JUCHUIIIMHBI

JlaTh OCHOBBI:

—  — QpPXUTEKTYPhI BBIYUCITUTEIBHBIX CETEH;

— IPOrpPaMMHO-AIIAPATHBIX U TEXHUYECKUX CPEIICTB CO3/IaHUS CETECH;

— IPUHITUIIOB TTOCTPOCHUS CETEH M YIIPaBJICHUS UMH,

—  — WCIOJIb30BaHUS MIPOTPAMMHBIX U allllapaTHBIX TEXHOJOTHUN 3aIlUThI CETEH;

— METOJIOJIOTUH TTPOCKTUPOBAHMS, PA3BEPTHIBAHKS M CONPOBOXKICHUS O€30MaCHBIX CETEH;
— —o0cnenoBaHMs ¥ aHAIKM3a 3alTUIIIEHHBIX BBIYMCIUTEIBHBIX CETCH.

2. Mecto aucuuminnsel B ctpykrype OIIOIT
Jucnummna «3amura nHpopmayu B KoMbloTepHbIX ceTsix» (b1.5.37.4) otHocutes x Onoky 1
(6a30Bas 4acTh).
[IpenmecTByOmUMU  TUCUUIUIMHAMHU, (DOPMHUPYIOIIMMHM  HAyajbHbIE€ 3HAHUS, SBIAIOTCS:
AnmunuctpupoBanue ceteit 9BM, OcHOBbI HHPOPMAIIOHHOM 0€301aCHOCTH.
[TocneayromumMu  OUCHUIUIMHAMU  SIBIAIOTCS:  PacmpeneneHHble  aBTOMaTU3UPOBAaHHBIE
MH(POPMALIMOHHbBIE CUCTEMBI.

3. Tpe6oBaHus K pe3yJibTATaM OCBOEHHS THCUMILIMHbI

[Tponecc n3yyeHust JUCUMIUIMHBI HAllpaBjeH Ha (JOpMUPOBAHHE CIEAYIOUINX KOMIIETEHIIMA:

— TIK-8 cmocoOHOCTBIO TPOBOIUTH aHAIW3 IPPEKTHBHOCTH TEXHHUUYECKUX M IPOTPAMMHO-
anmapaTHbIX CPE/ICTB 3AIIUTHI TEIEKOMMYHHKAIIMOHHBIX CHCTEM;

— TIK-14 cnocoGHOCTBIO BBINOJHATH YCTAaHOBKY, HACTPOMKY M OOCIyXHBaHHE, AMArHOCTHKY,
HKCIUIyaTallMl0 ¥ BOCCTAHOBJIEHHWE PaOOTOCHOCOOHOCTH TENIEKOMMYHHMKALIMOHHOTO OOOpYAOBaHUS U
prOOPOB, TEXHMUECKUX U MIPOTPAMMHO-ANIIAPATHBIX CPEICTB 3aIIUTHI TEJIEKOMMYHHUKAIIHOHHBIX CETeH 1
CHCTEM;

— TICK-10.5 cnocoOHOCThIO MPOBOAWTH OIEHKY YPOBHS 3alIUIIEHHOCTH M O0ecrneYnBaTh
3G dEeKTUBHOE MPUMEHEHHE CPEJICTB 3allUThl MHPOPMALMOHHBIX PECYPCOB KOMITBIOTEPHBIX CETeH M
crcteM OecrpOBOJIHOM CBSI3U;

B pe3ynbrare nzyueHus: AMCUUIIINHBI 00 yYaOLIUICS TOJKEH:

— 3HaTh CpEACTBA M METOJbl XpaHEHHs U Iepelauyd HHGOpMAlMM; 3TATOHHYIO MOJENb
B3aUMOJICHCTBHSI OTKPBITHIX CUCTEM; OCHOBHBIE CTAHAPTHI B 00J1aCTH HH(POKOMMYHUKAIMOHHBIX CUCTEM
¥ TEXHOJIOTWUH; OCHOBHbIE HOPMATHUBHO TNPAaBOBBIE aKTHl U HOPMAaTHUBHBIE METOJUYECKHE TOKYMEHTHI B
obsactu UH(POKOMMYHHKAIIMOHHBIX CHCTEM; HPUHIUITBI HOCTPOCHHUS 3alMIIEHHBIX
TEJIEKOMMYHHUKAIIMOHHBIX CHCTEM; MEXaHH3MBbl peajH3allid aTaKk B KOMIBIOTEPHBIX CETSX; 3aIIUTHBIC
MEXaHU3MBl U Cpe/icTBa OOECIeUeHUsl CeTeBON 0e30MacHOCTH; CPEACTBA U METOJbI MPEIOTBPAILCHHS U
0OHapyKEHHS BTOP)KEHUM.

—  YMeTb IIPUMEHSATH 3aIIUIIEHHBIE TPOTOKOJIbI, MEXKCETEBbIE IKPAaHbI U CPEACTBA OOHAPYKEHUS
BTOP)KEHUH ISl 3alUTHl MH(OPMAIMK B CETSIX; OCYLIECTBISATh MEPhl MPOTHUBOACHCTBHS HaPyIIEHUSIM
CEeTeBOM 0OE30MAaCHOCTH C MCIOJIh30BAHUEM PA3JIMYHBIX MPOTPaMMHBIX U allapaTHBIX CPEJICTB 3aIlUTHI B
COOTBETCTBMHM C TpeOOBAaHMUSMU HOPMATHUBHO TIIPABOBBIX AKTOB M HOPMATHBHBIX METOJHYECKUX
TOKYMEHTOB.

—  BJIA/IeTh HaBBIKAMU KOH(UTYPUPOBAHUS JIOKAJIbHBIX CETEH, HABBIKAMU PEAIU3aLUU CETEBBIX
MPOTOKOJIOB C TOMOIIBIO TPOTPAMMHBIX CPEICTB; HABBIKAMH HACTPOMKH MEKCETEBBIX HKPAHOB;
HaBBIKAMU TPUMEHEHUSI HOPMATHUBHO IPAaBOBBIX aKTOB M HOPMATHUBHBIX METOJUYECKUX TOKYMEHTOB B
obmactT MH(POKOMMYHHUKAIIMOHHBIX CHCTEM; METOJMKON aHaln3a CEeTeBOro Tpaduka; METOTUKOH
aHaJIN3a pe3yabTaToOB pabOThI CPEACTB OOHAPYKEHUS BTOPKEHUH.
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4. O0beM JUCUMIIIIMHBI M BUIbI Y4eOHOH padoThl
OO6mas TpyIOeMKOCTh JUCHUIUIMHBI cocTaBisieT 5.0 3aueTHhIX €IWHUIBI U MpeACTaBieHa B

Tabmauie 4.1.
Tabnuna 4.1 — Tpy10eMKOCTb TUCIUIINHBI
Bunbl yueOHOM 1eaTeTbHOCTH Bcero uacos Cemectpsbl
6 cemecTp
AynuTopHbIe 3aHATHSI (BCETO) 90 90
Jlexuun 28 28
[IpakTrueckue 3aHATHS 18 18
JlaboparopHbie pabOTHI 44 44
W3 HUX B HHTEpaKTUBHOU (popme 26 26
CamocTtosTenpHas padora (Bcero) o4 o4
OdopmieHne oT4eTOB 10 J1a00PaTOPHEIM padoTam 22 22
[TpopaboTka JEKIIMOHHOTO MaTepHrasa 26 26
[ToaroToBKa K MPaKTUYCCKUM 3aHSATHSIM, CEMUHAPAM 6 6
Bcero (0e3 ax3ameHa) 144 144
[ToaroroBka u cjaya 3K3aMeHa 36 36
OO61mas Tpya0eMKOCTb, U 180 180
3aveTHble EauHUIIBI 5.0 5.0
5. Conepskanue QU CHUNTHHBI
5.1. Pa3nenbl AMCUMILUIMHBI M BU/bI 3aHATHI
Pa3nensl AMCUMITIIMHBI U BUABI 3aHATHI NpUBeeHbI B Tabuie 5.1.
Taomumna 5.1 — Pa3aensl AUCIUIUINHEBL U BUIBI 3aHITHHA
Bcero
[Tpak. | Jlab. Cam. yacoB | Popmupyemeie
Haspanwust pa3ienioB JUCIUILTAHBI Jlek., u
3aH., 4 | pab., 9 | pad., g (6e3 KOMITETCHITHT
HK3aMEHa)
6 cemectp
1 OCHOBHBIC TOHATHUS 4 0 0 4 8 I1K-8
UH(POPMALIMOHHOM 0€30MacHOCTH
2 TexHomornu odeceYeHus 8 18 12 26 64 [1K-14, IIK-8,
0€30MacHOCTH B JIOKAJIBHBIX CETIX I1CK-10.5
3 O0ecrieueHne 0E€30IIaCHOCTH CETEH Ha 6 0 0 4 10 [1K-14, IIK-8,
0a3e ceTeBhIX ONEPAIMOHHBIX CHCTEM [1CK-10.5
4 OGecnieuenre OE30MACHOCTH 6 0 32 16 54 [1K-14, TTIK-8,
MEXCETEBOI0 B3aUMOACHCTBUSA I1CK-10.5
5 IIpaBoBBIE€ OCHOBBI 3aILIUTHI 4 0 0 4 8 [1K-14, I1K-8
uH(pOpMAaIIUK B KOMIIBIOTEPHBIX CETAX.
3amuIeHHbIH JOKYMEHTO000pOT
Hroro 3a cemectp 28 18 44 54 144
Hroro 28 18 44 54 144
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5.2. Conep:xanue pa3iesioB JUCUMIIIMHBI (110 JEKIUSAM)
Coneprkanue pa3IesioB JUCITUIUIHH (I10 JICKITUSAM ) IPUBEICHO B Tabuiie 5.2.
Tabmuma 5.2 — Conepsxkanue pa3ie’aoB TUCITUILINH (10 JICKITHSIM)

HasBanus pasnenos

Cogeprxkanue pa3iesioB AUCIUIUTHHBI (110
JICKITHSIM)

TpynoemMKocCTs,
q

dopMupyemble
KOMIIETCHIINH

6 cemecTp

1 OcHOBHBIE NOHATHS
UH(POPMALIMOHHOM
0€e30I1aCHOCTH

OOecnieueHue 0e30IaCHOCTH
TEJICKOMMYHUKAIMOHHBIX CBSI3EH U
aJIMHHHCTPATHBHBIA KOHTPOJIb. OCHOBHBIE
TIOHSTHS U TEPMHUHOJIOTHSI.

TurmoBsie yrpo3sl ceTeBoil 0€30MacHOCTH.
OcHOBBI KJIacCH(PHUKAIUU CETEBBIX YTPO3 U
atak. BiousiHue yenoBedeckoro gakropa Ha
CETEeBYIO 0€30MaCHOCTb.

Htoro

[1K-8

2 TexHoJjioruu
obecnieueHus
0€30I1aCHOCTH B
JIOKAJIBHBIX CETAX

3amuTa TOmoJIOTUU ceTH. BupTyanbHbie
JIOKaJIbHBIE ceTH. [lOTIOTHUTEIbHBIE
¢dyHKIIMH KOMMYyTaTOpoB. [lepcoHanbHbIe
aKpaHbl. AGOHEHTCKOE mudpoBaHUE.

3amuTa ceTeBoro Tpaduka 1 KOMIIOHEHTOB
ceru. 3amura KomnoHeHToB cetu o HC/I.
besomacHocTh pecypcoB cetu. Cpenctsa
UICHTU(PUKAIUN U ayTeHTU(DUKAIIH,
METO/IbI Pa3/ICJICHUS PECYPCOB U
TEXHOJIOTUH pa3rpaHUuEHHUsI JOCTYTIA.

CpencTBa MOBBIIIEHUS HAJIS)KHOCTH
(YHKIIMOHUPOBAHUS ceTel. 3amTa oT
cOO0€eB 2JEKTPONUTAHMS], AlIIAPATHOTO U
nporpaMMHOTo obecnieueHus. KoHTpoib u
pacripeielieHue Harpy3Ky Ha
BBIUUCITUTENLHYIO CETh.

PernameHTupyromume 10KyMeHThI B 00JIaCTH
0€30MMaCHOCTH BBIYMCIUTENBHBIX CETEH.
CranpiapTbl 6€30MaCHOCTH BBIYUCIUTEIBHBIX
ceTel U X KOMIIOHEHTOB. [IpaBoBbIe
OCHOBBI 3aIUTHl THPOPMALIUH B CETSIX.

HUroro

TIK-14, TIK-8

3 Obecneuenne
0€e30MacHOCTH ceTel Ha
0ase ceTeBBIX
OHepaHI/IOHHI)IX CUCTEM

CereBble onepalliOHHBIE CHCTEMBI
Windows, Unix/Linux. OcHOBHBIE
MIPOTOKOIIBI, CYKObI, QYHKIIMOHUPOBAHUE,
cpencTBa obecriedeHus: 0€30MacHOCTH,
CpEICTBA YIPABICHUS U KOHTPOJISL.

ITonutuka 0e3onacHocty: [lousaTue
MMOJINTUKHU 0€3011aCHOCTH. THIIOBEIE
DJIEMEHTEI MMOJIUTHKU 0€30MMaCHOCTH.
[Toctpoenue, peanu3zaius, MOJACPKAHUE U
MO}II/ICI)I/IKaIII/ISI ITOJIUTUKH
6e3omacHocTu.Kpurepun orieHKH
oes3omacHoctH cereBbiXx OC. OCHOBHEBIE

[1K-14, [1K-8
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KPUTEPUH aHAIIN3a CETEBOM OE30MaCHOCTH.
Oo6mmas mporeaypa aHaausa.

HTtoro
4 OGecrieueHue OCHOBHBIE MEXaHU3MBI 00€CTICUCHUS 2 I1K-14, IIK-8
0€3011acCHOCTH 0€30IMaCHOCTH U YIIPaBJICHUS
MEXKCETEBOI'O pacnpeeieHHBIMHA PECYPCAMH.
B3aUMOJICHCTBUS OObecneyeHne HaIEKHOCTH

uHppacTpyKTYypsl MIHTEpHET.

3amuTa KaHajaoB cBsi3u B IHTepHeT. Bubl 2
UCIIONBb3yeMBbIX B IHTEpHET KaHAJIOB CBSI3U.
Hcnonb30BaHnEe MEKCETEBBIX SKPAHOB.
BupryanbHble 4aCTHBIE CETH.

VYa3BUMOCTH U 3a1UTa 6a30BbIX IPOTOKOJIOB 2
u ciyx0: ITpoToKoJIbI MapIIpyTH3aIUH.
CewmeiictBo TCP/IP. Cityxk0bI TOMCKA.
bezonacnocte WWW 1 anexTpoHHOM

HOYTBHI.
Hroro 6
5 IlpaBoBble OcHOBBI | CHcTEMBl OOHAPYXKEHUS U IPOTUBOAECHCTBHS 2 I1K-8
3amuThl HHQOpMaK | BTOpKeHusiM. Kimaccuukanus 1 NpuHIHUITBI
B KOMITbIOTEPHBIX (YHKLIIMOHUPOBAHUS CUCTEM OOHAPYKEHUS
ceTsX. 3aluIIeHHbI | BTOp>keHUH. CkaHepbl 0€30I1aCHOCTH.
OKYMEHTO000pOT
JIOKYM P Knaccer ckanepoB 6e30nacHOCTH U 2
0COOEHHOCTH NMPUMEHEHHMS. 3aluTa OT
BHUPYCOB.3alUTa 3JIEKTPOHHOTO
JOKYMEHTO000pOTa.
Hroro 4
Hroro 3a cemectp 28

5.3. Pa3nenbl AMCHUMILVIMHBI M MEKIMCUMILIMHAPHBIE CBSA3HU ¢ 00eceYnBAOMMMU (MPeIbI1yMM)
U o0ecnevynBaeMbIMHU (TMOCJIeTYOIIMMH) I CHUILTHHAMMA
Paznenpl MUCHUIITMHBI U MEKIUCIUTITMHAPHBIE CBSI3M C 00ECTICUMBAIONIUMU (TIPEABITYIIIUME) U
obecrnieurBaeMbIMH (TTOCIEIYIOIUMHI ) AUCIUTIIIMHAMH MIPEICTaBIeHbI B TabnuIe 5.3.
Tabauna 5.3 — Paznenbl IUCHUIUIMHBI M MEKIUCIMILNIMHAPHBIE CBSI3U

Ne paznenoB maHHOM AMCHUIUIUHBL, I KOTOPBIX
HEOOXO0IMMO U3Y4YeHHE 00eCTIeUNBAIOIINX U
00ecIeYnBacMBIX JTUCIIATLINH

1 2 3 4 5

[IpenmecTByronme JUCHUILTMHBI

HanmeHnoBanue qUCIUILINH

1 AnmunuctpupoBanue cereit OBM + + + +

2 OcHoBBI HH(POPMAITUOHHOM O6€30MaCHOCTH +

HOCHGZLYIOH_[I/IC JAUCIUITIINHBI

1 PacnipenieneHHbple aBTOMATU3UPOBAHHBIE

+ + +
UH()OPMAIIMOHHBIC CHCTEMBI

5.4. CooTBeTCcTBHE KOMIETeHIMIi, GOPMHUPYEMBbIX NPU U3YyYEHUH THCUMILJIMHBI, 1 BU/I0B 3aHATHI
CooTBeTcTBHE KOMIETEHIMH, (OPMUPYEMBIX NpPU H3YYEHUHM TUCHMIUIMHBL, U BUAOB 3aHATHH
IpescTaBjieHo B Tabmune 5.4.
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Tabmuua 5.4 — CooTBeTCTBHE KOMIETEHIUH, (OPMUPYEMBIX MpPU H3YyYCHHHM TUCHUIUIMHBI, U BHJIOB
3aHATHU

Bune! zagsatuil
Komnerenmuu DOopMBbI KOHTPOJISI
Jlek. [pak. 3aH. JIab. pab. Cam. pa0.

[1IK-8 + + + + 3amuTa oTyera, OTYET MO
naboparopHoit padore,
Onpoc Ha 3ansATHsX, Tect

I1IK-14 + + + + 3amura otyera, OT4eT MO
nabopaTopHoO# pabdoTe,
Omnpoc Ha 3aHsaTHSX, Tect

T[1ICK-10.5 + + + + 3amuTa otyera, OTYET IO
naboparopHoit padore,
Onpoc Ha 3ansATHSX, TecT

6. UHTepakTUBHBIE METObI M (POPMBI OPraHN3ALMU 00yUEHUS
TexHoMOrNM UHTEPAKTUBHOTO 00yYEHUS MPH Pa3HBIX (popmax 3aHATHI NpUBeIeHBI B Tabmuie 6.1.
Tabmuna 6.1 — TexHOIOTMH HHTEPAKTUBHOTO O0YYEHHUS IPU PA3HBIX (GOpMax 3aHITHN

HHTepakTuBHBIE HHTepakTuBHBIE
HuTepakTuBHBIC
MeTo bl MPAKTUYECKHE 3aHITHS, | TaOOpaTOPHbBIE 3aHATHUS, Bcero, u
JCKIUH, 9
q q
6 cemecTp
IT-MeTOmBI 12 12
[Ipe3enTanuu ¢ 8 8
HCIIOJIb30BaHUEM
CJIAlI0B C
00CyXICHIUEM
HccnenoBaTensCcKuit 6 6
METO/T
Hroro 3a cemectp: 6 12 8 26
Hroro 6 12 8 26

7. JIaGopaTopHbIie padoThI
HanmenoBaHue 1a60paTopHBIX paboT npuBeieHo B Tabnue 7.1.
Tabnuna 7.1 — HaumeHoBaHue 1a00paTOPHBIX paboT

TpynoeMkocCcTn, | DopMUpPYEMEIE
HasBanus paznenos HaumenoBanue nabopatopHbix padboT Py ’ pMHDY
q KOMIIETEHINH
6 cemecTp
2 TexHonoruu PasrpannudeHnne 1ocTymna K JIOKaJIbHBIM U 4 I1K-14, I1K-8
obecrnieyeHus ceTeBbIM pecypcaM. JlucKpenroHHas 1
0€3011aCHOCTH B MaHJIaTHast MOJIENIN YIIPABICHHS JOCTYIIOM.
KaJbHBIX CETAX
floxal ce WHCTpyMEHTBI AJIs1 UCCIIEIOBAHMS CETU 4
(cHudeps)
WHCTpyMEHTBI AJIs UCCIIEIOBAHMS CETU 4
(ckaHepbl 0€30MaCHOCTH )
Utoro 12
4 OGecrnieueHue Me:xceTeBble 3KpaHbl 4 [1K-14, T1K-8
MACHOCTH
Oesonacoc AHTUBHpYCHAas 3alUTa
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MEXKCETEBOT'O
B3aUMOJIENCTBUS

BupTtyanbHble 4acTHbIE CETH

BTOPKEHUI

Cuctembl 0OHApYKEHUS U MPEIOTBPAIICHUS

DLP-cucremsbl

besomacHocTh IMPUKJIAAHBIX ITPOTOKOJIOB

Hroro

32

Uroro 3a cemecTp

44

8. IIpakTHyeckue 3aHATHUSA (CEMUHAPDI)
HanMeHoBaHME MPaKTUYECKUX 3aHATHN (CEMUHAPOB) MPHUBEACHO B TabmIe 8.1.
Tabnuna 8.1 — HauMeHoBaHUE NPAKTUYECKUX 3aHITHH (CEMUHApPOB)

HanmenoBanue NpakTUYECKUX 3aHATHN Tpynoemkocts, | Dopmupyemslie
Hazpanus pasnenos
(cemuHaApOB) q KOMITETCHITH
6 cemecTp

2 TexHosnoruu [ToctpoeHue CTpyKTypbl HHPOPMAIIHOHHOM 4 I1K-14, TIK-8
oOecrnieueHus CETH, OIIMCaHME XapaKTepa CBsI3el MEXIy
0e30MacHOCTH B 3JIeMEHTaMU U HHPOPMAIIHOHHBIX TTOTOKOB.
JIOKQJIbHBIX CETSIX

[IpopaboTka Mozenn yrpo3 U MOJEIH 4

HAPYIIUTENS KOMIIBIOTEPHOH CETH.

[TpopabGoTKa CTPYKTYpBI CUCTEMBI 3aIUTHI 6

UH(POPMAIINHU, COCTaBa CPEACTB 3AIIHTHI.

W3ydeHne crnoco60B yCTAaHOBKH U OCHOBHBIX

napamMeTpoB KOH(PHUTYpAIH CPEICTB 3aIUTHI

uHpopmanuu

[ToaroroBka TOKyMEHTOB IO CUCTEME 4

3amuThl HHGOpPMaLUK B HH(GOPMALIMOHHON

CUCTEME.

Hroro 18
Hroro 3a cemectp 18

9. CamocrosiTejibHasi pabora
Bunel camocTosTensHOM paboThl, TPYAOEMKOCTh U (pOpMHUpyeMble KOMIETEHIIH MPEACTAaBIEHBI B
tabmuie 9.1.
Tabauna 9.1 — Busl camocTosITeNbHON paboThl, TPYAOEMKOCTh M JOPMUPYEMBbIE KOMIETEHIIUH

Bunasr camocrostensHolt | TpynoemkocTs, | @opMupyeMbie
HasBanus pasznenos s Py ’ PMHDY @OpMBI KOHTPOJIA
paboTsI q KOMIICTSHITUH
6 cemecTp
1 OcHoBHBIE [IpopaboTka 4 I1K-8 Ornpoc Ha 3aHATUAX
TTOHSITHS JIEKIIMOHHOTO MaTepuaia
HUH MallMOHHOMN
(opmaonHo Hroro 4
0e30ImacHOCTH
2 TexHomoruu IToaroroBka k 6 [1K-14, I1K-8, |3ammura oT4yera,
obecrieueHus MPAKTUYECKUM 3aHSATHUSIM, IICK-10.5 Onpoc Ha 3aHATHSIX,
0e30IMacHOCTH B CEMHUHapam Ortuet 1o
JIOKAJIBHBIX CETAX J1abopaTOpHOU
[TpopaboTka 8 5 p Tp
adot T
JEKIIMOHHOI'O MaTepuana papote, 1¢¢
OdopmieHue oTueToB 1O 12
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nabopaTopHBIM paboTam
Hroro 26
3 ObGecrieuenue [TpopaboTtka 4 [IK-14, TIK-8 | Ompoc Ha 3aHATHIX
0€30MacCHOCTH ceTel | ICKIIMOHHOTO MaTepuaia
Ha 0a3e CEeTEeBbIX
Hroro 4
OTIePAITMOHHBIX
CHCTEM
4 ObecnieueHue [IpopaboTka 6 [IK-14, I1IK-8, |Ompoc Ha 3aHATHUSAX,
0€e30I1aCHOCTH JIEKIIMOHHOT'O MaTepuaia TICK-10.5 Oruer 110
MEKCETEBOTO nabopaTopHOi
. OdopmieHne 0TIETOB TIO 10 patop
B3aUMO/ICHCTBUS pabore, Tect
nabopaTopHBIM paboTam
Hroro 16
5 IIpaBoBbIe [IpopaboTtka 4 [IK-14, IIK-8 | Ompoc Ha 3aHATHIX
OCHOBBI 3aIIIUTHI JICKIIMOHHOTO MaTepuaia
uHpOpMaIIUU B
(opman Hroro 4
KOMITBIOTEPHBIX
CeTSX.
3amuIeHHbIH
JIOKYMEHTOO00POT
Hroro 3a cemectp 54
[ToaroroBka u caaua 36 DKk3aMeH
JK3aMeHa
Htoro 90
10. Kypcogoii npoexT / KypcoBasi padora
He npenycmorpeno PVYII.

11. PeiiTunroBasi cucreMa /Jisl OlEHKHU YCIeBAeMOCTH 00y4aI0 M XCH

11.1. bajquibHbIE OLEHKH JJIfl 3JIeMEHTOB KOHTPOJIS
Tabnuna 11.1 — banibHble OLIEHKH JUIsl 3JIEMEHTOB KOHTPOJIS

. . MakcuMalibHBIN
. MaxkcumanbHbBIH MaxkcumanbHbBIH
OneMeHTsl yueOHOH 6asu1 3a Iepuos Bcero 3a
6amt Ha 1-yro KT ¢ | Gainn 3a mepuon
JIESITETbHOCTH mexnay 2KT u na CEMECTp
Hayana cemectpa | mexay 1KT u 2KT
KOHell ceMecTpa
6 cemecTp
3amuTa oTueTa 10 10 20
Ompoc Ha 3aHATHSIX 3 4 3 10
Otuet no nabopaTopHOH 20 20 40
pabore
HToro MakcumyM 3a 13 34 23 70
epuo.
OK3aMeH 30
Hapacratomum urorom 13 47 70 100

11.2. Ilepecuer 0a/110B B OLIEHKH 32 KOHTPOJIbHbIEC TOYKH
[Tepecuer GayIOB B OIEHKH 32 KOHTPOJIbHBIEC TOUKH MpeCTaBeH B Tabymme 11.2.
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Tabnuua 11.2 — IlepecueT 6ayijIOB B OLIEHKHU 32 KOHTPOJIbHBIE TOYKH

bauibl Ha 1aTy KOHTPOIBHOM TOUYKH O1enka

>90% oT MakcuManbHOM cymMbl 6aiioB Ha aaty KT 5

Ot 70% 10 89% oT MakcuManbHOM cyMMbl OayutoB Ha gaty KT

4
Ot 60% 1o 69% oT MmakcuMabHOM cyMMBbI O6aiioB Ha naty KT 3
2

< 60% ot MakcuManbHOIM cymMMbI OaiioB Ha naty KT

11.3. IlepecueT cyMMBbI 02/1710B B TPAAHIIHOHHYIO M MEKAYHAPOAHYIO OLIEHKY
[Tepecuer cymmbl OaIOB B TPAJAULMOHHYIO U MEKIYHAPOJIHYIO OLIEHKY MPEICTaBIIEH B TAaOIHIlE
11.3.

Tabnuna 11.3 — [lepecueT cymMBbl 0aJIJI0B B TPAAMLIMOHHYIO U MEXAYHAPOAHYIO OLIEHKY

HroroBas cymma 6aios,

Omnenka (I'OC) YYHUTHIBACT YCIEITHO C/IAHHBIN Onenka (ECTS)
9K3aMeH
5 (oTMuHO) (3aYTEHO) 90 -100 A (OTIIMYHO)
85-89 B (ouens xoporio)
4 (xopor10) (3a4TeHO) 75-84 C (xoporio)
70-74
D (ynoBneTBopuTeabHO)
3 (yIOBIETBOPUTEIHHO) 65 - 69
(3auTeHO) 60 - 64 E (mocpenctBeHHO)
2 (HEYROBICTBOPUTEILHO) (11 Huxe 60 6amnos F (HeynoBneTBOpUTEIBHO)
3a4TEHO)

12. Y4ueOHO-MeTOAMYECKOEe U MH(POPMAIIMOHHOE 00ecTeYeHHe TUCIIUILTHHbI

12.1. OcHoBHas JuTEpaTypa
1. TlocTtpoenue 3amMIEHHBIX KOPIOPATUBHBIX ceTel [DIEKTPOHHBIM pecypc| [DneKTpOoHHBIN
pecypc]: yuebnoe mocodbue / P.H. AunnoB. — DnektpoH. gan. — Mocksa : JIMK Ilpecc, 2013. — 250 c.
— Pexwum noctyna: https://e.lanbook.com/book/66472 (nata oopamenus: 19.05.2018).

12.2. JlononHUTeIbHAS JTUTEPATYPA
1. KowmmbloTepHble CeTH U CIYyXObl yAaJeHHOTO JOCTyma [DJeKTPOHHBIH pecypc]
[DnexTponHbIit pecypc]: cripaBounuk / O. Moe. — Dnexrpon. gan. — Mocksa : JIMK Ilpecc, 2007. —
336 ¢. — Pexxum poctymna: https://e.lanbook.com/book/1169 (aara o6parenus: 19.05.2018).

12.3. YueOHO-MeTOAMYECKHE MOCO0U A

12.3.1. O6s13aTesibHBbIE YUeOHO-METOAUYECKHE MTOCOOUSA

1. besomacHocts cereit OBM [OnekTtponHBI pecypc]: Meronuueckue ykazaHus IS
nabopaTopHbIX M mnpakTuueckux pabor / HosoxpecroB A. K., Ilpackypun I'.A., 2014. — 99 c.
[DneKkTpoHHBII pecypc] — Pexum JIOCTyTIA:
http://kibevs.tusur.ru/sites/default/files/upload/work progs/nak/BSEVM lab pract.pdf (mata obpamenus:
19.05.2018).

2. besonacHocte cereit OBM [DnexktpoHHBI pecypc]: Meroauyeckue ykazaHus Ui
camocTosTenbHOi padoTsl cryaenta / HoBoxpectoB A.K., [Ipackypun I'.A., 2014. — 4 c. [DneKTpOHHBIH
pecypc] — Pexum JOCTYyTIa:
http://kibevs.tusur.ru/sites/default/files/upload/work progs/nak/BSEVM_sam.pdf (mata oOpamenus:
19.05.2018).

3. besomacaocth cereit DBM. Yactp | [DnekrpoHHBIH pecype]: JlabopaTopHBIi MpakTHKYM /
HoBoxpecroB A. K., Tymes A. HW. - 2017. 92 c¢. — Pexum jgocryna:
https://edu.tusur.ru/publications/7225 (aara obparmienus: 19.05.2018).

12.3.2. YyeOHO-MeTOAMYECKHE IOCOOMS 1JIs1 JIML C OTPAHMYCHHBIMH BO3MOKHOCTSIMHM 3/10POBbS M
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HHBAJINI0B

Y4eOHO-MeTOIMYEeCKHE MaTepHaibl ISl CAMOCTOSATEIBHON U ayTUTOPHON paboThl 00yJarOIIHXCs
U3 YHCIIA JIUI] C OTPAHUYCHHBIMU BO3MOXXHOCTSIMH 3JJ0POBbSI U MHBAIHUJIOB TPEIOCTABISIOTCS B (hopMmax,
aIalTHPOBAHHBIX K OTPAaHUYCHHSIM UX 3I0POBbBSI U BOCIIPHATHS HH(POPMAITUH.

J1J1s1 JIMI ¢ HAPYIIEHUSIMM 3PeHu:

- B (hOpMeE AIIEKTPOHHOTO JJOKYMEHTA;

- B IICUaTHOH (OpME yBETUUCHHBIM IPHPTOM.

J1J1s1 JIMI ¢ HAPYIIEHHsIMM CJIyXa:

- B (hOpMe AIIEKTPOHHOTO JJOKYMEHTA;

- B I1IeUaTHOM opme.

JIJ1s1 JIN1 ¢ HAPYIIEHUSIMH OTIOPHO-BUTATEIbLHOTO aNnapara:

- B (hopMe IEKTPOHHOTO JJOKYMEHTA;

- B IIEYATHOH (opme.

12.4. IipodeccnoHaibHbIe 0a3bl JAHHBIX U HH(POPMAIIMOHHbIE CIIPABOYHbIE CHCTEMBbI
1. 1. http://wwwe.elibrary.ru - Hayunas 3neKTpoHHast OMOIMOTEKA;

2. 2. http://www.edu.ru - BeG-caiit cucreMs! hefepanbHbIX 00pa30BaTeIbHBIX TOPTAJIOB;
3. 3. http://edu.fb.tusur.ru/ - o6pasoBarenbHbIil MOpTa aKyabTeTa 0E30MaCHOCTH;

4. 4. https://fstec.ru/ - denepanbHas ciry)0a M0 TEXHUYECCKOMY U KCIIOPTHOMY KOHTPOJTIO.

13. MaTepuajbHO-TeXHUYECKOe o0ecneyeHne JUCIUILIMHBI U TpedyeMoe NporpaMMHoe
ol0ecreueHue

13.1. O61ue TpedOBaHUS K MATEPUAILHO-TEXHMYECKOMY U POrPAMMHOMY 00ecne4yeHuIo
AMCUMILINHBI

13.1.1. MaTepuaJibHO-TeXHHYECKOE U POrPaMMHOe oOecriedeHue IJIsl JJEKIUOHHBIX 3aHATH I
Jis mpoBeneHust 3aHATUHN JIGKIIMOHHOTO THUIA, TPYNIOBBIX U WHAMBUAYAIbHBIX KOHCYJIbTAIIH,
TEKYILEro KOHTPOJS U MPOMEKYTOUHOM aTTECTAllUU MCIOIL3YETCsl yueOHast ayTuTOpUsl C KOJIHMYECTBOM
MOCAIOUYHBIX MeCT He MeHee 22-24, o0OopymoBaHHas JIOCKOM M CTaHAAPTHOW Yy4eOHOW Mebenblo.
Hmerorcss AeMOHCTpallMOHHOE OOOpYIOBAaHWUE H  y4eOHO-HATIISATHBIC TOCOOWS, O00eCICYHBAIOIIHE
TEMATUYECKUE WILTIOCTPALIMH 110 JIEKIIMOHHBIM pa3jiesiaM JUCIUIIINHBL.

13.1.2. MaTepuaJbHO-TeXHHYECKOE H IPOrpaMMHOe o0ecrnedeHne JJIsi MPAKTHYeCKHUX 3aHATHH
JlaGopatopus 6e3omacHoctu ceteit 9BM / JIabopatopus kpuntorpaduu B 6aHKOBCKOM Jieie
ydeOHasi ayIuTOpHs JJISi TMPOBEACHUS 3aHATHI MPAKTUYECKOTO THIIA, ydeOHas ayIuTOpHs s
IIPOBE/ICHUS 3aHATUH J1aOOPAaTOPHOTO THIIA

634045, Tomckas ob6nacts, r. Tomck, yn. Kpacnoapmeiickas, 1. 146, 804 ayn.

Onucanue UMeroIIerocs 000pya0BaHUS:

- Kommrotepsl kiacca ne ke GigaByte GA-F2A68HM-DS2 rev1.0 (RTL) / AMD A4-6300 /
DDR-I1I DIMM 8Gb / SVGARadeon HD 8370D / HDD 1Th Gb SATA-III Seagate (10 T.);

- OOy4aronuit CTeH 1 JIOKaJbHbIE KOMIBIOTepHBIE ceTH Microtik routerboard (2 mit.);

- VIiPNET YMK «be3onacHOCTb ceTei;

- Kommyrarop Mikrotik CRS125-24G-1S-IN (6 mrt.);

- KomnbroTep kinacca He Hioke 15-7400/8DDR4/SSD120G;

- Aranmuzatop kabenpHbIX ceteid MI 2016 Multi LAN 350 (3 mT.);

- Anammzatop Wi-Fi cereit NETSCOUT AirCheck G2 (2 miT.);

- CepBep kiacca He Hmke 4xE7-4809v4/512GBRE16/L.9300-8i/5T6000G7;

- Mapmpytuzatop Cisco 891-K9 (2 mir.);

- Mapuipyruzarop Cisco C881-V-K9 (2 mit.);

- Mapmpytuzatop Check Point CPAP-SG1200R-NGFW (2 mit.);

- KommuiekT cnenmanm3upoBaHHO# yaeOHOM MeOenu;

- PabGouee mecTo mpenogaBates.

[TporpamMHOe o0OecrieueHme:

— Cisco Packet Tracer

— Cucrema MmoHuTOpHHTa Zabbix
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— Microsoft Windows 10

— XSpider

— Amnanmuzatop Tpaduka Wireshark

—  Huctpubdyrus Kali Linux

— MexcereBoii skpan UKC Lite

— MexcereBoidkpanPositive Technologies Application Firewall Education
— Cucrema aganmsa 3amumieHaoctd cetd MaxPatrol Education

— Cucrema oOHapyKeHHSI BTOP>KEHHUI Snort

— Cucrema oOHapy»XeHHs BTOp)KEHUH Suricata

— CpeacTBo nocTpoeHus: BUPTYalbHbIX YacTHBIX cereil OpenVPN

13.1.3. MaTepua/ibHO-TeXHUYECKOE U POrpaMMHoOe o0ecriedeHue sl JJa0opaToOpHbBIX padoT
JlaGopaTtopust 6e3omacHoctu ceteit OBM / JIaboparopust kpunrorpaduu B 0aHKOBCKOM JIeIIe
yueOHasi ayiuTOpHs AJISl NMPOBEACHUS 3aHATHI MPAKTUYECKOTO THIIA, ydyeOHas ayIuTOpHs s
MIPOBEJICHUS 3aHATUH JIaOOPATOPHOrO TUIIA

634045, Tomckas obnacts, r. Tomck, yn. Kpacnoapmeiickas, a. 146, 804 ayn.

Ornucanye UMeIoIIerocs 000pyI0BaHUS:

- Kommbrotepsl kiacca e Hmke GigaByte GA-F2A68HM-DS2 rev1.0 (RTL) / AMD A4-6300 /
DDR-111 DIMM 8Gb / SVGARadeon HD 8370D / HDD 1Th Gb SATA-III Seagate (10 mir.);

- OOyuaromnuii CTeH;1 JIOKaIbHBIE KOMITBIOTEpHBIE ceTr Microtik routerboard (2 mit.);

- VIiPNET YMK «be3onacHOCTb ceTei;

- Kommyrarop Mikrotik CRS125-24G-1S-IN (6 mr.);

- Komnerotep kimacca e mike i5-7400/8DDR4/SSD120G;

- Ananmu3zarop kabenpubix cereit M1 2016 Multi LAN 350 (3 mr.);

- Anammzatop Wi-Fi cereit NETSCOUT AirCheck G2 (2 mT.);

- CepBep kiacca He Hmke 4xE7-4809v4/512GBRE16/L.9300-8i/5T6000G7;

- Mapurpytuzarop Cisco 891-K9 (2 mir.);

- Mapupyruzatop Cisco C881-V-K9 (2 mr.);

- Mapmpytuzarop Check Point CPAP-SG1200R-NGFW (2 mit.);

- KommekT cnenunanu3upoBaHHoi yueOHON MeOen;

- PabGouee mecTo npenogaBates.

[TporpamMHuoe obOecrieueHme:

— Cisco Packet Tracer

— Cucrema MoHUTOpHHTa Zabbix

— Microsoft Windows 10

— XSpider

— Amnanusarop Tpaduka Wireshark

— Huctpubdytus Kali Linux

— MexcereBoii skpan UKC Lite

— MexcereBoidkpanPositive Technologies Application Firewall Education

— Cucrema ananu3a 3amuiieHHocty cetu MaxPatrol Education

— Cucrema oOHapyXeHHsI BTOp>KeHUH Snort

— Cucrema oOHapyXeHHs BTOp>KeHUN Suricata

— CpeacTBo nocTpoeHUs: BUPTYalbHbIX YacTHBIX cereil OpenVPN

13.1.4. MaTepuajibHO-TeXHUYECKOE U POrPaMMHOE oOecneyeHue 1JIs1 CaMOCTOATEIbHOH padoThl
s camocToATeNbHOW pabOThl MCIONB3YIOTCS yUeOHbIE ayIuTOpUU (KOMIBIOTEPHBIE KJIAacChl),
PacrojIoKEHHBbIE IO aJpecaM:
- 634050, Tomckas obmactp, T. ToMck, Jlennna npocmnexr, a. 40, 233 ayn.;
- 634045, Tomckas obnacts, r. Tomck, yi. Kpacnoapwmeiickas, 1. 146, 201 ayn.;
- 634034, Tomckas obnacte, T. ToMck, Bepmnauna ynwuia, 1. 47, 126 ayn.;
- 634034, Tomckas obnacts, T. ToMck, Bepmmnauna ynuna, 1. 74, 207 aya.
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CocraB 000py/I0BaHUS:

- yueOHas meOerb;

- komnbrotepsl kinacca He Hike [I9BM INTEL Celeron D336 2.81T . - 5 miT.;

- KOMHBIOTepBI IIOAKJIIFOUCHBI K CCTHU ((HHTepHeT)) nu O6€CH€‘-II/IBaIOT I[OCTyH B 3J'ICKTpOHHyIO
nH(pOPMaMOHHO-00pa30BaTEILHYIO CPElYy YHUBEPCUTETA.

[TepedeHp mMporpaMMHOTO OOECIICYCHHUS:

- Microsoft Windows;

- OpenOffice;

- Kaspersky Endpoint Security 10 s Windows;
- 7-Zip;

- Google Chrome.

13.2. MaTepuajibHO-TEXHHYECKO€E O0ecrieyeHne M CUMILTUHBI JIS JTUI ¢ OTPAaHUYeHHbIMH
BO3MOSKHOCTSIMH 310POBbSI U HHBAJINI0B

OcBoeHUE TUCHUIUIMHBI JIMIIAMH C OTPAaHUYEHHBIMUA BO3MOXKHOCTSMH 370POBbS U MHBAIHIAMU
OCYILIECTBIISIETCS C UCIIOJIb30BAHUEM CPEJICTB 00y4eHUs OOIIEro U CeuaaIbHOr0 Ha3HAYCHUS.

[Ipu 3aHsATHAX € OOYYAIOIIMMUCS € HAPYWIEHHSIMM CJyXa TMPEIyCMOTPEHO HCIOJIb30BAaHUE
3BYKOYCUJIMBAIOIIEH anmaparypbl, MYJIbTUMEIUNUHBIX CPEACTB W JPYIMX TEXHHUYECKHX CpEACTB
npreMa/mepeadn yaeOHoH MHGPOpMAIuu B JOCTYIMHBIX (hopMax, MOOMIBHOH CHUCTEMBI TPEIO aBaHUS
U O0yYaroUUXCcs C WHBAIMIHOCTHIO, TOPTATUBHOW MHIYKIIMOHHON CUCTEMBbl. YueOHas ayauTopus, B
KOTOPOW 3aHHMMAIOTCSl OOyYaromuecs C HapylIeHHEeM Ciyxa, 000pyI0BaHa KOMIBIOTEPHOW TEXHUKOM,
ayJIMOTEXHUKOM, BUJEOTEXHUKOM, FJIEKTPOHHON JOCKOU, MYJIbTUMEIUUHON CUCTEMOII.

[Ipu 3aHATHSAX C 00YHAIONTUMUCS ¢ HAPYIIEHUSIMHU 3PEHUSIMU TIPEITYCMOTPEHO UCIIOIH30BaHUE B
JEKUUOHHBIX U Y4YEOHBIX ayJUTOPHUSAX BO3MOXKHOCTH MPOCMOTpa YAAJNEHHBIX OOBEKTOB (Hampumep,
TeKCTa Ha JOCKE WM Claiijla Ha DJKpaHEe) MpU TOMOIIM BHUICOYBEIUYHUTENCH a1 KOM(OpPTHOTO
MPOCMOTpA.

[Ipu 3aHsATHAX ¢ OOydYalOIUMHCS € HAPYUWIEHUSMH ONOPHO-JABUIATEeJbHOI0 amnmnapara
HCIIONIB3YIOTCSl allbTePHATUBHBIE YCTPONCTBA BBOJAa MHGOpPMAIMU MU APyrue TEXHUYECKUE CpEICTBa
npuema/nepeaayn yueOHoH MHPOpManuu B JAOCTYMHBIX (hopMax, MOOWJIBHON cHCTeMBbl OOydeHUs IS
JII0JIEH C MHBAIMTHOCTBIO.

14. OneHovHble MaTepHaJIbl U METOAUIECCKUE PEKOMCHAAIUH 110 OPraHU3allui U3YYCHUSA
AUCHHUIIIMHBI

14.1. ConepxxaHue OLIEHOYHBIX MATEPHATIOB U METOANYECKHE PEKOMEHAAM U
I[J'ISI OIICHKHN CTCIICHU C(bOpMI/IpOBaHHOCTI/I n ypOBHSI OCBOCHUA 3aernneHme 3a I[HCHHHJII/IHOﬁ
KOMIIETEHIINI UCOJIb3YIOTCS OLIEHOYHBIE MaTepUaibl B COCTaBE:

14.1.1. TecToBbI€E 3aaHus

1. I[To macmTaby KOMITBIOTEPHBIE CETH MTOAPA3ACISIOTCS Ha

a) 3B€3/1000pa3Hble, KOJBIEBbIE, IIMHHBIE

b) ogHOpaHroBBIE U CeTH "KIMEHT-cepBep”

C) IPOBOJIHBIE M OECTIPOBOIHBIE

d) nmokanpHBIE U TI100aTBHBIC

2. 3apmaueil kakoro ypoBHs Moxaenu OSI sBisercs ynpaBieHHE IOCTYIIOM K Cpele B CETSX,
MOCTPOEHHBIX HA OCHOBE Pa3IeiIsIEMON Cpeabl?

a) MPUKIIATHOTO

b) cereBoro

C) KaHaJbHOTO

d) pusuueckoro

3. Kakoe MuHUMaIbHOE KOJIMYECTBO YPOBHEW MPOTOKOJOB (B TepMHHAX Mojenu OSI) momkHbI
MO/IEPKUBATH MAPIIPYTHU3ATOPHI CETEH ¢ KOMMYTAIIUEH MTaKeTOB?

a)l

b) 2
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c)3

d) 4

4. K tpancnioptHOMy ypoBHIO Mozenu OSI oTHOCATCS TPOTOKOJIBL:

a) IP, RIP, OSPF

b) SSL, TLS

c) SMTP, IMAP, POP3

d) UDP, TCP

5. Ilo kakoil mpuuuHe B mpotokosie RIP paccrosiHue B 16 XOMOB MEXIy CETSIMHU I0JIAraeTcs
HETOCTHKUMBIM?

a) 1oJie, OTBEJICHHOE ISl XPAHEHUS 3HAYCHUS PACCTOSHUSA, UMEET JUTMHY 4 JBOMYHBIX pa3psaia

b) A1 MOTy4YeHUs! MPUEMIIEMOTO BPEMEHH CXOJUMOCTH alrOpUTMa

¢) ceTH, B KOTOphIX paboraer RIP, penako ObBatOT OOMBIIMMEU

d) TabnuIel MapIIpyTU3AUKA HE MOTYT XpaHUTH Ooibie 16 3amuceit

6. Uto nyxHo cruenats Ha DHCP cepBepe 4ToOBI HCKIIOYUTH BbIIauy omnpeaeneHnoro IP aapeca
U3 CYILECTBYIOIIEro quana3zoHa?

a) co3aarh nuamas3o [P agpecos

b) coznats mapamerp DHCP

¢) cozaarb oomactb DHCP

d) co3narte uckmouenue st [P agpeca

7. Kak HasbiBaeTcsi 00bekT Active Directory, KOTOpbI XpaHUT HH(OpMAaLNIO 00 YUETHBIX
3ammucsx, O0IMX pecypcax, MoApa3aeieHusx?

a) ceTeBoil 1oCcTyn

b) karanor

C) marmka

d) nomen

8. Kakoit mpoToKoJI UCIoNIb3yeTcs AJisl AOCTYIa K ciayx0e karanoro AD?

a) LDAP

b) ShareDiscovery

c) ADSL

d) UDP

9. Komnbrotep, 3aHMMarOMMics 00CITy)KUBaHUEM CETH, YIPaBJIEHUEM Iepeadyeld cooOIIeHu,
MPEJOCTABIISAIONINH yIaIeHHBIA JOCTYI K CBOMM pecypcaM, Ha3bIBaeTCs

a) xabom

b) cepsepom

¢) paboueii cTaHIMeH

d) xocTom

10. Meton mnepenauu JaHHBIX, IPU KOTOPOM JAaHHBIE MEPECHUIAIOTCA B JABYX HalpaBICHUSIX
OJTHOBPEMEHHO, Ha3bIBAETCH ...

a) CUMIUIEKCHBIM

b) nynaeKCcHbIM

C) CUHXPOHHBIM

d) nonyaymiekcHbIM

11. Ananu3 3alUIeHHOCTH - 3TO ...

a) BBIOOp OOOCHOBAHHOTO HabOpa KOHTPMEp, IO3BOJIAIOUIMX CHU3UTh YPOBEHb PHUCKOB [0
MIPUEMIIEMOM BEITMYHUHBI

b) He3aBHCHMast SKCTIEPTH3a OTJENBHBIX 00JacTel (PyHKIIMOHUPOBAHUS TPEIIPUITUS

C) mpoleaypa ydeTa JeiCTBUM, BHIIIOJIHIEMbIX MTOJIb30BATEIEM Ha MPOTSKEHUH CeaHca JI0CTyma

d) mouck ys3BUMbIX MeCT HH(POPMALIMOHHON CUCTEMBI

12. Bo3geicTtBue Ha CHUCTEMY C M€K CO3/JaHMS YCIOBHWM, NPH KOTOPBIX JIETaJbHbIE
MI0JIb30BATEIN CUCTEMbI HE MOTYT MOJIYYUTh TOCTYI K MPEIOCTABIAEMbIM CHCTEMON pecypcam, JIn00 3TOT
JOCTYTI 3aTPyIHEH.

a) DoS-araka

b) HecCaHKIIMOHUPOBAHHBIN JOCTYII

C) HE3aKOHHOE UCIOJIb30BAHNE TPUBUIIETHIA
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d) mporpamMmHas 3aknaaka

13. TIporpaMMHO€ CpencTBO ISl YAQICHHON WIM JTOKAJIbHOW JUArHOCTUKH PA3JIUYHBIX 3JIEMEHTOB
CETH Ha MIPEIMET BBISBIICHUS B HUX PA3JIMYHBIX YSI3BUMOCTEH.

a) areHT 0e30MacHOCTH

b) moauTHka 6€3011aCHOCTH

C) CPENCTBO JICTETUPOBAHMS aIMUHUCTPATUBHBIX TOTHOMOYHI

d) ckanep GezonmacHOCTH

14. ... - mporecc OJIOKMPOBKH BBISIBJICHHBIX BTOPKCHUM.

a) aHaJIM3 3alIUIICHHOCTH

b) oOHapykeHue aTak

C) Npe0TBpallleHHE aTaK

d) ayaut 6e3omacHoCTH

15. B xxypHaine ayreHTU(UKAIMA O0OHAPYKEHO HECKOJIBKO 3aIUCEe HEYCIEIIHBIX TOMBITOK BOUTH
B CHUCTEMY IOJ| YYETHBIMHU 3alHCSIMH IoJib3oBareneil. Bo3mMoxkHO Obuta mombiTKa Moa0Opa Mmaposei.
Kakoe cranapTHOe CpeCTBO CIIEAYET UCIOIB30BATh Il YMEHBIIEHUS pUCKa TAKOTO poja aTtak?

a) UCII0JIb30BaTh CUCTEMY OOHAPYKEHUS BTOPKEHUIA

b) nepeuMeHOBaTh YUETHYIO 3alIUCh a]MHHUCTPATOPA

C) UCIIOJIb30BAaTh MYJIbTU(AKTOPHYIO ayTEHTUDUKAIIIO

d) BKIIOUMTH OJOKHMPOBKY YYETHBIX 3alMCEl MPH OMPENEICHHOM KOJMYECTBE HEYCIEIIHBIX
MOTIBITOK PErHCTPAIIUU

16. Tlomutmka Oe3omacHOCTH TpeOyeT COKpBITHS cxembl I[P-ampecanuu, HCHOIB3yeMOW BO
BHyTpeHHel cetu. Kakas U3 mepedyrcieHHbIX TEXHOIOTUH TO3BOJIUT PEIIUTh MOCTABICHHYIO 337a4y?

a) cucreMa OOHapyXEHHS BTOP)KEHUH

b) mepcoHaIbHBIN MEXKCETEBOM IKpaH

c) NAT

d) anTHBUpYCHOE TPOrpaMMHOE OOecTeueHue

17. TexHomorusi, KOTOpasi Uisi OOHAPY)KEHUsSI aTaK HMCIOJb3yeT, Hampumep, obpasenr IP-makera,
XapaKTepHOTo sl KAaKOM-HUOYIb ONpeeICHHON aTaKu.

a) MOHUTOP PETUCTPALMOHHBIX (PaiiyIoB

b) KOHTPOJIb IIEITOCTHOCTH

C) BBISIBIICHUE aHOMAJIBHOH IS TETbHOCTH

d) ananu3 curnaryp

18. Cornacno xknaccudpukanuu DOCTOK Poccum, MmexcereBoll HKpaH MNpUMEHSEMbIH Ha
norudeckoit rpanuie MC mnu mexay norudeckumu rpanuiamu cermentoB MC, ato MO ...

a) Tuna A

b) Tuna b

c¢) tuna B

d) tuna I’

19. Cornacno knaccuduxanuu @CTIK Poccun cuctembl 00HapyKeHUsI BTOPKEHUH JIesITCs Ha

a) YPOBHS y3J1a U YPOBHS CETH

b) BHELIHNE U BHYTPEHHUE

C) CHMMETPHYHBIE U ACUMMETPUYHBIE

d) koMMyTHpyeMble U HEKOMMYTHPYEMBbIE

20. CornacHo mMpoQUII0 3alIUTH CPEICTBA AHTUBUPYCHOW 3aIIUThI THMA «bY» ycTaHaBIMBAIOTCS
Ha ... UHPOPMAIIMOHHOMN CHUCTEMBI, (DYHKIIMOHHPYIOIIEH Ha 0a3e BEIYMCIUTEILHON CETH.

a) paboume CTaHIIMU MOJIb30BaTENIEH

b) cepBepbl

) pabouyro CTaHIIMIO AAMUHUCTpATOpa

d) cepBepsl 1 paboune CTaHIIUA

21. 3amuTa pecypcoB ceTH OT HECAaHKIIHOHUPOBAHHOTO UCIOJIb30BAHUS - 3TO

a) oxpaHa 00OpyZOBaHUS CETH

b) 3ammuTa siapa 6e30macHoCTH

C) KOHTPOJb AOCTyMa

d) 3amura nepumerpa 6e30MacHOCTH
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22. CpencTBO 3alIUThI, 00ECTIEYNBAIOIEE 3AUIIEHHOCTh HH(OPMAIIMK OT YIpO3 HEJIETUTUMHOM
nepeaayd AaHHBIX U3 3aLIMIIEHHOIO CETMEHTa CUCTEMbI IIyTEM aHajau3a U OJOKUPOBAHUS HUCXOASIIETO
Tpaduka

a) MEXCETEeBOM dKpaH

b) cpeacTBO aHTUBUPYCHOM 3aIIUTHI

¢) DLP-cucrema

d) ckanep GezonmacHOCTH

23. CpenctBo, peuaronee 3a1a4l KOHCOJIUAALUT U XPAaHEHUS XKYPHAJIOB COOBITUH OT pa3inYHbIX
MCTOYHMKOB, a TAK)K€ MMEIOIIee MHCTPYMEHTHI JUIsl aHaJIM3a COOBITUI M pa30opa MHIMICHTOB HA OCHOBE
UX KOppessiuuu U 00pabOTKH IO IPaBUIaM — 3TO ...

a) DLP-cuctema

b) cucrema oOHapYyKEHHS BTOPXKCHUI

¢) SIEM-cucrema

d) ckanep 6e3omacHOCTH

24. Cnoco6 mepexBaTta uH(pOpMAIMH, TIPU KOTOPOM Ha MAIIMHY YCTaHABIMBAETCS MPOTPAMMHOE
CpeACTBO, coduparoliee U nepeiaroliee HHPOPMALUIO — 3TO ...

a) repexaar B pa3pbiB

b) cereBoii mepexnar

C) areHTCKuil mepexBat

d) mepexBar myTeM MHTETPALMU CO CTOPOHHUMHU MPOJYKTaMH

25. IlporpaMMHOE WJIM ammapaTHOE CpPEACTBO, KOTOPOE OCYIIECTBISIET MOHUTOPHHI CETH B
peasbHOM BPEMEHH C 1I€JIbIO BBISABICHMS, IPEIOTBPALEHUs U OJIOKUPOBKU BPEJOHOCHOH aKTHBHOCTH.

a) MEXCETEeBOM IKpaH

b) cuctema oOHapyKEeHUS BTOPKEHUI

C) cucTeMa NpeoTBPAIIECHNs BTOPKEHUN

d) cpeacTBO aHTUBUPYCHOM 3alUTHI

26. K kakum Merogam cOOpa MaHHBIX, HCHOJB3YIOIUXCA NpU ayAuTe HHPOPMAMOHHON
0e3omacHocTH, oTHOCcUTCa MaxPatrol?

a) aHaJIu3 JOKyMEHTAlUU

b) npenocTaBiieHNe OMPOCHBIX JIUCTOB

C) UCTIOJIH30BAHUE CTICITUATN3NPOBAHHBIX TPOTPAMMHBIX CPE/ICTB

d) uHTEpBBHIOUpPOBAHHE

27. Kakoii U3 METOJOB MNPOBEPKH HANpaBIEH Ha ONpeAeNieHue Halu4Msl YS3BHUMOCTH IIO
KOCBEHHBIM ITpU3HaKaM?

a) aKTUBHBIC 30HIUPYIOIINE TIPOBEPKU

b) nmpoBepka 3aroJ0BKOB U aKTUBHBIE 30HAUPYIOIINE TPOBEPKU

C) MpOBEpKa 3aroJOBKOB

d) umuTamms aTak

28. B kakoMm pexuMe CKaHHpPOBAaHHUs CHCTEMbl aHanmu3a 3anuiieHHoctu MaxPatrol moxHO
MIPOU3BECTH MOIO0P Maposiei?

a) Audit

b) Compliance

c) PenTest

d) Pentest u Compliance

29. B xakom pexxume ¢yHKknnonupoBanusi [Psec mmdpyercs Bech ucxonusiii [P-maker, a 3atem
OH BCTaBJISI€TCS B MOJIE JAHHBIX HOBOTO MakeTa?

a) TPaHCIIOPTHOM

b) TyHHEIBHOM

) B 000UX pexuMax

d) IPsec He ucnomnb3yer muppoBaHUe

30. Ilponecc mosydyeHHss OOBEKTUBHBIX KAaUE€CTBEHHBIX U KOJIMYECTBEHHBIX OLEHOK O TEKYILEM
COCTOSIHUM HMH(OPMAIIMOHHON 0€30MacHOCTH OpraHu3allMd B COOTBETCTBHM C  OMNpPENeNEHHBIMU
KPUTEPHUSIMH U TIOKa3aTeNIsIMUA 0€301aCHOCTH — 3TO ...

a) BbISIBIIGHUE aHOMAJIbHOM JIeSTeIbHOCTH
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b) aHanmM3 3aMUIIEHHOCTH
¢) ayauT uH(OPMAIMOHHOM 0€30MMacHOCTH
d) ycraHOBKa CUCTEMBI 3alTUTHI

14.1.2. Dx3aMeHaIIMOHHBbIE BONIPOCHI

1. TunoBele KoHGUrypauuu HHGOPMALMOHHBIX  CUCTEM. BiusHue  KoHpUrypauuu
MH(POPMAIIMOHHON CHCTEMBbI Ha 0€30IaCHOCTh XPaHUMBIX, 00pabaThIBAEMbIX U MEPENaBaCMbIX IO CETH
JAHHBIX.

. ¥rpo3a. Ysa3BuMocTb. ATaka. B3auMocBs3b MEKIy STUMU ITOHATHUSAMMU.

. Knaccugukanus yrpo3 nnpopmaioHHOH 0€301acHOCTH BBIYUCIUTEIbHBIX CETEH.

. Knaccugukanus yszBumocteit.

. Knaccugukanus arak.

. [lepexBar undopmanuu B cetu. UuctpymenTsl. CriocoObl MPOTHBOCHCTBUS TIEPEXBATY.

. Spoofing. CriocoOsI moaaenku uaeHTuGuKkaTopoB. CriocoObl MPOTUBOACHCTBUA Spoofingy.

. DOS-araku. Ocobennoctu peanuzanuu. CrnocoOsl mpoTuBoAeiicTBust DOS-aTakam.

. YHuBepcaJbHblE METOJbl OOecnedyeHus: HH(POPMALMOHHON O€30MacCHOCTH KOMIBIOTEPOB U
KOMIIBIOTEPHBIX CETEH.

10. Cpoeumanu3upoBaHHble  MeTOAbl  oOecrieueHHss  MH(OpPMAIMOHHONW  ©E3011aCHOCTH
KOMITBIOTEPHBIX CETEH.

11. Unentudukanus u ayrentudpukanus. OcoOEHHOCTH ayTeHTH(HKALMK MOJb30BaTeled B
KOMITBIOTEPHBIX CETSIX.

12. IIporokon Kerberos. Haznauenne. OcobeHHOCTH (PYHKIIMOHUPOBAHMSL.

13. Pasrpanndenue noctymna K ”HPOPMALMOHHBIM PECYpcaM KOMIIBIOTEPHBIX CETEH.

14. Kpunrorpaduyeckas 3amuTta HHQOpPMauM B KOMIBIOTEPHBIX ceTsaX. JlocTomHCTBa M
HemocTtaTku. CrocoObl Peo10NIeHHsI KpUNTOrpaduecKoi 3aluThl HH(OPMAIIHH.

15. Dnekrponnas noanuck. Haznauenue. [IpuMeneHune 1 3aliUThl CETEBOIO B3aMMOEHCTBHSL.
[Ipumepsl.

16. Cxaneps! 6e3onacHOCTU. CriocoObI BBISBIEHUS YSI3BUMOCTEH B HH()OPMAIIMOHHBIX CUCTEMAX.

17. Ayaur B uHpOpManuOHHBIX cucTeMax. DYHKIMM W HaA3HAUYEHUE AayAHWTa, €ro poJib B
obecrieueHnH HHPOPMAITMOHHOM O€30MaCHOCTH.

18. Cucrembl oOHapykeHusi BTOpkeHuil. CuUCTeMbl MpPENOTBpALICHUs] BTOpKEHHH. MeTonuku
BBISIBIICHUS! CETEBBIX aTak.

19. CeTeBble U XOCTOBBIE CUCTEMbI OOHAPYKEHUS U MPEAOTBpAIleHNs BTOpKEeHUM. JlocTonHCTBa
U HEJIOCTAaTKHU.

20. MexcereBble skpanbl. Knaccudukanus. BapuaHTel pasMmemnieHuss MEXCETeBOrO HJKpaHa.
JIOCTOMHCTBA U HEOCTATKHU.

21. demunutapuzoBanHas 30Hbl. Haznauenue. CriocoObl BbIICTICHUS.

22. Knaccudukaius MeXKCETeBbIX HKPaHOB [0 YpOBHAM 3amMiieHHoOcTH. [loka3aTens
3alUIIEHHOCTH, MpUMEHseMble 1S Kiaccupukanuu. [IpuMeHeHre MeXCETEBbIX 3KPAHOB pa3IUYHbBIX
KJIACCOB.

23. Texnonoruss VPN (Buptyanbnslie yacTHble ceTH ). Haznauenue. JlIocTOMHCTBA U HEIOCTATKH.

24. OCHOBHBIC KOMIIOHEHTBI TEXHOJIOTUH BUPTYalbHBIX 4acTHBIX cerei (VLAN).

25. Bpenmonocuwsie mporpammbl. Krnaccubukarnus. Kanansl pacrpoctpanenusi. BnusiHue Ha
MH(POPMAIIMOHHBIE CUCTEMBI.

26. AntuBupycHsle cpezctBa. Kiaccudukanus. MeToauky BbIsIBICHUS BPEAOHOCHOTO KOJA.

27. CpenactBa obecrieyenus uHpopmannoHHoi Oe3omacHoctt B OC  Windows’2003.
Pasrpanunuenue noctyna k gaHHbIM. ['pynmnosast nonutuka. O6iacTe AEMCTBUS TPYIIIOBBIX IMOJIUTHUK.

28. OcHOBHBIE 3Tarbl pa3padOTKU 3aLIUIEHHON KOMIIBIOTEPHON CETH.

29. Ilpobnemsl obecrieueHus: 0e30MacHOCTH MpUKIATHBIX cepBucoB (Bed, mourta, FTP) u ux
pelIeHus.

30. dusnueckue cpencTBa odecrnedeHrs nHHOPMaMOHHON O€30MMaCHOCTH.

O 00 1N N K~ W

14.1.3. TemMbI OIPOCOB HA 3aAHATHAX
Obecneuenne 0€30MaCHOCTU TEIEKOMMYHHUKAIIMOHHBIX CBSI3€M M aJMHUHHUCTPATUBHBIA KOHTPOJIb.
OCHOBHBIE TTOHSTHUS U TEPMUHOJIOTUA.
TumoBsle yrpo3sl cereBoil Oe3omacHOCTH. OCHOBBI KJAacCH(MKALMK CETEBBIX yrpo3 M aTak.
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Bnusinue yenoBeyeckoro pakTopa Ha CETEBYIO0 0€30MacHOCTb.

3amuTa TOMOJOTMHM CEeTH. BupTryalbHble JOKalbHbIE CceTH. JlomoaHUTENbHBIE (QYHKIHMH
KoMMyTatopoB. [lepconanbHble 3kpaHbl. AGOHEHTCKOE MHU(pPOBaHUE.

3ammura cereBoro Tpaduka W KOMIIOHGHTOB CeTH. 3ammTa KoMmroHeHToB cetu ot HC.
besomacHocth pecypcoB cetu. CpencrtBa HISHTUDUKANUKA U AYTCHTH(QHUKAIIMU, METOIBI pa3ICICHUS
PECYPCOB U TEXHOJIOTHH pa3rpaHUyeHHs] TOCTyTIA.

CpencTBa TIOBBIIICHHUS HAJACKHOCTH  (QYHKIIMOHUPOBAHUS CeTel. 3ammra OT cOoeB
ANEKTPONUTAHUS, allIapaTHOTO U MPOrpaMMHOT0 obecrieueHusi. KOHTpoIb U pacmpeienenie Harpy3ku Ha
BBIUYUCIIUTEIILHYIO CETh.

PernamenTtupytomiye 10KyMEHTHI B 001acTH O€30MacCHOCTH BBIYMCIUTENbHBIX ceTedl. CTaHaapThl
0€30MaCHOCTH BBIYUCIUTEIBHBIX CETeH W MX KOMIIOHEHTOB. [IpaBoBbIE OCHOBBI 3aIIUTHl HH(POPMAITUH B
CeTsIX.

CereBble omneparrionHbie cucteMbl Windows, Unix/Linux. OCHOBHBIE TPOTOKOJBI, CIIYXOBI,
(GyHKIIMOHUPOBaHKE, CPEJCTBA OOecrieueHus: 6e30MaCHOCTH, CPEJICTBA YIIPABICHUS U KOHTPOJIS.

[Tonutuka Ge3omacHoctu: lloHsATHE MoMMTHKM Oe3omacHOCTH. THUIOBBIE 3JEMEHTHI MOJUTHKH
6esomacHoctu.  Iloctpoenue, — peanuzanusi,  HojjaepKaHue U MOAUUKALUA  HOJUTHKU
6e3onacuoctu.Kpurepun onenku OezonacHoctu cereBbix OC. OCHOBHBIE KpUTEpUHU aHAJIM3a CETEBOM
6e3omacHoctu. O0Ias mporeaypa aHaau3a.

OcHOBHBIE MEXaHU3MBI 00eCTIEYeHHS OE30MaCHOCTH U YIIPABICHUS PaCIIPEICICHHBIMU PECYPCaMHU.
ObecrieueHre HaEKHOCTH HHPPACTPYKTYpbl IHTEpHET.

3ammra KaHamoB cBs3u B MHTepHer. Buuel ucnonp3yembix B VHTepHET KaHAIOB CBS3H.
Hcnonb30BaHne MeXCETEBBIX SKpaHOB. BUpTyanbHble YaCTHBIE CETH.

VYS3BUMOCTH U 3alIuTa 0a30BBIX MPOTOKOJIOB U ¢yx0: [IpoTokonsr mapmpyTtu3anuu. CeMencTBo
TCP/IP. Cnyx0b1 noucka. bezonachocte WWW 1 351eKTpOHHON TOYTHI.

Cucrembl OOHapyXeHHS W TIPOTUBOJCHCTBHA BTOpXKEHUsAM. Kiaccmpukamuss W TPUHIMITEI
(GYHKIIMOHUPOBAHUS CUCTEM OOHApyKeHHsI BTOp>keHUH. CkaHepbl 6€301MacHOCTH.

Knaccel ckanepoB 6e30nacHOCTH M OCOOCHHOCTH IPUMEHEHHS. 3aIlnuTa OT BUPYCOB.

3amuTa 3JIeKTPOHHOTO TIOKYMEHTOO000pOoTa.

14.1.4. Tembl 1a00paTOPHBIX PAdOT

Pasrpannuenue goctyna K JIOKadbHBIM U CETEBBIM pecypcam. JlMCKpelnoHHass M MaHJaTHas
MOJIETN YIIPABIIEHUS JOCTYIIOM.

WHCcTpyMEHTHI AJ1s UcciieIoBaHMsI ceTu (CHU(EpHI)
WHCTpYMEHTBI [T HCCIIE0BAaHUS CETH (CKaHEephbl O€30MacHOCTH)
MexkceTreBble DKpaHbl
AHTHBHpYCHAs 3aluTa
BupryanbsHbie yacTHbIE ceTH
Cuctembl 0OHapYKEHUS U PEIOTBPAILEHUS BTOPKEHUN
DLP-cuctemsl
be3onacHOCTh MPUKIAIHBIX TPOTOKOJIOB

14.2. Tpeﬁona}mﬂ K OCHOYHBIM MaTepHuajJdaM IJisl JUIl ¢ OrPAaHUYCHHBIMHA BO3MOKHOCTAMMU
3A0POBbA U HHBAJIMI10B
I[J'ISI Jan ¢ OrpaHUYCHHBIMHM  BO3MOXHOCTAMHU 3O0POBbA W HWHBAJIMAOB IMPEAYCMOTPCHEBI
AOMNOJHHUTECIBHBIC OIICHOYHLIC MATCpUAJIbI, IICPCUYCHL KOTOPBIX YKAa3aH B Ta6J'II/II_IC 14.
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Tabmuma 14 — JlononHuTENbHBIE MaTepUaIbl OIICHUBAHUS IS

3I0POBBSI 1 HMHBAIIUIOB

JijI ¢ OIrpaHUYCHHBIMU BO3MOKHOCTAMU

Kareropun
o0yJaromuxcst

Buapl 4OMOIHUTENBHBIX OIEHOYHBIX
MaTepHuasioB

@DopMbI KOHTPOJISI U OLIEHKH
pe3yabTaTOB OOYUECHHUS

C HapyleHus MU
ciyxa

TecTbl, TUCHEMEHHBIE CAMOCTOSTEIIEHBIC
paboThl, BOIPOCHI K 3a4ETY,
KOHTPOJIbHBIE PabOTHI

[IpenMymecTBEHHO MUCHMEHHAS
poBepKa

C HapylieHusIMu
3peHHS

CobecenoBaHue 110 BOIIPOCaM K 3a4eTy,
OIIPOC IO TEPMHUHAM

[TpenmyIIeCTBEHHO yCTHAsS TIPOBEPKa
(MHAWBUIYATBHO)

C HapylieHusIMU
OTIOPHO-
JIBUTATEIILHOTO
amnrmapara

Pemenue nucTaHIIMOHHBIX TECTOB,
KOHTPOJIbHbIE paOOThI, IMCbMEHHBIE
CaMOCTOSITeNIbHBIE paOOTHI, BOIIPOCHI K
3ayery

[Ipenmy1iiieCTBEHHO TUCTAHIIMOHHBIMU
MeToIaMuU

C orpaHuyYeHUsIMU 110
00IIeMeTUIINHCKUM
MOKAa3aHUSIM

TecTbl, MUCbMEHHBIE CAMOCTOSITEILHBIC
paboThl, BOMPOCHI K 3a4ETY,
KOHTPOJIbHBIE PA0OTHI, YCTHBIE OTBETHI

[IpeuMy1iecTBEHHO IIPOBEpPKA
METO/IaMHU MCXO/S U3 COCTOSTHUS
oOyuarolerocs Ha MOMEHT IIPOBEPKU

14.3. Meroanueckue peKOMeHAAIMN 110 OLEHOYHBIM MaTepUAaJIaM JIsl JIUI ¢ OTPAHUYEeHHbIMH
BO3MOKHOCTSIMM 310POBbSI 1 HHBAJIU/I0B

Jns nui ¢ orpaHMYEHHBIMH BO3MOXKHOCTSIMH 3JI0pOBbS M HHBAJIUAOB TMpPEIyCMaTpHUBAETCS
noctymHas popma MmpeaoCcTaBICHHS 3aIaHUi OIICHOYHBIX CPEJICTB, & IMEHHO:

B MIEYaTHOI Qopme;

B MIEYaTHOI opMe ¢ yBEITMUEHHBIM HIPUPTOM;
B (hopMe€ FIIEKTPOHHOI'O JOKYMEHTA;

METOJIOM YTEHHSI ACCUCTEHTOM 3aJlaHusl BCIIYX;
IIPEIOCTaBIIEHUE 3aJaHHs C UCIIOJIB30BaHUEM CYPAOIEPEBO/IA.

Jlutiam ¢ orpaHMYEHHBIMH BO3MOXKHOCTSIMHU 3/I0POBbSl U MHBAJIUAAM YBEIHMYMBACTCS BpeMs Ha
MOATOTOBKY OTBETOB Ha KOHTPOJbHBIE BOMpochl. [[ms Takux oOywarommxcs MpeaycMaTpuBaeTcs
nocTyrHas (popMa mpeocTaBlIeHUs] OTBETOB Ha 3a/1aHUsI, 8 UMEHHO:

INHUCBbMCHHO Ha 6YM8.FC;

Ha6op OTBCTOB Ha KOMIIBIOTEPCEC,
Ha6op OTBCTOB C UCIIOJIb3OBAHUEM YCIIYT' aCCUCTCHTA,
MMpeaACTaBJICHHUE OTBETOB YCTHO.

[Ipouenypa oueHMBaHMSI pPE3yAbTAaTOB OOYUEHHUs JIMI C OrPAHUYEHHBIMH BO3MOXKHOCTSIMU
3I0pOBbsSI U MHBAJIMJIOB M0 AMCLUIUIMHE MPEIyCMaTpUBAET NpeAocTaBlieHue MH(opMaiuu B ¢popmax,
a/IalITHPOBAHHBIX K OTPAaHUYEHHUSAM UX 3710POBbsI U BOCIPUATHS HH(POPMALIUU:

J1s1 1ML ¢ HApYIIEHUAMH 3PEHM:

B (hopMe€ FIIEKTPOHHOTO JOKYMEHTA;
B [I€YAaTHOI (popMe YBETUUEHHBIM IIPUPTOM.

JLst M1 ¢ HAapYIIeHUusIMH cJIyXa:

B (hOpMe IIIEKTPOHHOTO JJOKYMEHTA,;
B MIEYaTHOH (opme.

I[.Tlﬁ JIMI ¢ HAPYIICHUSAMMA OIIOPHO-ABUIaTCJIbHOT0 almapara:

B (hopMe FIIEKTPOHHOTO JOKYMEHTA;
B MIEYaTHOH (opme.

[Tpn HEoOXOMUMOCTH JI JIUI C OTPAHUYCHHBIMH BO3MOXKHOCTSMH 3/I0pPOBbS U HMHBAIUIOB
MpoIieIypa OIEHUBAHUS PE3yJIbTaTOB 00YUEHUS MOXKET MPOBOJAUTHCS B HECKOJIBKO ITAIOB.

CornacoBaHa Ha noptane N2 34688
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