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1. Ilean ¥ 331249 TUCIHILIAHbBI

1.1. Hean aAuCHUNIAHBI
OOYYHTh CTYJCHTOB OCHOBAM IMOCTPOCHUS M SKCILTyaTalliy BEIYUCIUTEIILHBIX CeTeH, IPUHIIATIAM
¥ METOJIaM 3aIIUTHl UHPOPMAIIUU B KOMIBIOTEPHBIX CETSAX, HABBIKAM KOMIUIEKCHOTO MPOCKTUPOBAHUS,
MOCTPOCHHUS, 0OCTYKMBAHUS M aHAIM3a 3aIMIICHHBIX BEIYUCITUTEIBHBIX CETEH.

1.2. 3agauy AMCHUILIHHBI
— JlaTh OCHOBBI:
—  — ApPXUTEKTYPhl BBIYUCIUTEIBHBIX CETEH;
—  — IPOTrPaMMHO-AMIAPATHBIX ¥ TEXHHYECKUX CPEACTB CO3JaHUS CETCH;
—  — NPUHIUIIOB MOCTPOCHUS CETEH U YIPaBICHUS UMU;
—  — UCIOJIB30BAHUS MPOTPAMMHBIX U aIlllapaTHBIX TEXHOJOTHUH 3aIIUThl CETEH;
—  — METOJIOJIOTUH MTPOCKTUPOBAHMS, Pa3BEPTHIBAHKS M COIPOBOXKICHUSI 0€30ITaCHBIX CETEH;
— —o0caeqoBaHMs U aHAIN3a 3alIUIIEHHBIX BIYUCINTEIbHBIX CETEH.

2. MecTo nucuuniiuibl B cTpykType OITOII
Jucnumimna «AnMunuctpupoBanue cereid OBM» (b1.B.O/1.8) otHocuTcs K 6510Ky 1 (BapuaTuB-
Hasl 4acTh).
[IpenmecTByOMMMH TUCIUILIMHAMY, (POPMUPYIOIIMMHU HadalbHbIE 3HAHUS, sBistoTcs: MHpop-
MaTHKa.
[Tocnenyromumu JUCHUIUIMHAME SBJIAIOTCS: 3alinTa UHOOPMAIMK B KOMIIBIOTEPHBIX CETAX.

3. TpeGoBanus K pe3yJibTaTaM 0CBOEHHS JMCIUTLIMHBI

[Tponecc n3yyeHHs QUCIUIUIMHBI HAIPABJICH HAa (OPMUPOBAHHUE CIETYIONTNX KOMITETCHIIHNA:

— TIK-13 crmocoOHOCThIO OPraHW30BBIBATH BBIMIOJIHEHUE TPEOOBAHMA pexXUMa 3alIuThl WHHOP-
MallMy OIPaHMYEHHOI0 JI0CTYIa, pa3padaTbiBaTh NPOEKTHl JOKYMEHTOB, PETIaMEHTUPYIOLINX paboTy 1o
obecrieyeHnto HH(POPMAIIMOHHOH 0€30IMaCHOCTH TEIEKOMMYHHUKAIIMOHHBIX CUCTEM;

— IIK-14 cnocoOGHOCTBIO BBINOJHATh YCTAHOBKY, HAaCTPOMKY M OOCIyXKHBAaHME, AUATHOCTHUKY,
IKCIUTyaTaIlI0 ¥ BOCCTAHOBJICHHE PaO0OTOCTIOCOOHOCTH TEIEKOMMYHHUKAIMOHHOTO 000PY/IOBAHUS M TIPHU-
00pOB, TEXHMYECKHUX M MPOTPAMMHO-AIIAPATHBIX CPEJICTB 3AIIUTHI TEIEKOMMYHHKAIIHOHHBIX CETEH U CH-
CTeM;

B pe3ynbrate n3ydyeHus IUCHUILIMHBI 00yYatoUIHics JOKEeH:

— 3HATh CPEJICTBA U METO/bI XPAHEHUS U Tepenavyn HHPOPMAINY; STAIOHHYIO MOJIENTh B3aUMO-
JIECTBUSL OTKPBITBIX CUCTEM; OCHOBHBIC CTAH/IAPTHI B 001aCTH WHPOKOMMYHUKAITMOHHBIX CHCTEM U TEX-
HOJIOTHI{; OCHOBHBIE HOPMATHBHO TPABOBHIE aKTHl 1 HOPMAaTHBHBIE METOAMYECKHIE TOKYMEHTHI B 00JIaCTH
MH(POKOMMYHHUKAITIOHHBIX CUCTEM; MPUHIIUIIBI TIOCTPOCHHUS 3AIIUIICHHBIX TEIEKOMMyHUKAIIMOHHBIX CH-
CTEeM; MEXaHU3MBbI Peai3alii aTaK B KOMITBIOTEPHBIX CETAX; 3alIUTHBIE MEXaHU3MBI U CPEICTBa obectie-
YEHHsI CETeBOI 0€3011aCHOCTH; CPEJICTBA U METO/IbI ITPEIOTBPALLECHHUS U OOHAPYKEHUS BTOPKEHHH.

—  yYMeTh IPUMEHSThH 3allUIIEHHBIC TPOTOKOJIBI, MEKCETEBBIE SKPAaHBI U CPEIICTBA OOHAPYKECHHUS
BTOP>KEHUH ISl 3aIIUTHl MHPOPMAIIUHU B CETSX; OCYIIECTBISITH MEPHI IIPOTUBOICHCTBHS HApPYIICHUSIM Ce-
TEBOW OE30MACHOCTH C MCIIOJIb30BAaHUEM PA3JIMYHBIX POTPAMMHBIX M allllapaTHBIX CPEACTB 3aIHUTHI B CO-
OTBETCTBHH C TPEOOBAHMSIMH HOPMATHBHO MIPABOBBIX aKTOB M HOPMATHUBHBIX METOIUYECKUX JOKYMEHTOB.

— BJajeTh HaBBIKAMH KOH(QHUTYPHPOBAHUS JIOKAIBHBIX CETEH, HABBIKAMH PEaTH3alliHd CETEBBIX
IPOTOKOJIOB C MTOMOIIBIO TPOTPAMMHBIX CPEJICTB; HaBbIKAMHM HACTPOMKU MEXCETEBBIX SKPAaHOB; HaBbIKA-
MU NPUMEHEHUS HOPMAaTUBHO MPABOBBIX aKTOB U HOPMATHUBHBIX METOJMYECKHUX JTOKYMEHTOB B 001acTH
UH(POKOMMYHHUKAIIMOHHBIX CHCTEM; METOAMKOM aHalM3a CeTeBOro Tpaduka, METOAUKOW aHaiIu3a pe-
3yJIbTATOB PabOThI CPEJICTB OOHAPYKEHUSI BTOPKEHUH.

4. O0beM IUCUMIIMHBI M BUABI Y4eOHOI padoThI
OO0mast TpyA0EMKOCTh AUCHUILINHBI cocTaBisieT 2.0 3a4eTHBIX eIMHUIIBI U TIPE/ICTaBIeHa B Ta0IU-
ne 4.1.
Tabmuua 4.1 — TpyA0eMKOCTb AUCIUILTUHBI

Bunel yueGHOIM nesTeNbHOCTH Bcero wacos Cemectpsbl
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5 cemectp

AynutopHsble 3aHATHS (BCErO) o4 o4
Jlexmun 18 18
JlaboparopHbie pabOTHI 36 36
W3 HuX B MHTEpaKTUBHOU popme 16 16
CamocTtosTenpHas padora (Bcero) 18 18
OdopmieHue oTueToB 1o JTabOpaTOPHBIM paboTaM

[TpopaboTKa JIEKIIMOHHOTO MaTepraa

Bcero (0e3 ax3ameHa) 72 72
OO01mas Tpya0eMKOCTh, 4 72 72
3ayerHble EnuHNIb 2.0 2.0

5. Coneprxanue QM CHUIITTHHBI

5.1. Pa3zgennl IMCUUILIMHBI 1 BUABI 3AHATHIA

Pazaenbl MMCHMIUIMHBI U BUBI 3aHATUH TPUBEACHBI B Ta0OuIe S.1.
Tabmuua 5.1 — Pa3zaesipl AUCUMIUIMHBL U BUJIbI 3aHATUN

~ o]
3 3 2 2 ==
o o o o QO 5 =
. ‘8 ‘8 g 2 2 5
Hazpanwust pa3nenoB AUCHUILTAHBI % a o, o O & 5
= © s g 0 S E
3 528 & 2
= O g S 8
5 cemecTp
1 OcHoBHBIE NOHTHS UHOOPMALIMOHHBIX CE- 4 8 4 16 |TIK-14
Teu
2 OCHOBBI TOCTPOEHHUSI COBPEMEHHBIX JIO- 4 8 4 16 | IIK-13, TIK-14
KaJIbHBIX CETEeM
3 CeTteBble OnepanioOHHbIE CUCTEMBI 8 3 13 | IIK-13, TIK-14
4 CpencTBa peanusaiuu MeXCETEBOTO B3au- 12 24  |TIK-13,T1K-14
MOJCUCTBUSA
5 IlepcrieKTHBHBIE HAIIPABIEHUS Pa3BUTHS U 2 0 1 3 [1K-14
npo6aemMbl UHQOPMAITMOHHBIX CeTel
Hroro 3a cemectp 18 36 18 72
Hroro 18 36 18 72
5.2. Conep:xanue pa3aesioB JUCHUNIHHBI (10 JEeKIUIM)
CopneprxaHue pa3iesoB AUCIUILIAH (IT0 JIEKIHSsIM) TIPUBEACHO B TaduIe 5.2.
Tabmuua 5.2 — Cogepkanue pa3enoB JUCHUIUIMH (110 JIEKIUSIM)
=) L
= 0
2 S 5
£ 2 8
HasBanus pasnenos Coneprkanue pa3esoB AUCITUTUTHHBI (TI0 JISKITHSIM) § = & QE
X 2z
al <
~ S
5 cemectp
1 OcHOBHBIE OHATHS Hcropus passutus cereii 9BM. Mecto u posib BbI- 2 [1K-14
UH(POPMALIMOHHBIX CeTel |YMCIUTEIbHBIX CETel B COBpeMEeHHOM Mupe. OCHOB-
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HBIE TIOHATHS U TepMHuHOJIOTHA. OO0IIHE TpecTaBe-
HHS O BEIUMCIUTENbHOM ceTH. OO11ee moHsITHE 00
HUEPAPXUUYECKON CTPYKTYpE MPOTOKOJIOB. [IpUHITUTIBI
MHOT'OYPOBHEBOU OpraHU3alluy JOKAIbHBIX U TJI0-
oanpHbIX ceTeit OBM. Mogens OSI. CtanmgapTHbie
CTE€KH KOMMYHUKAIIMOHHBIX MTPOTOKOJIOB.

Crangapruzanus B cetsix. Kimaccudukanus Bpunciu-
TeNbHBIX ceTeil. TpeOoBaHus, NpeabsIBIsIEMbIE K
COBPEMEHHBIM BBIYMCIUTENIBHBIM CeTAM. MeTobl 1
TEXHOJIOTMH NPOEKTUPOBAHUS CPEICTB TEIIEKOMMYHH-
karuit. Ctpykrypuzanuu cetu. Gusndeckas u Joru-
yeckas TOnoJIoruu ceteil. OCHOBHOE KOMMYHHKAIU-
OHHOE 000pyI0BaHUE

Hroro

2 OCHOBBI ITOCTPOEHUSA
COBPEMEHHBIX JIOKAJIbHBIX
ceren

Kanane! cBsizu. XapakTepucTuku KaHajaoB cBsA3u. Jlo-
THYECKOE KOJUPOBaHUE. ACHHXPOHHAS M CHHXPOHHAS
nepenayun. Mepapxus B kabenpHO# cucteme. CTpyKTy-
pupoBaHHas KabenbHass CUCTEMA.

Kondurypaiuu J10KaJbHBIX BRIYUCIUTEIBHBIX CETEH
1 METOJbl JocTymna B HUX. CTpyKTypa U (PyHKIIHHU J10-
kanbHbIX ceTell. Conepxanue crangapta IEEE 802.
bazosrle Texnonoruu nokanbHEIX cereil. IEEE 802.2
Ethernet. OGopynoBaHue JIOKaJbHBIX CETEH.

Hroro

I1K-14,
I1K-13

3 CereBble
OHepaHI/IOHHI)IG CHUCTCMBI

[IporpamMMHBbIe cpencTBa TenekoMMyHuKauuu. CTpyk-
Typa MpOrpaMMHOT0 00€CIICYEeHUS JIOKATbHOW CEeTH.
Knaccugukanus nporpaMmHoro odecrnedyenus Jj1o-
KaJIbHBIX ceTel. [[puHINIIBI TOCTPOEHUS CETEBOTO
MIPOrpaMMHOT0 00ECIIEUeHUs U CETEBBIX ONEPALUOH-
HbIX cucteM. Kimaccudukanus cepepos. [Ipoextupo-
BaHHe ceTel OBM o npuHLINIY «KIMEHT-CEPBEPY.

Hroro

[1K-14

4 CpencTBa peanu3aiuu
MEKCETEBOTO
B3aMMOJICHCTBUS

CereBoif ypoBeHb Niepeauu JaHHbIX. [P-anpecarus.
Peanusanus MexceTeBOro B3auMoAECTBUS CPEICTBA-
mu TCP/IP. Ilopsnok pacnpenenenus [P-agpecos.
OTto0paxkenue IP-anpecoB Ha JoKanbHbBIE ajipeca.
ARP npotokonn.

IIpuHnuner Mapupytuszauuu B [P-cersax. IIpoTokoinsl
Mapuipyrusauuu. [lonsarue nomena. JlomeHHas agpe-
carus B [P-cersix. DNS mpoTokor.

[Ipotokoi IPv6. ITpOTOKOIBI TPAHCIIOPTHOTO YPOBHS
TCP u UDP.

Hroro

[1K-14,
I1K-13

5 IlepcnekTuBHbBIE
HaIpaBJICHUS Pa3BUTHS U
poOIIeMbI
MH(OPMaLIMOHHBIX ceTel

CoBpeMeHHbIE TEHACHIIUU PA3BUTHS TEIEKOMMYHHUKa-
IIUOHHBIX cucTeM. HTerpamus pa3TuvaHbIX THIIOB Ce-
Tel U ceTeBbIX Ciyx0. BupTtyanuszamus napopmau-
oHHBIX crucTeM. O0IaYHbIE BLIYUCICHUS.

Hroro

[1K-14
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Uroro 3a cemecTp

18

5.3. Pa3esibl IMCUMIJIMHBI M MEKTUCIUNITTHHAPHBIE CBSI3H ¢ 00ecneYHBAKIUMEU (MPeAbITY IIUMU)
U o0ecnieynBaeMbIMHU (MOCJIEYOIMMH) AU CHUNIIMHAMM
Pazensr TUCIIMIUTMHBL ¥ MEXKTUCIUTUTMHAPHBIC CBS3H ¢ 00eCeUnBAIOIIMMH (TIPEIBIIYIIAMUI) 1
obecreunBaeMbIMH (ITOCICAYIOMUMH ) TUCITUTIIIMHAMU TIPEACTABICHBI B Ta0muie 5.3.
Tabmuua 5.3 — Pa3nenbl TUCHMITIMHBI U MEKIUCIUIUIMHAPHBIC CBS3U

HaunmeHnoBanue JUCHUITIINH

Ne paznenoB naHHOM AMCHMIUIMHBL, JJIT KOTOPBIX
HEO0OXOAMMO U3yUeHHEe 00ECTICUNBAIOIITUX U
o0ecIIeunBaeMbIX JUCLHUILINH

1 2 3 4 5
[TpenmecTByromuye JUCHUILUINHBL
1 Uadopmaruka +
[Tocnenyromme TUCHMUITIMHBL
1 3ammra uHGOPMALIUU B KOMITBIOTEPHBIX + + + + +
ceTsX

5.4. CooTBeTCTBHE KOMIIETEHIIUI, POPMUPYEMBIX NPHU U3YyUYEHUH TUCHHUILUINHBI, 1 BU/I0B 3aHATHI
CooTtBeTcTBHE KOMIETEHIIHH, (HOPMUPYEMBIX MTPHU U3YUSHUH TUCIUILIMHBI, U BUIOB 3aHITHIA

npeJcTaBieHo B Tadnuie 5.4.

Tabmuna 5.4 — CooTBETCTBUE KOMIETEHIUH, (POPMUPYEMBIX MPU U3YUEHUU AUCLUUILINHBI, U BUJIOB 3aHS -

TUN
= Bunel 3augaTuii
= . :
5 S -
E < S 8, @OpMBI KOHTPOJIA
2 = G 3
<z = o
I1K-13 + + + Otyet no nabopaTopHOil padoTe,
Omnpoc Ha 3ansaTusx, Tect
[1K-14 + + + Otyet no nabopaTopHOit padoTe,
Omnpoc Ha 3ansTHsX, Tect

6. UHTepaKkTHBHBIE MeTO/AbI M (JOPMBI OPraHU3ALUH 00yYeHUs
TexHOI0rMM UHTEPAKTUBHOTO 00YUEHUs NP pa3HbIX pOpMax 3aHATUH NpUBeeHb! B Tabuue 6.1.
Tabnuna 6.1 — TexHOIOTMM MHTEPAKTUBHOTO O0yUYEHHS MPU Pa3HbIX popMax 3aHATUN

NuTepakTuBHbIe 1abopaTopHbie | MIHTepakTHBH
Metonrnl P patop P Bcero, u
3aHATHS, 9 bIC JICKIIUH, 9
5 cemectp
IT-MeTOmEI 10 10
[Ipe3eHTannu ¢ UCIONB30BAHUEM 6 6
CIaiIOB ¢ 00CYKIEHUEM
Htoro 3a cemecTp: 10 16
Hroro 10 16

7. JlabopaTopHbie padoThl

HaunmenoBanue nabopaTopHbIX pabOT npuBeeHo B Tabmnuue 7.1.
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Tabmuma 7.1 — HaumeHnoBanue 1abopaTOpHBIX padoT

) o
2 i
3 = g
: .5
Ha3Banus paznenoB HanmenoBanue nabopaTopHbIx paboT § e =l
= z E
> o o
2 Z
= S
5 cemecTp
1 OcHOBHBIE IOHSTHUS MopenupoBaHue CETEBBIX YCTPOUCTB U IIPOTOKOJIOB B 4 [1K-14
MH(POPMALIMOHHBIX CETEH |JTOKAJIBHBIX CETSIX
MopennpoBaHre BUPTYyaJIbHBIX JIOKAIBHBIX CETEH 4
(VLAN) ¢ pasrpannyeHueM JA0CTyla K CETEBBIM pe-
cypcam
Hroro
2 OCHOBBI TIOCTPOCHHUS Hactpoiika noakimroueHus y3ia K ceTu. ABromaruye- 4 [1K-14
COBPEMEHHBIX JIOKAJIbHBIX | CKasl IMHAMUYECKasi U CTaTUYEeCKasi HaCTPOMKHU ceTe-
cerei BOT'O MOJIKITFOYEHUS.
Crex npotokonoB TCP/IP. IlpuknagHpie MpOTOKOIBI 4
cetu nTepHer.
Hroro
3 CeteBble Ceru Microsoft Windows. YnpaBieHue ceTeBbIMH pe- 4 [1K-14,
OIEpaLIMOHHBIE CUCTEMBl |CypCaMU B OJJHOPAHI'OBOIl CETH. I1K-13
Cetu Microsoft Windows. Active Directory. Yopasne- 4
HUE CETEeBBIMHU PECYpPCaMu KOPIOPATUBHOM CeTH.
['pynnoBbie NOAUTHUKH.
Hroro
4 CpeactBa peaninzauuu | MojenupoBaHue 6a30BbIX CIIY)KO U IPOTOKOJIOB 4 [1K-14,
MEXKCETEBOTO MapuIpyTU3aluH B I100aIbHBIX CETAX. I1K-13
B3aUMOJICVCTBHUS
3aMMOJIeHC bazosble ciyx0b1 cetn MaTeprer. DHCP. DNS. Ilpo- 4
TOKOJIbI MapIIPYTU3ALHH.
[Tpuxnaansie cnyx6s1 cetn MuaTepHeT. HacTpoiika 4
Web-, FTP-cepBepoB u cepBepa 31€KTPOHHOI! MOYTHI.
Hroro 12
Hroro 3a cemectp 36
8. lIpakTHyeckue 3aHATHS (CEMHHAPHI)
He mpenycmorpeno PYIL

9. CamocrosiTesbHasi paboTa
Bunbl camocTosTenpHON paboThI, TPYI0EMKOCTh U (POpMUPYEMbIE KOMITETEHIIUU TPEICTABIICHBI B
tabmwure 9.1.
Tabmuna 9.1 — Buasl caMoCTOSITeNsHOM pabOThI, TPYAOEMKOCTh B (POPMHUpPYEMbIEe KOMIIETSHIIUN

) o
5 3 3
o} 3 g
Bunaber camocrostenbHON § > O

a3BaHUs pa3leiIoB OPMBI KOHTPOJIS
H z = &= D

paboThI 3 S
=X 8 2
o <

~ &

5 cemectp
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1 OCHOBHBIC TTOHATHUS [TpopabGoTka JEKIIMOHHOTO 2 |IIK-14 Ompoc Ha 3ansaTusax, Ot-
MH(OPMALIMOHHBIX CeTell |MaTepuaa YeT 10 J1abopaTopHOii pa-
OdopmieHue oT4eTOB O 2 Gore, Tect
nabopaToOpHBIM paboTam
Hroro
2 OCHOBBI ITOCTPOCHUS [TpopaboTka JTeKITMOHHOTO [1K-14, Ormpoc Ha 3ansTusax, Ot-
COBpPEMEHHBIX JIOKAJbHBIX |MaTepHala I1K-13 YeT 110 JlabopaTopHOi pa-
TeH Te, Tect
cere OdopmieHne oT4eTOB O 2 Gore, Tec
nabopaToOpHBIM paboTam
Utoro 4
3 CeteBble [IpopaboTka JTeKITMOHHOTO [1K-14, Ormpoc Ha 3ansTusax, Ot-
OTICpAIIMOHHBIC CUCTEMBI | MaTepHalia I1K-13 4eT 10 JIabopaTOpHO pa-
OdopmiieHre 0T4ETOB IO 2 bore, Tect
nabopaTopHbIM paboTam
Hroro
4 Cpenctsa peanuzanuu | [IpopaboTka IeKIIMOHHOTO [1K-14, Ornpoc Ha 3aHsATUAX, OT-
MEKCETEBOTO Marepuaia ITK-13 4eT 1o JabopaTopHOH pa-
B3aUMOJEHCTBUS ObOpMITCHHE OTUETOR 10 3 6ote, TecT
nabopaToOpHBIM paboTam
Hroro 6
5 IlepcneKTUBHBIE [IpopaboTka JEKIIMOHHOTO 1 |IIK-14 Orpoc Ha 3aHATUAX
HAIpaBIICHUS Pa3BUTHS U | MaTepHalia
po0IEMbI _ Hroro 1
WH(GOPMAILIMOHHBIX ceTel
Hroro 3a cemectp 18
Hroro 18
10. KypcoBoii npoekT / KypcoBasi padora
He mpenycmorpeno PYIL

11. PeiiTuHrOBasi cMCTEMA VISl OLEHKH YCII€BA€MOCTH 00y4alomMxcst

11.1. BanabHbIe OLIEHKH /JIs1 3JIEMEHTOB KOHTPOJIsI
Tabnuna 11.1 — bannbHbIe OLIEHKH TSI SJIEMEHTOB KOHTPOJIS

. N MaxkcumanbHbIA
. MaxkcuMalbHbIN MaxkcumanbHbIN
DNIeMeHTHI y4eOHOM Oasm 3a mepuon Bcero 3a
6amn Ha 1-yto KT ¢ | 6ann 3a nepuon
JeSITebHOCTH mexay 2KT u Ha CeMecTp
Hayana cemectpa | mexay KT u 2KT
KOHEII ceMecTpa
5 cemectp
Omnpoc Ha 3aHATHAX 3 4 3 10
Otuet o mabopaTopHOH 30 30 30 90
pabote
HToro MmakcuMym 3a nepu- 33 34 33 100
on
Hapacraromm urorom 33 67 100 100

11.2. TlepecyeTr 6a/1J10B B OLIEHKH 32 KOHTPOJIbHbIE TOYKH

[Tepecuer GayIOB B OIEHKH 32 KOHTPOJILHBIE TOUKH MpECTaBeH B Tabymie 11.2.
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Tabmuma 11.2 — Ilepecuer 6ayisIOB B OIICHKH 32 KOHTPOJIBHBIC TOUKH

bauibl Ha 1aTy KOHTPOIBHOM TOUYKH Oruenka

>90% oT MakcuMabHOM cymMblI 6asioB Ha aaty KT 5

Ot 70% 10 89% oT MakcuManbHOM cyMMbl OayutoB Ha gaty KT

4
Ot 60% 10 69% OoT MakcuManbHOM cyMMbI OayutoB Ha gaty KT 3
2

< 60% ot MakcuManbHOI cymMMbl OaiioB Ha naty KT

11.3. IlepecyeT cyMMBbI HAJII0OB B TPAAUIIMOHHYIO M MEKTYHAPOIHYIO OLIEHKY
[Tepecuer cymMbl OaIOB B TPAJUIIMOHHYIO M MEXIYHAPOIHYIO OLIEHKY MPEJICTaBICH B TaOIHIIE
11.3.
Tabmuna 11.3 — IlepecueT cymmbl 0aIJIOB B TPAAMIIMOHHYIO M MEXTYHAPOAHYIO OLIEHKY

Wrorosas cymma 6aiiios,

Onenka (I'OC) YYHUTHIBACT YCIEITHO CTAHHBIN Onenka (ECTS)

9K3aMeH

5 (oTM4HO) (3a4TEHO) 90 - 100 A (oTIM4HO)
85 -89 B (ouenn xopoio)

4 (xoporto) (3a4TeHO) 75-84 C (xopormio)
70-74
65 - 60 D (ynoBneTBOpUTENbHO)

3 (y1OBIETBOPUTEIIBHO) (3aYTEHO) 60 - 64 E (nocpeactaentio)
2 (HEYOBIICTBOPHTEILHO) (HE Hwxe 60 6ammoB F (neynoBneTBopuTenbHO)

3a4TEHO)

12. YuyeOHO-MeTOAMYEeCKOe M HH(pOpMALIMOHHOE 00ecniedeHHe TUCIHIIINHBI

12.1. OcHoBHas JuTepaTypa
1. TloctpoeHue 3alIUIIEHHBIX KOPIIOPATUBHBIX ceTel [DIEKTPOHHBIN pecypc] : yuyebHoe moco-
6ue / P.H. AunnoB. — DnektpoH. nan. — Mocksa : [IMK Ilpecc, 2013. — 250 c. [DnekTpoHHBIH pecypc]
- Pexxum moctyna: https://e.lanbook.com/book/66472 (nata odpamienwus: 26.06.2018).

12.2. lonoaHuTeIBHAS JIUTEPATYpPa
1. KoMmbloTepHbIE CETH U CIYKObI YAaJIC€HHOTO JOCTYyMa [DJIEKTPOHHBIN pecypc] : CpaBOYHUK /
O. Ube. — DnextpoH. nan. — Mocksa : JIMK TIlpecc, 2007. — 336 c¢. [DnexTponHbIit pecypc]| - Pexum
nocryma: https://e.lanbook.com/book/1169 (nata obpaimenus: 26.06.2018).

12.3. YueOHO-MeTOAMYECKHE IOCOOMS

12.3.1. O6s13aTesibHBIE YUeOHO-METOAMYeCKUEe 0CO0ust
1. besomacHocths cereit OBM: Meroandeckue ykazaHusi aJis Ja0OPATOPHBIX U MPAKTHUUYECKHUX
pabot / HoBoxpectoB A. K., Ilpackypun I''A., 2014. — 99 c. [DnexTpoHHbI pecypc] [DneKTpoHHbIH pe-

cypce] - Pexum JIOCTYTIA:
http://kibevs.tusur.ru/sites/default/files/upload/work_progs/nak/BSEVM_lab_pract.pdf (nata oOpamieHwust:
26.06.2018).

2. besomacHocTh ceteit OBM: Metoanueckue yka3zaHUs Ui CAMOCTOSTEIbHOU padOThI CTY/CH-
ta / HoBoxpecroB A K., IIpackypun I'.A., 2014. — 4 c. [DnekTpoHHBIN pecypc] [DNeKTpoHHBIH pecypc] -
Pexxum noctyma: http://kibevs.tusur.ru/sites/default/files/upload/work_progs/nak/BSEVM_sam.pdf (nara
obparenus: 26.06.2018).

3. beszomnacnocts cereit O9BM. Yacts 1: JIabopatopuslii npaktukym / HoBoxpectoB A. K., I'yms-
eB A. U. - 2017. 92 c. [Dnextponusiii pecypc] - Pesxxkum mocryma: https://edu.tusur.ru/publications/7225
(mata oopamenus: 26.06.2018).
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12.3.2. YueOHO-MeTOAMYECKHE TOCOOHSI /IS JIUIL C OTPAHUYEHHBIMHM BO3MOKHOCTSIMHU 310POBbSI M
HHBAJIHI0B

Y4eOHO-METOAMYECKHE MaTepHaITb ISl CAMOCTOSTEIBHON M ayTUTOPHOU PabOTHl 00yYarOIIHXCs
U3 YHCIa JIUI ¢ OTPAHUYEHHBIMUA BO3MOKHOCTSIMH 3JI0POBbSI M MHBAJHUIOB MPEIOCTABISAIOTCS B (popmax,
aJalITHPOBAHHBIX K OIPAaHUYCHHUSM HX 370POBbSI H BOCHPUSITHS HH(OPMALIUH.

JIist M1l ¢ HAPYIIEHUSIMU 3PeHust:

- B (hopMe IIIEKTPOHHOTO JOKYMEHTA,;

- B IICYATHOHN (hopMe YBEITUICHHBIM IIPUPTOM.

JIist Jid1L ¢ HAPYIIEHUsSIMU CJTyXa:

- B (hopMe 3IEKTPOHHOTO JOKYMEHTA;

- B [IEYaTHOH (opme.

JIist Jid1L ¢ HAPYIIEHUSIMU OMOPHO-IBUTATEJILHOTO anmapara:

- B (hopMe IIIEKTPOHHOTO JJOKYMEHTA,;

- B Ie4aTHOM dopme.

12.4. IipodeccnonaibHbIe 0a3bl JAHHBIX U HH(POPMAIIMOHHbIE CIIPABOYHbIE CHCTEMBbI
1. 1. http://lwww.elibrary.ru - Hay4Hast 3neKTpoHHasE OUOIHOTEKA;

2. 2. http://www.edu.ru - BeG-caiit cucreMsl hefepanbHbIX 00pa30BaTEIbHBIX IOPTAJIOB;
3. 3. http://edu.fb.tusur.ru/ - o6pa3oBarenbHbIil mopTan (akyibTeTa 0€30MaCHOCTH;

4. 4. https://fstec.ru/ - ®enepanbHas ciyx0a M0 TEXHUYECKOMY U SKCIIOPTHOMY KOHTPOJTIO.

13. MaTepuajibHO-TEXHHYECKOE oO0ecneyeHue JUCHUILUINHBI U TPedyeMoe MporpaMMHoe
odecreueHmne

13.1. O6mue TpedOBaAHMS K MATEPUATbHO-TEXHUYECKOMY H POTPAMMHOMY 00ecieYeHH 0
AUCHUILIUHBI

13.1.1. MaTepua/JibHO-TeXHHYECKOEe H MPOrPaMMHOe odecneyeHue s JeKIMOHHbIX 3aHATH
I[J'ISI IMPOBCACHUA 3aHATHI JICKIMOHHOI'O TUIIA, I'PYIIIOBBIX U MHAWBUAYAJIbHBIX KOHCYHBTaHHﬁ, TE-
KYILIETO KOHTPOJISI U TPOMEXYTOYHOM aTTECTalluU UCTIONb3yeTCs yueOHas ayAuTOpHs C KOJMYECTBOM I10-
CaJIOUHBIX MECT He MeHee 22-24, o0opynoBaHHAsI JOCKOW M CTaHAApTHOW ydeOHOU Mebenbro. MMeroTcs
JIEMOHCTPAIIMOHHOE 000PYIOBaHNE M Y4eOHO-HATJSIIHBIE TIOCOOHS, 00ECTIeUnBAIOIINE TEMAaTUIECKUE WIT-
JIIOCTPAIMU 110 JICKOUOHHBIM pasjaciiaM AUCHUIIJINHBL.

13.1.2. MaTepua/JibHO-TeXHHYECKOe H IPOrpaMMHoOe ofecniedeHue IS JJa00paTOPHBIX padoT
JlabopaTopus 6e3omacHocTu ceteit IBM / Jlaboparopust kpuntorpaduu B 0aHKOBCKOM JIeJie
yueOHast ayJJUTOpuUs AJIs IPOBEJCHUS 3aHATHH MTPAKTUYECKOT0 TUIA, yueOHast ay TUTOpUs I TIpo-
BEJICHUS 3aHATHIA JTa0OPaTOPHOTO TUTIA

634045, Tomckast obnacts, . ToMmck, yi. KpacHoapmetickas, 1. 146, 804 ayn.

Onucanue uMeromerocs 000py10BaHus:

- Kommbrotepsl knacca ve Hmke GigaByte GA-F2A68HM-DS2 rev1.0 (RTL) / AMD A4-6300 /
DDR-111 DIMM 8Gb / SVGARadeon HD 8370D / HDD 1Th Gb SATA-III Seagate (10 mr.);

- OGyyaromuii cTeH ] ToKanbHbIe KoMITbIoTepHBIe ceTu Microtik routerboard (2 mt.);

- VIPNET YMK «be30macHoCTh ceTeiiy;

- Kommyratop Mikrotik CRS125-24G-1S-IN (6 mt.);

- Komnerotep kinacca He Huxke 15-7400/8DDR4/SSD120G;

- Anamm3atop kabenbHbIx ceteir MI 2016 Multi LAN 350 (3 mr.);

- Anammzatop Wi-Fi cereit NETSCOUT AirCheck G2 (2 mr.);

- CepBep ki1acca He Hmke 4XE7-4809v4/512GBRE16/1L.9300-8i/5T6000G7;

- Mapmpytuzatop Cisco 891-K9 (2 mur.);

- Mapmpytu3zatop Cisco C881-V-K9 (2 mir.);

- Mapmpytuzatop Check Point CPAP-SG1200R-NGFW (2 mir.);

- Komruiekt crienmanu3npoBaHHol yueOHOH Mebenu;

- PabGodee mecto mpernoaBaTers.

[TporpammMHoe oOecrieueHue:

— Cisco Packet Tracer
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— Cucrema mounuTopunra Zabbix

— Microsoft Windows 10

— XSpider

— Amnammzarop tpadpuka Wireshark

— JHuctpubyrus Kali Linux

— MexkcereBoii axkpan UKC Lite

— MexcereBoitakpanPositive Technologies Application Firewall Education
— Cucrema ananuza 3amuineHsocty cetn MaxPatrol Education

— Cucrema oOHapy>XeHHUSI BTOP>KEHHUI SNort

— Cucrema oOHapyxeHHsI BTOp>keHH Suricata

— CpencTBo NocTpoeHHs BUPTyallbHBIX YyacTHBIX ceteit OpenVPN

13.1.3. MaTepuajabHO-TeXHHYECKOE U MPOrPaMMHOe o0ecreueHne 1JIsl CaMOCTOSTeILHOI padoThl
JIJ1s caMOCTOATENIBHON pabOThI HCIIONIB3YIOTCS YUeOHbIC ayIUTOPUHN (KOMITBIOTEPHBIC KJIACCHI),
PACTIONIOKEHHBIC TI0 aJIpecaM:
- 634050, Tomckast o6mactp, r. Tomck, Jlenuna npocrnekt, 1. 40, 233 ayn.;
- 634045, Tomckast 061acTh, . ToMck, yin. Kpacnoapmetickas, 1. 146, 201 ayn.;
- 634034, Tomckast 061acTh, T. ToMck, Bepmmauna ynuna, 1. 47, 126 ayn.;
- 634034, Tomckast o0acTh, . ToMck, Bepminnuna ynuua, 1. 74, 207 ayn.

CocraB 00opy10BaHUS:

- yaeOHast MmeOeIb;

- kommbroTepsl kitacca He Hke [IDBM INTEL Celeron D336 2.8I'T1. - 5 mir.;

- KOMIIBIOTEPHI MOAKIIOYEHBI K ceTH «HTepHeT» U 00eCIeUrBaIOT JOCTYII B AJICKTPOHHYIO HUH-
dbopMarmoHHO-00pa30BaTEIbHYIO CPENy YHUBEPCUTETA.

[TepedeHp MpOrpaMMHOTO OOECIICYCHHUS:

- Microsoft Windows;

- OpenOffice;

- Kaspersky Endpoint Security 10 mis Windows;
- 7-Zip;

- Google Chrome.

13.2. MarepuajibHO-TeXHHYecKOe obecneyeHHe TUCHUTINHBI VISl UL C OTPAHUYEeHHBIMH
BO3MOKHOCTSIMHU 310POBbSI H HHBAJTHI0B

OcBoeHMe TUCIUIUIMHBI JUI[aMH ¢ OTPaHUYEHHBIMUA BO3MOKHOCTSIMU 3/J0POBbSI U HHBATTUAAMHU
OCYILIECTBIISICTCS C UCIOJIb30BAHUEM CPEJCTB 00yUEHUs OOIIEro U CIeNUalbHOI0 Ha3HAYESHHUS.

[Tpu 3aHATHAX ¢ O0YYAIOUIMMUCS € HAPYIIEHUSIMHU CJIyXa MPEAYCMOTPEHO HUCIIOJIb30BAHUE 3BYKO-
YCUJIMBAIOILEH anmnaparypsl, MyJIbTUMEIUHHBIX CPEJCTB U JPYTUX TEXHUYECKUX CPEACTB IIpUeMa/nepena-
4y y4eOHOM MHQOpMAaIK B JOCTYIHBIX (opMax, MOOUIILHOW CUCTEMBI IIPENIOAABAHUS ISl O0yJarOIIUXCs
C MHBAJIUJHOCTbIO, TOPTATUBHON MHIYKIIMOHHON CUCTEMBl. Y4eOHas ayJuTopusi, B KOTOPOH 3aHUMAIOTCS
oOyuaroluecsi ¢ HapylIeHHEeM ciiyxa, 000OpyJoBaHa KOMITBIOTEPHOW TEXHUKOW, ayJHMOTEXHUKOH, BUIEO-
TEXHUKOU, DJIEKTPOHHOM TOCKOU, MyJIbTUMEIUNHON CUCTEMOM.

[Tpu 3aHATHAX ¢ O0YYAIOUIMMUCS ¢ HAPYLIEHUSIMH 3PEHUSAMM [IPETYCMOTPEHO HCIIOJIb30BAHUE B
JEKIIMOHHBIX U Y4eOHBIX ayIUTOPHAX BO3MOXKHOCTH MPOCMOTPA YAAJICHHBIX 0OBEKTOB (HalpUMep, TeKCTa
Ha JIOCKE WX CJIaiia Ha SKpaHe) P IOMOUIY BUACOYBEIUUUTENEH U1 KOM(POPTHOIO MPOCMOTpA.

[Tpu 3aHATHAX ¢ O0YYAIOMIMMUCS ¢ HAPYLIEHUSIMU OTIOPHO-IBUIATEIbHOI0 ANNAPATa UCIOJb-
3YIOTCS albTepHATUBHBIE YCTPOWCTBA BBOAA MH(GOPMAIIMU U IpyrUe TEXHUUECKHE Cpe/ICTBa ITpreMa/nepe-
naun ydeOHOW MH(OPMaIUU B JOCTYMHBIX (opMax, MOOMIIBHOM CUCTeMBbl O0y4YeHHUs s JIIofel ¢ MHBa-
JUIHOCTBIO.
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14. OueHo4Hble MaTEPHAJIbI U METOAUYECKHE PEKOMEHAAIUM 110 OPraHU3AIUH U3YYeHHs
AUCHUTLTAHBI

14.1. ConeprxaHue OlleHOYHBIX MATEPUAJIOB H METOAUYECKHEe PEKOMEH 1Al
Jiist onieHKH creneHn ¢(h)OPMUPOBAHHOCTH M YPOBHS OCBOCHUS 3aKPETIJICHHBIX 32 TUCIIHILTHHOM
KOMIIETCHIIHIA UCIIOJIb3YIOTCS OIICHOYHBIE MaTEPHAIIBI B COCTABE:

14.1.1. TecToBBIE 3a0aHUA

1. TTo macmTaby KOMIBIOTEPHBIE CETH MOAPA3ACIAIOTCS Ha

a) 3Be371000pa3HbIC, KOJIbICBBIC, ITUHHBIC

b) onHOpaHTOBBIE U ceTH "KIMEHT-cepBep”

C) IpOBOHBIC M OECIIPOBOIHBIC

d) sokanbHbIE U TI00aIbHBIC

2. 3anaueii kakoro ypoBHs Monenu OS] siBiseTcst ynpaBieHne T0CTYIIOM K CpeJie B CETX, MO0-
CTPOEHHBIX Ha OCHOBE pa3zeisieMoi cpenbl?

a) MPUKJIAIHOTO

b) cereBoro

C) KaHAJIBHOTO

d) ¢pusuueckoro

3. Kakoe MUHHMaIbHOE KOJIMYECTBO YPOBHEH MPOTOKOJIOB (B TepMuHax Mozenu OSI) momKkHbI
HOJ/IEP’)KUBATh MAPILPYTU3ATOPhI CETEH ¢ KOMMYyTalKel NaKkeToB?

a)l

b) 2

c)3

d) 4

4. K tpancniopTHOMY ypoBHIO Mozeiau OS] 0OTHOCSTCS IPOTOKOJBIL:

a) IP, RIP, OSPF

b) SSL, TLS

¢) SMTP, IMAP, POP3

d) UDP, TCP

5. 1o kakoii npuunHe B npotokoie RIP paccrosHue B 16 X0moB MEXy CETAMHU oJaraeTcs Heslo-
CTHKUMBIM?

a) 1moJie, OTBEICHHOE ISl XPAHCHHUS 3HAUCHHSI PACCTOSHUS, UMECT JJIMHY 4 TBOMYHBIX pa3psiia

b) 11 onydeHHs IPUEMIIEMOTO BPEMEHHU CXOIUMOCTH arOpuT™Ma

C) cetH, B KOTOpbIX padortaet RIP, penko ObIBatoT GONBIINME

d) TabnuIkl MapIIPyTU3AUU HE MOTYT XPaHUTH OoJbIie 16 3amuceit

6. Uro HyxHo caenath Ha DHCP cepBepe uToObI HCKITIOUNTH BBIAAUY ompeenenHoro IP agpeca
U3 CYILIECTBYIOIIETro Auamna3zona?

a) co3aath auamasoH IP aapecos

b) cosnars napamerp DHCP

C) cozmars oomacts DHCP

d) coznars nckmrouenue s I[P agpeca

7. Kak Ha3piBaeTcst 00beKT Active Directory, KOTOpbIit XpaHUT HH(pOpPMAIMIO 00 YYETHBIX 3aIH-
CSIX, OOIINX pecypcax, moapa3aeaecHusX?

a) ceTeBoi I0CTYI

b) karamor

C) mamka

d) tomen

8. Kakoii mpoTokos ucnosb3yercs A 10CTyMa K ciryx0e karagoros AD?

a) LDAP

b) ShareDiscovery

c) ADSL

d) UDP

9. KommbloTep, 3aHUMAIONIUICS 00CTy’)KHBaHUEM CETH, YIIpaBICHUEM TIepeaadeii COOOmeH A, 1
NPEOCTABIISAIONINN yIaJIeHHBIN TOCTYII K CBOMM pecypcam, Ha3bIBaeTCs

a) xabom
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b) cepBepom

C) paboucii cTaHmuei

d) xocrom

10. Merox nepenayn JaHHBIX, TIPU KOTOPOM JIaHHBIC TIEPECHUIAIOTCS B IBYX HAIIPABJICHUSIX OJ1-
HOBPEMEHHO, Ha3bIBACTCH ...

a) CHMILJICKCHBIM

b) ayriekcHbIM

C) CHHXPOHHBIM

d) momyayreKCHbIM

11. Ananu3 3alIMIIEHHOCTH - 3TO ...

a) BHIOOp 0OOCHOBAHHOTO HAOOPa KOHTPMED, MO3BOJISIONIMX CHU3UTh YPOBCHD PUCKOB JI0 TIPUEM-
JIEMOU BEJTMYUHBI

b) He3aBHCcHMast SKCIIEPTH3a OTACIBHBIX 00JacTeil QyHKIIMOHUPOBAHUS IPEATIPHUSTHSI

C) mpoteaypa y4eTa AeHCTBHM, BBIOJIHICMBIX MOJIb30BATENIEM Ha MPOTSHKCHUH CeaHca JI0CTyIa

d) mouck ys3BUMBIX MeCT HH()OPMAIIMOHHON CUCTEMBI

12. Bo3naeiicTBue Ha CUCTEMY C IEJIBIO CO3JaHMsI YCIOBUH, IPU KOTOPBIX JIETaTbHBIC MOJIh30BaTE-
JIM CUCTEMBI HE MOT'YT IOJIYYUTh JIOCTYII K MPEJOCTABISIEMbIM CUCTEMOM pecypcam, 100 ATOT IOCTYI 3a-
TPYIHEH.

a) DoS-araka

b) HecaHKIIHOHMPOBAHHBIH JOCTYII

C) HEe3aKOHHOE MCIIOJIb30BAHUE TIPUBHUIICTHIA

d) mporpaMmHas 3aKiaaka

13. TIporpaMMHOE CPEICTBO JJIsl YIAJIICHHOM WM JIOKAJIbHOM JUArHOCTUKH PAa3JIMYHBIX JICMEHTOB
CETH Ha MPEIMET BBISBICHUS B HUX Pa3IMYHBIX YSI3BUMOCTEH.

a) areHT 0e301acHOCTH

b) monuTHKa Ge30macHOCTH

C) CPe/ICTBO JICNErHPOBAHMS AIMUHUCTPATUBHBIX TIOJTHOMOYUIA

d) ckanep Ge3omacHOCTH

14. ... - nporecc GIIOKUPOBKYU BBISIBICHHBIX BTOPKEHUI.

a) aHaJIM3 3alUIICHHOCTH

b) oOHapykeHue aTak

C) MpeaoTBpAICHUE aTaK

d) ayaur Ge3zomacHoCcTH

15. B xypHaie ayreHTH(UKAIMA 0OHAPYKEHO HECKOJIBKO 3alucell HeYCIEeUTHbIX MOMBITOK BOUTH
B CHCTEMY I10J] YUE€THBIMH 3allMCSIMU I0JIb30BaTesei. Bo3MoxkHO Obuta momnbITKa nogoopa naposieit. Kakoe
CTaH/IapTHOE CPEJICTBO CJIEAYET UCIIONB30BATh JUI YMEHBIIICHHUS pUCKa TaKOTo poja aTak?

) UCIIOJIb30BATh CUCTEMY OOHAPY)KECHHSI BTOPIKEHHIA

b) neperMeHOBaTh yYETHYIO 3alUCh AJIMUHHCTPATOpPA

C) KCIOJIB30BATh MYJIbTU(GAKTOPHYIO ayTEHTU(PHUKALHIO

d) BKJIFOUUTDH OJOKUPOBKY YUETHBIX 3aIMCEH MPH OMPEACTICHHOM KOJIMYECTBE HEYCICITHBIX MOIbI-
TOK PErHCTpaIuu

16. TlonmTrka 6€30MaCHOCTH TPEOYET COKPHITHS cxeMbl |IP-anpecaiinu, ncnoas3yeMoii BO BHY-
TpeHHel ceTu. Kakas u3 mepeyrcIeHHbIX TEXHOIOTHI MO3BOJIUT PEIIUTh IIOCTABICHHYIO 3a1a4y?

a) crcrtemMa OOHAPY)KEHHSI BTOPKECHU

b) mepcoHanbHBII MEXKCETEBOM SKpPaH

c) NAT

d) anTHBHpYCHOE IpOrpaMMHOE OOecTieueHue

17. TexHomorusi, KOTOopas JJisi 0OHAPYKEHHS aTaK UCIIOJIL3YET, HarpuMep, oopazer [IP-nakera, xa-
PaKTEpHOTO /sl KaKOH-HUOYIb OTIPE/ICIIEHHOM aTaKH.

a) MOHHUTOP PETUCTPAIMOHHBIX (ailyioB

b) KOHTPOJIb IETOCTHOCTH

C) BBISBJICHUE aHOMAIIbHOM JIESITETbHOCTH

d) ananu3 curaaryp

18. Cornacno xnaccudukamm @CTIK Poccun, MexxceTeBOH 3KpaH MPUMEHSIEMBIN Ha JIOTHYeE-
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ckoii rpanuiie UC i Mexay Jorudeckumu rpanunamu cermentos MC, sto MO ...

a) tuna A

b) tuna b

) tuna B

d) Tuma I’

19. Cornacno knaccupukanun @CTIK Poccun cucremsl 00Hapy)eHHUS BTOPKEHUH IEIATCS Ha

a) YpOBHS y3J1a ¥ YPOBHS CETH

b) BHewIHME U BHYyTpEHHHE

C) CHMMETPHYHbBIC U ACHMMETPUIHBIC

d) KoMMyTHpYeMbIC 1 HEKOMMYTHUPYEMBbIC

20. CoryacHo npo(UITIO 3aIMUTHI CPEACTBA AaHTUBUPYCHOM 3auThl TUIA «BY» yCcTaHABIUBAIOTCS
Ha ... THQOPMAIIMOHHON CUCTEMBI, () YHKITMOHHUPYIOIIEH Ha 06a3e BRIYMCIUTEIILHON CETH.

a) pabouure CTaHIIMY MOJIb30BaTECH

b) ceprepsr

C) pabo4yro CTaHIUIO aIMUHUCTPATOPA

d) cepBepbl 1 paboyre CTaHIIUN

21. 3amuTa pecypcoB ceTH OT HECAHKIIMOHUPOBAHHOTO MCITOIb30BAHHS - 3TO

) oxpaHa 000pYyJIOBaHUS CETH

b) 3ammuTa sapa 6e3onacHoCcTH

C) KOHTPOJIb TOCTYIIa

d) 3amura nepumMerpa 6€30MaCHOCTH

22. CpecTBO 3aIUThI, 00CCIICUNBAOIICE 3AIMUIIEHHOCT, HHPOPMAIIMK OT YrPO3 HEJIETHTUMHON
nepeaadn JaHHBIX M3 3allUIICHHOTO CErMEHTa CHUCTEMBI IyTEeM aHajiu3a M OJOKUPOBAHHUS HMCXOJISIICIO
Tpaduka

a) MEKCETEBOU 3KpaH

b) cpencTBO aHTHBUPYCHOM 3aIUTHI

c) DLP-cucrema

d) ckanep Ge3omacHOCTH

23. CpencTBo, pemaroniee 3a1a4i KOHCOJIUAAIMNA U XPAHCHHSI )KyPHAIOB COOBITUH OT Pa3MYHbIX
HCTOYHHKOB, a TAKXKE MMEIOIee HHCTPYMEHTHI JIJIsl aHaIM3a COOBITHI 1 pa30opa MHIMIACHTOB HA OCHOBE
UX KOppEIsUU U 00paboTKH M0 MpaBujIaMm — 37O ...

a) DLP-cuctema

b) cucrema oOHapyKEeHHSI BTOPIKCHUIN

c) SIEM-cucrema

d) ckanep Oe3omacHoOCTH

24. Crnioco0 mepexBara HH(POPMAIMH, IPH KOTOPOM Ha MAaIlIMHY YCTaHABJINBACTCS IIPOrPaMMHOE
CpencTBo, cobuparoiiee u nepeaaromniee HHHOpPMaIUo — 3TO ...

a) mepexBaT B pa3phiB

b) cereBoii mepexsat

C) areHTCKU mepexBat

d) mepexBar myTeM UHTETPAIMU CO CTOPOHHUMH POAYKTAMU

25. [IporpaMMHOE WK anmapaTHOE CPEICTBO, KOTOPOE OCYIIECTBISIET MOHUTOPHHT CETH B pealib-
HOM BPEMEHH C IIeJIbI0 BBISIBIICHUS, IPEAOTBPAILCHHS 1 OJIOKMPOBKU BPEIOHOCHOH aKTHUBHOCTH.

a) MEKCETEBOU 3KpaH

b) cucrema oOHapyKEeHHS BTOPKEHUN

C) cucTema MpeOTBPAICHUS BTOPKECHUI

d) cpencTBO aHTHBUPYCHOM 3aIIUTHI

26. K xakuMm mMetoiam cOopa JJaHHBIX, UCTIOIB3YIOIINXCS TIPH ayuTe HHPOPMAITMOHHOH Oe3011ac-
Hoctu, oTHocuTca MaxPatrol?

a) aHaJIM3 JOKYMEHTAIUH

b) mpexocTaBieHe OMPOCHBIX JTUCTOB

C) UCIIOJIb30BAHUE CIICIUATU3UPOBAHHBIX IPOTPAMMHBIX CPEJICTB

d) uaTEpBBHIOMPOBAHIE

27. Kakoif 3 MeTOJI0B POBEPKH HAMpABIICH Ha OMpee/icHHe HATH4Hsl YSI3BUMOCTH 1O KOCBEH-
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HBIM MIpU3HAKam?

a) aKTUBHBIC 30HIUPYIOIINE TPOBEPKU

b) mpoBepka 3aroI0BKOB M aKTHBHBIE 30HIUPYIOIINE TIPOBEPKU

C) mpoBepKa 3aroJioBKOB

d) umuTarms atak

28. B xakoM pexxrMe CKaHHUPOBAHUS CHCTEMBbI aHaIN3a 3aIuineHHoctd MaxPatrol MoxxHO mpouns-
BECTHU OO0 mapoaeii?

a) Audit

b) Compliance

c) PenTest

d) Pentest u Compliance

29. B xakoMm pexxume GpyHkunonuposanus [Psec mmgpyercs Bech ucxoansiii [P-maker, a 3arem oH
BCTABIISICTCS B MOJIE IAHHBIX HOBOT'O IMaKeTa?

) TPaHCIIOPTHOM

b) TyHHETBEHOM

C) B 000X pexumMax

d) IPsec He ucmoab3yeT mudpoBaHUE

30. IIpormecc monydeHusi 00bEKTUBHBIX KAYECTBECHHBIX U KOJMYECTBCHHBIX OLIEHOK O TEKYILEM CO-
CTOSIHUM MH()OPMALIMOHHOHN 0€30MaCHOCTH OPraHU3allii B COOTBETCTBHH C ONPEACIEHHBIMH KPUTEPUSIMH
Y MOKa3aTeJsIMU 0€30IIaCHOCTH — 3TO ...

a) BBISBJICHUEC aHOMAJIbHOM JICSITEIbHOCTH

b) ananu3 3anMIEHHOCTH

C) aynuT HH(GOPMAIMOHHOW OE30MaCHOCTH

d) ycTaHOBKa CHCTEMbI 3aIIUTHI

14.1.2. Tembl 12a060paTOPHBIX padoT

Hacrpoiika nonxitouenus ysia K ceTd. ABTOMaTHYECKas JUHAMUYECKAst U CTaTHYeCKasi HaCTPOM -
KU CETEBOT0 MOJKIIIOYEHHUS.

Crex npotokonioB TCP/IP. IIpukiamasie mpoTokois! cetu MHTEpHeT.

Cetu Microsoft Windows. YpaBieHue ceTeBbIMU pecypcamMy B OJIHOPAHTOBON CETH.

Ceru Microsoft Windows. Active Directory. YnpapneHue ceTeBbIMU pecypcamMu KOPIIOPATHBHOM
ceTH. [ pynnoBble NOIUTHKH.

MonenupoBanue 0a30BbIX CIYX0 U IPOTOKOJIOB MAPLIPYTU3AIMH B II100AJIbHBIX CETSX.

bazossie ciyx6561 cetn Muteprer. DHCP. DNS. [IpoTokossl MapipyTH3aum.

[Tpuknagusie cmyx0b1 cetn MaTepuer. Hacrpoiika Web-, FTP-cepBepoB u cepBepa 31eKTpOHHON
HIOYTBI.

MonenrpoBaHue CETEBbIX YCTPOMCTB U IPOTOKOJIOB B JIOKAIBHBIX CETAX

MopenupoBaHue BUpPTyalbHbIX JoKaIbHBIX ceTel (VLAN) ¢ pasrpaHnueHneM J0cTyna K cere-
BBIM pecypcam

14.1.3. TeMbl ONIPOCOB HA 3AHATHAX

Uctopus passutus cereii DBM. MecTo 1 poiib BHIUMCIUTENBHBIX CETEH B COBPEMEHHOM MUDE.
OcHOBHBIE OHATHUS U TepMUHONIOrUsA. OO1IMe NIpeACTaBICHUs O BBIYUCIUTENbHOM ceTu. O01iee NoHATHE
00 mepapxu4ecKkol CTpYyKType HpPOTOKOJOB. [IpMHIMIIBI MHOTOYPOBHEBOW OpraHU3allud JIOKAJIbHBIX U
rinobanbHbIX cereit 9BM. Mogaens OSI. CtannapTHble CTEKM KOMMYHHKAIIHOHHBIX TPOTOKOJIOB.

Cranmaptuzanus B cersax. Knmaccudukaius BbIMUCIUTEIBHBIX ceTeill. TpeboBaHMs, MpeabsIBisie-
MBIE K COBPEMEHHBIM BBIYUCIUTEIIBHBIM CETAM. MEeTOIbl U TEXHOJIOIMU IPOEKTUPOBAHUS CPEACTB Telle-
KOMMyHUKaui. Ctpykrypusanuu ceti. @usndeckas u Joruyeckas Tonosoruu cereil. OCHOBHOE KOMMY-
HUKAIIMOHHOE 000pYI0BaHNE

Kanaubl cBsA3u. XapakTepUCTUKN KaHAJIOB CBsI3U. JIornyeckoe koaupoBaHue. ACHHXPOHHAs U CHH-
XpoHHas nepenayn. Mepapxus B kaGenbHoM cucreme. CTpyKTypupoBaHHast KaOelbHas CUCTEMA.

Kondurypauuu okaabHbIX BBIUMCIUTEIBHBIX CeTeM M MeTonsl jnoctyna B HHUX. CTpykTypa u
¢ynkuum nokanbHbix cereil. Conepxanue crangapta IEEE 802. bazoBble TeXHOIOTHH JOKAJIBHBIX CETEH.
IEEE 802.2 Ethernet. O6opyaoBaHue JTOKaJIbHBIX CETEH.

[TporpammMHBIe cpencTBa TeleKOMMYHHKAIMU. CTpyKTypa IPOTpaMMHOTO OOECTIeYeHHUs JTOKaIb-
HoMl cetu. Knaccudukanus nporpaMmmHoro odecnedeHus JoKalbHbIX ceTeil. [IpuHimnbI moctpoeHus ce-
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TEBOTO MPOTPaMMHOI0 00eCIIeYeHHsI U CeTEBBIX ONepallMoHHbIX cucTeM. Kiaccudukanus ceppepos.
[IpoextupoBanue cereit IBM 1o npuHIUIY «KIUEHT-CEPBEP.

CereBol ypoBeHb Nepefaun AaHHbIX. [P-agpecanus. Peanusanust MexceTeBOro B3auMoICHCTBUS
cpenctBamu TCP/IP. IMopsimok pacnpenenenus [P-anpecoB. OtoOpakenue [P-anpecoB Ha JOKaIbHBIC af-
peca. ARP npotoxko.

ITpunnune! mapupyrusanuu B [P-cersax. IIporokons! Mapmpyrusanuu. [lonarue nomena. JlomeH-
Has aapecanus B [P-ceTsix. DNS nmpotokout.

ITporoxoin IPv6. IIporokons! TpancnoptHOro ypoBHs TCP n UDP.

CoBpeMeHHbIE TEHACHIIMU PA3BUTHSI TEIEKOMMYHUKAIIMOHHBIX CUCTEM. MHTEerpanus pa3anyHbIx
THUIIOB CETEH M CETEBBIX CIyk0. Bupryanuszanus napopmMannoHHbIX cucteM. O0IauHble BEIUMCICHUS.

14.1.4. 3auér

1. ITonsitue cetu. TpeGoBaHus, MpeABABISIEMbIEC K CETH.

2. Kimaccudukanms cereid. [Ipusnaku kinaccudukaiuu.

3. CereBble Tononoruu. [IpenmyiecTBa 1 HeTOCTaTKU 0A30BBIX CETEBBIX TOIIOJIOTHH.

4. Metozpl KOMMYyTaluu y370B ceTH. [IpeumyniecTBa 1 HEOCTATKH Pa3InYHBIX METO0B KOMMY-
TaIHH.

5. Metozp! aapecanivu B MajblX U OOJBIINX ceTAX. TpeboBaHUs K agpecaMm.

6. OcHOBHBIE amnmapaTHbIe ¥ MPOrPaMMHBIE KOMIIOHEHTHI KOMITBIOTEPHBIX CETEH

7. Ha3znauenue u coctaB JTMHUHN cBsi3u. HazHaueHne KaxJj0ro KOMIIOHEHTA JIMHUM CBSI3H.

8. OcHoBHBIE BB TIepeAaromux cpen. x xapakrepuctuku. OrpaHnueHHs EPEaarouX Cpes.

9. becnipoBosHas nuHus cBs3u. CoctaB obopynoBanus. [lonsatue kanana.

10. CereBast monens OSI. Ha3zHauenue. YpOBHH B3aUMOJICHCTBUS OTKPBITBIX CUCTEM.

11. Cranmapruzamus cereit. [Ipoext 802.x.

12. Metozpl 1ocTyIA K Cpeie Iepeauu JaHHbIX.

13. IlonsTue nporokona u uaTepdeiica. Cteku npoTokoaoB. CTaHAAPTHBIE CTEKU IMPOTOKOJIOB.

14. CereBas apxutektypa Ethernet. bazossiii crangapt. KommnoneHTs peanu3anuu Ha Gu3ndeckoM
YPOBHE.

15. Crpykrypa kaapa rexnonoruu Ethernet. Texaonorust VLAN. Cranmapt IEEE 802.1q.

16. CereBas apxurektypa Token Ring.

17. Ceresas apxurekrypa FDDI.

18. O6opynoBanue JIBC. IlpuHuummnbl paboThl KOHIIEHTPATOPOB, MOCTOB, KOMMYTaTOPOB.

19. CereBple onepanonHbie cucTeMbl. TpeboBanus, peabsBisiemMbie K ceTeBbiM OC.

20. ba3oBble MPUMUTHUBBI IIEpeIaud COOOIIEHUH B pacipeieleHHON ceTH. BbI30B yaieHHbIX Ipo-
uenyp. MexaHusm COKETOB.

21. CereBsle dailnoBble cucteMbl. CeMaHTHKa pa3jieneHus (Haitinos.

22. Ciyx0b1 nMeHOBaHUS pecypcoB. Ciry:xk0a katanoros. JJoMEHHBIN ITOIXO/I.

23. Cinyx0a katanoros Active Directory. YnpasneHue o0bekTamu ceTd. [ pynmnoBbie MOJTUTHKH.

24. 3amayn nocTpoeHus 00bEAMHEHHBIX CETeH.

25. I'mo6anbHas cetb MnTepHeT. [locTpoenne. OcHoBHbIE MOHATHA. CeMecTBO MPOTOKOJIOB
TCP/IP u ero posib B NOCTPOEHHUH INI0OATBHBIX CETEH.

26. Crek npotokonoB TCP/IP. O6nacts npuMeHeHust. OCHOBHBIE XapaKTEPUCTUKU.

27. Tumel anpecoB, npuMeHsieMbIX B ceTn aTepHeT. Haznauenue. TexHomorum pa3pemeHus aj-
pECcoB.

28. IP-anpeca. Knaccer [P-cereid.

29. IP-anpeca. Texnonorust CIDR. Ilonsatue cereBoro mpedukca.

30. O6opynoBanue I'BC. KpaTkas xapakTepuCTHKa ¥ Ha3HAUCHUE.

31. Crpykrypa cetu MIHTepHET. ABTOHOMHBIE CUCTEMBbI 1 MaructpanbHble ceTH. THIBI TPOTOKO-
JIOB MapIIpyTH3AINH.

32. Mapumpytuzauus [P-npoTokona. AIropuTMbl MapIIpyTH3aIUH.

33. IIporokomns! mapmpyru3anuu RIP u OSPF. XapakTepucTHKH, TOCTOMHCTBA W HEJIOCTATKH.

34. IIpotokon ARP. Hasznauenwue. IlpuHimn GyHKIIMOHUPOBAHUSL.

35. IIpotokon DHCP. Haznauenune. [IpuHImn GyHKIIMOHUPOBAHHUS.

36. Ciry>x6a DNS. Haznauenue. [IpyHunn gyHKIMOHUPOBAHUSL.

37. TIpotokoisl TpancopTHOTo ypoBHs creka TCP/IP. CpaBHUTEIbHBIC XapaKTEPUCTUKU U TIPHH-
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IIUTIBI paOOTHI.

38. [lepexBar makeToB B JIOKainbHOH ceTH. UHCTpyMeHTHI. CTPYKTYypa MakeToB.

39. TexHomoruu «mociueaHeld Muuy. [IporpaMMHBIN U anmapaTHBIA COCTaB.

40. City>x661 WWW u FTP. IIpotokonsl. Hactpoiiku cepBepHoro u knuentckoro I10.

41. Ciyxx6a E-mail. ITpoToKOIbI 31IeKTPOHHOM MOoYThl. HacTpoO#iKH cepBepHOro M KIHEHTCKOTO

[10O.

42. Cnyxx6a MTHOBEHHBIX cooOrmieHuit Jabber. [TpoTokomnsl. HacTpoliku cepBepHOTo U KIMEHTCKO-

ro I10.

43. TexHosoruu nepenayn rojiocopoit uapopmanuu. [Iporokosnsr SIP, RTP.
44. TunoBas CTPyKTypa OTKa30yCTOWUYMBOrO Kiacrepa. PesepBupoBaHue JaHHbBIX.
45. OCHOBHbIE KOMaH/Ibl, UCIOJIb3yeMble IPU PabOTe C CETHIO B PEKUME KOMAHHON CTPOKHU.

14.2. Tpeﬁona}mﬂ K OHCHOYHBIM MaTepuajaam JJid JIUIl ¢ OrpaHu4Y€¢HHBIMHA BO3MOKHOCTHAMMU

3A0POBbS U HHBAJIUI0B

I[J'IH JIiI ¢ OrpaHUYCHHBIMU BO3MOKHOCTAMU 310POBbA 1 HHBAJIMIOB IIPEAYCMOTPEHBI JOIIOJIHU -
TCJIbHBIC OLICHOYHBIC MaTCPpUAJIbI, IICPCUCHD KOTOPLIX YKa3aH B TaGJII/IL[e 14,
Ta6n1/1ua 14 — HOHOJ’IHI/ITGJ'IBHI)IC MaT€pHraibl OUCHUBAHUSA JJIs JIMI C OrPaHUYCHHBIMH BO3MOXHOCTAMU

3710pOBbSI U UHBAJIUJIOB

Kareropun
o0y4aromuxcs

Buabl 1OnOIHUTEIBHBIX OLIGHOYHBIX
MaTcprajioB

@DOopMbI KOHTPOJISL ¥ OLICHKH
pe3yabTaToOB 00y4YEHUs

C HapymieHusIMu
ciyxa

TecTbl, MUCEMEHHBIE CAMOCTOSATENILHBIC
paboThl, BOIPOCH K 3a4eTy,
KOHTPOJIbHBIE Pa0OTHI

[IpenmyIiiecTBEHHO MHUCbMEHHAS
IIpOBEpPKa

C HapymieHusIMu
3peHust

CobecenoBaHue 10 BOIIPOCAM K 3a4ery,
OIIPOC IO TEPMHUHAM

[IpeumymiecTBEHHO yCTHAs POBEPKA
(MHAMBUYATIBHO)

C HapylIeHUsIMU
OIIOPHO-
JBUTaTEIEHOTO
anmapara

Pemenne JAUCTAHIIMOHHBIX TCCTOB,
KOHTPOJIbHBIC pa6OTI)I, IIMCbMCHHBIC
CaMOCTOATENILHBIE Pa0OThI, BONPOCHI K
3a4eTy

HpeI/IMYHIeCTBGHHO JUCTAaHIITMOHHBIMH
MCTOAaMU

C orpanuueHusIMHU 1O
00ILIIEMETUITTHCKAM
IMOKa3aHUsAM

TecTbl, MMCbMEHHBIE CAMOCTOSITEIbHbIE
paboThl, BOIPOCH K 3a4eTy,
KOHTPOJIbHBIE pabOThI, YCTHBIE OTBETHI

HpeI/IMYH_[eCTBeHHO ITPOBCPKa
METOJaMM UCXOOA U3 COCTOSIHUA
06yqafomer0051 Ha MOMCHT IIPOBCPKHU

14.3. MeToanyecKue peKOMEHAIUHU M0 OI[eHOYHBIM MaTepHaJiaM s JIMI C OrPAHUYEHHBIMH
BO3MOKHOCTSIMH 3/10POBbSI H HHBAJIN/I0B

Jist U1 ¢ OTpaHUYEHHBIMUA BO3MOXKHOCTSIMH 3/I0POBbSI 1 MHBAJUIOB TPETyCMaTPUBACTCS J10-
cTynHas (hopMa MpeoCcTaBIeHNs 3aJaHUH OLIEHOYHBIX CPEJICTB, @ UMEHHO:

- B Ie4aTHOM dopme;

- B [I€YaTHOHN (popMe C yBEIMUEHHBIM HIpU(PTOM;

- B (hopMe IIEKTPOHHOTO JOKYMEHTA;

- METOJIOM UYTEHHsI aCCUCTEHTOM 33/1aHUs BCIYX;

- IIPEOCTaBIIEHUE 3a/IJaHHs C HCITIOJIb30BAaHUEM CYpPJIOTepeBO/Ia.

JlumaM ¢ OrpaHUYEeHHBIMH BO3MOXHOCTSIMH 3/I0pPOBBSI M MHBAJIHMIaM YBEIHYMBACTCS BpeMs Ha
MIOJITOTOBKY OTBETOB HAa KOHTPOJIbHBIE BOMPOCHI. J[JIs1 TAKMX 0OyUYarOMIMXCsl PEAyCMaTPUBACTCS JOCTYII-
Hast (popMa npeaoCTaBICHHs OTBETOB HA 3aJ[aHUsl, 8 UMEHHO:

- MUCbMEHHO Ha OyMmare;

- HabOp OTBETOB Ha KOMIIBIOTEPE;

- Ha0Op OTBETOB C UCIOJIb30BAaHUEM YCIYT ACCUCTEHTA;

- IIPEJICTaBICHUE OTBETOB YCTHO.

[Iponierypa ornieHNBaHUS Pe3yIbTaTOB OOYUEHHS JIUII C OTPAHUICHHBIMUA BO3MOYKHOCTSIMU 370PO-
Bbsl M MHBAIHJIOB 1O JAMCIUILUIMHE MTPEeIyCMaTPUBAET MpeJoCcTaBIeHrne nHpopManuu B GopMax, aaarTh-
POBaHHBIX K OTPAaHUYEHUSM HX 37J0POBbS U BOCHPUATHS HH(OPMAIHH:

JI1s1 IM1 ¢ HAPYILIEHUSIMH 3PEeHMA:
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- B (hopMe IIEKTPOHHOTO JOKYMEHTA,;

- B Ie4aTHOM (opMe YBETUUCHHBIM MIPUDTOM.

JIJ1s1 1M1 ¢ HAPYUIEHUSIMH CJIyXa:

- B (hopMe IIEKTPOHHOTO JOKYMEHTA,;

- B Ie4aTHOM dopme.

JIst Jid1L ¢ HAPYIIEHUSIMU OMIOPHO-IBUTATEJILHOTO anmapara:

- B (hopMe AIIEKTPOHHOTO JOKYMCHTA,

- B [IEYaTHOH (opme.

[Tpr HEOOXOIMMOCTH TSI JTUI] C OTPAHUYCHHBIMH BO3MOXXHOCTSIMU 3JI0POBBSI U HHBAJIUJIOB MPOIIE-
Jlypa OLICHUBAHU PE3yIbTaTOB O0YUYCHHUSI MOXKET IPOBOJUTHCS B HECKOJIBKO ATAIIOB.
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