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1 Jlexun 28 28 JacoB
2 [TpakTUdyeckue 3aHATHS 28 28 9acoB
3 Bcero aynuTopHbIX 3aHATHN 56 56 4acoB
4 W3 HUX B MHTEpakTUBHOU popme 16 16 4acoB
5 CamocrosTenbHas pabora 52 52 4acoB
6 Bcero (06e3 ax3amena) 108 108 9acoB
7 OO61mast TpyA0eMKOCTh 108 108 4acoB
3.0 3.0 3.E.
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PilCC.\l()TpCH&l 151 ()ﬂ()(’)pCHLl Ha 3aCCJaHuM Kil(i)ﬁ;{pbl
npotokot Ne 6 oT « 15 » 5 2018 r
JIMCT COI'JTACOBAHUA

PabGouass mporpamMMa IUCHUIUIMHBI COCTaBJieHa C y4dyeToM TpeOoBaHui (enepanbHOTO
rOCyJapCTBEHHOTO 00pa3oBaTelbHOTO cTannapra Boiciiero oopaszoBanus (OPI'OC BO) no HampaBieHHIo
noarotoBku (cneruanbHocTh) 10.05.03 MHDOpManmonHas 6€301macCHOCTh aBTOMATU3UPOBAHHBIX CHCTEM,
yrBepxxkaeHHoro 01.12.2016 roma, paccmoTtpena u ogodpena Ha 3acenannu kadeapsr KUBDBC «  »
20 ropa, mpoTtokoi Ne

PazpaboTumk:
Houent kad. KUBDBC E. 1O. Koctioueuko

3aBeayronuii odecreuynBaromiei kad.
KNBE2BC A. A. lllenynanos

Pabouas mporpaMma JUCIUIIIMHBI COTIIACOBaHa ¢ (PaKyIbTETOM U BBITYCKaOIIEH Kadeapoi:

Jexan ®b E. M. [laBbiioBa
3aBeyrOnInil BeIMTycKaroen kad.

KHNB2BC A. A. lllenynmanoB
OKCHepThl:

Houent xad. KUBSBC K. C. Capun
Houent xad. KUBSBC A. A. Kones
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1. lean u 3aa49u TUCUMILJIUHBI

1.1. Heau TUCHUNIHHBI
Lenwto muctummuabl «HopmaTuBHas 60aza obecniedeHust HHOOPMAITMOHHOW 0€301MaCHOCTH
OaHKOBCKOW OpraHu3allin» SIBISETCS 03HAKOMJICHHE C OCHOBHBIMH CTAaHAAPTAMU M pEriiaMEeHTaMH,
PEryIupyrIUMU HHHOPMAIMOHHYIO 0€30MacHOCTh B cpepe OAHKOBCKOTO Jena.

1.2. 3agauy JUCHUILIMHBI

— TONydyeHUE 3HAHMI O CTaHgapTax M perjiaMeHTax, PErylupyrlux padoTy OaHKOBCKUX
OpraHu3aluii B

—  cepe nadpopmannoHHo# 6€30MaCHOCTH;

— TONydYeHHWE YMEHUUW U HaBBIKOB (OpPMHpOBaHUS U NPHUMEHEHHUS KOMIUJIEKCa Mep Ul
obecnieueHus HHGHOPMALMOHHON 6€30MaCHOCTH aBTOMATU3UPOBAHHOM 0aHKOBCKOI CHCTEMBI;

— TIONyYeHUE HABBIKOB IO pa3padOTKe ¥ peanu3aludd IOJUTHKH HHPOPMAIIMOHHOM
0€30MacHOCTH aBTOMATH3UPOBAHHBIX OAHKOBCKUX CHUCTEM;

—  TOJlyYeHHUE HABBIKOB MPUMEHEHHS] HOPMATUBHBIX TOKYMEHTOB, OTHOCSIIUXCS K 00€CIIEUEHUIO
nH(OPMAaLIMOHHON 6€30MaCHOCTH ABTOMATU3UPOBAHHBIX OAHKOBCKUX CUCTEM

2. Mecto aucuuminnsl B ctpykrype OIIOIT

Hucuumnnna «HopmaTtuBHas 0a3za obecnieueHuss MHPOPMALMOHHONW Oe30macHOCTH OaHKOBCKOM
opranuszanuun» (b1.5.32.6) otHocuTcs k 6510Ky 1 (0a30Bas yacts).

[IpenmecTByomMMHY ~ TUCHMITIMHAMH, (OPMHUPYIOIIMMHM  HayallbHble 3HAHUS, SBISIFOTCA:
OpranuzallioHHOE ©  TpaBoBoe  oOecrmeueHue  wuH(popmammoHHOW  Oe3omacHocTH, (OCHOBBI
uHpopMalMOHHOH Oe3onacHocTH, OCHOBBI YIIpaBIIEHUYECKOM nesTenbHocTH, [IpaBoBenenne, CrucTeMHbIi
aHaJu3.

[Tocnenyomumu  TUCHMIUIMHAMHU  SIBJIAIOTCSA:  be3omacHOCTh cHCTEM IJIAaCTUKOBBIX — KapT,
JlokymeHToBeeHre, 3ammra uHpopManuu B OaHKOBCKMX cucTemax, [loaroroBka K crmade W cpada
rOCyJJapCTBEHHOT'0 9K3aMeHa, [IpenumniomMHas npakTuka.

3. Tpe6oBaHus K pe3yJibTATaM OCBOEHHS THCUMIIJIMHBI

[Tpornecc n3yyeHHs QUCIUTUIMHBI HATIPABJIeH Ha (POpMUPOBAHHE CIEAYIONINX KOMITETSHIIHA:

— TICK-5.5 cnnoco6HOCTBIO (hopMHUpOBaTh U 3PPEKTUBHO NMPUMEHATh KOMIUIEKC Mep (TpaBuia,
MPOIEeTypPhl, MPAKTUIECKUE NMPHUEMBI, PYKOBOSIINE MPUHIIUITBI, METOJBI, CPEICTBA) JUII 0OecredeHus
MH(POPMAIMOHHOM 6€30MacCHOCTH aBTOMAaTU3UPOBAaHHON 0AaHKOBCKON CHCTEMBI;

— ITICK-5.2 cnocobHOCTBIO pa3pabaThiBaTh U PEATU30BBIBATH MOJUTUKA HHPOPMAIMOHHOMN
0€30MaCHOCTH aBTOMATH3UPOBAHHBIX OAHKOBCKUX CHUCTEM;

— TICK-5.1 cnocoGHOCTBIO Ha MPAKTUKE MPUMEHATh HOPMATUBHbIE TOKYMEHTHI, OTHOCSIIIUECS K
obecrieyeHnto nHPOPMAaIMOHHOM 0€301MacCHOCTH aBTOMATU3UPOBAHHBIX OAHKOBCKHUX CHUCTEM;

B pe3ynbrare nzydeHuss AMCUUITINHBI 00 yYaOLIUICS TOJKEH:

— 3HaTb JIOKyMeHTaIuio, PerIaMeHTUPYIOUIYIO JeATeIbHOCTH OaHKOBCKMX OpraHu3alnus B
cdepe nHGOpPMaTMOHHON 6E€30MaCHOCTH.

— ymMmeTsb [IpUMeHATH HOpMATHBHBIEC MIPABOBHIE aKThl 1 HOPMAaTHBHO-METOINYECKHE TOKYMEHTHI
o o0ecreyeHnto HHPOPMaITMOHHON 0€30TaCHOCTH aBTOMAaTU3UPOBAHHBIX OAHKOBCKUX CHUCTEM

— BJaaerb HaBplkaMy NpPaKTHYECKOTO MPUMEHEHHs HOPMAaTHBHO-TIPABOBHIX aKTOB B cdepe
MH(POPMAIMOHHOM 0€30MaCHOCTH KacaTeNIbHO JesITeIbHOCTH OAaHKOBCKUX OpraHMU3alui.

4. O0beM AUCHMILVINHBI U BUJbI Y4eOHOH padoThl
OOmast TPyIOEMKOCTh IUCHUIUIMHBI cocTaBiseT 3.0 3a4eTHBIX €AMHUIBI U TpE/ACTaBlIeHA B
Tabimue 4.1.
Tabnuua 4.1 — Tpy10eMKOCTh TUCIUILIIMHBI

Bunb! yueOHOI nesTeNbHOCTH Bcero gacos CemecTtpbl
7 cemecTp
AynutopHble 3aHATHS (BCETO) 56 56
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Jlexmun 28 28
[IpakTnueckue 3aHATHS 28 28
W3 HuX B MHTEpaKTUBHOU popme 16 16
CamocTtosTenpHas padora (Bcero) 52 52
[TpopaboTka JEKIIMOHHOTO MaTepHuasa 10 10
[TonroroBka K NpakTUYECKUM 3aHATHSIM, CEMUHApaM 42 42
Bcero (6e3 ax3ameHa) 108 108
OO01mas TpyA0eMKOCTh, 4 108 108
3ayerHble EnuHUIBD 3.0 3.0
5. Conep:xaHue TUCHUILINHBI
5.1. Pa3nenbl AMCUMILIMHBI M BUbI 3aHATHH
Paznenbl AMCHMIUIMHBI U BUJIBI 3aHATUN TPUBEACHBI B Ta0uIe S.1.
Tabnuma 5.1 — Pa3aesnbl IUCHUIUIMHBI U BUJIbI 3aHSITUH
Bcero
[Ipak. Cam. yacoB | Popmupyemsble
Hazpanwust pa3nenoB AUCHUILTUHBI Jlek., u
3aH., 9 | pad.,d (6e3 KOMIICTCHITHH
AK3aMeHa)
7 cemecTp
1 OGee onrcanue ASSITENLHOCTU CITYKObI 2 0 1 3 IICK-5.1, IICK-
0e30macHOCTH OAHKOBCKOW OpraHU3aIliH. 5.5
2 Cranonenue cranaaptoB b banka 2 0 1 3 [ICK-5.2
Poccun
3 NadopmanmoHnHas 6€301MacHOCTh OAaHKOB C 16 24 42 82 [ICK-5.1, I[ICK-
yuerom CTO BP UBBC-2014 5.2, [ICK-5.5
4 3ammTa nepcoHaNbHbIX JaHHBIX B OaHKaX 1 I1CK-5.1
5 UadopmanrionHnasi 6€301MacHOCTh 1 [1CK-5.1, I[ICK-
HallMOHAJIBHOM TJIATEKHON CUCTEMBI 5.2
6 NndopmannonHas 6e30macHOCTb 2 0 1 3 [ICK-5.1, I[ICK-
TJIATEKHBIX CUCTEM 5.2
7 ®opmupoBanue COUB 6ankoBckoi 2 4 5 11 I[ICK-5.1, I[ICK-
OpraHu3aIu 5.2, TICK-5.5
Hroro 3a cemectp 28 28 52 108
Htoro 28 28 52 108
5.2. Conep:xanue pa3ieioB IMCUUILIAHBI (110 JIEKIUSIM)
CopeprxaHue pa3/elioB JUCIUILINH (IT0 JIEKIUSIM) TIPUBEICHO B TadimIe 5.2.
Tabmuia 5.2 — Conepsxkanue pa3ie’aoB TUCITUILINH (TI0 JICKIIHSIM)
Haspanus pasienos Cogepxanue pa3aenoB aucuuiiuael (mo | Tpymoemkocts, | Dopmupyembie
JICKITHSIM) q KOMIICTCHITHH
7 cemecTp
1 O0wee onncanne enu co3ganust ciry»)Obl 6€30MTaCHOCTH. - 2 TICK-5.1,
JEeSTENILHOCTH cy»)0bl | CpelncTBa AeSITeNbHOCTU CITYKObI 0e3- I[ICK-5.5

0€30I1aCHOCTH
OaHKOBCKOH

onacHocti. HopmMaTuBHO-TIpaBOBBIE
AKTBIL,PETYJIUPYIOLIUE AEATEIBHOCTD
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6e3onacaoctu».CTO BP NBBC-1.2-2014.
«MeTo/iMKa OIIEHKH COOTBETCTBUS
MH(POPMALMOHHOHN 0€30MaCHOCTH
opraHu3anuii 6aHKOBCKOH CUCTEMBI
Poccuiickoit @enepanuu Tpedoanusm CTO
bP UBBC-1.0-2014 (4 penakius)».CTO bP
NBBC-1.3-2016 «Co6op u aHam3
TEXHUYECKUX JIaHHBIX IIPU BHISIBICHUU U
paccie10BaHUY UHIIHICHTOB
nH(OPMALIMOHHON 6E€30MaCHOCTH MTPU
OCYIIECTBICHUH MIEPEBOIOB JIEHEKHBIX
cpencte».PC BP MBBC-2.0-2007.
«MeToanueckre peKOMEHIANH 110
JOKYMEHTAIMH B 00J1acTu o0ecredeHus
nH()OPMAIMOHHON OE30MaCHOCTH B
cootBeTcTBHE ¢ TpeOoBaHusimu CTO bP
NBBC-1.0».PC BP UBBC-2.1-2007.
«PyKOBO/ICTBO IO CaMOOIIEHKE
COOTBETCTBUS HH()OPMAITMOHHON
0€30IacHOCTH OpraHu3aluil 0aHKOBCKOM
cucrteMsbl Poccuiickon @enepannn
tpeboBanusim CTO BP UBBC-1.0».PC BP
HMBBC-2.2-2009. «MeTtoauka olleHKH
PHUCKOB HapyleHHst HH(OPMAIMOHHON
6e3onacaoctu».PC BP MBbC-2.5-2014.
«MeHeKMEHT UHIIUJICHTOB
nHpopmannonHoi 6e3onacHoctu».PC bP
NBBC-2.6-2014. «Ob6ecneuenue
nH(pOpMaLIMOHHON O€30MacHOCTH Ha
CTaJUsIX KU3HEHHOTO ITUKIIA
aBTOMATH3MPOBAHHBIX OAHKOBCKUX
cuctem».PC BP UBBC-2.7-2015.
«PecypcHoe obecrieueHne
uHpopmanroHHoi 6ezonacHocTn».PC bP
NBBC-2.8-2015. «Ob6ecneuenue
nH(pOpPMaLMOHHON 6€30MacCHOCTH MPHU
WCIIOJIb30BAHUH TEXHOJIOTUU
suptyanuzaun».PC bBP BbC-2.9-2016.
«IIpenoTBparienue yreuex
napopmarnun».PC BP UBBC-2.3-2010.
«TpeboBanus Mo 0GecTeYeHNIO
0€30MaCHOCTH TIEPCOHABHBIX JaHHBIX B
MH(OPMAIMOHHBIX CHCTEMaX MEePCOHAIBHBIX

OpraHu3aIiu. CITY)OBIO€30ITaCHOCTH

Hroro 2
2 CraHOBIEHUE Hcropus mosiBIeHUS ¥ pa3BUTHS CTaHIAPTOB 2 [1CK-5.2
crannaproB b banka |Wb banka Poccun
Poccun Wroro 2
3 Undopmanuonnas | [ToapoOusrii pazdop CTO bP UBBCCTO BP 16 [ICK-5.1,
6e3onacHocTh 6aHKOB ¢ | UBBC-1.0-2014. «O6mume monoxenus (5 [ICK-5.2,
yuerom CTO BP penakuusi)».CTO BP UBBC-1.1-2007. [ICK-5.5
NBbC-2014 «Aynut uH)OpMAITMOHHON
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JAHHBIX OpraHu3aIii 0aHKOBCKOW CHCTEMBI
Poccuiickoit @enepauuu».PC P UBBC-2.4-
2010 «OTtpacneBast 4acTHast MOJIETb yTPO3
0€30MMacCHOCTH MMEePCOHATBHBIX JTAHHBIX ITPU
ux o0paboTke B MHGOPMAIIMOHHBIX
CUCTEMaX MEePCOHABHBIX JaHHBIX
opraHu3anuii 6aHKOBCKOH CUCTEMBI
Poccuiickoit ®enepanum»

Hroro 16
4 3amura Paz6op denepanbroro 3akona PO ot 27 2 I[ICK-5.1
nepcoHaNbHbIX AaHHbIX | U0 2006 roga Ne 152-D3 «O
B OaHKax MEPCOHAIIbHBIX JIAHHBIX» B KOHTEKCTE

nH(pOpPMaMOHHOM 6€30MacHOCTH
0aHKOBCKOM OpraHU3aluH.

Hroro
5 Nudopmanmonnas | Pa3dop Bompoca o HEOOX0IMMOCTH 2 I[ICK-5.1,
0e301acHOCTh pa3paboTKy HAIIMOHATBHOMN TUTaTEKHON [ICK-5.2
HallMOHAIbHOU cucremsl (HIIC).Pa3z6op moa3akoHHBIX

IUIATEKHOM CUCTEMBI | aKTOB, HAIIPABJICHHBIX Ha 00ECIICUCHHE
oesomnacaoctu HIIC.

Htoro
6 Undopmanmonnas | Pa3dop crangapra PCI DSS. 2 I[ICK-5.1,
0€e30MacHOCTh Wroro TICK-5.2
IUIATEXKHBIX CUCTEM
7 ®opMupoBaHUE Paz6op stanos popmuposanus COUb 2 [ICK-5.1,
COUDb 0ankoBcKoOi 0aHKOBCKOM OpraHu3aIiuu.3HAaKOMCTBO C TICK-5.2,
OpraHu3aIuu Muknom Jlemunra. IICK-5.5
Htoro 2
Hroro 3a cemectp 28

5.3. Paznenbl AMCUMILUIMHBI M MEXKIMCUMILIHHAPHBIE CBSI3U ¢ 00ecneYnBAIOMIMMU (MPeIbIyIIMMM)
U o0ecneynBaeMbIMHU (MOCJIETYOIIMMH) IUCHUILTHHAMMA
Paznensl QTUCHUIUIMHBI M MEXKIUCIUIUIMHAPHBIE CBA3M C 00eCNeYnBAOIIMMHU (TIPEABIAYIIUMU) U
oOecrieunBaeMbIMHU (TTOCJIEIYIONMMHI ) JUCITUTUTMHAME TIPEICTaBJICHBI B Tabmwuie 5.3.
Tabnuna 5.3 — Pa3zfnenbl IUCHUTUIMHBI B MEXKAUCIUILTHHAPHBIE CBSI3U

Ne pa3nenoB qaHHOM JUCHUIUIMHBL, A1 KOTOPHIX HEOOXOMMO
HanMeHoBaHue TUCIMILINH n3ydyeHue o0ecreurBaroInX U 00eCIeunBaeMbIX JUCIMILIIUH

1 2 3 4 5 6 7

[IpenmecTByronme JUCHUILTMHBI

1 Opranu3aliioHHOE U IPABOBOE
obecrnieyeHrne nHHOPMaLOHHON + + + +
0€30acCHOCTH

2 OcHOBBI HH(OPMALIMOHHON
0€301acHOCTH

3 OCHOBBI yIIPaBIEHYECKON
JESATEIIBHOCTH

4 [IpaBoBeaeHuE +
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5 CucTeMHBIN aHaIn3 + +
[Tocnenyromue TUCIUTIIIMHBI

1 Be3onacHOCTbL CUCTEM + +
MJIACTUKOBBIX KapT
2 JIOKyMEHTOBEICHUE + +
3 3ammra uHGOpPMALIUH B + N + N
0aHKOBCKHUX CHUCTEMAaX
4 TloaroroBka K 4e u q

OJICOTOBKA K cl1aye U cjada + + + + + + +
rOCYJapCTBEHHOTO dK3aMeHa
5 IlpenaumioMHast mpakTUKA + + + + + + +

5.4. CooTBercTBHE KOMIIETEHIUI, GOpMHPYeMBbIX IPH U3YYEeHUH AUCHMILINHBI, 1 BUAOB 3aHATHH
CooTBeTcTBHE KOMIETEHIHMH, (OPMUPYEMBIX NpPU W3YYEHHH TUCHMIUIMHBI, U BUAOB 3aHATHHA

MPEACTABICHO B Tabnuile 5.4.

Tabmuna 5.4 — CoorBercTBUE KOMIETEHLMH, (OPMUPYEMBIX MPH H3YyYEHUU IUCLMIUIUHBL, U BHUJOB

3aHATHAN

Bunrwl 3austuit

Komnereniuu

Jlexk.

[Ipak. 3aH. Cam. pa0.

DOpMBI KOHTPOJIA

[ICK-5.5 +

+ +

OT4eT N0 UHANBUAYAIBHOMY
3amanuto, Onpoc Ha 3aHITUSX,
3auer, BoicTymuienue (nokmnam) Ha
3aHaTum, Tect

I[ICK-5.2 +

OT4eT 10 HHIUBUYaTHHOMY
3amanuto, Onpoc Ha 3aHITHSIX,
3auer, BoicTymuienue (nokminam) Ha
3aHaTum, Tect

[1CK-5.1 +

OT4eT 10 HHIUBUYaTHHOMY
3amanuio, Onpoc Ha 3aHITHSIX,
3auer, BricTymuienue (mokiam) Ha
3aHATHH, TecT

6. UnTepakTHBHBIC MeTOABI U (pOPMBI OPraHu3anuy 00y4YeHus!
TexHOI0rMM UHTEPAKTUBHOTO O0YUEHUS NP pa3HbIX pOpMax 3aHATUH NpUBeeHb! B Tabmnure 6.1.
Tabauna 6.1 — TexHoIOrMM UHTEPAKTUBHOIO OOYyUEHUs IPU pa3HbIX popMax 3aHITHH

NHTtepakTuBHBIE IpakTHYecKue |HTEpakTUBHBIE
MeTtoab! Bcero, u
3aHATUS, 9 JEKIUH, 4
7 cemecTp
[Ipe3eHTannu ¢ UCIONB30BaHUEM 2 2
BHUJI€O(UITEMOB C 00CYXICHUEM
[Ipe3eHTanuu ¢ UCIONB30BAHUEM 6 6
CIAIOB ¢ 00CYXICHUEM
IT-mMeTonbt 8
Hroro 3a cemectp: 8 16
Hroro 8 8 16
7. JIaGopaTopHble padoThI
He npenycmorpeno PYIIL
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8. IIpakTHyeckue 3aHATHUSA (CEMUHAPDI)
HanMeHoBaHMe MpakTUYECKUX 3aHATHN (CEMUHAPORB) MPUBEICHO B Tadimile §.1.
Tabnuua 8.1 — HaumeHoBaHMe IPAKTUYECKUX 3aHATUHN (CEMHUHAPOB)

Hassamms pasaencs HanmenoBaHue npakTUYECKUX 3aHATHN Tpynoemkocts, | Dopmupyemslie
(cemuHapoOB) q KOMITCTCHITH
7 cemecTp
3 Undopmanmonnas | Iloapobuslii pazbop pasaenoB CTO BPUBBC 24 I1CK-5.1,
0€30I1aCHOCTE OAHKOB Vroro 24 I[ICK-5.2,
¢ yuetom CTO bP I1ICK-5.5
NBbC-2014
7 ®opMupOBaHKE dopMHUpPOBaHUS ITAKETA JTOKYMEHTOB, 4 I1CK-5.1,
COUBb 6ankoBCKOM PErIAMEHTHPYIOLIUX JESITeIbHOCTD [1CK-5.2,
OpraHu3aIu 0aHKOBCKOW opraHu3aiuu B chepe IICK-5.5
UH(POPMALMOHHOMN 0€30MaCHOCTH.
Utoro 4
Hroro 3a cemectp 28

Tabimue 9.1.

9. CamocrosiTe/ibHasi padora
Bunasl camocTosTenbHOM paboThl, TPYA0EMKOCTh U (hOpMUPYEMbIe KOMIIETCHIINU TIPEACTABICHBI B

Tabmuua 9.1 — Buasl caMoCTOSTENNbHOM PadOTHI, TPYI0EMKOCTh U ()OPMHUPYEMbIE KOMITETCHITHH

Bunael camocrositensHol | TpynoemkocTts, | @Dopmupyembie

Hazpanus paznenos a pyA PMHPY DopMBbI KOHTPOJIS
paboThI q KOMIIETEHIINH
7 cemecTp

1 O6miee onncanue |[IpopaboTka 1 I[ICK-5.1, 3auer, Onpoc Ha
JIEATEIIbHOCTH JIEKIIMOHHOT0 MaTepuania I[ICK-5.5 3aHATHSX, Tect
CITYKOEL Hroro 1
0e30macHOCTH
0aHKOBCKOM
OpTraHHU3aIIH.
2 CraHoBIEeHHE [IpopaboTka 1 IICK-5.2 3auet, Omnpoc Ha
crannaptoB Ub JIEKIIMOHHOTO MaTepuania 3aHATUAX, TecT
banka Poccun Hroro 1
3 UndopmannonHnas | [Tonroroska k 38 IICK-5.1, BricTynnenue
0€e30MacHOCTh MPAKTUYECKUM 3aHATHUSIM, IICK-5.2, (moknan) Ha
0aHKOB C yUe€TOM CeMHUHapaM I[ICK-5.5 3aHATUH, 3a4eT,
CTO bP UBBC- Tpopa6oTka 4 Omnpoc Ha 3aHATHSIX,
2014 Tect

JIEKIIMOHHOTO MaTepuania

Hroro 42
4 3amura [IpopaboTka 1 I[ICK-5.1 Brictynienue
MePCOHAIbHBIX JIEKIIMOHHOTO MaTepuaia (moknan) Ha
JTAHHBIX B OaHKax Wroro 1 3aHATHH, 3a4eT,

Onpoc Ha 3aHATHSIX,
Tect

5 Nndopmanuonnas | [Ipopaborka 1 [ICK-5.1, BeicTynienue
0€30MacHOCTh JEKIMOHHOI'0 MaTepuaia TICK-5.2 (moknan) Ha
HAIHOHATBHOMH Vitoro 1 3arsTid, Onpoc Ha
TUTATEeKHOM 3aHATUSX, TecT
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CHCTEMBI

6 Undopmannonnas | [Ipopaborka 1 I[ICK-5.1, BricTynnenue
0€30I1aCHOCTh JIEKIIMOHHOT'O MaTepuaia TICK-5.2 (moknan) Ha
TIATEKHBIX CUCTEM | pr - 1 3ansTuu, Onpoc Ha
3aHATHAX, Tect
7 ®opmupoBanue | Iloaroroska k 4 [ICK-5.1, 3auer, OTyeT no
COUDB 6aHKOBCKOH |MPaKTUYECKHUM 3aHATHUSIM, TICK-5.2, WHIUBUIYATBHOMY
OpraHu3aIu ceMHUHapam IICK-5.5 3ananuio, Tect
[IpopaboTtka 1
JIEKIIMOHHOT'O MaTepuaia
Htoro 5
Htoro 3a cemectp 52
Htoro 52

10. Kypcosoii npoekT / kypcoBas padora
He npenycmorpeno PVYII.

11. PeiiTuHroBasi cucreMa /Jisl OlEHKHU yCIeBAeMOCTH 00y4alo M XCH

11.1. bajuibHbIE OLIEHKH JIJIS1 3J1IeMEHTOB KOHTPOJISI
Ta6mmma 11.1 — bayuibHBIC OIICHKH ISl 2JIEMEHTOB KOHTPOJIS

N . MakcumalibHbIN
. MaxkcuManbHBIN MaxkcuManbHBIN
DNeMeHThI y4eOHOM OaJut 3a rnepuoj Bcero 3a
6amn Ha 1-yto KT ¢ | 6ain 3a mepuon
JeSITeIbHOCTH mexnay 2KT u Ha cemMecTp
Hayana cemectpa | mexay 1KT u 2KT
KOHEI[ ceMecTpa
7 cemecTp
Brictymuienue (nokian) Ha 20 20
3aHITHH
3auer 30 30
Ompoc Ha 3aHATHSX 5 5 10 20
Otuer no 20 20
WHINBUIYATEHOMY
3a/1aHUIO
Tect 10 10
HToro MakcumyM 3a 5 5 90 100
TIEPHOJT
Hapacratouum nrorom 5 10 100 100

11.2. Ilepecuer 0a/1710B B OLCHKH 32 KOHTPOJIbHbIE TOYKH
[TepecueT OansoB B OLIEHKH 32 KOHTPOJIbHbBIE TOYKHU MpeacTaBieH B Tabmuue 11.2.
Tabnuna 11.2 — [lepecueTr 6a/10B B OLIEHKH 32 KOHTPOJIbHBIE TOUKH

baynel Ha 1aTy KOHTPOIBHON TOYKH Onenka
> 90% oT MakcuManbHOM cyMMbl 6ayutoB Ha gaty KT 5
Ot 70% no 89% ot MakcumanbHOM cymMmbl 6ayioB Ha aaty KT 4
Ot 60% 10 69% OT MakcUManbHOI cyMMbI 6ayioB Ha naty KT 3
< 60% oT MakcuMalIbHOM cyMMBbI 6aisioB Ha gaty KT 2
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11.3. IlepecueT cymMMbI 02J1JI0B B TPAAULUMOHHYI0 M MEKIYHAPOIHYIO OLIEHKY
[lepecueT cymmbl OAJIJIOB B TPAJAUIIMOHHYIO M MEKIYHApPOJHYIO OILICHKY IMPEACTaBIeH B Ta0yulle
11.3.

Ta6mmma 11.3 — Ilepecuer cymmbl 0a/UI0B B TPAIUITMOHHYIO M MEXTYHAPOIHYIO OIIEHKY

Htorosas cymma 6asuios,

Ouenka (I'OC) YUYUTBIBAET YCIICIIHO CIAHHBIN Onuenka (ECTS)
JK3aMeH
5 (oTnu4HO) (3a4TEHO) 90 - 100 A (oTIHYHO)
85 -89 B (ouenp xopor1o)
4 (xoport0) (3a4TeHO) 75-84 C (xoporio)
70-74
D (ynoBnerBopuTeabHO)
3 (YAOBIETBOPUTEINIBHO) 65 - 69
(3a4TeHO) 60 - 64 E (mocpenctBeHHo)
2 (HEYROBIICTBOPUTEILHO) (11 Hwxe 60 6amios F (HeynoBneTBOPUTENBHO)
3a4TEHO)

12. Y4ueOHO-MeTOAMYECKOEe U MH(POPMAIIMOHHOE 00ecTeYeHHe TUCIIUILTHHbI

12.1. OcHoBHas JIuTEpaTypa
1. OcHoBbl uH(MOpPMALMOHHONW 0€30MacHOCTH [DNEKTPOHHBIM pecypc]: YyeOHoe mocobue /
lomukoB A. M. - 2007. 201 ¢. — Pexum pgocrtyma: https://edu.tusur.ru/publications/1024 (mara
obpamienus: 19.05.2018).
2. HWudopmannoHHbIE TEXHOJIOTHH B 3KOHOMHKE W ynpasienuu / B. B. Tpodpumon. — M.:
HOpaiit. — 2013. — 479 c. (nanuuue B 6ubnuoreke TYCVYP - 20 5k3.)

12.2. lonoaHuTeIbHAS JIUTEPATypa

1. bBankoBckoe aeno [DnekTpoHHBIH pecypc]: Yuebnoe mocobue / Uepckas P. B. - 2015. 160 c.
— Pexxum nocryma: https://edu.tusur.ru/publications/6794 (maara oo6paruenus: 19.05.2018).

2. HWudopmannoHHbIE CHCTEMBI B OaHKOBCKOW JesTenbHOCTH: ydeOHoe mocobme / C. IO.
3onotoB, E. b. I'pubanoBa; ®enepanpHoe areHTCTBO MO 00pa3oBaHHI0, TOMCKHMI rocynapCTBEHHBIH
YHUBEPCUTET CHUCTEM YINpaBICHHUS M paguodaekTpoHuku, Kadenpa aBTOMaTH3MpPOBaHHBIX CHCTEM
ynpasienus. — Tomck: TMIIZIO, 2008. — 103 ¢ (nanuuue B 6ubianoreke TYCVYP - 20 5k3.)

12.3. YueOHO-MeTOAMYECKHE MMOCO0U A

12.3.1. O6s13aTesibHBbIE YUeOHO-METOAUYECKHE MTOCOOUSA

1. HWndopmarmoHHbIe CHUCTEMbI M TEXHOJOTMHM B JKOHOMHKE [DJIEKTpOHHBIA pecypcl:
Mertoanyeckue yka3aHHs MO BBIMOJHEHUIO JJaOOPAaTOPHBIX U CaMOCTOATENbHBIX paboT / AdanacbeBa .
I'., dyoposun A. B. - 2011. 89 c¢. — Pexum pocryna: https://edu.tusur.ru/publications/2264 (mara
obpamenus: 19.05.2018).

2. METOAWKA  OIIPEAEJIEHMA  AKTYAJIbHBIX  VI'PO3  BE3OITACHOCTU
I[MEPCOHAJIBHBIX JAHHBIX ITPU MX OBPABOTKE B MHO®OPMAILIMOHHBIX CUCTEMAX
ITEPCOHAJIBHBIX JAHHBIX [DneKTpOoHHBIH pecypcl: — Pexum JIoCTyna:
https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty/114-spetsialnye-normativnye-
dokumenty/380 (mata oopamenus: 19.05.2018).

3. OcHoBbl MH(OPMAITMOHHON 0€30MacHOCTH [DIEKTPOHHBIA pecypc]: YueOHoe mocolue s
MpaKTUYEeCKUX U ceMuHapckux 3aHsaTuil / lomukoB A. M. - 2007. 154 c. — Pexum pocrymna:
https://edu.tusur.ru/publications/1017 (nata o6pamenus: 19.05.2018).

12.3.2. Y4yeOHO-MeTOAMYECKHE MOCOOHS AJIsl JIML C OTPAHNYEHHBIMH BO3MOKHOCTSIMH 310POBbS U
UHBAJN/10B
VY4eOHO-MeToInYeCKHe MaTepHuaiIbl ISl CAMOCTOATENBHOM U ayTUTOPHON paboThl 00ydaroIINXCs
U3 YHCIia JIUMI ¢ OTPaHUYEHHBIMUA BO3MOKHOCTSIMH 3/10pOBbS M1 MHBAJIUIOB IPEIOCTABISAIOTCA B opMax,
alaTUPOBAHHBIX K OTPAaHUYEHUSIM UX 3I0POBbS U BOCIIPUATHS HHPOPMALIUH.
Jlast M1 ¢ HapyIIeHUsIMU 3PeHus:
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- B (hopMe IIEKTPOHHOTO JJOKYMEHTA;

- B IIeYaTHOH (opMe yBETUUEHHBIM MIPU(TOM.

JIJ1s1 JIMI ¢ HApYIIEeHUsIMH cJIyXa:

- B (hopMe IIEKTPOHHOTO JJOKYMEHTA;

- B IIEYATHOH (opme.

JI1s1 JIML ¢ HApYLIEeHUsIMH OTIOPHO-ABUTaTeIbHOI0 annapara:
- B ()OpMe ITEKTPOHHOTO JOKYMEHTA;

- B [1Ie4aTHOM opme.

12.4. IIpodeccuonanbHble 0a3bl JAHHBIX U HH(POPMAINMOHHBIE CIIPABOYHbIE CHCTEMbI
1. Tapant, KoncynasranT [Totoc

13. MaTepuajibHO-TeXHUYeCKOe o0ecnedeHne JUCHUIJINHBI U TPpedyemoe NporpaMMHoe
ol0ecreuenue

13.1. O6mue TpeGoBaHus K MaTepHATbHO-TEXHUYECKOMY M IIPOrPAMMHOMY 00ecrie4eH U0
AUCHUIINHBI

13.1.1. MaTepuaJibHO-TeXHHMYECKOE U POrPaMMHOe o0ecriedeHue JJIsl JJEKIIMOHHBIX 3aHATH I
Jlyist ipoBeieHusT 3aHATUH JIGKIIMOHHOTO THUIA, TPYNIOBBIX M WHIMBUAYAIBHBIX KOHCYJIBTAIIHM,
TEKYIIEr0 KOHTPOJIS U MPOMEKYTOUYHON aTTeCTAI[UU UCIIOIB3YeTCs y4eOHash ayJUTOPHUsS C KOJTHYSCTBOM
MOCAIOUYHBIX MeCT He MeHee 22-24, o0OopymoBaHHAas JIOCKOM M CTaHAApTHOW Y4eOHOW Mebenblo.
HwmeroTcs  1eMOHCTpalMOHHOE 00OpyJOBaHWE W Y4eOHO-HArJISIIHBIE TOCOOMS, OOecTeyrBaroIune
TEMaTUYECKHE WUTIOCTPAIUY 110 JICKIIHOHHBIM pa3ziesiaM JUCIUILTHHBL.

13.1.2. MaTepuaibHO-TeXHHYECKOE U MPOrpaMMHOe o0ecriedeHue sl MPAKTHYECKUX 3aHATHIH
Jlaboparopus "MHTEpHET-TEXHOJIOTHH ¥ HH()OPMAIIMOHHO-aHATUTHYECKOM IeATEITHHOCTH "
yueOHasi ayIuTopus [JIsl TMPOBEICHHS 3aHATUN JEKIMOHHOTO THIA, yuyeOHas ayauTOpHUs JUIs
MPOBEJCHUS 3aHATHM NPAKTHYECKOro THma, YydeOHas ayauTopus Ui MIPOBEICHHUS 3aHITHIMA
1abopaToOpHOTO THIA

634045, Tomckas obnacts, r. Tomck, yi. Kpacnoapmeiickas, a. 146, 402 ayn.

Onucanue uMeronierocs 000py10BaHus:

- DKpaH pa3aBUKHOI;

- MyneTumeauitasiii npoextop View Sonic PJD5154 DLP;

- Kommerotepsr AMD A8-5600K/ ASUS A88XM-A/ DDR3 4 Gb/ WD5000AAKX 500 Gb (15

- Komnniext cnienmanusupoBanHoi ydeOHOU Mebenu;
- Pabouee mecTo mpenomaBaTens.

[TporpamMmmMHoe obecrieueHue:

Kaspersky endpoint security

Microsoft Windows 10

— VirtualBox

Visio

13.1.3. MaTepuajibHO-TeXHUYECKOEe U POrPaMMHOE oOecneyeHue 1JIs1 CaMOCTOATEIbHOH padoThl
s camocToATeNbHOW pabOThl MCIONB3YIOTCS y4eOHblE ayIuTOpUU (KOMIBIOTEPHBIE KIIACCHhI),
PaCIOJIOKEHHBIE 110 aJpecam:
- 634050, Tomckas obmactp, T. ToMck, Jlennna npocmexr, a. 40, 233 ayn.;
- 634045, Tomckas obnacts, r. ToMck, yi. Kpacnoapwmeiickas, 1. 146, 201 ayn.;
- 634034, Tomckas obnactb, T. ToMck, Bepmmauna ynuia, 1. 47, 126 ayn.;
- 634034, Tomckas obnacts, T. ToMck, Bepmmnauna ynuna, 1. 74, 207 aya.

CoctaB 000py10BaHUS:

- yueOHast mebernb;
- komnbroTepsl kinacca He Hibke [IDBM INTEL Celeron D336 2.81T. - 5 mt.;
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- KOMIIBIOTCPLI MOAKIIOYCHBI K CCTU ((HHTCpHeT)) u O6€CH€‘-II/IBaIOT AOCTYII B DJJICKTPOHHYIO
nH(pOpPMaMOHHO-00pa30BaTEIBHYIO CPElY YHUBEPCUTETA.

[Tepedens mporpaMMHOTO OOECTICYCHHUS:

- Microsoft Windows;

- OpenOffice;

- Kaspersky Endpoint Security 10 s Windows;
- 7-Zip;

- Google Chrome.

13.2. MaTepuajibHO-TEXHHYECKO€E O0ecrieyeHne M CUUILTUHBI JIS JTUI ¢ OTPAaHUYeHHbIMH
BO3MOSKHOCTSIMH 3/10POBbSI U HHBAJINI0B

OcBoeHUE TUCHHUIUIMHBI JIMIIAMH C OTPAHUYEHHBIMA BO3MOXKHOCTSMH 370POBbS U MHBAIHIAMU
OCYIIECTBJISIETCS C UCITOJIB30BAHUEM CPEACTB 0OO0YUEHUS OOIIEro U CIIeHAIbHOTO Ha3HAYCHHS.

[Ipu 3aHATHSAX € OOYYalOIMMHUCS € HAPYWIEHUSIMM CJyXa MPEIyCMOTPEHO HCIOJIb30BAHUE
3BYKOYCHJIMBAIOILICH amnmaparypbl, MYJbTUMEIUUHBIX CPEICTB W JAPYTHMX TEXHUYECKUX CPEACTB
npreMa/mepenadn yaeOHoH MHGPOpMAu B JOCTYIMHBIX (hopMax, MOOMIBHOH CHUCTEMBI TPEIO aBaHUS
U O0yYarolUXCcs C WHBAIMIHOCTHIO, TOPTATUBHOW MHIYKIIMOHHON CHUCTEMBbl. YueOHas ayauTopus, B
KOTOPOW 3aHHMMAIOTCSl OOyYaromuecs C HapyIIeHHEM CiyXa, 000pyI0oBaHa KOMITBIOTEPHOW TEXHUKOM,
ayJIMOTEXHUKOH, BUJEOTEXHUKOM, F3JIEKTPOHHON JOCKOU, MyJIbTUMEIUMHON CUCTEMOII.

[Ipu 3aHATHSAX C 00YYAIONIUMUCS ¢ HAPYIIEHUSIMU 3PEHUSIMU TIPETYCMOTPEHO UCIIOIH30BaHUE B
JEKUUOHHBIX U Y4YEOHBIX ayJUTOPHUSAX BO3MOXKHOCTH IPOCMOTpa YAAJIEHHBIX OOBEKTOB (Hampumep,
TeKCTa Ha JIOCKE WM Claiijla Ha DJKpaHe) MpU TOMOIIM BHUIACOYBEIUYHUTENCH a1 KOM(OPTHOTO
MPOCMOTpa.

[Ipu 3ansATHAX ¢ OOydYalOIUMHCS € HAPYUWIEHUSMH ONOPHO-JABUIaTEeJbHOI0 amnmnapara
UCIIONIb3YIOTCSl alIbTePHATUBHBIE YCTPONCTBA BBOJAa MHGOpPMAIMU MU APyrue TEXHUYECKUE CpEICTBa
npuema/mepenayn yueOHoil mHMOpMAMKM B JOCTYHHBIX (popMax, MOOMIIBHOW CHUCTEMBI OOY4eHUs s
JIFOJIEN ¢ HHBAJIMIHOCTHIO.

14. OneHo4HbIe MaTepHaJIbl U METOAUYECCKUE PEKOMCHAAIIUH 110 OPraHu3allui U3Yy4YCHUS
AUCHHUIIIMHBI

14.1. ConepxxaHue OLIEHOYHbIX MATEPHATIOB U MeTOANYECKHE PEKOMEHAAMHU
I[J'ISI OIICHKHN CTCIICHU C(bOpMI/IpOBaHHOCTI/I n ypOBHSI OCBOCHUA 3aernneHme 3a I[HCHHHHHHOﬁ
KOMITIETEHIINI UCTOJIb3YIOTCS OLIEHOYHBIE MATEpUalbl B COCTaBE:

14.1.1. TecToBbIe 3a1aHUA

1. Cranmapt banka Poccuu mo obGecnedennio MH(OpPMAIMOHHOW O€30MAaCHOCTH OpraHU3aIMMA
6ankoBckoii cuctemsl Poccuiickoit @eneparuu (CTO BP UBBC) — o710 ...

* 3akoHOJarenbHbI akT Poccuiickon @enepanuu, NPUHUMAEMBII B COOTBETCTBUH C
Konctutynueinn Poccuiickoit @enepanyu no npeameram BeneHus Poccuiickoit ®enepanuum U 1o
npeaMeTam coBMecTHOTO BeneHus Poccuiickoit deneparuu u e€ cyObeKToB

* pa3pelleHre Ha IpaBo, 100 MPaBoO Ha BHIMOJIHEHUE HEKOTOPBIX ACHCTBUIMA

* KOMILJIEKC TOKyMeHTOB banka Poccnn, onuchIBarOmni €IMHBIN TOAXO0 K IIOCTPOSHUIO CUCTEMBI
obecrieuenuss Wb opranmzanmii  OaHKOBCKOW cdeppl ¢  yu€ToM TpeOOBaHMH POCCHHCKOTO
3aKOHO/IaTEIbCTBA

* cTaHaapT no MH(POpPMAIMOHHON 0€30MacHOCTH ONyONIMKOBAaHHBIA COBMECTHO MeXayHapoIHOM
Opranu3zanueit no Crangaptuzauuu (ISO) nu Mexaynapoanoii Dnexkrporexanueckoit Komuccun (IEC)

2. Kakoif HopMaTHBHBINA JOKYMEHT peryaupyer mpaa 0aHKOB B cepe 00pabOTKH MepCOHATBHBIX
JAHHBIX ?

* CTO bP UBBC

* 152-®3

* ISO 27000

* YK 159

3. Cranmapt 0e30MacHOCTH JaHHBIX MHAYCTPUM IIATEXHBIX KapT, paspaboraHHbli COBETOM IO
CTaHIapTaM 0€30IacHOCTH HMHAYCTPUHU  IUIATEXKHBIX KapT, YUPEKAEHHBIM  MEXIAYHApOIHBIMU
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maté&xHeiMu cucteMamu Visa, MasterCard, American Express, JCB u Discover — 310 ...

* EMV

* PCI DSS

* GSM

* RSA

4. Kak Ha3blBaeTcs cepust MEXAYHApPOJIHBIX CTaHAAPTOB, BKIOYAKOLIAs CTaHAAPThl 10
MH(POPMALIMOHHON 0e30MaCHOCTH OIyOJIMKOBaHHBIE COBMECTHO MexayHapoaHoil Opranuszanueil mo
Crannpaptuzanuu (ISO) u Mexaynaponnoit Dnekrporexaundeckoit Komuccuu (IEC)?

+ ISO 9000

* 'OCT 34025-2016

* ISO/IEC 27000

* RSA 20189

5. Kaxk Ha3pIiBaeTcst 0aHK, BBITYCKAIOMIMK B OOpalleHne IeHEeKHbIe 3HAKU WU IeHHbIe Oymar, a

Tak)ke OAHKOBCKHUE KapThl, BbIIaBaeMbl€ KJIMEHTY B TIOJIb30BaHUE?

* X035IuH

* Jlepxarenb

e [Inmarenpmuk

* OMUTEHT

6. HIIC — o710 ...

* HoMunanbHast npornyckHasi CHOCOOHOCTh

* HaumonanpHas marexHas cucrema

* HanmonasibHOE IJ1aTEXXHOE CPEACTBO

* HopMaTuBHO NpaBOBOM CTaHAApPT

7. HanmoHanpHas cucreMa IUIaTéxXHbIX KapT Poccun HOCUT Ha3BaHUE ...

* Coro3

* CnyTHUK

* Mup

* Tpyn

8. COUb —»10 ...

* Ctannapt obecrieuyeHUs] HHPOPMAIIHOHHON 0€30MacHOCTH

* Cucrema obecrieueHust ”HHOPMAITMOHHON O€30MaCHOCTH

 Crparernueckasi 000pOHHast HHUIMATHBA 0€30IaCHOCTH

* CpecTBO OrpaHUYEHHUS UCIIOJIB30BaHuUs OO IKeTa

9. Cornacno CTO BP MBBC-1.0-2014 uro 3anmoxeHo B ocHOBY padotsl COUB?

* [{ukn Jlemunra

* [{ukun JIemunra

* [{ukn @ypre

e uxa Kaun

10. Yto u3 HuxeckazaHHoro He npucyrcrByeT B [{ukne Jlemunra qist COUB?

* [Imanuposanue COUDB

* Peanuzauus COUB

* CoBepmierncroBanue COMb

e Vrunmmzamusgs COUb

11. Kak Ha3pIBaeTCs MEXAYHAPOAHBIN CTAaHAAPT [Tl OMepariii mo GAaHKOBCKUM KapTaM C YHUIIOM,
pa3paboTaHHBIA COBMECTHBIMH ycwiusMu komnanuii Europay, MasterCard u Visa, 4ToOBI MOBBICHUTH
YPOBEHb 0€30MaCHOCTH (PMHAHCOBBIX OMeparuii?

*CVV

* GSM

* EMV

* Des

12. Kak Ha3bIBaeTcsi cucTema, MpelHa3HayeHHas Uid OLEHKH ()MHAHCOBBIX TpPAaH3aKUUN B
WNHTepHere Ha MpeaMeT IOAO03PUTENBHOCTH C TOYKM 3pEHHMS MOILIEHHUYECTBA U IpEAJararoas
PEKOMEHIAllUHU 110 UX JanbHekei oopadboTke?

* N3onupoBanHas cpena
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* AHTHUBHpYC

* AaTudpon cucrema

* [InaTéxHpIi NUTI03

13. Kak HaspBaeTcs  anmapaTHO-IPOTPAMMHBIH  KOMIUIEKC,  KOTOpPBIH  TO3BOJISIET
aBTOMATU3MPOBATh Mpoliecc IpuemMa iarexeil B Iurepuere?

* Kpunrouuito3

* QUIIMHIOBBIN CAUT

* [nmarexxHp1il 1UI03

* Meauanopran

14. Kax Ha3bIBaeTCs anmnapaTHO-IPOrpaMMHBINA KOMILIEKC KpUNTOrpaduyeckoil 3auuTsl Tpaduka
JTaHHBIX, T0OJI0CA, BUJICO HA OCHOBE MU(PPOBAHMS TAKETOB IIPU YCTAHOBJICHUU COSAUHEHUS?

* Menuanuiros

* [InaTexHbIi LUTIO3

* Kpunrouuito3

* DailyIOBBIN LT3

15. Kommepueckas TaiiHa — 31O ...

* nH(pOpMAIHS IO CYETAaM MJIH BKJIaJ]aM CBOMX KJIIMEHTOB U KOPPECIOHICHTOB;

» mobas uHopMalusi, obecreyuBaromas IOCTI)KEHHE MPEUMYIIECTB HaJ KOHKYPEHTaMHU U
U3BJIEYEHHE NTPUOBLIH;

* uHdopmanust 06 oObeMax U CTPYKType MPEAOCTABICHHBIX W TIOJYYEHHBIX KpPEIUTOB U
JIETI03UTOB;

16. MexaHu3M 2JIEKTPOHHOM MOJIUCH pealiu3yeT clieAyronue GyHKIUH:

* llInucdpoBanue, ceprudukanys;

* AyreHtudukanus, mudpoBaHue;

» Cepruduranus, ayTeHTU(HUKAIHUS.

17. IIpOMBIIIIEHHBIN IITAOHAXK — ATO ...

* noyrydeHre 0OMaHHBIM ITyTeM KOH(HUACHIMATFHOW UH(POPMALIUHU, UCIOJIB3YEMON B pa3IMYHBIX
MIPOTUBOINPABHBIX LEJISX;

* YrOJIOBHO HakKa3yeMO€ U MHOE MPOTHBOIIPABHOE JESHHUE, IMOCSTaollee Ha WMYILECTBEHHBIE U
MpUpaBHEHHbIE K HUM IIpaBa U UHTEPECHl OaHKa 100 Ha MOPSIOK ero PyHKIIMOHUPOBAHUS;

* IPUCBOCHHE KPEAUTOB MO (PUKTHUBHBIM OAHKOBCKUM TapaHTHUSM IOJCTaBHBIMU (UPMaMHU.

18. lanHble cocTaBisone 0aHKOBCKYIO TalHY - 3TO ...

* 00bEMbI MHBECTULINH, TUIaHbI MAPKETUHTA;

* 0a3bl JaHHBIX 00 aKIMOHEepaX U CIEIUAINCTaX;

* uH@opMalys 0aHKOBCKOTO BKJIaJa, ONepaliii 0 CUETY U CBEJEHUH O KIIMEHTE.

19. 3amaua npoBeneHus aHAM3a YI3BUMOCTH MHGOPMAITMOHHON 0aHKOBCKOW CHCTEMbI CBOAMTCS

* PAaCCMOTPEHMIO BCEX BO3MOKHBIX YTPO3 U OLIEHKA pa3MepOB BO3MOXKHOTO yIepoa;

* OIIPEJIETICHUIO BCEX BO3MOXKHBIX C1a0bIX MECT MH(POPMAIMOHHON OaHKOBCKOM CHCTEMBI;

* periaaMeHTaluy JeATEIbHOCTH KPEIUTHOW OpraHu3aliHy.

20. AyrenTudukanus — 370 ...

* TMpoBepKa MPHUHAUIEKHOCTH CYOBEKTY JAOCTyHa TMPEeIbsABICHHOTO WM HJAEHTH(PHUKATOPA;
MOATBEPKI€HUE TIOJUTMHHOCTH;

* PEKBHU3UT JJIEKTPOHHOIO JOKYMEHTA, IPEIHA3HAYEHHBINM AJI 3alIUTHl JAHHOTO JOKYMEHTa OT
MoAu(UKAIUH;

* HayKa 0 MeToJiax o0ecrieyeHns KOH(PUAESHIIMATBHOCTH U ayTeHTUYHOCTH HH(POPMALIUH.

14.1.2. TeMbl HHAUBUAYAJIBHBIX 32IaAHUI

Pa3pa0oTka makera JOKyMEHTOB, PEryJIUPYIOIIUX UH()OPMAIIMOHHYIO 0€30M1aCHOCTh Ha IpUMEpe
BBIlyMaHHOW CTYZCHTOM OaHKOBCKOI OpraHu3anuu

14.1.3. 3auér
KaknMu HOpMaTHBHO-TIPABOBBIMU aKTaMH PETYIUPYETCS JACSITEIBHOCTD CITY>KObI 0€301MacHOCTH

0aHKOBCKOI opranuzanuu?
Hazoswute stansl hopmupoBanust COUB 6aHKOBCKOW OpraHu3aiun
Onumwre crannapt PCI DSS
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[ yero ucnonb3yercs nuki Jlemunra?

14.1.4. TeMbI OIIPOCOB HA 3AHATHUAX

Ucrtopus nosisnenus u pazsutus cranaaptoB b banka Poccuun

[Toapo6usrii pazdop CTO BP UBBC

CTO BP UBBC-1.0-2014. «O06utue nmoyoxeHus (5 peaaKius)».

CTO BP UBBC-1.1-2007. «Ayaut uHbOpMALMOHHON 6€30MaCHOCTH.

CTO bP UBBC-1.2-2014. «MeToauka OLIEHKH COOTBETCTBUS MH(POPMAIIMOHHOW 0€30MacHOCTH
opraHm3anuii 6aHkoBckoil cucrembl Poccuiickoit @enepanuu tpedoBanusim CTO BP UBBC-1.0-2014 (4
peIaKIIus)».

CTO BP WUBBC-1.3-2016 «COop ¥ aHanM3 TEXHUYECKUX MJAHHBIX IPU BBIABICHUU H
paccieoBaHUM HHIUJEHTOB HMHQOPMAIIMOHHOM 0€30MacHOCTH MpU  OCYIIECTBICHUU MEPEBOJIOB
JICHEKHBIX CPEJCTBY.

PC BP UBBC-2.0-2007. «MeToanyeckue peKOMEH IalliK 110 JOKYMEHTAIMH B 00acTH obecrie-

4yeHus1 THPOpPMaMOHHOM 6e30macHoCTH B cooTBeTcTBUE ¢ TpeboBanusimu CTO BP UBBC-1.0».

PC BP WBBC-2.1-2007. «PyKOBOJACTBO IO CaMOOILICHKE COOTBETCTBUS HMH(POPMAIIMOHHOMN
0e30macHOCTH OpraHu3anuidi OaHKOBCKOM cucteMbl Poccuiickoit ®enepauuu tpebdoBanusim CTO BP
NBBC-1.0».

PC BP WBBC-2.2-2009. «Meroanka OICHKH pPUCKOB HapymieHUS WHGOPMAIMOHHON
0€30MacCHOCTH.

PC BP UBBC-2.5-2014. «MeHemKMEeHT HHIUIEHTOB HHPOPMAITMOHHON O€30IaCHOCTHY.

PC BP MUBBC-2.6-2014. «Obecneuenne wuHGOPMAIMOHHON OE30IaCHOCTH Ha  CTaIUAX
KHU3HEHHOTO LIMKJIa aBTOMAaTH3UPOBAHHBIX OAHKOBCKUX CHCTEM).

PC BP UBBC-2.7-2015. «PecypcHoe obecnieuenrne nHGOPMaIMOHHON 0€3011aCHOCTI.

PC BP UBBC-2.8-2015. «Obecnieuenne nHGOPMATMOHHON OE30MaCHOCTH TIPH HCIIOIH30BAHUH
TEXHOJIOTUH BUPTYaTU3ALUNY.

PC BP UBBC-2.9-2016. «IIpenoTBpamienue yreuek HHPOPMALIUN».

PC BP UBBC-2.3-2010. «TpeboBanus mo obecriedyeHuo 6€30MacHOCTA NEPCOHATBHBIX JTAHHBIX

B HMH()OPMAIIMOHHBIX CHUCTEMax IEPCOHAIBHBIX JAaHHBIX OpraHHW3aIMii OaHKOBCKOW CHCTEMBI
Poccuiickoit

Denepanum.

PC BP UBBC-2.4-2010 «OtpacneBast yacTHasi MOJieNIb YIpo3 0€30MacCHOCTH MEPCOHAIBHBIX

JAHHBIX MPU UX 00paboTKe B MHPOPMAITMOHHBIX CUCTEMAaX MEPCOHATBHBIX JAaHHBIX OpraHu3aIui

OaHKOBCKOM cucteMbl Poccuiickoit deaeparum»

®3 P® or 27 wumrona 2006 roma Ne 152-®3 «O mnepcoHanmbHBIX JAaHHBIX» B KOHTEKCTE
MH(POPMALMOHHOM 6€30MacHOCTH 0aHKOBCKOM OpraHu3aluu

HeobxonumocTts pazpaboTky HanmoHainbHOU miaréxHon cuctemsl (HIIC)

Pa30op moa3akoHHBIX aKTOB, HaMpaBIeHHBIX HAa oOecneueHue 6ezomacnocty HIIC

Cranpapt PCI DSS

Oransl popmupoBanuss CONBb 6aHKOBCKON opraHu3aiu

[ukn Jlemunra

14.1.5. TeMBI TOKJI270B
Onun u3 paznenos CTO BP UBBC

14.2. TpeGoBaHKs K OLEHOYHBIM MAaTEpPHAJIAM UISl JIMI ¢ OTPAHUYEHHBIMH BO3MOKHOCTAMHM
310POBbS U HHBAJIN/I0B
Jns nunm ¢ OrpaHUYEHHBIMM  BO3MOXKHOCTSIMHM  37J0POBbSI W WHBAJIWJOB IPEITYCMOTPEHBI
JIOTIOJTHUTENbHbIE OIICHOYHBIE MaTepHaJbl, IepeueHb KOTOPBIX yKa3aH B Tabnuie 14.
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Tabnuma 14 — [lononHuTENbHBIE MaTepUaIbl OIICHUBAHUS IS

3I0POBBSI 1 HMHBAIIUIOB

JijI ¢ OIrpaHUYCHHBIMU BO3MOKHOCTAMU

Kareropun
o0yJaromuxcst

Buapl 4OMOIHUTENBHBIX OIEHOYHBIX
MaTepHuasioB

@DopMbI KOHTPOJISI U OLIEHKH
pe3yabTaTOB OOYUECHHUS

C HapyleHus MU
ciyxa

TecTbl, TUCHEMEHHBIE CAMOCTOSTEIIEHBIC
paboThl, BOIPOCHI K 3a4ETY,
KOHTPOJIbHBIE PabOTHI

[IpenMymecTBEHHO MUCHMEHHAS
poBepKa

C HapylieHusIMu
3peHHS

CobecenoBaHue 110 BOIIpOCaM K 3a4eTy,
OIIPOC IO TEPMHUHAM

[TpenmyIIeCTBEHHO yCTHAsS TIPOBEPKa
(MHAWBUIYATBHO)

C HapylIeHUsIMU
OTIOPHO-
JIBUTATEIILHOTO
amnrmapara

Pemenue nucTaHIIMOHHBIX TECTOB,
KOHTPOJIbHbIE paOOThI, IMCbMEHHBIE
CaMOCTOSITeNIbHBIE paOOTHI, BOIIPOCHI K
3ayery

[Ipenmy1iiieCTBEHHO TUCTAHIIMOHHBIMU
MeToIaMuU

C orpaHuyYeHUsIMU 110
00IIeMeTUIINHCKUM
MOKAa3aHUSIM

TecTbl, MUCbMEHHBIE CAMOCTOSITEILHBIC
paboThl, BOMPOCHI K 3a4ETY,
KOHTPOJIbHBIE PA0OTHI, YCTHBIE OTBETHI

[IpeuMy1iecTBEHHO IIPOBEpPKA
METO/IaMHU MCXO/S U3 COCTOSTHUS
oOyuarolerocss Ha MOMEHT IIPOBEPKU

14.3. MeToanueckue peKOMeHAAIMH 110 OIEHOYHBIM MaTepuajiaM JIfl JIUIl ¢ OTPaHUYeHHbIMH
BO3MOKHOCTSIMM 310POBbSI 1 HHBAJIU/I0B

Jns nui ¢ orpaHMYEHHBIMH BO3MOXKHOCTSIMH 3JI0pOBbS M HHBAJIUAOB TMpPEIyCMaTpHUBAETCS
noctymHas popma MmpeaoCcTaBICHHS 3aIaHUi OIICHOYHBIX CPEJICTB, & IMEHHO:

B MIEYaTHOI Qopme;

B MIEYaTHOI opMe ¢ yBEITMUEHHBIM HIPUPTOM;
B (hopMe€ FIIEKTPOHHOI'O JOKYMEHTA;

METOJIOM YTEHUSI ACCUCTEHTOM 3aJIaHUs BCIIYX;
IIPEIOCTaBIIEHUE 3aJaHHs C UCIIOJIB30BaHUEM CYPAOIEPEBO/IA.

Jlutiam ¢ orpaHMYEHHBIMH BO3MOXKHOCTSIMHU 3/I0POBbSl U MHBAJIUAAM YBEIHMYMBACTCS BpeMs Ha
MOATOTOBKY OTBETOB Ha KOHTPOJBHBIE BOMpPOCHL. J[ns Takux oOydaromuxcsl MpeaycMaTpUBaeTCs
nocTyrHas (opMa mpeIocTaBiIeHrs OTBETOB Ha 3a/IaHUsI, @ UMEHHO:

INHUCBbMCHHO Ha 6YM8.FC;

Ha6op OTBCTOB Ha KOMIIBIOTEPCEC,
Ha6op OTBCTOB C UCIIOJIb3OBAHUEM YCIIYT' aCCUCTCHTA,
MMpeaACTaBJICHHUE OTBETOB YCTHO.

[Tpouenypa oueHHMBaHMSI pPE3yIbTATOB OOYUYEHHUS JIMI C OrPAaHWUYEHHBIMH BO3MOXHOCTSMU
3I0pOBbsSI U MHBAJIMJIOB M0 AMCLUIUIMHE MPEIyCMaTpUBAET NpeAocTaBlieHue MH(opMaiuu B ¢popmax,
a/IalITHPOBAHHBIX K OTPAaHUYEHHUSAM UX 3710POBbsI U BOCIPUATHS HH(POPMALIUU:

J1s1 1ML ¢ HApYIIEHUAMH 3PEHUS:

B (hopMe€ FIIEKTPOHHOTO JOKYMEHTA;
B [I€YaTHOHN (popMe YBETUUEHHBIM LIPUPTOM.

JLst M1 ¢ HAapYIIeHUusIMH cJIyXa:

B (hOpMe IIIEKTPOHHOTO JJOKYMEHTA,;
B MIEYaTHOH (opme.

I[.Tlﬁ JIMI ¢ HAPYIICHUSAMMA OIIOPHO-ABUIaTCJIbHOT0 almapara:

B (hopMe FIIEKTPOHHOTO JOKYMEHTA;
B MIEYaTHOH (opme.

[Tpn HEoOXOMUMOCTH JI JIUI C OTPAHUYCHHBIMH BO3MOXKHOCTSMH 3/I0pPOBbS U HMHBAIUIOB
MpoIieIypa OIEHUBAHUS PE3yJIbTaTOB 00YUEHUS MOXKET MPOBOJAUTHCS B HECKOJIBKO ITAIOB.
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