MHUHHUCTEPCTBO OBPA3BOBAHUS 1 HAYKHM POCCUHCKOM ®EJEPAIIMA
DenepajibHOE TOCYIaAPCTBEHHOE OI0KeTHOE 00pa3oBaTe/ibHOE YUpekJAeHHe BbICIIero 00pa3oBaHus

«TOMCKHW T'OCYJIAPCTBEHHBI YVHUBEPCUTET CUCTEM
VIIPABJIEHUS U PAJTMODJIEKTPOHUK Ay
(TYCYP)

FATYCYP [ o
‘1" UNIVERSITY JlupexTop aenapraMeHTa 00pa3oBaHus

Moy saauT NOQMTHCES 3ASKTIOHMEOR NOINWCRH
Ceprugamar: 1obcfala-5laf-448-aef0-5584d2fd4820
Bragesey: Tpoawm Magen Edmpmosms

LeacTaatengs: ¢ 1001, 2016 no 16092010

PABOYA S ITPOI'PAMMA TN CHUITJIIMHBI
Be3omacHOCTL BBIYMCJINTEIBHBIX ceTell

YpoBeHb 00pa3oBaHus: BbIcIiee 00pa30BaHue - CIEIUATUTET

Hampasnenue noaroroBku / cneruaibHOCTh: 38.05.01 DxoHoMuveckasi 6€30MacCHOCTh
Crennanuzanus: JKOHOMHMKO-IIPaBOBOe o0ecneyeHre IKOHOMHUYECKOi 0e30acHOCTH
Hamnpasnennocts (mpoduis): [IpoekTHas 1esiTeJIbHOCTH MPH 00ecneYeHu IKOHOMUYECKOH 1
MHPOPMALMOHHOH 0€30I1aCHOCTH

®dopma 00ydeHus: OUHAs

QaxynbreT: @B, ®aKyJabTeT 6€3011aCHOCTH

Kadenpa: KHUBIBC, Kadenpa kommiaekcHoii HHPOPMANMOHHOI 0€30MACHOCTH 3JIEKTPOHHO-
BBIYHCJIUTEIBHBIX CHCTEM

Kypc: 4

CemecTtp: 8

YueOnslii 1an Habopa 2013 roga

Pacrnipenenenue pabouero BpeMeHu

No Bunpl yueGHO# nesTenbHOCTH 8 cemecTp Bcero Equanier
1 Jlexuun 36 36 4acoB
2 JlaGopaTtopHbie pabOThI 72 72 4acoB
3 Bcero aymuTopHBIX 3aHITHIT 108 108 4acoB
4 CamocrosrenbHas paboTta 108 108 4acoB
5 Bcero (6e3 sx3ameHna) 216 216 4acoB
6 OO01mast Tpy1I0eMKOCTh 216 216 4acoB
6.0 6.0 3.E.

JuddepenurpoBaHHbIi 3a4eT: 8 cemecTp

Tomck 2018
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PilCC.\l()TpCH&l 151 ()ﬂ()(’)pCHll Ha 3aCCJaHuM Kil(i)ﬁ;{pbl
npotokot Ne 6 oT « 15 » 5 2018 1
JINCT COI'TTACOBAHU A

Pabouas mporpamMma AUCIUIUIMHBI COCTaBJeHA C y4eTOM TpeOoBaHUU (eaepaabHOTO Trocymap-
CTBEHHOTO 00pa3oBaTeNbHOTO cTaHaaprTa Bhiciiero oopazosanus (PI'OC BO) no HampaBieHHIO MOATO-
ToBKH (crennanbHocTH) 38.05.01 DkxoHOMmMueckasi Oe3omacHOCTh, yTBepkiaeHHoro 16.01.2017 rona,

paccmoTpena u onobpena Ha 3acenanuu kapeapsl KUBOBC «  » 20 roma, mpOTOKOI
Ne

Pa3zpaboTunku:

npenogasatens kad. KUBOBC A. K. HoBoxpecTos

noreHT kap. KUBOBC A. A. Koues

3aBeayromumii odecreunBaronieii kad.
KH1B2BC A. A. lllenynanos

Pabouas mporpamma TUCIIUIUIMHBI COTIIacoBaHa ¢ (DaKyIbTETOM M BBITyCKaroIIel Kadeapoii:

Hexan ®b E. M. JlaBeii0Ba
3aBenyromnuii BeITycKaroIen kag.

KNB3BC A. A. lllenynanos
OKCIEPTHI:

noueHT kad. KUBSBC E. 1O. KocTtrouenko
noueHt kap. KUB3BC K. C. Capun
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1. lean u 3aga4n AUCHUTLIHMHBI

1.1. lleau TUCUMIIAHBI
OOy4uTh CTYICHTOB OCHOBaM TOCTPOEHHUS U KCIUTyaTallii BHIYMCIUTEIBHBIX CETEH, MPUHITAIIAM
¥ METo/aM 3alUThl HHPOPMAIMU B KOMITBIOTEPHBIX CETSAX, HABBIKAM KOMIUIEKCHOTO MPOEKTUPOBAHUSA,
MTOCTPOCHMS, OOCTY)KUBAHUS U aHAJIN3a 3aIIUIICHHBIX BEIYUCIUTEIHHBIX CETEH.

1.2. 3agaum qMCHUNINHBI

JlaTh OCHOBBI:

—  — apXUTEKTYPHI BHIYUCITUTEIIbHBIX CETEH;

—  — IpOrpamMMHO-AINIAPATHBIX U TEXHUYECKUX CPEICTB CO3AAHUS CETEH;

—  — NPUHIUIOB MOCTPOEHUS CETeH U yNPaBICHUS UMU;

—  — HCIOJIb30BaHUS IPOrPAMMHBIX U allllapaTHBIX TEXHOJOTUM 3aIUThl CETEH;

— — METOJIOJIOTHH MPOEKTUPOBAHUS, Pa3BEPTHIBAHMSI M COITPOBOXKIACHUS OE30TIaCHBIX CETEH;
— —o0cneaoBaHMs M aHAIW3a 3aMIUIICHABIX BIYUCIUTEIIBHBIX CETEH.

2. Mecto mucuuniuebl B ctpykrype OIIOII
Huctunmaa «bezonacHocTs BeruncautenbHbix cerein» (b1.B.JIB.4.1) otHOoCcuTCs K Oioky 1 (Ba-
pHaTUBHAS YacCTbh).
[TpenmiecTByOUMMHI JUCHUILTMHAME, (OPMUPYIOIIMMHU HAa4YalbHbIE 3HaHUS, sBisA0TCS: WHbop-
Mmatuka, OcHOBBI HH()OPMAIIMOHHOM 0€301acHOCTH.
[Tocnenyromumu JUCHUILITHHAME SABISIOTCS: be3omacHOCTh cuctem 6a3 JaHHBIX, YIpaBICHUE UH-
(dhopMaIMoHHOM 6€30MaCHOCTHIO.

3. TpedoBaHus K pe3yJibTaTaM O0CBOEHHS TUCHUTIIHHBI

[Iponecc u3ydeHus AUCUUILTHHBI HANPABJICH HA (GOPMUPOBAHHE CICAYIOLIMX KOMIICTCHIINI:

— TIK-20 cnocoOHOCTBIO cOOMIOAaTh B MPO(ECCHOHATBLHON NeATeNIbHOCTH TpeOoBaHMsA, yCTa-
HOBJICHHBIC HOPMATHBHBIMH TPABOBBIMU aKTaMHU B OOJIACTH 3aIlUThHI TOCYIAPCTBEHHOW TaifHbI 1 MHOP-
MaIOHHOH 0e30IacHOCTH, 00eceYnBaTh COOJIIOICHIE PEKIMA CEKPETHOCTH;

B pesynbrate u3yueHus: TUCHUIUTUHBI 00YYarOIUNACS JOJDKEH:

— 3HaTh CPEJICTBA U METOJbI XPAaHCHUS U Tepeaadnd HHPOPMAIIMHU; ITAJOHHYIO MOJEIb B3aUMO-
HeﬁCTBHSI OTKPBITBIX CUCTEM; OCHOBHBIC CTAHAAPTHI B obmactu I/IH(i)OKOMMyHI/IKaIlI/IOHHBIX CHUCTEM U TCX-
HOJIOTHi; OCHOBHBIC HOPMAaTHBHO MPABOBbIC aKThl U HOPMATHBHBIC METOIMYCCKUE TOKYMEHTHI B 00JIACTH
I/IH(i)OKOMMYHI/IKaHI/IOHHBIX CUCTCM; INPUHIOUIIBI IMTOCTPOCHUA 3AIMUIICHHBIX TCJIICKOMMYHHUKAIIMOHHBIX CHU-
CTEM; MEXaHU3MBbI PEaN3allii aTaK B KOMITBIOTEPHBIX CETSX; 3al[UTHBIC MEXaHH3MBbI U CPEACTBa oOecIe-
YEHUsI CETeBOM 0E30ITaCHOCTH; CPEACTBA U METO/IbI IPEIOTBPAIICHHS U OOHAPYKESHUS] BTOPIKCHUIA.

—  yYMeTb NPHUMEHSTH 3alIUIICHHBIC TIPOTOKOJIbI, MEKCETEBbIC IKPAHBI U CPEICTBA OOHAPYKEHUSI
BTOPKEHHUH IS 3aIIUTHI HH(POPMAINH B CETAX; OCYHIECTBISATH MEPHI MPOTHBOACHCTBHS HAPYIICHUSIM Ce -
TEBOI 0E30ITACHOCTH C UCTIOIb30BAHMEM PA3IMYHbIX MPOrPAMMHBIX H allllapaTHBIX CPEACTB 3aIIUTHI B CO-
OTBETCTBHU C Tpe6OBaHI/ISIMI/I HOPMATUBHO MPABOBLIX AKTOB U HOPMATHUBHBIX METOANYCCKUX TOKYMCHTOB.

—  BJIaJeTh HAaBbIKAMH KOH(QUTYPUPOBAHHS JIOKAIBHBIX CETEH, HABBIKAMU PEaM3allii CETEBBIX
IPOTOKOJIOB C MOMOIIBIO IPOrPAMMHBIX CPEIICTB; HABBIKAMU HACTPOWKH MEXKCETEBBIX 3KPAHOB; HaBbIKA-
MU IMPUMCHCHUA HOPMATUBHO IIPABOBLIX AKTOB W HOPMATHBHLIX MCTOJUYCCKUX JOKYMCHTOB B obnacTu
MH()OKOMMYHUKALMOHHBIX CHCTEM; METOIMKOW aHalli3a CeTeBOro Tpaduka, METOJMKON aHaimu3a pe-
3yJbTaTOB pabOThI CPEICTB OOHAPYKEHHS BTOPKCHUIA.

4. O0beM IMCUMILIHHBI M BBl Y4eOHOH padoThI
OO0m1as TpyI0EeMKOCTh AUCIUIUTHHBI cOCTaBIsIeT 6.0 3aUeTHBIX €MHUIIBI U TIPEJCTaBICHA B Ta0JIN -

%Zgﬁillua 4.1 — TpyaoeMKOCTb JUCIUTUIMHBI
Bupl yueOHOI AesITEIBHOCTH Bcero uacos CemecTpsl
8 cemecTp
AynuaTopHbIe 3aHATHS (BCETO) 108 108
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Jlexknnn 36 36
JlaboparopHbie pabOTHI 72 72
CamocTtosiTenbHas paboTa (Bcero) 108 108
Odopmiierne 0T4eTOB 110 JTabOPaTOPHBIM paboTam 95 95
[TpopaboTka JIEKIIMOHHOTO MaTepuaia 13 13
Bcero (0e3 ax3amena) 216 216
OO6mmast Tpy1I0€MKOCTb, 4 216 216
3aueTHble EquHuIb 6.0 6.0
5. Coneprxxanue I1MCUMILTHHBI
5.1. Pa3gennl AMCHUILIMHBI K BUABLI 3aHATHHA
Paznensl muCUUIUTMHEI ¥ BUABI 3aHATHH PUBEACHBI B Tabmmie S.1.
Tabmuia 5.1 — Pasgens! fUCHUILIMHEL U BUABLI 3aHSITHI
N o]
= = 2 g s
o R S O = =
- € | £z 25
Haszeanus paznenoB TuCIUILUIMHBL % o o o O g %
S © = & 0 = g
= 5 28 §i
e cls
8 cemecTp
1 OcHOBHBIC TOHATHS HHOOPMAITMOHHBIX CE- 4 0 2 6 ITK-20
Teu
2 OCHOBBI IOCTPOEHUSI COBPEMEHHBIX JIO- 4 16 20 40 I1K-20
KaJIbHBIX CETEN
3 CpenctBa peanu3alii MEXKCETEBOrO B3au- 6 12 18 36 [1K-20
MOJEHCTBUS
4 TlepcieKTUBHBIE HAIIPABIECHUS PA3BUTHS U 2 0 1 3 I1K-20
po6seMbl HH(GOPMAITMOHHBIX CeTei
5 OcHoBHBIE IOHATHS WHPOPMAITMOHHOH 0e3- 4 0 1 5 [TK-20
OTaCHOCTH
6 TexHonoruu obecnieueHus: 6€30MaCHOCTH B 4 12 20 36 [1K-20
JIOKAJIBHBIX CETAX
7 Obecnieuenne 6€30MaCHOCTH CeTeil Ha 6a3ze 2 0 1 3 ITK-20
CETEBBIX ONEPALMOHHBIX CUCTEM
8 ObecrieueHue 6€30MACHOCTH MEXCETEBOTO 6 32 44 82 ITK-20
B3aMMOJEHCTBUS
9 TlpaBoBBIE OCHOBBI 3aITUTHI HH(POPMAITUH B 4 0 1 5 ITK-20
KOMITBIOTEPHBIX CETSAX. 3AIIUIICHHBINA JJOKY-
MEHTO000POT
Hroro 3a cemectp 36 72 108 216
Hroro 36 72 108 216
4
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5.2. Conep:xanue pa3aejioB IMCHUILIHHBI (110 JTEKIIASIM)
CopeprkaHue pa3aesioB TUCIUTIINH (TIO JIEKIUIM) PUBEICHO B TabmuIie 5.2.
Tabmuua 5.2 — ComepkaHue pa3AenaoB TUCIUILIKH (TI0 JICKITHSIM)

HaszBanus pasznenos Copeprkanue pa3aesnoB JUCHUILTUHBI (110 JIEKIUSM)

TpynoeMkocTsb,
q
dopMupyeMbIe
KOMIIETEHIIUU

8 cemecTp

[\

1 OcHOBHBIE TOHATHS Uctopus pazsurtus cereit 9BM. Mecto u posib BbI- ITK-20
WH(OPMAITMOHHBIX CeTEH | YMCIUTETBHBIX CeTel B COBpeMEeHHOM Mupe. OCHOB-
HbIE MOHATHS U TepMuHONIOTHA. O011IKe pecTaBIIe-
HUS O BRIYHCIUTENBHOM cetu. Ob1iee moHsTue oo
HEpPAPXUYECKON CTPYKTYpE MPOTOKONIOB. [IprHIIUIIBI
MHOT'OYPOBHEBOM OpraHU3alMH JIOKAJIbHBIX U TJI0-
oanpHbIX ceTeit OBM. Mopens OSI. CrannapTHbie

CTCKU KOMMYHUKAITUOHHBIX ITPOTOKOJIOB.

Crannmaptuzanus B ceTsx. Kimaccudukanus Berauciu- 2
TeNbHBIX ceTeil. TpeGoBaHwsl, MpeIbsIBIsIeMbIe K
COBPEMEHHBIM BBIUYHCIUTEIBHBIM CETSIM. METObI 1
TEXHOJIOTUU MTPOEKTUPOBAHUSI CPEJCTB TEICKOMMYHU-
kanui. Ctpykrypusanuu cetu. @u3ndeckas v JOoru-
yecKast Tonoyiornu cereil. OCHOBHOE KOMMYHHKAIU-
OHHOE 000pYyJIOBaHHE

HUroro 4

2 OCHOBBI TOCTPOCHUS Kananel cBs3u. XapakTepUCTUKHU KaHAJIOB CBs3H. JIo- 2 I1K-20
COBPEMEHHBIX JIOKAIbHBIX | THUECKOE KOIMPOBaHUE. ACHHXPOHHASI 1 CHHXPOHHAs
cereut nepenaun. Mepapxus B kabenbHOM cucteme. CTpyKTYy-
pUpoBaHHas KabeabHas CUCTEMA.

KoHn¢urypanuu 1oKambHBIX BEIYUCIUTEIBHBIX CeTEH 2
U MeToJbl focTyna B HuX. CTpykTypa u QpyHKIMH JIO-
kanbpHBIX ceTei. Coneprkanue ctanaapra IEEE 802.
basosble TexHonmoruy okanbHbiX cered. IEEE 802.2
Ethernet. OGopynoBaHue TOKaTbHBIX CETEH.

HUroro

3 Cpencta peanuzauuu | CeTeBoii ypoBEeHb Mepeaaun qaHHbiX. [P-aapecarus. 2 [TK-20
MEKCETEBOT0 Peanu3anus MexxceTeBOro B3auMoOJICHCTBHSI CPEICTBA-
B3aMMOJEHCTBUS mu TCP/IP. TTopsimok pacnpenenceHus [P-agpecos.
OTtob6paxenue [P-agpecoB Ha moKalbHBIE aapeca.
ARP npotokor.

[Tpuniuner mapmpytuzanuu B [P-cetsax. [TpoTokonsl 2
Mapuipytusanuu. [loustue nomena. J{omennas aape-
camus B [P-cetsix. DNS npoTokor.

[Ipotoxon [Pv6. IIpoToKOIBI TPAHCIIOPTHOTO YPOBHS 2
TCP u UDP.

HUroro

4 TlepcneKTUBHBIE CoBpeMeHHbIE TEHIEHIIUN Pa3BUTHS TEIEKOMMYHHUKA- 2 [K-20
HAalpaBJICHHsI Pa3BUTHS U | ITHOHHBIX cucTeM. MIHTerpaus pa3iMyHbIX TUIIOB ce-
IPOOIIEMBI Tell U ceTeBbIX cayx0. Bupryanuzauus nadopmanu-
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UHGOPMAIIMOHHBIX ceTeil |OHHBIX cucTeM. OOIauHble BEIUNCICHHUS.
Hroro 2
5 OcHOBHBIE IOHATHUSA Obecnieuenre 6€30MaCHOCTH TEIEKOMMYHHUKALIMOH- [IK-20
nH(pOPMaITMOHHON HBIX CBSI3€W M a]MUHUCTPATUBHBIN KOHTPOJIb. OCHOB-
0€301acHOCTH HbI€ TIOHATHS U TEPMHHOJIOTHUSI.
TumnoBsie yrpo3sl ceTeBoil 0ezonacHocTU. OCHOBBI 2
KJ1accu(UKaIMK CETeBBIX YTPo3 U aTtak. BiusHue ue-
JIOBEYECKOro (pakTopa Ha CETEBYIO OE30MacCHOCTb.
Hroro
6 TexHonoruu 3anuTa TONoJIOTUU CeTH. BupTyalibHbIe JIOKaJIbHBIE ITK-20
obecrieyeHus ceTd. JlomonHuTenbHbIE PYHKIIMH KOMMYTaTOPOB.
0€30MacHOCTH B [lepconanbHble 3KpaHbl. AGOHEHTCKOE IMIH(pPOBaHHE.
JIOKAJIBHBIX CETSX
Pernamentupyromiue 10KyMeHTHI B 00sacTi Oe3omnac- 2
HOCTHU BBIYMCIUTENBHBIX ceTeid. CTaHaapThl 6e3omac-
HOCTH BBIYMCIIUTENBHBIX CETEN U UX KOMIIOHEHTOB.
IIpaBoBbIE OCHOBBI 3aIIUTHI HHPOPMAITUH B CETSIX.
Hroro
7 OGecnieuenue CereBble onepanoHHbie cucTeMbl Windows, [TK-20
6e3omacHocTH ceTeit Ha | Unix/Linux. OCHOBHBIE TPOTOKOJIBI, CITYXKObI, yHK-
0ase ceTeBbIX IUOHUPOBAHKE, CPEICTBA 0OecIIeueHHs 0e301acHO-
OTIEpPAIIMOHHBIX CUCTEM | CTH, CPEJCTBA YIPABICHUSI U KOHTPOJIS.
Hroro 2
8 Obecneuenue OcHOBHBIE MEXaHU3MbI 0OecTieueH s 6e30MacHOCTH U I1K-20
0€e30MacHOCTH yIpaBleHUs pacipeeieHHbIMI pecypcamu. Obecrie-
MEXCETEBOT0 YEeHUE HaJeKHOCTU HHPPaCTPyKTyphl HTEepHET.
B3aUMOJICUCTBUSA
3aHMOZCHC 3amuTa KaHanoB cBs3u B MIHTepHeT. Bunbl ncnosns3y- 2
embIX B IHTepHET KaHanoB cBsa3u. Mcnonbs3zoBanue
MEXCETEBbIX KpaHOB. BUpTyanbHbIE YaCTHBIE CETH.
VsBBUMOCTH U 3a11uTa 6a30BbIX MPOTOKOJIOB U CITYKO: 2
[Tpotokoner mapuipytusamnuu. Cemerictso TCP/IP.
Cayx06b1 noucka. besonacnocte WWW u snekrpoH-
HOM TIOYTBHI.
Hroro 6
9 IIpaBOBBIE OCHOBBI CucteMbl 0OHapyKeHHs U IPOTUBOJICHCTBUS BTOpKE- 2 IIK-20
3anuThl nHGopManuu B |HusAM. Kitaccudukanus v mpuHIUIB GYHKITHOHUPO-
KOMITBIOTEPHBIX CETSX. BaHUs CUCTEM OOHapy>KeHHs BTOp>keHUH. CKaHephl
3amnIeHHbIH 0€30IIaCHOCTH.
KYMEHT T
AOKYMEHTO060pO Knaccel ckanepoB 6€30macHOCTH U OCOOEHHOCTH MPH- 2
MEHEeHUs. 3aluTa OT BUPYCOB.3alUTa 3JIEKTPOHHOTO
JOKYMEHT0000poTA.
Uroro 4
Hroro 3a cemectp 36

5.3. Pa3nenbl JMCHMILVIMHBI M MEXKIMCUMILUIMHAPHBIE CBSA3H ¢ 00eceYuBAKIIMMH (MPeabl Ty IIUMH)
U o0ecreynBaeMbIMH (MOCJIETYONIUMH) TUCHUIIHHAMUA
Paznmenpl TUCHUIUIMHBI M MEXIUCIUTUTMHAPHBIC CBSI3U C 00ECIICUMBAOIIMMHU (TIPEABIAYIIUMH) U
obecrnieunBaeMbIMHU (TTOCIIETYIONTUMHI ) AUCITUTUTMHAMHE TIPEICTAaBICHBI B TabuIe 5.3.
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Tabmuua 5.3 — Pa3nenbl IUCIUTUTHHBI B MeXANCIUILTMHAPHBIC CBSI3U

Ne paznenoB qaHHOM AUCHUIUIMHBL, 17151 KOTOPBIX HEOOXOIUMO U3yYEHHE
HauMeHOBaHME TUCIMILIMH o0ecrneunBaroIuX U 00ecreunBaeMbIX JUCIUILTUH

1 2 3 4 5 6 7 8 9

HpC,Z[HICCTBYIOIJ_II/IC JAUCITUITIINHBI

1 Uudopmaruka +

2 OcHOBBI HH(OPMALIMOHHOMN
0€e30IacHOCTH

[Tocnenyromue TUCIUIIITUHBL

1 Be3omacHocTth cucreM 0a3
JTAHHBIX

2 Ynpanenue MHGOpMaIHOH-

8 +
HOI 0€30I1aCHOCTHIO

5.4. CooTBeTCTBHE KOMIIETEHIIHIT, POPMUPYEMBIX NPH U3YYEeHUU THCHHILUINHBI, 1 BUI0B 3aHSI THIi
CoOTBeTCTBHE KOMITETCHIMH, (OPMUPYEMBIX INPH W3yYCHUW IUCHUIUIMHBI, W BUAOB 3aHATHH
npeCTaBIeHo B Tabmwmie 5.4.
Tabmuua 5.4 — CooTBETCTBHE KOMIETEHINH, POPMUPYEMBIX MPU W3YyYCHUH JAUCIMIUIMHBI, 1 BUJIOB 3aHS-

TUH

§ Bune! 3angTmit

: .

g S Lg

5 i S 2. @DOpMBI KOHTPOJIA

£ < :

Z = @)

[1K-20 + + + OtueT mo naboparopHoi padoTe,
Omnpoc Ha 3ansaTHX, Tect
6. UnTepakTuBHBIC MeTOABI M (POPMBI OPraHU3ANMHU 00yYEeHHUS
He mpenycmotpeno PVYIIL

7. JlabopaTtopHble paGoThl
HanmenoBanue 1abopaTopHBIX padoOT MpuBeAeHO B Tadmmue 7.1.
Tabmuma 7.1 — HammeHnoBaHnue 1ab0paTOpHBIX padboT

3 z S
3 =
Z 2 5
Haspanus paznenon Haumenosanue nabopaTtopHbIx paboT zF &5
- : g
> o =
a B>
= S
8 cemecTp
2 OcHoBel nocTpoeHust | Hactpolika nmoakirodeHus y3na K cetu. ABTomaruye- 4 [1IK-20
COBPEMEHHBIX JIOKAIbHBIX | CKasi TMHAMUYECKasi U CTaTHYeCKasi HACTPOUKH ceTe-
ceteit BOT'O MOAKIIIOYCHHS.
Crek npotokonoB TCP/IP. ITpukiaaapie TPOTOKOIBI 4
cetu MHTEpHET.
Cetu Microsoft Windows. YnpaBneHue ceTeBbIMHU pe- 4
cypcamy B OJJHOPAHTOBOW CETH.
Cetu Microsoft Windows. YnpaBneHue ceTeBbIMU pe- 4
cypcamu B OJJHOPAHTOBOW CETH.
Htoro 16
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3 CpenctBa peanuzanuu | MojenupoBaHue 0a30BBIX CIYKO M MPOTOKOJIOB 4 I1K-20
MEKCETEBOT0 MapIIpyTHU3alUHU B TI100aJIBbHBIX CETSIX.
B3aUMOICHCTBHA bazosie ciyx0b1 cetn MaTepuer. DHCP. DNS. IIpo- 4
TOKOJIbI MApIIPYTU3ALIHH.
[Tpuknanneie cnyx0s1 cetu utepuer. Hactpoiika 4
Web-, FTP-cepBepoB u cepBepa 3IE€KTPOHHOM MTOYTHI.
Hroro 12
6 TexHonoruu Pasrpannuenue noctyma K JOKaJdbHBIM U CETEBBIM pe- I1K-20
o0ecrnieuyeHus cypcam. /luckpeniionHas 1 MaHJaTHast MOJIENH
0€30MacHOCTH B YIPABIECHUS TOCTYIIOM.
KaJIbHBIX CETAX
floKan ce WNHcTpyMeHTHI Jist UcclieIoBaHus ceTH (CHUDEpH)
WHcTpyMEHTHI AT UCCIIeIOBAHUS CETH (CKaHephl Oe3-
OTIACHOCTH)
Hroro 12
8 ObecrieueHue MesxceTeBble SKpaHbl 4 I1K-20
GesonacrocTu AHTUBUpYCHas 31T 4
MEXCETEBOTO
B3aUMOJICHCTBHS BupryanbHble yacTHbIE CETH 8
Cucrembl 00HapYXEHUS U IPEJOTBPAIIECHUS BTOPIKE- 4
305071
DLP-cucremsl
be3onacHOCTh NpUKIIAAHBIX IPOTOKOIOB
Hroro 32
Hroro 3a cemectp 72

8. IIpakTuyeckue 3aHATUSA (CEMUHAPDI)
He mpenycmorpeno PVYII

9. CamocrosiTesibHasi padoTa
Bunasl camocTosiTenbHOM paboThI, TPYAOEMKOCTh U (hOpMHUpPYEMbIe KOMIIETCHIIUU MTPEICTABICHEI B

tabmune 9.1.
Tabmuia 9.1 — Bugbl caMOCTOSTEIbHOM paboThl, TPYAOEMKOCTh B (HOpMUpPYEMbIe KOMIETECHIHH
5 @]
= z £
2 = 5
) O =
Bunael camocrostensHON = > 0
Hassanwus paznenos " 2 5 DopMbI KOHTPOJIS
paboTEI L s 2
S g =
e o 2
= S
8 cemecTp
1 OcHOBHBIE MOHSATHS [TpopaboTka JIEKITMOHHOTO 2 |IIK-20 Onpoc Ha 3anatusx, Tect
MH(POPMALMOHHBIX CeTel | MaTepuaa
Hroro
2 OCHOBBI TIOCTPOCHUS [TpopaboTka JIEKITMOHHOTO [1K-20 Ompoc Ha 3ansaTusax, OT-
COBPEMEHHBIX JIOKAJIbHBIX K MaTepHalia 4eT 1o 1abopaTopHoil pa-
T te, TecT
cere OdopmiteHre 0TYETOB TIO 18 bore, Tec
JabopaTOpHBIM paboTam
Hroro 20
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3 CpenctBa peanuzanun | [IpopaboTka JICKITMOHHOTO 3 I1K-20 Onpoc Ha 3aHaTusx, Ot-
MEKCETEBOT0 MaTepuana 4eT 110 JJabopaTopHOil pa-
B3aMMO/ICHCTBUS OQOPMICHHE OTHETOR 11O 15 6ote, TecT

naboparopHbIM paboTam

Hroro 18
4 TlepcrieKTUBHBIE [TpopaboTka JIEKITMOHHOTO 1 [1K-20 Ompoc Ha 3aHsATHAX, TecT
HamnpaBlICHUs Pa3BUTHS U | MaTepHaa
T MBI

pobne . |HArtoro 1

MH(OPMAITMOHHBIX CeTel
5 OCHOBHBIE MTOHSTHS [TpopaboTka JIEKITMOHHOTO 1 ITK-20 Onpoc Ha 3anatusx, Tect
MH(POPMAIIMOHHOM Marepuaia
0€30MacHOCTH Vroro |
6 Texnonoruu [TpopaboTka JIEKITMOHHOTO 1 ITK-20 Onpoc Ha 3aHaTusax, Ot-
obecrnieueHus Marepuaia 4eT 1o 1abopaTopHOil pa-
0€30MacHOCTH B OQOPMIICHHE OTHETOB T 19 oore, Tect
JIOKQJIBHBIX CCTAX nabopaTopHbIM paboTam

Uroro 20
7 OGecnieueHue [IpopaboTka JIEKIIMOHHOTO 1 [1K-20 Ompoc Ha 3ausTusx, Tect
0€30MMacHOCTH ceTell Ha | Marepuasa
0a3e ceTeBbIX Virtoro 1
OTIEpAIIMOHHBIX CUCTEM
8 ObecrnieueHune [TpopaboTka JIEKITMOHHOTO 1 ITK-20 Ompoc Ha 3ausaTusax, OT-
0€301acHOCTH Marepuaia 4eT 1o 1abopaTopHOil pa-
MEKCCTCBOTO OdopmiieHre 0T4ETOB 1O 43 6ore, Tect
B3AMMO/ICHCTRHA nabopaTopHbIM paboTam

Hroro 44
9 IlpaBoBbIE OCHOBBI [IpopaboTka JIEKIIMOHHOTO 1 [IK-20 Ompoc Ha 3ausTusx, Tect
3amuThl ”HGOPMAIMM B | Marepuasa
KOMIIBIOTEPHBIX CETAX. Wroro 1
3aluIeHHbIN
JOKYMEHT0000pOT
Hroro 3a cemectp 108
Hroro 108

10. KypcoBoii nmpoekT / KypcoBasi padoTa
He npenycmorpeno PVYII.

11. PeliTuHrOBasi cucTemMa AJISl OHCHKH yCII€Ba€EMOCTHN oﬁyqammnxm

11.1. baabHbIe OLEHKH JJIS 3JIeMEHTOB KOHTPOJISI
Tabmuua 11.1 — baniapHbIe OLIGHKH TSI JIEMEHTOB KOHTPOJISI

MaxkcuMaibHbIA

MaxkcuManbHbIN

MaxkcuManbHbIN

DneMeHThl Y4eOHOM 0aJut 3a nmepuos Bcero 3a
6amn Ha 1-yto KT ¢ | 0am 3a nepuoa
JEATEIIbHOCTH mexnay 2KT u Ha CEMECTp
Hayana ceMectpa | mexay 1KT u 2KT
KOHEI| CeMecTpa
8 cemecTp
Omnpoc Ha 3aHATHAX 3 4 3 10
OTueTt no nmabopaTopHOi 30 30 30 90
9
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pabore

Hroro makcumyM 3a nepu- 33 34 33 100
on

Hapacraromum ntorom 33 67 100 100

11.2. Ilepecyer 6a/1J10B B OLICHKH 32 KOHTPOJIbHbIC TOYKH
[Tepecuet 6amIOB B OLIEHKH 32 KOHTPOJIBHBIE TOUKH MpeACTaBieH B Tadbymie 11.2.
Tabmuia 11.2 — IlepecueT 0ansioB B OLIEHKU 32 KOHTPOJIbHBIE TOUKH

baiel Ha 1aTy KOHTPOJIBHOUM TOYKHU Onenka

> 90% ot MakcuMabHON cyMMbI OansioB Ha naty KT 5

Ot 70% no 89% ot makcumasibHON cymMbl OaiioB Ha aaty KT

4
Ot 60% 1o 69% ot makcumasibHON cymMbl OaiioB Ha aaty KT 3
2

< 60% oT MakcuMasbHOU cyMMBbI OauioB Ha naty KT

11.3. IlepecueT cymMMbI 02J1JIOB B TPAAULIMOHHYI0 U MEKIYHAPOAHYIO OLIEHKY
[Tepecuer cymMbl OaJIJIOB B TPAAMIMOHHYIO U MEXIYHAPOIHYIO OLICHKY INpEJCTaBleH B TabJHIe
11.3.

Ta6muma 11.3 — IlepecueT cyMMbl 0aJIJI0B B TPAAMLIMOHHYIO U MEXKTYHAPOIHYIO OIICHKY

Hrorosas cymma 6asios,

Onenka (I'OC) YYHUTBIBACT YCTCIIHO CAAHHBIN Onenka (ECTS)

9K3aMeH

5 (OTIMYHO) (3a4TEHO) 90 -100 A (0TIIMYHO)
85 -89 B (o4enp xoporiio)

4 (xopor1o) (3a4TeHO) 75 - 84 C (xoporo)
70 - 74
65 - 69 D (ynoBneTBOpHUTENIBHO)

3 (YZIOBJIETBOPUTEIHHO) (3a4TEHO) 60 - 64 E (HocpecTaerio)
2 (HEYROBIIETBOPHTENLHO) (e Huxe 60 6amios F (neynoBneTBopUTENIbHO)

3a4TEHO)

12. YueOHO-MeTOAMYecKOe U MHGOPMAIIHOHHOE 00ecTieYeHue TUCIUIIMHBI

12.1. OcHoBHas auTEpaTypa
1. TlocTpoeHme 3auTUIICHHBIX KOPIIOPATUBHBIX CETEH [DIIEKTPOHHBIN pecypc] : yueOHOe Mmoco-
oue / P.H. AuunoB. — Dnekrpon. nan. — Mocksa : JIMK Ilpecc, 2013. — 250 c. [DneKTpoHHBI pecypc]
- Pexxum moctyma: https://e.lanbook.com/book/66472 (nata obpamenus: 26.06.2018).

12.2. lonmosiHMTEILHAS JIUTEPATYpa
1. KomnbroTepHBIE CETH U CITYXKObI YIAICHHOTO TOCTYIA [ DJIEKTPOHHBINA pecypc] : CpaBOYHHK /
0. Ube. — Dnektpon. nan. — Mocksa : JIMK Ilpecc, 2007. — 336 c. [DnekTpoHHBIH pecypc] - Pexxum
nocryna: https://e.lanbook.com/book/1169 (nata obpamenus: 26.06.2018).

12.3. YueOHO-MeTOANYECKHE TOCOOUS

12.3.1. O6s3aTe/ibHbIE Y4eOHO-METOANYECKHE MOCOOUs

1. bezomacHocTh ceteit OBM: Mertoauveckue ykazaHUs JUIsl JIJAOOPATOPHBIX M MPAKTHUYESCKUX
pabot / HoBoxpectoB A. K., IIpackypun I''A., 2014. — 99 c. [DnekTpoHHEI pecypc] [DneKTpoHHBIH pe-
cypc] - Pexxum JIOCTyIa:
http://kibevs.tusur.ru/sites/default/files/upload/work progs/nak/BSEVM lab pract.pdf (gara oGpamienusi:
26.06.2018).

2. bezonacHoctb cereii OBM: Meronnueckue ykazaHus JUIsl CAMOCTOSTENIBHON pabOThI CTYIEH-
ta / HoBoxpectoB A.K., [Ipackypun I"'A., 2014. — 4 c. [DaexTpoHHBIN pecypc]| [DAEKTpOHHBIN pecypc] -
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Pexxum noctyna: http://kibevs.tusur.ru/sites/default/files/upload/work progs/nak/BSEVM sam.pdf (mata
obparmenus: 26.06.2018).

3. besonacnocts cereit 9BM. Hacts 1: JlaGoparopusiit mpaktukym / HoBoxpectoB A. K., I'yns-
eB A. U. - 2017. 92 c. [DnekTtponHsbIil pecypc]| - Pexxum goctyna: https://edu.tusur.ru/publications/7225
(mata obpamenus: 26.06.2018).

12.3.2. YueOHO-MeTOAMYECKHUE TOCOOMS AJIsl JIML C OTPAHMYEHHBIMH BO3MOXKHOCTSIMH 3/10POBbSl U
HHBAJIHNI0B

Y4eOHO-METOMUYECKUE MaTepHallbl sl CAMOCTOSTENIbHON M ayAUuTOPHON paboThl 00ydaromuxcs
W3 YUCla JUIl C OTPAHNYCHHBIMUA BO3MO)XHOCTSMH 37I0POBBSI M1 MHBAIHJIOB IIPEIOCTABIAIOTCS B (hopMax,
aJaNTUPOBAHHBIX K OTPAaHUYCHUSM UX 3I0POBbS U BOCTIPUATHUS HHPOPMAITIH.

JJis1 JIuI ¢ HAPYIIEeHUSIMU 3PeHMusI:

- B (hopMe AIEKTPOHHOTO IOKYMEHTa;

- B [le4aTHOW (hopMe yBETNYEHHBIM HIPUPTOM.

JlJis1 JII ¢ HAPYIIEHUSIMHU CJIyXa:

— B (hopMe AIIEKTPOHHOTO IOKYMEHTA;

- B revaTHoO (opme.

JlJ1s1 I ¢ HAPYIIEHUSIMU OTIOPHO-ABUTaTeJILHOI0 aNmnapara:

— B (hopMe AIIEKTPOHHOTO IOKYMEHTA;

- B revaTHoO (opme.

12.4. Iipo¢eccuonanbHbie 6a3bl JAHHBIX H HHPOPMALMOHHBIE CIPABOYHBIE CHCTEMBI
1. http://www.elibrary.ru - HaygHast 31€KTpOHHast OMOIMOTEKA;

2.  http://www.edu.ru - BeO-caiiT cuctemsl (heepaibHBIX 00pa30BaTEIHHBIX TOPTAJIOB;

3. http://edu.fb.tusur.ru/ - o6pazoBarenbHbIi TOpTaI (haKkyabTETa 6€30MACHOCTH;

4. https:/fstec.ru/ - @enepanbHas ciyx0a 0 TEXHUYECKOMY U SKCIIOPTHOMY KOHTPOJIIO.

13. MaTepuaibHO-TEXHHYECKOe o0ecreyeHue TUCHUILIMHBI U TpedyeMoe MporpaMMHoe
o0ecnieyenmne

13.1. O6uue TpedoOBaHNS K MATEPHATbHO-TEXHUYECKOMY M NMPOrPaMMHOMY o0ecriedeHn 0
AMCHMILINHBI

13.1.1. MaTepuaibHO-TEXHHYECKOE M IPOrPaMMHOe olecredeHne IS JTeKIIUOHHBIX 3aHATHI
Jls mpoBeieHus 3aHATUH JIEKIIMOHHOTO TUIIA, TPYIIIIOBBIX U MHMBUYaJIbHBIX KOHCYJIbTALUH, TE-
KYILErO KOHTPOJISL U MPOMEXYTOUHON aTTeCTALMU UCIOJb3yeTcs ydeOHasi ayuTOpus ¢ KOTUYECTBOM I10-
CaJI0YHBIX MECT He MeHee 22-24, o0opynoBaHHas JOCKOW U CTaHAApTHOW yueOHOU Mebenbro. MMerores
JIEMOHCTpallMOHHOE 000pyA0BaHNE U yueOHO-HAITIIIHbIE TOCOOMs, 0OecneunBaloie TeMaTHYecKue ui-
JIOCTPALIMY N0 JIEKLMOHHBIM pa3/ieiaM JTUCIUIUINHBI.

13.1.2. MaTepuaJbHO-TEXHHYECKOE H IPOrPaMMHoOe odecredeHne JJIs J1a0opaTopHbIX padoT
JlaGopaTtopus 6e3omacHoctu ceteit 9BM / JIaboparopus kpuntorpaduu B 0aHKOBCKOM JIelie
yueOHas ayTUTOPHsl ISl IPOBEACHMSI 3aHATHI MPAKTUYECKOrO TUTIA, YdeOHast ayauTOpHUs IS TIPO -
BEZICHUSI 3aHATHI J1a00paTOPHOTO THUIA

634045, Tomckas o6macts, T. Tomck, yin. KpacrHoapmeiickas, 1. 146, 804 ayn.

Onucanue uMeromnerocs 000pyI0BaHUS:

- Kommerorep: DEPO Neos DF226/ i3-7100/ DDR4 8G/ Xectkuii guck 500G/ wbims/

kiaBuatypa/ monurop (14 mr.);

- OOyyJaromuii CTEH T JJOKaIbHbIE KOMIBbIOTEpHBIEC ceTH Microtik routerboard (2 mit.);

- VIPNET YMK «be30macHoCThb ceTeiin;

- KommyTtatop Mikrotik CRS125-24G-1S-IN (6 mit.);

- Ananu3zatop kabenbHbIX ceteid MI 2016 Multi LAN 350 (3 mrT.);

- Araimzatop Wi-Fi cereit NETSCOUT AirCheck G2 (2 mir.);

- CepBep knacca He Hke 4xE7-4809v4/512GBRE16/1L.9300-81/5T6000G7;

- Mapmpyruzarop Cisco 891-K9 (2 mr.);
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- Mapmpytu3zatop Cisco C881-V-K9 (2 mr.);

- Mapmpytuzarop Check Point CPAP-SG1200R-NGFW (2 mit.);
- Kommuiekt cienmanusupoBanHoi yueOHOW MeOenu;
- PaGouee mecTo mpemnoaBares.

[TporpamMHOe obecrieueHue:

— Cisco Packet Tracer

— Cucrema MmoHuTOpHUHTa Zabbix

— Microsoft Windows 10

— XSpider

— Anammsatop tpaduka Wireshark

— Huctpubytus Kali Linux

— Mexceresoit sxkpan UKC Lite

— MexcereBoidkpanPositive Technologies Application Firewall Education

— Cucrema ananusa 3amuiieHHoctu cetu MaxPatrol Education

— Cucrema oOHapyXeHuUsl BTOpKeHUu Snort

— CucremMa oOHapyKeHHUs1 BTOp>KeHU# Suricata

— CpenctBo NoCTpOCHUS BUPTYyaIbHbIX YacTHBIX ceTeil Open VPN

13.1.3. MaTrepuaJibHO-TEXHHYECKOE H NIPOrPaMMHOe o0ecredyeHne JJIs1 CAMOCTOSITe IbHON PadoThI

s camocTosTeNnbHOM pabOThl MCMONB3YIOTCA y4eOHbIE ayAUTOPUHU (KOMIIbIOTEPHBIE KJIacchl),

PacCIioJIOKCHHBIC 110 aApeCaM:

- 634050, Tomckast o6macTs, r. Tomck, Jlennna mpocnexr, 1. 40, 233 ayn.;

- 634045, Tomckast o6nacTb, T. Tomck, yi. Kpacnoapmeiickas, a. 146, 201 ayx.;

- 634034, Tomckast 06macTh, r. Tomck, Bepmmanna ynmuua, 1. 47, 126 ayn.;
- 634034, Tomckast o6nacTb, . Tomck, Bepimanna ynuia, 1. 74, 207 aya.

CocTtaB 060pyI0BaHMS:
- yueOHast Mme0Oerb;

- koMnbroTepsl kKi1acca He Huke [IDBM INTEL Celeron D336 2.8 T1. - 5 wiT.;

- KOMIBIOTEPHI MOJKIOUYEHbI K ceTu «VHTepHeT» U 00ecrneynBaroT JOCTYI B AJIEKTPOHHYIO HH-
(dopMaLnOHHO-00pa30BaTEIbHYIO CPEAY YHUBEPCUTETA.

[Tepedens nporpaMMHOro obecredeHus:

- Microsoft Windows;

- OpenOffice;

- Kaspersky Endpoint Security 10 qyigs Windows;
- 7-Zip;

- Google Chrome.

13.2. MaTtepuajibHO-TeXHUYECKOe o0ecnedeHne JUCHUIIHHBI UIsl JIMI ¢ OTPAHUYEeHHBIMU

BO3MOKHOCTSIMM 310POBbSl U HUHBAJIUA0B

OcBoeHHe JUCHUIIIMHBL JIMOaMU C OTPaHUYCHHBIMU BO3MOXXHOCTAMU 3A0POBBA W HMHBAJIMIAMU

OCYHICCTBIIICTCA C UCIIOJIB30BAHUECM CPCICTB O6y‘lCHI/I$I 0611_[61"0 " CIICIHUAaJIbHOI'O Ha3HAYCHMUA.

[Tpu 3aHATHAX ¢ 00YYAIOUIMMUCS ¢ HAPYIIEHHSIMH CJIyXa [IPEIyCMOTPEHO UCIOJIb30BaHUE 3BYKO-
YCUJIMBAIOILEH anmapaTypbl, MyJIbTUMEIUHHBIX CPEJICTB U JPYTUX TEXHUUYECKUX CPEACTB IIpueMa/mepena-
yl y4eOHOI uH(OpMaLuy B JOCTYIHBIX popMax, MOOMIBHON CUCTEMBI MPENoIaBaHus AJisl 00yJaroIuXCst
C MHBAJIMAHOCTbIO, IOPTATUBHOM MHIYKIIMOHHON CHUCTEMBl. YueOHas ayAuTOpHs, B KOTOPOIl 3aHUMAIOTCS
oOyyaronyecs: ¢ HapylleHUEeM cllyXa, 000py/loBaHa KOMIIBIOTEPHON TEXHHKOM, ayIMOTEXHHUKOH, BUIEO-
TEXHUKOU, 3JICKTPOHHOU JOCKOU, MYJIbTUMEAUMHON CUCTEMOM.

[Tpu 3aHATHAX ¢ 0OYYAIOUIMMUCS ¢ HAPYIIEHUSIMU 3PEHUSIMHM IIPETYyCMOTPEHO UCIIOJIb30BaHUE B
JIEKIIMOHHBIX U YYEOHBIX ayJUTOPHUSIX BO3MOKHOCTH IIPOCMOTPA YIAJCHHBIX 00BEKTOB (HalpuMep, TeKCcTa

Ha JIOCKE WM CJaii/ia Ha 3KpaHe) MpU MOMOIIY BUCOYBEIUUUTENEH JIIs1 KOM(GOPTHOIO IPOCMOTpA.

[Tpu 3aHATHAX ¢ O0YYaIOUIMMHUCS € HAPYUIEHUSIMM ONOPHO-ABUIaTeIbHOI0 ANNAPaTa MCIOJIb-
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3yIOTCS aJbTepPHATUBHBIC YCTPOHCTBA BBO/IA HH(OPMAIMK U IpYTHE TEXHHUYECKUE CPENICTBA IIpreMa/nepe-
Jnaynd yaeOHOM MHGOpMaIUK B JOCTYIHBIX (popMax, MOOMIIBHOW CUCTEMBI OOYYCHHS JIJIs JIFO/ICH C MHBA-
JTUTHOCTBIO.

14. OIIeHO‘lHBIe MaTepuaJabl  METOANICCKUE PEKOMEHIAIUHU MO OPraHU3allui U3YyYCHUH
AUCHHUITINHBbI

14.1. Couepmalme OLHCHOYHBLIX MaTe€pHUaAJI0B U METOAUYECCKHUEC PEKOMECHAALINN
I[J'ISI OLCHKHU CTCIICHU C(bOpMPIpOBaHHOCTI/I N YPOBHsA OCBOCHHA 3aKPCIIJICHHBIX 3a HHCHHHHHHOﬁ
KOMIICTEHITHUM HCIIOJIB3YOTCA OLICHOYHBIC MaTCpUaJIbl B COCTABE!

14.1.1. TecToBbIe 321aHUA

1. I[To macmTaby KOMITBIOTEPHBIE CETH TOIPA3CIISIIOTCS Ha

a) 3Be3/1000pa3HbIe, KONBIIEBHIE, ITUHHBIC

b) onHOpaHTOBBIE U CETH "KIIMEHT-cepBep”

C) MMPOBOJHBIE U OECTIPOBOIHBIE

d) noxanpHBIC U TTI0OATEHBIE

2. 3agaueit kakoro ypoBHs mozaenu OSI sBiseTcs ynpasieHHE AOCTYNIOM K Cpele B CeTAX, IO-
CTPOEHHBIX HA OCHOBE pa3AeisieMOr cpebl?

a) MPUKJIAJTHOTO

b) cereBoro

C) KaHAJILHOTO

d) pusnueckoro

3. Kakoe MuHHMMaJIbHOE KOJIMYECTBO YpOBHEH MPOTOKONOB (B TepMmuHax mozaenan OSI) moinkHbI
MOJUIEPKUBATh MAPIIPYTHU3ATOPHI CETEN C KOMMYTAIIUEN MTAKETOB?

a)l

b) 2

c)3

d) 4

4. K tpancnoptHoMy ypoBHIO Mojienu OSI OTHOCSATCS MPOTOKOJIBI:

a) [P, RIP, OSPF

b) SSL, TLS

c) SMTP, IMAP, POP3

d) UDP, TCP

5. Ilo kxakoit npuunHe B potokone RIP paccrosiHue B 16 XOIMOB MeXly CETAMH MOJIAraeTcsl HeJo-
CTUKUMBIM?

a) 1oJie, OTBEACHHOE JJIsl XpaHEHUS 3HAUEHUS paCCTOSHUS, UMEET JUIMHY 4 ABOWYHBIX pa3psaa

b) a5 moyueHus MPUEMIIEMOT0 BPEMEHU CXOANMOCTH aJlrOpUTMa

¢) ceTH, B KoTopbix padoraet RIP, peako Op1BarOT O0OMBIIMMH

d) TaGnuIel MapUIpyTU3AIMK HE MOTYT XpaHUTh OoJbiue 16 3amuceit

6. Uto HyxHo cnenate Ha DHCP cepBepe uToObl HCKIIIOUNTH Bblady omnpenenenHoro IP anpeca
U3 CYLIECTBYIOIETO AMarna3oHa?

a) co3aars auana3oH IP agpecor

b) co3nate napamerp DHCP

¢) cozaars obmacte DHCP

d) co3nate uckmouenue s [P agpeca

7. Kak Ha3piBaeTcs 00bekT Active Directory, KOTOpbIi XpaHUT MHGOpMAIMO 00 YYETHBIX 3allu-
csiX, OOIIUX pecypcax, Noapa3eIeHUsX ?

a) ceTeBOM 0CTYI

b) karayor

C) marka

d) nomen

8. Kakoit mpoToKoJ UCcToiab3yeTcs Al AOCTYMA K cy»xk0e katanoros AD?

a) LDAP

b) ShareDiscovery

c) ADSL
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d) UDP

9. KoMmmbroTep, 3aHUMAIOIUICS 00CTYy)KUBAaHUEM CETH, YIIpaBJICHUEM Iepeaadeii COOOIEeHN, 1
MIPEIOCTABIISIOMINN YAaJCHHBINA JOCTYII K CBOUM pecypcam, Ha3bIBacTC s

a) xabom

b) cepBepom

¢) paboueii cTaHIuen

d) xoctom

10. Metox mepenaun JaHHBIX, IPU KOTOPOM JIaHHBIE MEPECHUIAIOTCS B JIBYX HAlpaBICHUAX OJ-
HOBPEMEHHO, Ha3bIBACTCH ...

a) CUMIUICKCHBIM

b) nyrmieKcCHbIM

C) CHHXPOHHBIM

d) momyayruiekcHbIM

11. Aganus 3alUIEeHHOCTH - 3TO ...

a) BEIOOp 000CHOBAHHOTO HAOOpa KOHTPMED, MO3BOJISIFOIIUX CHU3UTh YPOBEHb PHCKOB JI0 TIPHEM-
JIEMOM BEITMYHUHBI

b) He3aBUCHMAas PKCTIEPTH3A OTACTBHBIX 001acTel (HyHKIMOHUPOBAHUS NMPEIIPUATHUSL

C) mpolueaypa ydeTa JIeHCTBUH, BHITIOIHAEMBIX TOJIb30BaTEIEM Ha MPOTSHKEHUHU CeaHca I0CTyIa

d) mouck ys3BUMBIX MeCT UH(POPMAITMOHHON CHCTEMBI

12. Bo3zaeicTBrE HAa CUCTEMY C LEIBIO CO3IaHUS YCIOBH, MPU KOTOPBIX JETaIbHBIE MMOJIH30BaTE -
JIM CUCTEMBI HE MOT'YT IOJIyYUTh JOCTYII K MPEJOCTABIIEMbIM CUCTEMOM pecypcam, TUO0 3TOT TOCTYII 3a-
TPY/AHEH.

a) DoS-araka

b) HECaHKITMOHUPOBAHHBIHN JTOCTYI

C) HE3aKOHHOE MCIOIb30BaHUE MTPUBHIICTUI

d) mporpamMHast 3akJaaka

13. TlporpamMmmMHO€E CpEACTBO IS YIAJICHHON WIN JTOKAIBHON TUarHOCTUKH Pa3IMYHBIX 3JICMEHTOB
CETH Ha MpeIMET BBISIBIICHUS B HUX PA3IMYHBIX YI3BUMOCTEH.

a) areHT 0e30MacHOCTH

b) monuTHKa 6€30MaCHOCTH

C) CPEICTBO JIeIeTUPOBAHNUS AIMHHUCTPATUBHBIX ITOJIHOMOYUN

d) ckanep 6e3omacHOCTH

14. ... - mpouecc OJIOKMPOBKH BBISBICHHBIX BTOPKEHUH.

a) aHAJIM3 3aIUIICHHOCTH

b) oOHapy»xeHue aTtak

C) IPeIOTBpAIICHNE aTaK

d) aymut GezonacHoCcTH

15. B xxypHane ayreHTUuUKamu oOHAPYKEHO HECKOJIBKO 3aIMCE HEYCTCIIHBIX MOIMBITOK BOUTH
B CHCTEMY I0J] YUETHBIMH 3aIUCSAMHU T0JIb30BaTesell. Bo3moxkHo Oblta nomneliTka nogdopa naposneid. Kakoe
CTaHAApPTHOE CPEJCTBO CJIEIyET UCIOIb30BaTh JUIsl yMEHbIIIEHUSI pPUCKa TaKOro poja aTtak?

a) UCII0JIb30BaTh CHCTEMY OOHApYKEHUS BTOP>KEHUI

b) mepernMeHOBaTh YUETHYIO 3alMCh aIMUHUCTPATOpa

C) UCTOJIb30BaTh MYJIbTH(PAKTOPHYIO ayTeHTU(UKAIHIO

d) BKJIIOUUTH OJOKMPOBKY YUETHBIX 3aIMCEH MPU OMpeeIEHHOM KOJIMYECTBE HEYCIEIIHbIX MOTIbI-
TOK perucTpanuu

16. TTonmutrka Oe3omacHOCTH TPeOYET COKpBITHs cxembl IP-aapecaruu, MCHoab3yeMOil BO BHY-
TpeHHel ceTu. Kakas u3 mepedrcieHHbIX TEXHOJIOTHI MO3BOIUT PEIIUTh MOCTABICHHYIO 3a/1a9y?

a) cucTemMa oOHapYKEHUST BTOPKEHU N

b) nepcoHaIbHbII MEXKCETEBOW IKpaH

c) NAT

d) anTuBUpYCHOE MporpaMMHOe 0OecTIedeHne

17. Texnonorusi, KoTopas Jjisi 0OHApYKEHHsI aTaK MCIOJIL3YeT, Harpumep, odpasen [P-makera, xa-
PaKTEPHOTO JUIs KaKOW-HUOY/Ib ONPEACTICHHOM aTaKH.

a) MOHHUTOP PErUCTPAIIMOHHBIX (paiiioB
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b) KOHTPOIIb IIEIOCTHOCTH

C) BBISIBJICHHE aHOMAJIbHOM IS TEIIbHOCTH

d) amanu3 curnaryp

18. Cornacao knaccupukaruu @CTIOK Poccun, mexceTeBoil SkpaH MPUMEHSEMbIN Ha JOTHYE-
ckoii rpanune MC win mexny ornueckuMu rpanunamu cermentos C, ato MO ...

a) Tuma A

b) Tuna b

c) tuna B

d) Tuna I’

19. Cornacno knaccudukanun @CTIK Poccun crucrempl 00HApy:KeHUsI BTOPKCHHUM JIESATCS Ha

a) YpOBH# y3J1a U YPOBHS CETH

b) BHEITHUE ¥ BHYTPEHHUE

C) CHMMETPHYHBIC U aCHMMETPUYHBIC

d) KoMMyTHpyEeMBbIE 1 HEKOMMYTHPYEMbIC

20. CornmacHo mpo(uITI0 3aIIUTHI CPEACTBA AaHTHBUPYCHOM 3amuThl TUIa «b» ycTaHaBmuBaroTCs
Ha ... MH(QOPMAITMOHHON CUCTEeMBI, GYHKITMOHUPYIOIEH Ha 0a3e BHIYMCIUTEIBHON CETH.

a) paboure CTaHLUU MOJIb30BaTEIeH

b) cepBepbl

¢) pabouyI0 CTaHLIMIO aIMUHUCTpATOpa

d) cepBepsl 1 pabouune CTaHITUN

14.1.2. Tembl 1a00paTOpHBIX padoT

Hacrpoiika noaxnroueHus ys3na K ceTu. ABToMaTudeckas JUHAMUUYECKas U CTaTUYECKas HACTPOU -
KU CETEBOTO MOJKIIOYECHHUS.

Crex nporokonos TCP/IP. ITpuknaanubie mpoTOKoibl ceTd MHTEpHeT.

Ceru Microsoft Windows. YnpaBieHue ceTeBbIMH pecypcaMy B OJIHOPAHTOBOM CETH.

Cetn Microsoft Windows. YmpaieHue ceTeBbIMH pecypcaMu B OJJHOPAHTOBOW CETH.

MogenupoBanue 0a30BbIX CIyk0 U MPOTOKOJIOB MapIIPYTU3aLUU B ITI00ATBbHBIX CETX.

bazoBeie ciy:x6b1 cetu Uurepuer. DHCP. DNS. [IpoTokomisl MapiipyTH3anmu.

[Tpuxknagasie cayx0n1 cetn MutepHet. Hactpoitka Web-, FTP-cepBepoB u cepBepa 31eKTpOHHOM
IIOYTBI.

WHCcTpyMeHTHI 1715 McclieloBaHus CeTH (CHU(EpHI)

WHCTpYMEHTSHI U1 UCCIIEI0BaHUA CETH (CKaHephl 0€30IaCHOCTH)

AHTUBHpYCHAs 3alIUTa

BupryanbHble yacTHbIE CETU

CucreMbl 00HapYXEHUSI U IPEIOTBPAILICHUS BTOPKEHUN

DLP-cucremst

be3onacHoCTh NPUKIIAAHBIX TPOTOKOIOB

14.1.3. Tembl OIPOCOB HA 3aHATHAX

Uctopus passutus cereii OBM. MecTo 1 poiib BBIYMCIUTENBHBIX CETEH B COBPEMEHHOM MUDE.
OcHoBHbIE MOHATHS ¥ TepMUHOJOTUs. OO01IHe MpeaCcTaBIeHUs 0 BRIYUCIUTEIbHON ceTu. OO1iee noHaTue
00 mepapXu4yecKoll CTPYKType MPOTOKONOB. [IpMHIIMIIBI MHOTOYPOBHEBOW OpraHU3allid JIOKAIBHBIX U
rinobanpHbIX ceteir DBM. Monens OSI. CtangapTHbIE CTEKH KOMMYHHKAITMOHHBIX ITPOTOKOJIOB.

Crangapruzanusi B cersx. Kiaccuukanus BBIUUCIUTENBHBIX ceTeld. TpeOoBaHUS, TPeIbsIBIIsic-
MBbI€ K COBPEMEHHBIM BBIUHUCIUTEIBHBIM CETSIM. METO/Ibl M TEXHOJIOTHH MPOEKTUPOBAHUS CPEICTB TElle-
koMmyHuKanui. Ctpykrypusanuu cetu. @usndeckas v JJoruueckasi Tonojaoruu cereid. OCHOBHOE KOMMY -
HUKAIMOHHOE 000pyIOBaHUE

Kanansl cBsA3u. XapakTepuUCTUKU KaHAIOB cBsA3H. Jlornueckoe koaupoBaHue. ACUHXPOHHAs U CHH-
xpoHHas nepeaaun. Mepapxus B kabenbHOU cucteme. CTpyKTypupOoBaHHas KabelbHasi CUCTEMA.

Kondurypaiuu T0KaIbHBIX BBIYUCIUTENBHBIX CETEH W METOIBI JOCTyna B HUX. CTpyKTypa U
dbynkuu gokansHbIX ceteid. Conepkanne ctanaapra IEEE 802. ba3zoBbie TeXHOIOTHH JIOKAJIBHBIX CETEH.
IEEE 802.2 Ethernet. O60opynoBaHue JOKATbHBIX CETEH.

CeteBoll ypoBeHb Iepeaun AaHHbIX. [P-agpecanus. Peanu3zanms MeXCETEBOro B3aMMOACHCTBUS
cpenctBamu TCP/IP. ITopsnok pacnpenenenus: [P-agpecos. Otobpakenue [P-anpecoB Ha TOKaIbHBIC al-
peca. ARP nportoxko.
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ITpunnuner mapmpyrusanuu B [P-ceTax. IIporokonst mapmpyrusanuu. Ilonstue nomena. JJomen-
Has aapecanus B [P-cetsix. DNS npoToxkon.

ITpotokon IPv6. IIpotokons! TpancnopTHOro ypoBHst TCP u UDP.

CoBpeMEHHBIE TEHACHIIMN Pa3BUTHs TEJIECKOMMYHHUKALMOHHBIX cucTeM. MHTerpanus pasinudHbIX
THUIIOB CETE! U CeTEBBIX cayx0. Bupryanuzanus nndopmanoHHsix cucreM. O0nauHble BBIYHCICHHUS.

ObecnieueHne 0€30MaCHOCTH TEIEKOMMYHHMKALIMOHHBIX CBA3€H M aJIMUHMCTPATUBHBIA KOHTPOJIb.
OcHOBHBIE TIOHATHUSL U TEPMUHOJIOTHSI.

TunoBsie yrpo3sl cereBoit 6e3omacHOoCTH. OCHOBBI KiacCH(UKAIIMU CETEBBIX yTpo3 U aTtak. Bius-
HHE YeJI0OBEYEeCKOro (pakropa Ha CeTeBYyI0 O€30MacHOCTb.

3amura TONOJIOruK ceTu. BupTyanpHble JoKalbHbIE ceTH. [lonomHUTENbHbIE (PYHKIMU KOMMYTa-
TopoB. [lepconanbHble S3KkpaHbl. AOOHEHTCKOE MU(pPOBAHHE.

PernameHntupyromue JOKyMEHTBI B 001acTH 0€30IaCHOCTH BBIYMCIUTENBHBIX ceTed. CTaHIapThl
0€301acHOCTH BBIUMCIIUTENIBHBIX CETeH U MX KOMIOHEHTOB. [IpaBoBbIe OCHOBBI 3alIUTH HH(OPMALUU B
CeTsX.

Ceresble onepaunonnsie cucteMbl Windows, Unix/Linux. OcHOBHBIE POTOKOIBI, CITY>KObI, (PyHK-
LIIOHUPOBAHUE, CPENICTBA 0OeCTIeueHHsl O€3011aCHOCTH, CPEJICTBA YIIPABICHUS U KOHTPOJIS.

OcHOBHBIE MeXaHU3MBbI oOecrieueHHs 0€30MacCHOCTU U yNpaBJICHHUs pacHpeeseHHBIMU pecypca-
Mu. ObecnieyeHne HaIeKHOCTH HHPPACTPYKTYpsl IHTEpHET.

3amuTa KaHaJoB cBsA3M B VIHTepHET. Bunpl ncnonb3yemsix B MIHTepHET KaHanoB cBs3u. Mcnonb3o-
BaHUE MEIKCETEBBIX DKPAHOB. BUPTyallbHbIC YaCTHBIE CETH.

VYs3BUMOCTH M 3amuTa 0a30BBIX MPOTOKONIOB U ciyx0: [Iporokonsl mapmpyTtuzanund. CeMencTBoO
TCP/IP. Cnyx0651 moricka. bezomacHocte WWW 1 371€KTpOHHOM TTOUTHI.

Cuctembl 0OHapY)KEHUsSI M NIPOTHUBOACHCTBHS BTOp keHUsIM. Knaccudukanus u npuHIUNbl QyHK-
LIMOHUPOBAHUS CUCTEM OOHapyKeHus BTopaKkeHui. CkaHepbl 0€30MaCHOCTH.

Knaccrel ckanepoB 6€30MacHOCTH 1 0COOEHHOCTH MPUMEHEHHS. 3aluTa OT BUPYCOB.

3amura 3JIeKTPOHHOTO JOKYMEHTO000pOTa.

14.1.4. Bonpocsl 1uddepeHuMpOBaHHOIO 3a4eTa

1. ITousitue ceru. TpeGoBanus, mpenbspiasiemble K cetu. 2. Knaccudukamus cereil. I[lpusnaku
knaccugukanuu. 3. CereBblie Tononoruu. [lpenMyiiecTBa 1 HeJOCTaTKU 0A30BBIX CETEBBIX TOMOJIOTUH. 4.
Metonpl koMMyTanuu y3ioB cetu. IIpenmyniecTBa 1 HEIOCTATKU PA3IMYHBIX METOIOB KOMMYTALUHU. 5.
Metoapl aapecanuu B MalbIX M OonblIuX ceTsx. TpeboBaHus Kk aapecaMm. 6. OCHOBHbIE alapaTHbie U
IIPOrpaMMHBIE KOMIIOHEHTBHI KOMIIBIOTEPHBIX ceTell 7. Haznauenue u coctas yvHUM cBs3u. HazHaueHue
Ka)KJ0ro KOMIOHEHTa JUHUM cBsa3u. 8. OCHOBHbIE BU/bI Nepenaromux cpea. Mx xapakrepuctuku. Orpa-
HUYEHUs nepeparouux cped. 9. becnpoBonnas nunus ces3zu. CoctaB obopynoBanus. [lonsrtue kanana.
10. CereBas mozxens OSI. Haznauenne. YpoBHU B3aUMOACUCTBUSI OTKPBITBIX cucteM. 11. Ctangaptuza-
s cereid. [Ipoext 802.x. 12. Metoas! noctyna k cpene nepenaun JaHHbix. 13. [lonsTue nporokona u
unteppeiica. Crexku nporokonoB. CtanaapTHble cTeku npoTokonoB. 14. CereBas apxurekrypa Ethernet.
bazoBsiii ctangapt. KomnoHeHTsl peanu3aiuy Ha GpusnueckoM ypoBHe. 15. CTpyKTypa Kaapa TEXHOJIOTUI
Ethernet. Texnonorust VLAN. Crangapt IEEE 802.1q. 16. CereBas apxurexktypa Token Ring. 17. Cere-
Bag apxurekrypa FDDI. 18. O6opynoBanue JIBC. ITpuniuns! paboThl KOHIIEHTPATOPOB, MOCTOB, KOMMY -
taTopoB. 19. CeteBble onepannoHHbie cucteMbl. TpedoBanus, npeabssisiemble k ceteBbiM OC. 20. bazo-
Bbl€ NPUMMTHUBHI Tepeiaud COOOLIEHUH B pacrlpeaeseHHOl ceTu. BbI3oB ynaneHHbIX mpouenyp. Mexa-
Hu3M cokeroB. 21. CereBble (aiinoBbie cucteMbl. CeManTuka paszaeneHus daiinos. 22. Ciyx0bl UMEHO-
BaHusl pecypcoB. Cmyx6a karanoroB. Jlomennsiii moxxon. 23. Cmyxba karamoroB Active Directory.
VYnpasnenue o0bekTamMu ceTu. [ pynmoBeie MOTUTHKU. 24. 3a1aun TOCTPOCHUSI 0OBEAMHEHHBIX CETEH. 25.
I'noGanbhas cetb UnTepHet. Iloctpoenue. OcHoBuble nousaTus. CemeiictBo mpotokonoB TCP/IP u ero
POJIb B TOCTPOCHHH TI00anbHBIX ceTeid. 26. Ctek mpotokonoB TCP/IP. O6nacte npumenennsi. OCHOBHBIC
XxapakTepucTuku. 27. Tumsl agpecos, npumeHsemsix B cetu MHTepHetr. Hasnauenue. Texnonoruu paspe-
menus aapecos. 28. [P-agpeca. Knaccrer IP-cereid. 29. [P-agpeca. Texunonorust CIDR. Tlonsitue cereBoro
npepukca. 30. O6opynosanue I'BC. Kparkas xapaktepuctuka u HazHadeHue. 31. Ctpykrypa cetu Un-
TE€pHET. ABTOHOMHBIE CHUCTEMBI 1 MarucrpajibHble CeTH. THUIBI IPOTOKOIOB MapiipyTu3auuy. 32. Mapu-
pyruzauus [P-nportokona. Anroputmel Mapuipyruzauuu. 33. ITporokonel mapmpyruszauun RIP u OSPF.
XapakTepucTuky, 1ocTouHcTBa U HepocTaTku. 34. Ilpotokon ARP. Haznauenue. [Ipunnun ¢yHKuoHu -
poBanus. 35. [Iporokon DHCP. Haznauenue. [lpunuun ¢pynkuuonupoanus. 36. Cinyxx6a DNS. Haznaue-
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uue. [Ipunuun ¢pynakiumonupoBanus. 37. IIporokons! TpancnopTHoro ypoBHs creka TCP/IP. CpaBuutens-
HbIC XapaKTEPUCTUKU W MPHUHIUIBEI paboTel. 38. [lepexBaT makeToB B JIOKaIbHOU ceTH. ITHCTpYMEHTHI.
Crpykrypa nakeroB. 39. TexHonoruu «mocinenHeit munm». [IporpaMMubiil U anmapatHbiii coctas. 40.
Cnyx661 WWW u FTP. Ilpotokonsl. Hactpoiiku cepeproro u kiaueHtckoro I10. 41. Cnayx6a E-mail.
[TpoTokonsl 3nekTpoHHOM nouThl. HacTpoiiku cepBeprnoro u knueHTckoro 110. 42. Crnyx0a MrHOBEHHBIX
coobmenuit Jabber. IIpotokonsl. Hactpoiiku cepBepHoro u kimeHTckoro I10. 43. TexHnomoruu nepemaayn
rosiocoBoit uHpopmarmu. [Ipotokonsr SIP, RTP. 44. TunoBas cTpyKTypa OTKa30yCTOWYHMBOIO KiIacTepa.
PesepBupoBanne maHHbIX. 45. OCHOBHBIE KOMaH]IbI, UCIIOJIb3yeMbIE TIPH PabOTEe C CEThIO B PEXKUME KO-
MaHJIHOW CTPOKH.

14.2. TpeOoBaHMS K OLIEHOYHBIM MATEepHAJIaM /JIsl JIUI C OTPAHNYEHHBIMH BO3MOKHOCTSIMH
310POBbSI 1 HHBAJIH/I0B
st mui ¢ orpaHUYEHHBIMU BO3MOKHOCTSIMU 3/I0POBbSI M1 MHBAJIHMJIOB MPEAYCMOTPEHBI JOTOIHU -
TEJIbHBIC OLICHOYHBIE MaTepUaJIbl, IEPEYCHb KOTOPBIX yKa3aH B Tabmuie 14.
Tabmuua 14 — JlomoMHUTENBHBIE MaTepHallbl OIICHUBAHUS ISl JIUIl C OTPAHUYCHHBIMH BO3MOXXHOCTSIMU
3JI0pPOBbsI 1 HHBJIHJIOB

Kareropuu Bubl TONOTHUTETBHBIX OLIEHOYHBIX ®opMbI KOHTPOJISL M OLICHKH
oOyyaronuxcs MaTepuaioB pe3ynbTaToB 00y4eHHUs

TecTsl, MUCEMEHHBIE CAMOCTOSITEIIbHBIC
paboTHI, BOIIPOCH! K 3a4ETY,
KOHTPOJIbHBIE PA0OTHI

C napyumeHusMu
ciyxa

[TpenmyIecTBEHHO MUCHMEHHAS
npoBepKa

C mapymenusasmu | CobeceoBaHme 10 BOIIpocaMm K 3aueTy, | [IpenmyinecTBeHHO yCTHas MPOBEpKa

3peHus OIIPOC 10 TEPMUHAM (MHOUBUYaJIbHO)
C napyumeHusMu Pemenne qucTaHIIMOHHBIX TECTOB,
OIIOPHO- KOHTPOJIbHBIE Pa0OThI, MUCbMEHHbIE | [IpenMylecTBeHHO AMCTaHIMOHHBIMU
JBUTATEJILHOTO CaMOCTOsITeNIbHbIE PaOOTHI, BOIPOCHI K METOJAMHU
anmapara 3a4eTy
C orpanunuenusiMu 1o | TecTsl, TUCbMEHHBIE CAMOCTOSITEIILHBIE [IpenmyniecTBEHHO MPOBEPKa
00IIEeMeTUITTHCKIM paboThl, BOIIPOCHI K 3a4ETY, METOZaMH UCXOJISl U3 COCTOSTHUS
MOKa3aHUAM KOHTPOJIbHBIE PA0OTHI, YCTHBIE OTBETHI | 00Yy4arolerocs Ha MOMEHT IPOBEPKU

14.3. MeToauueckue peKOMeHAALMHU N0 OLeHOYHBIM MaTepHAaIaM [JIsl JTUI ¢ OTPAHUYEHHbIMHU
BO3MOKHOCTSIMH 3/10POBbSI 1 HHBAJIN/I0B

Jis M1l ¢ orpaHUYEeHHBIMH BO3MOXKHOCTSIMHU 37I0POBBS M MHBAJIUIOB HPEAYyCMAaTPUBACTCS J10-
cTynHas (hopMma MpeoCTaBICHUS 3aJaHUH OIEHOYHBIX CPEJICTB, & IMEHHO:

- B IleyaTHoi (opme;

- B IIeYaTHOW (hopMe ¢ YBEITHMUEHHBIM HIPUPTOM;

- B (hopMe INMEKTPOHHOIO IOKYMEHTA;

- METO/IOM YTEHHS ACCUCTEHTOM 3a/1aHUs BCIYX;

- Ipe0CTaBICHUE 3a1aHUs C HCIIOIb30BaHUEM CYPIONEPEBO/A.

Jlumam ¢ OrpaHWYEeHHBIMH BO3MOKHOCTSIMH 3/I0POBbSI M MHBAJIMJAM YBEIMYUBACTCS BpEMs Ha
HOJTrOTOBKY OTBETOB Ha KOHTPOJIbHBIE BONPOCHL. [l TakuX 00ydaromuxcs MperycMaTpiuBaeTcsl JOCTYI -
Hast (popmMa mpeoCcTaBICHHSI OTBETOB Ha 3a/IaHUs, @ IMEHHO:

- UCbMEHHO Ha Oymare;

- Ha0Op OTBETOB Ha KOMITBIOTEPE;

- Ha0Op OTBETOB C UCIIOJIB30BAHHEM YCIYT ACCHCTEHTA;

- [IPEJICTaBJICHUE OTBETOB YCTHO.

[Tponientypa orieHHBaHUs pe3yIbTATOB OOYYEHMS JIMIl C OTPAaHUUYEHHBIMU BO3MOKHOCTSIMH 3/10pO-
Bbsl 1 MHBAJIM/IOB 10 JUCHUIUIMHE MPEIyCMaTPUBACT MPEJOCTaBIeHne HHopMauy B popMax, aJarTH-
POBaHHBIX K OTPAHUYEHUAM HX 370POBbS U BOCIPUATHS HH(POPMALIUU:

JL1s1 JIMI ¢ HAPYUIEHUSIMH 3PeHust:

- B (hopMe 3NIEKTPOHHOTO IOKYMEHTA;

- B [le4aTHOW (hOpMe yBETMUYEHHBIM IIPUPTOM.
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JIJist JiM1L ¢ HAPYIIEHUsIMU CJIyXa:

- B (hopMe AIIEKTPOHHOTO IOKYMEHTA;

- B IeyaTHou (hopme.

JIJ1s1 Jid1L ¢ HAPYLIEHUSIMU ONIOPHO-IBUTaTeJILHOIO annapara:

- B (hopMe AIIEKTPOHHOTO IOKYMEHTA;

- B IeyaTHou (opme.

[Tpu HEOOXOAMMOCTH IS JIII ¢ OTPAHUYCHHBIMHI BO3MOXKHOCTSIMU 3/IOPOBBSI M MHBAIUJIOB MPOIIC -
JIypa OIICHUBAHUsI PE3yJIbTaTOB 00yUICHHUST MOXKET MPOBOUTHCS B HECKOIBKO ATAIOB.
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