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PilCC.\l()TpCH&l 151 ()ﬂ()(’)pCHLl Ha 3aCCJaHuM Kil(i)ﬁ:{pbl
npotokot Ne 6 oT « 15 » 5 2018 1
JINCT COI'TTACOBAHU A

Pabouas mporpamma AUCIUIUIMHBI COCTaBJICHA C y4eTOM TpeOoBaHUHU (enepaabHOTO Trocynap-
CTBEHHOTO 00pa3oBaTeNbHOTO cTaHaapTa Bhiciiero oopazoBanus (CPI'OC BO) no HampaBiieHHIO MOATO-
toBkH (cnemuanbHOCTH) 09.03.01 HWHopmaTka W BBIYUCIHWTENbHAS TEXHUKA, YTBEP)KICHHOTO
12.01.2016 rona, paccmoTtpena u onoOpena Ha 3aceganuu kadenpsl KUBOBC «  » 20
rojyia, mpoToKoi Ne

PazpaboTuuk:

Crapmmii npenoaBareins Kag.
KHNB3BC I'. A. TIpackypun

3aBenyromuii odecrieunBaroen kag.
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Hexan ®BC JI. A. KoznoBa
3aBenyromnuii BeITycKaroIen kag.

OMHUC . I'. BopoBckoit
OKCIEPTHI:

JlonieHT Kagenapbl 5JKOHOMHUECKON
MaTeMaTUKU, THPOPMATUKH U CTaTH-
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JlonieHT mabopatopuu 6€30macHbIX
onoMenuIHcKkuX TexHojorui L{Th
KUB3BC K. C. Capun
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1. lean u 3aga4n AUCHUTLIHMHBI

1.1. lleau TUCUMIIAHBI
[lenpro mpenonaBanusi AUCHUIUIMHBI «CeTH U TEJICKOMMYHUKAIM SBIISCTCS TEOPETUYECKAs U
WH)XCHEpHAas MOATOTOBKA CIIyIIAaTeNIel B 00JIACTH MPOSKTUPOBAHUS WH(OPMAIIMOHHO-TEIEKOMM YHUKAIIH -
OHHBIX CETEH U CUCTEM PA3TUIHOTO HA3HAUCHUSI.

1.2. 3agaun QUCHUIINHBI
— H3yuyeHue 0OCHOB MOCTPOEHUSI KOMIBIOTEPHBIX ceTer, mojenu OSI.
—  H3yueHune TEXHOJIOTUI ITOCTPOCHUS JIOKAIIBHBIX CETEH.
— VI3y4eHune TeXHOJIOTHI TOCTPOCHHUS TII00aTHHBIX CETEH.
— N3ydeHue ceTeBBIX CEPBHUCOB JOKAIBHBIX U INI00ATHHBIX CETEH.

2. Mecto mucuuniuebl B ctpykrype OIIOII
Hucuunnuna «Cetn u tenekommyHukanun» (b1.B.O1.8) otHocutcsa k Onoky 1 (BapuatuBHas
YacTh).
[TpenmecTByOUMMHE JUCHUILIMHAMY, (POPMUPYIOIIMMHU HavyalbHbIE 3HaHUS, sBisA0TCsS: WHbop-
MAalMOHHbIE TeXHOIOIuH, MoaenupoBanue cucreM, OniepaliOHHbIE CHCTEMBI.
[TocnenyromumMu AUCUUIUIMHAMY SBIISIIOTCA: AHAJIUTHYECKHE METOJbl IpoekTupoBanus, Uudop-
MAalMOHHO-aHAJIMTUYECKHE CUCTEMBI yrpaBieHus, [Ipenauiomnas npakTuka.

3. TpeGoBaHus K pe3yJbTATAM OCBOCHUS JUCHHUIIMHBI

[Tpouecc n3yueHus: AMCUUIIMHBI HaMpaBjieH Ha (JOPMUPOBAHUE CIEAYIOIIUX KOMIIETEHIUH:

— OIIK-4 CrocoOHOCTh ydYacTBOBaTh B HACTPOiiKE M HalaJke MpOrpaMMHO-aNmapaTHBIX
KOMILIEKCOB.;

— IIK-3 Cnoco6HOCcTh 000CHOBBIBATH IPUHUMAEMBIEC MTPOCKTHBIE PEIICHUS, OCYIIECTBIATH IMO-
CTaHOBKY U BBITIOJHATH SKCIIEPUMEHTHI IO MIPOBEPKE UX KOPPEKTHOCTH U APPEKTUBHOCTH. ;

B pesynbrate n3ydeHus TUCIIMIUTHHBI 00yJarOIIUCS TOTDKEH:

- 3HAThb OJOTAaJIOHHYIO MOJIECIIb B3aI/IMO,Z[€I>'ICTBI/I$I OTKPBITBIX CHUCTECM, MCTOAbI KOMMYTAllUU U
MapUIPyTU3AIUK, CETEBBIC MPOTOKOJBI, CHUTHAJBI AJIEKTPOCBS3M, NPUHIMIBI TIOCTPOSHHSI CHCTEM H
CpPEICTB CBSI3U.

—  yYMeTh NPOBOJUTH aHAIH3 TOKa3aTelel KayecTBa CETe M CUCTEM CBSI3M; OTCIIC)KUBATH TEH-
JICHIIMW Pa3BUTHUS CUCTEM U CETEH DIICKTPOCBSI3U, BHSAPEHHSI HOBBIX TEXHOJIOTHI TOCTPOCHUS CETEH.

— BJaJeTh METOJIUKOW aHAIM3a CETeBOro TpaduKa;, HaBBIKAMHU aHAIIM3a OCHOBHBIX XapaKTEepPH-
CTHK ¥ BO3MOXXHOCTEH TEJICKOMMYHHKAIIMOHHBIX CUCTEM I10 TIepe/iadye ONEPATUBHBIX U CHEIHAIbHBIX CO-
0O1LIeHUIA.

4. O6beM IMCUMIVIMHBI M BU/ABI Y4e0HOI padoThI
OO011ast TPYI0EMKOCTh JUCHUILUINHBI cocTaBisieT 7.0 3aUeTHBIX eIMHUILIBI U IIPeCTaBIeHa B Ta0uu -
ue 4.1.
Tabmuna 4.1 — Tpy10eMKOCTh TUCITUILUIMHBI

Bunb! yueOHOI nesTENbHOCTH Bcero yacos CemecTpsl
7 cemecTp

AynuTtopHble 3aHATUSA (BCETO) 90 90
Jlexuun 36 36
JlabopaTtopHbie pabOThI 36 36
KoHTposb camocTosTenbHON paboThI (KypCOBOM POEKT / 18 18
KypcoBas paboTa)
CamocTosiTenbHas paboTa (Bcero) 126 126
Odopmienne oT4eToB 10 Ja00paTOpHBIM paboTam 36 36
[IpopaboTka JIEKIIMOHHOTO MaTepuaia 18 18
Bcero (0e3 sx3amena) 216 216
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TToaroroBka u caada dK3aMeHa 36 36
OO6m1ast Tpy1I0€MKOCTb, 4 252 252
3aueTHnie EquHAIIBL 7.0 7.0

5. Conepxanne TUCUMIIIIMHBI

5.1. Pa3zgesnl AUCHUIIMHBI M1 BUALI 3AHATHI

Paznensl MUCHUIUTAHEI ¥ BUBI 3aHATHN PUBEICHBI B Ta0mmiie S.1.
Tabmuia 5.1 — Pasgens! fUCHUILIMHEL U BUABI 3aHSITHI

_ ]
= & a2 4 E
- o) - S o = g
5 : . : 3} 3
O oW O S = > o
° < < T O
HazBanus pa3aenoB IUCHUIUIMHBI i Q. 2 o, o 2 &5
= o = b o O = B
0% & &3 5
© e =
7 cemecTp
1 OcHOBHBIE TOHATHS HH(OPMALIMOHHBIX 8 0 18 6 14 |OIIK-4, IIK-3
ceren
2 OCHOBBI TTOCTPOCHHS] COBPEMEHHBIX JIO- 8 16 20 44 | OIIK-4, I1K-3
KAJIbHBIX CETEH
3 CpenctBa peaan3aluyd MEKCETEBOI0 12 16 20 48 | OIIK-4, IIK-3
B3aUMOIEHUCTBUSI
4 TlepcieKTUBHBIE HAIIPABIIEHUS Pa3BU- 8 4 8 20 | OIIK-4, IIK-3
TUS ¥ Tpo0IeMbl HTHPOPMAIIOHHBIX Ce-
Teu
Hroro 3a cemectp 36 36 18 54 144
Hroro 36 36 18 54 144
5.2. Coaep:xanue pa3aejioB IUCHUILIHHBI (110 JIEKIIUSIM)
Copneprkanue pas3iesoB JUCIUILIKH (TIO0 JIEKIUSIM) IPUBEACHO B Tabnuie 5.2.
Tabmuma 5.2 — ComeprkaHue pa3ieiaoB TUCIUILIAH (TI0 JICKITHSIM)
3 z§
3 =
Z > 5
HaszBanus pasznenos Copeprkanue pa3aesioB JUCHUILTUHBI (110 JICKIUSM) zF &5
o S E
=3 =
a e g
= S
7 cemecTp
1 OcHOBHBIE NOHATUA [Ipenmer, nienb U coepxanue TUCIUILIMHBL. VicTopus 2 OIIK-4,
MH(POPMALMOHHBIX ceTell |pa3BuTHs ceTeit DBM. MecTo 1 poiib BBIYHCIUTENb- [1K-3
HBIX ceTeil B coBpeMeHHOM Mupe. OCHOBHBIE MOHSATHS
1 TepMuHOJIOrHs. O0IIMe MPECTaBICHHUS O BHIYUCIIN-
TEJNBbHOMN ceTH. BhIurcnuTeNbHbIe CETU U pacIpeie-
JeHHbIe cucTeMbl. OCHOBHBIE ITPOOJIEMBI IOCTPOEHUS
cereit. Tomosnorus cereii. Undopmarmonasie pecypcbl
CeTel, CETEBbIE CITYKOBI.
O6miee moHATHE 00 UEPAPXUIECKONU CTPYKTYPE TPO- 2
TOKOJIOB. [IpHHIIMIIBI MHOTOYPOBHEBOM OpraHU3aluU
JIOKAJIBHBIX U III00ANBHEIX ceTed DBM. Monenu u
CTPYKTYpBI HHPOPMaLMOHHBIX ceTeil. Moaens OSI.
YpoBuu mozenu OSI. CtaHIapTHBIE CTEKH KOMMYHU-
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karnroHHbBIX npoTokonoB. (TCP/IP, IPX/SPX, OSI,
NetBIOS/SMB).

Crangaptuzanus B cetsix. Kimaccngukanus cran-
naptoB. OcHOBHBIE BU/BI ceTeld. Kimaccudukanus Bbi-
YHUCIIUTENBHBIX ceTel. JIokanbHbIe U T100abHbBIC
cetu. CeTn paboumx Tpyni, OTAEIOB, KAMITYCOB, KOp-
MOpaTHBHBIE CeTH. TpeOOBaHMS, IPEIbIBIIEMBIC K
COBPEMEHHBIM BBIYUCIUTEIBHBIM CETSM.

MeTo/1bl ¥ TEXHOJIOTUH TPOEKTUPOBAHUS CPEICTB
TenekoMMyHuKauui. CTpykTypu3anuu cetu. usnde-
CKasl ¥ JIOTUYECKas TOMOJIOruu ceTel. OCHOBHOE KOM-
MYHHKAIIMOHHOE 000py/I0BaHKe (CETEBbIE afjanTephl U
KOHILIEHTPATOPbI, MOCTBI U KOMMYTATOPbI, MapLIPYTHU-
3aTopHI).

Hroro

2 OCHOBBI TOCTPOCHUS
COBPEMEHHBIX JIOKAITbHBIX
ceren

du3nYecKuil ypoBeHb nepenaun JaHHbIX. Kanamst
CBSI3U. XapAKTEPUCTUKU KAHAJIOB CBA3U. MeTo/Ibl
nepeaayu JUCKPETHBIX AaHHbIX. Jlornueckoe koaupo-
BaHME. ACHHXPOHHAs U CUHXPOHHAs Tepe/ayu.
Hepapxus B kabenbHOU cucteMe. CTpyKTypHpPOBaH-
Hasi KabenpHasi CUCTEeMa.

KananpHblll ypoBeHb nepeaun gaHHbix. Kondurypa-
LMY JIOKATBHBIX BEIYMCIUTEIBHBIX CETEH U METO/IbI
nocryna B HUX. CTpykTypa U QyHKIIUH JIOKAIbHBIX
cereil. LleneBoe Ha3HAYEHUE U NIEPCIIEKTUBBI CTaHAAP-
TU3alLlMU B JIOKaJIbHBIX ceTax. ConepxaHue cTanaapra
IEEE 802.

bazoBrie Texnomoruu JokanbHbIX ceTeil. [EEE 802.2
Ethernet. IEEE 802.5 Token Ring. ANSI FDDI. O60-
PYIOBaHHE JIOKATbHBIX CETEH.

[IporpamMmMHbIe cpencTBa TeleKoMMyHUKauu. CTpyk-
Typa IpOrpaMMHOT0 00ecrieueHHs JOKaIbHOM CeTH.
Krnaccudukanus nporpaMMHOro odecrnedeHus jo-
KaJIbHBIX ceTeil. [IpUHIMIIBI TOCTPOECHUS CETEBOTO
IIPOrPaMMHOTO 00ECTIEYEHHSI U CETEBBIX ONEPaIOH-
HbIX cucTeM. CpaBHUTENIBHBIN aHAIN3 ONEPALlMOHHBIX
cucTeM pasnuuHoro tuna. Kiaccuduxkanus cepepos.
IIpoextupoBanue cereit 9BM 1o npuHIMITY «KJIAEHT-
cepBep».

HUroro

OIIK-4,
[1K-3

3 Cpenctsa peanuzanuu
MEKCETEBOr0
B3aUMOJIEHCTBUA

Kongurypanuu rmobansubeix cereit 9BM u MeTombl
KOMMYyTaluu B HUX. CeTeBOM ypoBEHb Niepejaunl 1aH-
HbIX. [locTpoenue cereit Ha OCHOBE CETEBOTO YPOBHSI.
[Ipunnune! mapmpyrusanuu. [P-anpecanus. [Iporo-
KOJTbl Mapuipytusanuu. OyHkuuu u knaccuduxanus
MapIIpyTU3aTOPOB.

Peanusanus MexceTeBOro B3aMMOACHCTBUS CPEACTBA-
mu TCP/IP. CtpykTypa creka. Knaccosas u 6ec-
KiaccoBas agpecanus. [lopsaaok pacnpenenenus I1P-
aapecos. [IpuHnmne! Mmapmpyrusanuu B [P-cetsx.

OIIK-4,
[1K-3
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[IpoTokonbl MapmIpyTHU3allud BHYTPEHHUX [IUTFO30B
RIP u OSPF. IlpoTokon MapiipyTu3anuy BHEUTHUX
nutro30B BGB. Otobpaxenue [P-anpecoB Ha JoKaib-
Hele afgpeca. ARP nporokon. [lonsitue nomena. Jlo-
MeHHas anpecanus B [P-cetsax. DNS nmportokoi.

[Iporoxoin IPv6. IIpoToKOIBI TPaHCIIOPTHOTO YPOBHS
TCP u UDP.

CeteBple MPOrpaMMHBIE U TEXHHYECKHUE CPEJICTBA.
MeHeKMEHT B TEJIIEKOMMYHUKALMOHHBIX CUCTEMAX.

Hroro

4 TlepcieKTUBHBIE
HarpasJICHUs Pa3BUTHA U
IpOOJIEMBI

COBpeMeHHI)Ie TCHACHIUU PA3BUTHA TCICKOMMYHUKA-
LMOHHBIX cUCTeM. MIHTerpanus pa3juyHbIX TUIIOB Ce-
TEN U ceTeBbIX CiIyk0. becrpoBoiHbIe ceTu.

UHGOPMAITMOHHBIX CETel

ObecneueHre 6€30MaCHOCTU TEIEKOMMYHHUKAIIHOH-
HBIX CBA3€H U aJIMUHUCTPATUBHBIN KOHTPOJIb.
[Ipob6nembl cexpeTHOCTH B ceTsix DBM u MeTombl
Kpunrorpaduu.

Hroro

8

OITK-4,
TK-3

Hroro 3a cemectp

36

5.3. Pa3nenbl AUCHUILUIMHBI U MEKIMCIUIITIMHAPHBIE CBSI3H ¢ 00ecneYnBalOIMMHM (TPeIblyIIMH)

U o0ecneynBaeMbIMH (NOCJAEAYOMIUMHU) JUCHUATIIMHAMHA

Pazgenbl quctuIInHBl ¥ MEKIUCIUILTHHAPHBIC CBS3H C 00CCTICUMBAOIIMMU (MIPEABIAYIIMMU) U

o0ecrneynBaeMbIMH (ITOCIEIYIOMIMMHI) TUCHUTUTMHAMH MIPEICTaBICHbI B Tabuie 5.3.

Tabimua 5.3 — Pasnens! quc

LUIIJIMHBI 1 MCKAUCIHUILIMHAPHBIC CBA3U

HanmeHnoBaHue JUCHUILINH

Ne paznenoB JaHHOW TUCIUIUIMHBL, 1JISI KOTOPBIX
HEOO0XOMMO H3yueHHEe 00ECTICUNBAIOIITUX U
00ecIIeYnBaeMbIX JUCIIATLUINH

| 2 3 4
[IpeamecTByromue JUCUUTIIUHBI
1 UudopmanmoHHbIEe TEXHOIOTUU +
2 MogenupoBaHUE CUCTEM +
3 OnepalroHHbIE CUCTEMBI +
[Tocnenyromue TUCIUITITUHBL
1 AnanuTryeckue METOJIbl TPOCKTUPOBAHMS + + +
2 NadpopManinoHHO-aHATUTUYECKUE CUCTEMBI . . n
yIpaBJICHUS
3 [IpepauruioMHas IpakTHKa + + + +

5.4. CooTBeTcTBHE KOMIIETeHINI, (POpMUPYeMBbIX IPH U3YYEeHUHU AUCUMILIMHBI, M BU/10B 3aHATHI
CooTBeTcTBHE KOMIETEHLUH, (OPMUPYEMBIX MpPU HM3YUYEHUHM IUCLUIUIMHBI, M BHJOB 3aHATHH

npeCcTaBIeHo B Tabmmie 5.4.

Tabmuna 5.4 — CooTBETCTBHE KOMIETEHIMH, (POPMUPYEMBIX NIPU U3YUYE€HUH AUCLUIUIMHBI, U BUJOB 3aHs -

THHN

Buner 3angaTait

DOopMBI KOHTPOJIA
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Jlek.

Jlab. pab.
Cawm. pa0.

Eq Kommerenmmn

o

+ | KCP (KIT/KP)

_|_

Ok3ameH, Otyer 1o abopa-
TOpHOM pabote, Onpoc Ha
3aHATHSX, 3alluTa Kypco-
BBIX TIPOEKTOB / KYPCOBBIX
pabor, Tect, OT4er no Kyp-
COBOMY IIPOEKTY / KypCOBOM
pabote

I1K-3 +

Ok3ameH, OTueT no Jadbopa-
TOpHOH pabdoTte, Onpoc Ha
3aHATHUAX, 3alIUTa KYypCo-
BBIX TIPOEKTOB / KYPCOBBIX
pabor, Tect, OT4Uer 1o Kyp-
COBOMY IIPOEKTY / KypCOBOM
pabore

6. UuTepakTHBHBIE MeTOAbI U (OPMBI OPraHU3aANNU 00yUeHUsI
He npenycmorpeno PVYII.

7. JIaGopaTtopHbie padoThI

HaumeHnoBanue nabopaTopHbIX paboT npuBeaeHo B Tabauue 7.1.
Tabmuna 7.1 — HaumeHnoBanue 1ab0opaTopHbIX paboT

3 =
2 ==
Z 25
]
HasBanus paznenos HaumenoBanue nabopaTtopHbIx padboT zF &5
- 2 5
> sz
o Q Z
~ S
7 cemecTp
2 OCHOBBI TOCTPOCHUS MopenupoBaHUe CETEBBIX YCTPOMCTB U MPOTOKOJIOB B 4 OIIK-4,
COBPEMEHHBIX JIOKAJIbHBIX | JIOKAJIBHBIX CETAX I1K-3
T N
cere Hactpoiika noakitouenus y3na k cetu. CTek mpoTo- 4
kos10B TCP/IP. Ilpuknanneie npoTokoinsl ceth MHTep-
HeT.
Cetu Microsoft Windows. YnpaBieHue ceTeBbIMU pe- 4
cypcamu B OJJHOPAHI'OBOM CETH.
Cetu Microsoft Windows. Active Directory. Ynpasiie- 4
HUE CEeTEBBIMU PECYpPCAMH KOPIIOPATUBHON CETH.
I'pynmoBbie OIUTUKH.
Hroro 16
3 Cpencta peanuzauuu | MogenupoBaHue 0a30BbIX CIY>KO U MPOTOKOJIOB OIIK-4,
MEKCETEBOT0 MapuIpyTH3aluu B TII00ATBHBIX CETIX [1K-3
B3aUMOACHCTBUS
3aMozIeHe bazosie ciyx0b1 cetn MaTepuer. DHCP. DNS. IIpo- 4
TOKOJIbI MapIIPYTH3ALIUH.
[Ipuknagueie cmyx0bl cetn MaTepHET. HacTpoiika 4
Web- u FTP-cepBepos.
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[Ipuknagueie cmyx0bl ceTn MHTepHET. HacTpoiika 4

cepBepa IEKTPOHHOM MOYTHI.

Hroro 16
4 IlepcieKTUBHBIE AHTHBUpYCHas 3amuTa. [lepcoHabHBIE CETEBBIE OIIK-4,
HaIlpaBJIeHUs Pa3BUTUS U | IKPAHBI [1K-3
pOoOGIIEMBI _ | Mroro 4
MH(POPMALMOHHBIX ceTei
Hroro 3a cemectp 36

Tabymie 9.1.

8. IIpakTuyeckue 3aHATUSA (CEMUHAPDI)
He nmpenycmorpeno PVYII

9. CamocrosiTesibHasi padoTa
Bunsl camocTosiTenbHOM paboThI, TPYAOEMKOCTh U (hOpMUpPYEMbIe KOMIIETCHIIUU MTPEICTABICHEI B

Tabmuia 9.1 — Buabl caMOCTOSTEIbHOM paboThl, TPYAOEMKOCTh B (HOPMUPYEMbIe KOMIETECHIHH

5 @]
= z S
S i
Bunpr camocrogrensHOM ; > 0
Haspanwus paznenon " = DopMbI KOHTPOJIS
paboTEI L s 2
= g =
a e g
= S
7 cemecTp
1 OcHOBHBIE TOHSATHS [TpopaboTka JIEKITMOHHOTO 4 |OIIK-4, |Omnpoc Ha 3aHatusx, Tecrt,
nH(OPMAITMOHHBIX CeTEH | Marepualia [1K-3 DK3aMeH
[IpopaboTka TeKIHOHHOTO 2
Marepuaia
Hroro
2 OCHOBBI TOCTPOCHUS [TpopaboTka JIEKITMOHHOTO OIIK-4, |Omnpoc Ha 3ansTUsIX, OT-
COBPEMEHHBIX JIOKAJIbHBIX | MaTepuasa [K-3 4eT 1o JabopaTopHOi pa-
ceTen OQOPMICHHE OTIETOR 110 16 oote, Tect, DK3aMeH
naboparopHbIM paboTam
Hroro 20
3 Cpencta peanuzanuu | [IpopaGoTka JIEKITMOHHOTO 4 |OIIK-4, |Omnpoc Ha 3aasaTHSX, OT-
MEKCETEBOI0 Marepuaa [IK-3 4eT 1o 1abopaTopHoil pa-
B3aUMOCHCTBHUS te, Tect, Dk3ameH
SaUMOZICHC OdopmiteHre 0TIETOB TIO 16 Gote, Tect, Dxsame
JabopaToOpHBIM paboTam
Hroro 20
4 TlepcrieKTUBHbBIE [TpopaboTka JIEKITMOHHOTO 4 OIIK-4, |Omnpoc Ha 3ansTHIX, OT-
HamnpaBlIeHUS Pa3BUTHSI U | MaTepHuala [1K-3 4eT 1o 1abopaTopHOil pa-
POOTIEMBI _ | Odopmerre 0TuETOR 110 4 oore, Tect, Dx3aMeH
HHQOPMAITUOHHEIX CeTel nabopaTopHbIM paboTam
Hroro 8
Hroro 3a cemectp 54
[ToaroroBka u cnava sK3a- 36 DK3aMeH
MEHa
Uroro 90
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10. KypcoBoii npoekrt / kypcoBasi padota
TpynoeMKoCTh ayAUTOPHBIX 3aHATUN U POPMUPYEMbIE KOMIETEHIIMM B paMKaX BBIIIOJIHEHUS Kyp-
COBOTO IPOEKTa / KypcoBO# paboThI npencTanieHs! Tabmuue 10.1.
Tabmuma 10.1 — TpymoeMKOCTh ayAUTOPHBIX 3aHATHH ¥ (POPMHUPYEMbIC KOMIIETCHIIUN B paMKaX BBITIOTHE -
HUsI KYPCOBOTO MPOEKTa / KypCOBOM padOThI

3 =
S P=a=t
Z > 5
HanmenoBanue ayqMTOpHBIX 3aHATUI s &5
o E
= g s
a o 2
= Sl
7 cemecTp

[ToctanoBka 3a1aun.O030p CYIIECTBYIONIUX PEIICHUN U TEXHOJIO- 18 OIIK-4, T1K-3

ruil.Onrcanne npeuIokeHHOro pemeHus. TectupoBanue npeaio-

KCHHOT'O pelICHHs.3aKI0YCHHE.

Hroro 3a cemectp 18

10.1. TembI KypCOBBIX IPOEKTOB / KYPCOBBIX padoT

[TpumepHas TeMaTHKa KypCOBBIX IPOEKTOB / KYpCOBBIX paloT:

— IlpoexTupoBaHH€ JOKAIbHBIX U paCIpeIeIeHHbIX CETEl TUIIOBBIX KOH(UTYypaLuii;

— IlpoexTupoBaHHE M HACTpPOIKa CUCTEMBI yIpaBlieHHs] CETEBBIMHU pecypcaMu Ha 6asze Active
Directory;

— IlpoexTupoBaHHe W HACTPOIIKa KOMMYHHMKALIMOHHBIX CEPBUCOB Ha 0a3e CTaHAAPTHBIX CIYKO
cetu MHTEpHET;

— Pa3paboTku KIHEHT-CepBEpHOIO MPUIIOKEHHUS;

— IlpoexTupoBaHHe M HACTPOHKA CETEBBIX XPAHWJIMII U CETEH AOCTyNa B BUPTyaJbHOW MH(pa-
CTPYKTYpE.

11. PeiiTuHroBasi cucreMa JJisi OLlEHKHU YCIIeBaeMOCTH 00y4aromuxcst

11.1. banibHbIe OLEHKH AJI51 3JIEMEHTOB KOHTPOJIA
Tabmuia 11.1 — banabHble OLEHKH [T SJIEMEHTOB KOHTPOJISI

. N MaxkcuMaibHbIN
. MaxkcumanbHbI MaxkcumanbHbI
OneMeHTH! yueOHOU 6aJu1 3a epuoA Bcero 3a
6amn Ha 1-yto KT ¢ | 0ami 3a nepuoa
IESITENbHOCTH mexnay 2KT u Ha cemMecTp
Hayana ceMectpa | mexay 1KT u 2KT
KOHEI[ CeMecTpa
7 cemecTp
3amuTa KypcoBbIX IIPOEK- 5 5 10 20
TOB / KypCOBBIX paboT
Ormpoc Ha 3aHATUAX 5 5 5 15
OTyer 1o KypcoBOMy 5 5 5 15
MPOEKTY / KypcoBOii pabo-
TE
OtyeTt no nabopaTopHO 5 5 10 20
pabote
Hroro makcumym 3a nepu- 20 20 30 70
on
DK3aMeH 30
Hapacraromum utorom 20 40 70 100
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11.2. IlepecyeTt 0a/1J10B B OLICHKH 32 KOHTPOJIbHbIC TOYKH
[Tepecuet 6amIOB B OLIEHKHU 32 KOHTPOJIBHBIE TOUKH MpeCTaBiieH B Tadymie 11.2.
Ta6muma 11.2 — IlepecueT 0ansioB B OLIEHKU 32 KOHTPOJIbHBIE TOUKH

basnel Ha 1aTy KOHTPOJIBHOW TOYKH Onenka

> 90% ot MakcuManbHOU cyMMBbl OaiioB Ha gaty KT 5

Ot 70% no 89% ot makcumasbHOM cymMbl OaiioB Ha aaty KT

Ot 60% 10 69% OoT MakcUMaIbHOM cyMMbl OaisioB Ha naty KT

SR

< 60% oT MakcuMaIbHOU cCyMMBbI OauioB Ha naty KT

11.3. IlepecyeTr cyMMbI 02/1710B B TPAAULHOHHYIO M MEKITYHAPOIHYIO OLEHKY

[TepecueT cymmbl 6aIOB B TPAAULIMOHHYIO U MEXIYHAPOIHYIO OLEHKY MpEACTaBIeH B TaONuIe
11.3.

Tabmuma 11.3 — Ilepecuer cymMMbl OaJIOB B TPAAUITMOHHYIO M MEXKTYHAPOJIHYIO OIICHKY

HtoroBas cymma 0aos,

Onenka (I'OC) YYMTHIBAET YCHEIIHO CAAHHBIN Onuenka (ECTS)

9K3aMEH

5 (OTIMYHO) (3a4TEHO) 90 -100 A (oTIIMYHO)
85 -89 B (ouenb xoporiiio)

4 (xopoI1o) (3a4TeHO) 75 - 84 C (xoporo)
70 - 74
65 - 69 D (ynoBnerBoputeiabHO)

3 (yZIOBJIIETBOPUTENHHO) (3aYTEHO) 60 - 64 E (HocpeicTaento)
2 (HEYROBIIETBOPHTENLHO) (e Huxe 60 6ammon F (HeynoBneTBOpUTENHHO)

3a4TEHO)

12. YueOHO-MeTOAM4YecKOe M HHGOPMALMOHHOE o0ecneyeHne JUCHMIITTHHbI

12.1. OcHoBHas1 JIMTEpaTypa
1. Omnudep, Buktop I'puropreBuy. Komnbiorepusie cetu: [IpuHIMMIBI, TEXHOIOTHUH, TPOTOKOJBI :
yaeOHoe nmocobue amns By30B. - CII6. : [Tutep , 2006. - 960 c. (manuune B 6ubmrorexke TYCVYP - 92 7k3.)
2. IlatuGparos, Anekcanap IlerpoBuu. BeruncnuTenbHble CUCTEMBI, CETU U TE€IEKOMMYHUKALIUN
: yaeOHUK Ui By30B. - M. : ®uHaHcel 1 ctatuctuka , 2006. - 558[2] c. (manuuue B 6udmotexke TYCYP -
90 »k3.)

12.2. lonoiHuTEIbHAS JIUTEpPaTypa
1. boiiuenko, Ban BanentunoBuy. Cetu OBM u TenexkommyHukanuu : YdyeOHoe mocoOue. -
Tomck : TYCYP, 2007. - 240 c. (mamuuue B 6udmmorexke TYCVYP - 47 3k3.)
2. [Ileckosa, CBemnana AnekcanapoBHa. CeTu U TeIEKOMMYHHKAINH | Y4eOHoe mocodue is BY-
30B. - M. : Axagemus , 2006. - 349[3] c. (mamuuue B 6udmmorexke TYCVYP - 30 5k3.)

12.3. YueOHO-MeTOAHIECKHE ITOCOOUS

12.3.1. O6s3aTe/ibHbIE Y4eOHO-METOANYECKHE MOCOOUSs
1. Meroauueckue yka3aHus Mo 1a00paTopHBIM, CAMOCTOSTENILHBIM padoTaM U KypCcoBOi paboTe
CTyIeHTOB Mo aucuuiuimae "CeTH W TeIeKOMMYHHUKAuu'. [DIeKTpoHHBIA pecype| - Pexxum moctyma:
http://kibevs.tusur.ru/sites/default/files/upload/work progs/pga/seti.pdf (nara obpamenus: 25.06.2018).

12.3.2. YueOHO-MeTOAMYeCKHE MIOCOOMS 1JIs1 JIMI € OTPAHMYECHHBIMH BO3MOKHOCTSIMH 3/10POBbS H
HHBAJIM/I0B
Y4eOHO-MEeTOqMUECKNEe MaTepUabl ISl CAMOCTOSTEIBHON M ayTUTOPHOU paboThl 00ydyaromumxcs
U3 YHCiIa JIUI C OTPAaHUYCHHBIMU BO3MOXKHOCTSIMU 3/10POBbSl U MHBAINIOB MIPEAOCTABISIIOTCS B (hOopMaXx,
a/IaNITUPOBAHHBIX K OTPAaHMYCHHUSIM UX 3JI0POBbS M BOCIIPUATHUS HH(DOpMAITHH.
JIJ1s1 JIMI ¢ HAPYIIEHUSIMH 3PeHust:
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- B (hopMe IIEKTPOHHOTO TOKYMEHTA;

- B IIeYaTHOW (hopMe YBEITMUECHHBIM HIPUPTOM.

JIJ1s1 JIMI ¢ HAPYIIEeHUSIMH cJIyXa:

- B (hopMe INIEKTPOHHOTO IOKYMEHTA;

- B Ie4aTHoOU hopme.

JIJ1s1 JIMI ¢ HAPYLIEHHUSIMH OTIOPHO-IBHIaTeJILHOTO anmapara:
- B (hopMe INIEKTPOHHOTO IOKYMEHTA;

- B ITe4aTHOU hopme.

12.4. IIpodeccuonaibHbIe 0a3bl JaHHBIX H MH(GOPMALIMOHHBIE CIIPABOYHBIE CHCTEMbI

1. https://edu.tusur.ru — 06pazoBaTeIbHBIN MOPTAT YHUBEPCUTETA;

2. http://www.iqlib.ru — a7eKTpOHHas! HHTEPHET-ONOINOTEKA;

3. http://www.biblioclub.ru — mosHoTECTOBasI SNIEKTPOHHAsT OMOIMOTEKA;

4. http://www.elibrary.ru — HaydHas 3J€KTpOHHas OMOIMOTEKA;

5. http://www.edu.ru — Be6-caliT cucteMsl deZiepalibHBIX 00pa30BaTEIbHBIX MIOPTAIOB.

13. MaTtepuaibHO-TEXHMYECKOE 00ecneyeHue JUCIUILJIMHBI U TpedyeMoe MPorpaMMHoe
ol0ecreueHue

13.1. O0uue TpeOOBaAHUA K MATEPUAIBLHO-TEXHUYECKOMY U IIPOrPAMMHOMY 00ecriedeHnIo
AUCHHUILJIMHBI

13.1.1. MaTepuaJibHO-TeXHHUYECKOE U POrPAMMHOe o0ecneyeHue sl JIEKIIMOHHbIX 3aHATHH
Jlist ipoBeieHus! 3aHATUH JICKIIMOHHOTO TUTIA, TPYIIOBBIX M MHIAWBUYaTbHBIX KOHCYJABTALIUH, T€-
KYIIIETO KOHTPOJISI U MIPOMEKYTOYHOW aTTECTAI[UU HCITONIb3YeTCs yueOHas ayTuTOPHUS ¢ KOJTMYECTBOM TIO-
CaJIOYHBIX MeCT He MeHee 22-24, 006opyIoBaHHAs JOCKON M CTaHAApTHOH ydueOHOI mebenbro. MMeroTes
JIEMOHCTPAIIMOHHOE 000pYIOBAaHUE U YU4eOHO-HATIIATHBIE TTOCOOMsI, 00€CTIEUNBAOIINE TEMATHUECCKUE HJI-
JIOCTPAIIMHU 10 JIEKIIMOHHBIM pa3ielaM TUCIUTUINHEI.

13.1.2. MaTepuaJibHO-TEXHHYECKOe M IPOrPaMMHoOe odecredyeHne J1JIs J1adopaTopHbIX padoT
JlaGoparopus "MHTEpHET-TEXHOIOTUI 1 HH(POPMALMOHHO-aHAIUTUYECKON AeATeIbHOCTH"
ydeOHast ayJuTOPHS TSI TPOBEACHUS 3aHATHI JICKIIMOHHOTO THUIA, ydeOHas ayAuTOPHS IS IPOBE -
JICHUS 3aHATHH MPAKTUYECKOro TUMA, ydeOHas ayIuTOpUs Jis MPOBEICHUS 3aHATHH J1a00paTOpHOrO THUIIA

634045, Tomckast obnactsb, T. Tomck, yi. KpacHoapmetickast, 1. 146, 402 ayn.

Onwucanue uMeroierocs 000pya0BaHuUs:

- DKpaH pa3aBUKHOM;

- MyneTumenuitnsiit npoexkrop View Sonic PJD5154 DLP;

- Kommeroreper AMD A8-5600K/ ASUS A88XM-A/ DDR3 4 Gb/ WD5000AAKX 500 Gb (15
IIT.);

- Kommutekt crienmanusupoBanHoi yaeOHOW Mebenu;

- Pabouee mecTo mpemnoaBares.

[IporpamMMHoOe obecrieueHue:

— VirtualBox

13.1.3. MarepuajibHO-TEXHMYECKOE M IPOTPaMMHOe o0ecrevyeHne I CAMOCTOATEIbHOI padoThI
s caMoCTOSATEIbHON PabOThl MCIOIB3YIOTCS y4E€OHBIE ayIUTOPUU (KOMIBIOTEPHBIE KIIacChl),
PacIOJIOKEHHBIE TIO aJIpecaM:
- 634050, Tomckast o6macTh, r. ToMmck, Jlennna mpocnexr, a. 40, 233 ayn.;
- 634045, Tomckas obnacTts, r. Tomck, yin. Kpacnoapmeiickas, 1. 146, 201 ayn.;
- 634034, Tomckast obmacTh, 1. ToMck, Bepmmanna ymuna, 1. 47, 126 ayn.;
- 634034, Tomckast 06nacTh, r. Tomck, Bepmmnauna ynuua, 1. 74, 207 aya.

CocraB 000pyIOBaHUS:

- yueOHast MmebOerb;
- koMnbroTepsl kKi1acca He Hmwke [IDBM INTEL Celeron D336 2.8 T1. - 5 mwiT.;
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- KOMITBIOTEpPBI TIOAKIIOUYEHB! K ceTu «HTepHeT» M 00ecrneynBaoT AOCTYI B 3JIEKTPOHHYIO HH-
(dhopManmOHHO-00pa30BaTENIbHYIO CPEly YHUBEPCUTETA.

[Tepedens mporpaMMHOTO 00ECIICUEHUS:

- Microsoft Windows;

- OpenOftice;

- Kaspersky Endpoint Security 10 s Windows;
- 7-Zip;

- Google Chrome.

13.2. MaTepuajibHO-TeXHHYECKOe oOecredeHne TUCUMIIIMHBI JJIS JIMI C OrPAHMYEHHbIMU
BO3MOKHOCTSIMH 310POBbSI 1 HHBAJIN/10B

OcBO€HHE NUCLUIUIMHBI JIMIIAMU C OTPAHUYEHHBIMH BO3MOXXKHOCTSMH 370POBbS U MHBAIMJIAMHU
OCYILECTBIIAETCS C UCIIOIB30BAHUEM CPEICTB 00ydeHHs OOIIETO U CHEIMAIbHOIO Ha3HAUYCHHUS.

[Tpu 3aHATHAX ¢ 0OYUYAIOLIUMUCS ¢ HAPYUIEHHSIMH CJIyXa [PEeIyCMOTPEHO UCIOIb30BaHHUE 3BYKO-
YCUJIMBAIOIIEH anmapaTypbl, MyJIbTUMEIUHHBIX CPECTB U JPYTUX TEXHUUYECKHX CPEACTB MpueMa/mepena-
i yueOHOM nH(pOpMaIuu B JOCTYMHBIX (hopMax, MOOUILHOM CUCTEMBI IIPENOIaBaHus 11 00y4JaroIXcs
C MHBaJIHMIHOCTHIO, MOPTATUBHONW MHIYKIIMOHHOW CUCTEMBI. YdeOHas ayIuTOPHsl, B KOTOPOU 3aHUMAIOTCS
oOyyaromyecsi ¢ HapylleHUEeM cllyxa, 000py/loBaHa KOMIIBIOTEPHON TEXHHKOH, ayIMOTEXHHKOH, BHUJEO-
TEXHUKOM, SJIEKTPOHHOMU JOCKOW, MYJIbTUMEAUMHON CUCTEMOM.

[Tpu 3aHATHAX C 0OYYAIOUIUMUCS ¢ HAPYIIEHUSIMU 3PEHUSIMHM I[IPEyCMOTPEHO UCIIOJIb30BaHUE B
JCKIIMOHHBIX U Y4EOHBIX ayAUTOPHUAX BO3MOKHOCTH IPOCMOTPA YAAIEHHBIX 00OBEKTOB (HaIIpUMep, TEKCTa
HAa JIOCKE WM CJaif/la Ha 3KpaHe) MPpU MOMOIIY BUACOYBETUUHUTENCH 151 KOM(GOPTHOTO IPOCMOTpA.

[Tpu 3aHATHAX C 00y4YaIOIIMMUCS ¢ HAPYLIEHHUSIMH OIIOPHO-ABUIaTeJIbHOIO alnapara HCIOJb-
3YIOTCS aJIbTepHATHUBHBIEC YCTPOICTBA BBOAA MH(OPMAIIUU U IpYrHe TEXHUYECKHE CPe/ICTBA IprueMa/miepe-
naun yuyeOHOM MHPOpPMa B JOCTYIHBIX (popMax, MOOMIIBHOW CHCTEMbI OOYUEHUs JUIs JIIOJCH ¢ UHBA-
JUAHOCTBIO.

14. OIIeHO‘lHLIe MaTepuajJabl  METOAUYECCKUE PEKOMEHIAUHU MO OPraHu3alluv U3y4CHUA
AUCHHUITINHBbI

14.1. Coaep:xaHue OLEHOYHBIX MATEPUAJIOB U METOANYECKUE PEKOMEH AU
I[JISI OIICHKU CTCIICHU C(i)OpMI/IpOBaHHOCTI/I n ypOBHS[ OCBOCHHA SaerﬂJIeHHI)IX 3a HHCHHHHHHOﬁ
KOMIICTCHITUI MCTIONB3YIOTCS OIIEHOYHBIE MaTepUalibl B COCTABE:

14.1.1. TecToBbIe 3a7aHUA

1. I[To macmTaby KOMITBIOTEPHBIE CETH TIOPA3ACIISIIOTCS Ha

a) 3Be3/1000pa3Hble, KOJNbLIEBbIE, IIMHHBIE

b) onHOpaHTOBBIE U CeTH "KIIMEHT-cepBep”

C) MIPOBOJHBIE U OECTIPOBOIHBIE

d) noxkanpHBIEC U TII0OATEHBIE

2. Kakoe U3 yTBepKIEHHUI BEPHO

a) bectipoBosiHbIe ceTH SIBISTIOTCS Ooiee HaIEKHBIM CPEICTBOM TIepeIayd CUTHAIOB, YeM TPOBO/I-
HbIE

b) [y mepenadn CUTHAIOB B OECTIPOBOIHBIX CETSAX HCIOIB3YIOTCS PATHOCUTHAIBI ONITUYECKOTO
JanazoHa

¢) OTHOMOJIOBBII BOJIOKOHHO-ONITHYECKHUH Ka0elb MO3BOJISIET MepeaBaTh CUTHAIBI Ha OOJbIIHe
paccTosiHUs, YeM MHOTOMOIOBBIN

d) KaGenp Trma «BUTas mapa» mo3BOJSIET MEPEIaBaTh MIEKTPUICCKIE CUTHAIIBI HA PACCTOSHHUS JI0
40 kuIOMeTpoB

3. Bagaueil kakoro ypoBHs mozaenu OSI sBisercs yrpaBieHHE JTOCTYIIOM K Cpele B CETsX, IMOo-
CTPOCHHBIX Ha OCHOBE pa3/ieNsieMOi cpeibl?

a) IPUKJIATHOTO

b) cereBoro

C) KaHAJBLHOTO

d) dusmueckoro
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4. B texnonoruu Ethernet pazmep mosst JTaHHBIX CTaHJAPTHOTO Kaapa

a) He nomxken npesbimatk 1500 6aiit

b) He orpanunuen

¢) He nomkeH npeBbIaTh MaKCUMAJIBHBIN pazMep ip-makera — 65536 Gait

d) 3aduxcupoBan u Bcerna cocrapusier 1500 6aiT

5. Kakoe MUHUMabHOE KOJUYECTBO YPOBHEH MPOTOKONOB (B TepmuHax Mozaenn OSI) momkHbI
NOJIEPKUBATh MapIIPYTU3aTOPBI CETEN ¢ KOMMYTAIUEN MaKeTOB?

a)l

b) 2

c)3

d) 4

6. IP-anpec 192.168.0.5 oTHOCHUTCS K

a) 3ape3epBUPOBAHHOMY [MANa30Hy agpECOB JJsl YAaCTHBIX CETEH, HE MapUIpyTH3UPYEMOMY B
cetn MuTepHer

b) lnana3ony nmyOIMYHBIX apecOB, MAPIIPYTH3UPYEMOMY B ceTH MIHTepHET

¢) llIupokoBemarenbHpIM aipecaM, KOTOPbIE UCIONIB3YIOTCS Ul PACCBIIKM MAKETOB BCEM Y3JlaM
JIOKaJIbHOM CETU

d) I'pynnoBeIM agpecaM, HCIOIb3YyEMBbIM JJIs1 MApLIPYTU3ALUN

7. Macka Ho/ICeTH yKa3bIBaeTCsl BMECTE C ip-aJJpecoM U HeoOXoaumMa st

a) onpexaenenust MAC-aapeca ycTpoicTBa-moydaresst

b) onpenenenuss HoMepa MoJICeTH, KOTOPOI MPHUHAUICKHUT ip-aapec

C) BBIUUCIIEHUS JOMEHHOT'O UIMEHH cepBepa

d) BeIUMCIICHHS aapeca IPYNIIOBON PACCHIIKU B JIOKAJILHON CETH

8. [lepexon Ha mpoTokon IPv6 mo3BosIseT yCTpaHUTh CISAYIONIYIO MPOOIeMy

a) HeXBaTKa aJpeCHOI0 MPOCTPAaHCTBA NpoTokoia [Pv4

b) mHexBatka MAC-anpecoB yCTPOUCTB

C) MEJIEHHOE COIMOCTABJICHHE IOMEHHOT0 uMeHH U [P-anpeca

d) HEBO3MOXKHOCTH TIpsiMOTO MpeodpazoBanuss MAC-anpeca B TOMEHHOE UMsI

9. K tpancniopraomMy ypoBHI0 Moaenu OS] oTHOCSTCS IPOTOKOJMBI:

a) IP, RIP, OSPF

b) SSL, TLS

¢) SMTP, IMAP, POP3

d) UDP, TCP

10. Kakoe u3 yTBEpKICHHI BEPHO

a) IIporokon UDP rapantupyeT 10CTaBKy JaHHBIX IOJIYYaTENo 3a CYET yKa3aHUs HOMEpa Mmopra
IIPWIOKEHUH OTIPABUTEINS U MOJTy4daTelIs

b) IIpotokon TCP sBnseTcs HEHAAEKHBIM CPEACTBOM JOCTABKM JAHHBIX, TaK KaK TpeOyeT ycra-
HOBJICHUS JIOTHYECKOTO COCINHEHUS

c¢) IIporokon TCP rapanTupyer AOCTaBKy JaHHBIX 3a CYET YCTAHOBJIEHUS JIOTMYECKOTO COEIMHE-
HUS U IOATBEPKICHUS NOJIYyYEHHS KaKIOTO CErMEHTA JaHHBIX

d) [Ipotokon UDP sBnsiercs Haa&KHBIM CPEICTBOM JOCTAaBKU JaHHBIX, TaK KaK MCIIOJB3YET ajro-
PUTM CKOJIB3SILEr0 OKHA

11. Ilo xaxoit npuunHe B npotokoie RIP paccrosiHue B 16 X0noB MeX Ay CETAMU MOJIAaracTcs HeJ0-
CTUKUMBIM?

a) 1oJie, OTBEACHHOE AJIsl XpAHEHUS 3HAUEHUS pacCTOSHUSA, UMEET JUIMHY 4 IBOUYHBIX pa3psaa

b) a1 mosy4eHus: NPUEMIIEMOTO BpEMEHN CXOAUMOCTH aJIFOPUTMa

C) ceTH, B KOTopbIX padoraet RIP, penko ObIBAIOT GOIBIIUMHU

d) TaGnuIpl MapIIpyTH3alUA HE MOTYT XpaHUTh OoJibie 16 3anmceit

12. IIpotokon OSPF npu noctpoeHnu TabIUIIbl MapIIPYTU3ALUN YIUTHIBAET

a) TonbKO paccTOsIHUE 10 CETU Ha3HAYEHUS

b) CocrosiHue KaHasa 0 CETH Ha3HAYCHHUs, BKIIIOYAsl TAaKKUE MapaMeTpbl KaK MPOIMYCKHas CIIOCcO0-
HOCTb, 33JI€PKKa, HaIEKHOCTh KaHaJIa

¢) Ip-agpeca Bcex nozceTel, exKalmx Ha MyTH K CETH MOJTy4daTens

d) Homepa aBTOHOMHBIX CHCTEM NPH NEPECHUIKE MAKETOB Yepe3 MarucTpaibHyIO CETh
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13. Yto nyxHo caenats Ha DHCP cepBepe uTOOBI HCKIIOUUTD BBIZauy onpeaeneHHoro IP aapeca
13 CYILIECTBYIOILIETO IUamna3oHa’?

a) co3nars auana3oH [P agpecos

b) coznats mapametp DHCP

¢) co3marb obiaacts DHCP

d) cozmate uckmouenue nis [P agpeca

14. JIns TectupoBanus mpeoOpa3oBaHus JOMEHHBIX UMEH B ip-aapeca cinyx0oit DNS B oneparu-
OHHBIX cucTteMax Windows nMpuMeHseTCsl KoMaH/a

a) Nslookup

b) Arp —a

c) Netstat —n

d) Tracert

15. Kakoe u3 yTBepkKA€HUH SBISETCS BEPHBIM

a) IIpoTokomn http siBisieTcst 6e30macHBIMU MPOTOKOJIOM MEPEAayYH TaHHBIX, T.K. TO3BOJSET UCIIONb-
30BaTh ayTEHTU(HUKAIIMIO [TOJIH30BATENs Ha BeO-cepBepe

b) IIporokon https siBisieTcs 6€30MacHBIM TPOTOKOIOM MEPEeaun TaHHBIX, T.K. MHU(PPYET Bce AaH-
HbIE C MOMoIIbI0 ipoTokona SSL/TLS

¢) I[Iporoxkon ftp mmdpyeT maHHBIC HA TTAPOJIE TIOIB30BATENS

d) IIpoTokon telnet mo3BosgeT 6Ge30MaCHO MOJKITIOYATHCS U YIIPABIAThH YAATEHHBIM CEPBEPOM, TaK
KaK €ro JaHHbIE BCET/a MPOXOIAT MPOBEPKY MEKCETEBOM dKpaH

16. [yt oTpaBKU COOOLICHUI 3TIEKTPOHHOM MOYTHI UCIIOIB3YETCSI TPOTOKOI

a) Smtp

b) Pop3 nnu imap

¢) Snmp

d) Smime

17. Kak Ha3piBaeTcsi 00beKT Active Directory, KOTOpBIi XpaHUT WH(POpMAIU0 00 YUYETHBIX 3aru-
csiX, OOIIUX pecypcax, NoJpa3AeIeHUAX ?

a) CETEBOM JIOCTYI

b) kaTayor

C) mamnka

d) nomen

18. Kakoit mpOoTOKOI UCTIONB3YETCs IS JOCTYIIA K ciyk0e kataisoro AD?

a) LDAP

b) ShareDiscovery

c) ADSL

d) UDP

19. KomnbroTep, 3aHUMAIOLINICS 0OCITy>)KUBaHUEM CETH, YIIpaBJICHHEM Mepenadcii cooomeHni, u
MPEIOCTABIAIOMINN YAaJCHHBIA JOCTYII K CBOUM pecypcaM, Ha3bIBaeTCs

a) xabom

b) cepBepom

) paboueii cTaHITHEH

d) xoctom

20. Meron nepenaun JAQHHBIX, IPH KOTOPOM JaHHBIEC MEPECHUIAIOTCS B JIBYX HAIpABJICHUSX O-
HOBPEMEHHO, Ha3bIBACTCH ...

a) CUMIUIEKCHBIM

b) nymiaeKCHbIM

C) CUHXPOHHBIM

d) momymymieKkcHbIM

14.1.2. Jxk3aMeHallMOHHbIE BONPOCHI
1. [Tonsitue cetu. TpeGoBanus, MPEIbABISIEMBIE K CETH.
2. Knaccudukanus cereit. [Ipuznaku knaccudukanuu.
3. CereBble Tononorun. [IpenmyiecTBa 1 HEOCTATKUA OA30BBIX CETEBBIX TOMOIOTHIA.
4. Metoap! aapecarii B MaJbIX U O0IbIIHNX ceTsax. TpeboBaHus K aapecam.
5. O6opynoBanue cereit. uznueckas U JOTHYECKast CETMEHTAIIUS CETH.
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6. OcHOBHbIE BUABI NIEpeAaronX cpell. VX XapakTepucTHKY.

7. CereBast Mmogenb OSI. Haznauenue. YpoBHU B3aUMOJICUCTBUSA OTKPBITBIX CUCTEM.

8. Crannaptusanus cerei. [Ipoexr 802.x.

9. Metogpl ocTyna K Cpelie nepenayn JaHHbIX.

10. [Nonarue nporokona u uaTepdeiica. Creku mpoTokonoB. CTaHAAPTHBIE CTEKH MPOTOKOJIOB.

11. CereBas apxutektypa Ethernet.

12. CereBas apxurektypa Token Ring.

13. CereBas apxutekrypa FDDI.

14. CereBble onepanvoHHbIe cUCTEMBI. TpeOoBaHus, npeabsBiseMble K ceteBbiM OC.

15. ba3oBbie MPUMHUTHBHI TIEpEIaun COOOIEHNUN B PACTIPECIICHHOW CeTH. BBI30B yIaeHHBIX MIPO-
HeaAyp.

16. Pactipenenennbie daiinoBsie cucteMbl. CeMaHTHKa pa3aeneHus (paiios.

17. Cryx0b1 nMeHOBaHUs pecypcoB. Ciyk0a KaTajaoroB. JJoMeHHBIH MOIXO.

18. T'moGanphas cets WuTepHeT. Iloctpoenue. OcHoBHBIe TOHATHSA. CeMEHCTBO MPOTOKOJIOB
TCP/IP u ero poJib B MOCTPOCHUHU TTI00aTIBHBIX CETEH.

19. Crek npotokonoB TCP/IP. O6nacts npuMmeHeHus1. OCHOBHBIE XapaKTEPUCTHKHU.

20. IP-agpeca. Knaccsl IP-ceteii. Cetn nepeMeHHOM UIMHBI.

21. O6opynosanue I'BC. KpaTtkas xapakTepucThKa 1 Ha3HAYCHHE.

22. Mapmipyrusanus [P-npotokona. AnropuTMbl MapIpyTHU3aLnH.

23. IIporokomnel Mmapmpytuzanuu RIP u OSPF. Xapakrepuctuku, 1TOCTOMHCTBA U HEAOCTATKH.

24. TIpotokon ARP. Haznauenue. [Ipunnun GpyHKIIMOHMPOBAHUSI.

25. IIporoxon DHCP. Haznauenue. [Ipuniun GyHKIHOHUPOBAHUS.

26. Ciyx6a DNS. Haznauenue. [IpuHimn GyHKIMOHUPOBAHHUS.

27. Cetb UnTepret. CriocoObI moakitoueHus kK cetu. OCHOBHBIE CITyKObI ceTu IHTepHET.

28. Cityxx661 WWW 1 FTP. [Tapamerps! nonkmtouernnsst K WWW unu FTP cepsepy.

29. Cnyx6a E-mail. [TapameTp modToBOro KIreHTa Ajisi pabOThI ¢ AJIEKTPOHHON TTOYTOM.

30. Cnyx0a UseNet. ITouck rpynn HoBocteii. [loamnucka Ha pacchbUIKy TpyIII HOBOCTEH.

31. Cetn nHa ocHoBe OC Windows. OCHOBHbIE TOHSTHS W TPUHIUIBI OPTraHU3AIMN CETH
Microsoft.

32. OcHOBHBIE KOMaH/IbI, UCIIOJIb3yeMbIE TIPH paboTe C CEThIO B PEKUME KOMAHHOU CTPOKHU.

33. IIporpamMMHbBIE KOMIIOHEHTBI, HEOOXOAMMBIE NIl pabodeil cTaHIIMKM B ceT. Ha3HaueHune Kax-
JIOM KOMIIOHEHTHI. [IpuMepsl.

14.1.3. Tembl 0NIPOCOB HA 3aHATUSX

OCHOBHbIE MOHATHS KOMIBIOTEPHBIX ceTeil. TUIbI KOMIBIOTEPHBIX ceTeil. Ddu3nueckas U Jorude-
ckasi Torosiorus cetu. OCHOBHBIE CETEBbIE CITY>KOBbI.

MHoroypoBHeBasi OpraHU3aIus KOMOTHIOTEpHBIX ceTell. [loHsTust mpoTokona, nHTepdeiica, creka
poTokosoB. Moaens OS], e€ ypoBHU 1 UX Ha3HAYCHHE.

Ou3nyeucKkuil ypoBeHb. THIbI (U3MUECKUX CPEell Iepelaud CUTHANIOB, UX XapakTepucTuku. Koau-
pOBaHUE JBOMYHBIX TaHHBIX. Buabl Moaysaum.

KananbHblii ypoBeHb. MeToabl 10ocTyma K cpefe nepeaayun. TexHomnorus Ethernet.

CocraB ceTeBOro 000pyioBaHus JOKaJIbHbIX ceTeil. [IpuHIunbl paboThl KOHIEHTPATOPOB, MOCTOB,
KOMMYTATOpPOB.

CeteBoil ypoBeHb. [Ipuninuner mapmpyruzanuu. Haznadenne u crmocoObl MOCTPOCHHS TaOIIUIL
MapuipyTh3aluud. BeKTopHbIe MPOTOKOIIBI MapLIPYTU3ALMU U IPOTOKOJIbI COCTOSIHUS KaHaua.

Tpaucnioptaeiii ypoBeHb. [Ipotokonst UDP u TCP. Otansl co3nanust 1 oOMeHa JaHHBIMH B paMKax
JIOTUYECKOT0 COEMHEHUS. AJITOPUTM CKOJIB3BILIETO OKHA.

[TpuknagHoit ypoBeHb. [lomynspHbie TPOTOKOIBI MPUKIAAHOTO YPOBHS. Ciiy)kKeOHBIE MPOTOKOIIBI
npuknaanoro yposHs DHCP u DNS. Dnexrponnas noura. Be6. FTP.

14.1.4. Tembl 1a00paTOpHBIX padoT
MogenupoBaHue CEeTeBbIX YCTPONUCTB U MPOTOKOIOB B JIOKAJBHBIX CETSIX
Hacrpotika nogxirouenus y3na k cetu. Crek nportokonoB TCP/IP. IlpuknagHpie MPOTOKONBI CETH
WNutepHer.
Cetu Microsoft Windows. YnpaBiieHue ceTeBbIMU peCypcaMy B OJJHOPAHTOBOM CETH.
Cetu Microsoft Windows. Active Directory. YnpaBieHue ceTeBbIMH pecypcaMu KOPIIOPaTHBHOM
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ceTy. [ pynnoBbie NOIUTHKY.
MonenupoBanre 6a30BbIX CITYKO M TIPOTOKOJIOB MAPIIPYTH3AIMH B TIIO0ATBHBIX CETIX
Bbazoseie ciyx0b1 cetu Murepuer. DHCP. DNS. IIpoTokonsl MapmpyTu3anuu.
[Mpuknagasie cnyx0n cetn MHTepHET. HacTpoiika Web- u FTP-cepsepos.
[Tpuknanneie ciyx0b1 cetn MaTepHeT. HacTpoiika cepBepa 37€KTPOHHON MOYTHI.
AnTuBHpycHas 3amuTa. [lepcoHanbHbIE CETEBBIE IKPAHbI

14.1.5. Tembl KypcOBBIX POEKTOB / KypCOBBbIX padoT

1. IlpoexTupoBaHue JOKATbHBIX U PACIPEICICHHBIX CETEH TUIIOBBIX KOH(UTypaIHii;

2. IlpoexkTupoBaHMe W HACTPOIKAa CHCTEMbI YIIpaBJIEHUS CETEBBIMH pecypcamMu Ha 0Oaze Active
Directory;

3. IlpoexTupoBaHue M HACTPOlKa KOMMYHUKAIIMOHHBIX CEPBUCOB Ha 0a3e CTaHIAPTHBIX CIYKO
cetu MHTEpHET;

4. Pa3paboTKH KJIIMEHT-CEPBEPHOTO MPUIIOKEHMUS,;

5. IlpoexTHpoBaHUE M HACTPOIKa CETEBBIX XPAHWJIMIL U CETeH JOCTyna B BUPTYyaJbHON MH(pa-
CTPYKTYpE.

14.2. TpeGoBaHHsI K OLCHOYHBIM MATEPHAJIAM JJIsl JIHI C OTPAHUYCHHBIMHU BO3MOKHOCTAMH
310pPOBbS 1 HHBAJIN/10B

Jlis v ¢ orpaHMYEHHBIMUA BO3MOYKHOCTSMHU 3/I0POBbSl M1 MHBAIUIOB IIPELYCMOTPEHBI TOIOIHU -

TeJbHbIE OLIEHOYHbIE MaTEpHUAJIbl, IEPEUEHb KOTOPBIX YKa3aH B Tabuuue 14.

Ta6Jmua 14 — I[OHOJIHI/ITeJIBHLIe MaTepuajibl OLCHUBAHUSA IJId JIML C OrPAHUYCHHBIMU BO3MOXKHOCTAMU
310POBbS U HHBAJINIOB

Kareropun Bupl TONOTHUTETBHBIX OLIEHOYHBIX ®opMbI KOHTPOJIS M OLICHKH
00y4JaroLIXCs MaTepuaioB pe3ynbTaToB 00y4eHus

TecThl, MICEMEHHBIE CAMOCTOSTEIbHbIE
paloThI, BOTIPOCHI K 3a4eTy,
KOHTPOJIbHBIE Pa0OTHI

C napymeHusMu
cryxa

[IpenmyiieCTBEHHO MUCbMEHHAS
MIpOBEpKa

C mapymenusamu | CobeceoBaHue 1Mo BOpocam K 3aueTy, | [IpenmyiiecTBeHHO yCTHas TPOBEpKa

3peHHs OTIPOC MO TePMUHAM (MHIUBUYaJIbHO)
C HapymeHusMu Pemenue qucTaHIIMOHHBIX TECTOB,
OTIOPHO- KOHTPOJIbHBIE Pa0OTHI, MUCbMEHHbIE | [IpenMylecTBeHHO AUCTaHIIMOHHBIMU
JIBUTATEJILHOTO CaMOCTOSITENIbHBIE PadOTHI, BOPOCHI K METOJaMH
ammapata 3a4ery
C orpanuuenusiMu 1o | TecThl, TUCbMEHHBIE CAMOCTOSITENILHBIC [IpenmymiecTBEHHO pOBEpKa
00IIEeMEeTUITTHCKIM paboThI, BOTIPOCHI K 3a4eTy, METOJAMM UCXOJS U3 COCTOSTHUS
MOKa3aHUsIM KOHTPOJIbHBIE Pa0O0ThI, YCTHBIE OTBETHI | OOY4alOIIErocsi Ha MOMEHT NMPOBEPKU

14.3. MeToauuecKue peKOMEHIANMNH M0 OIEHOYHBIM MATepPHAJIaM JIJIsl JIMI[ C OTPAHHYEHHBIMU
BO3MO’KHOCTSIMU 3/I0POBbsI 1 HHBAJIN/I0B

I[J'IS[ JiiL ¢ OrpaHU4YCHHBIMHU BO3MOXHOCTAMHU 3J0POBbA WU HHBAJIWAOB IMPEAYCMATPUBACTCA HO-
cTymnHas (hopMma Mpe0CTaBICHUS 3aJaHUH OIICHOYHBIX CPEJICTB, 8 UMEHHO:

- B IIe4aTHOU (hopme;

- B TIeYaTHOM (hOpMe C YBEITHUEHHBIM MIPUPTOM;

- B (hopMe AIIEKTPOHHOTO IOKYMEHTA;

- METOJIOM YTCHHS aCCUCTCHTOM 3aJIaHUs BCITYX;

- MPEIOCTABICHUE 3a/IaHUS C UCTIONB30BAaHUEM CYpPJIOTIEPEBO/IA.

Jluiam ¢ OrpaHWYEeHHBIMH BO3MOXXKHOCTSIMH 3JIOPOBbSI M MHBAIHMIAM YBEJIHMUUBACTCS BpEMs Ha
MOJITOTOBKY OTBETOB Ha KOHTPOJbHBIE BONpPOCHL. [Iiist Takux oOyuaromuxcsi npeaycMaTpuBaeTcs TOCTyI -
Has popMa mpeoCTaBICHHS OTBETOB Ha 3a/IaHUs, & UMCHHO:

- MMCbMEHHO Ha Oymare;

- Ha0Op OTBETOB Ha KOMITBIOTEPE;

- HaOOp OTBETOB C UCTIOJIH30BAHUEM YCIIYT ACCUCTCHTA,
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— MIPE/ICTaBJICHUE OTBETOB YCTHO.

[Tponienypa orieHUBaHUS PE3YIbTATOB OOYYEHHS JIMII C OTPAaHUYEHHBIMU BO3MOKHOCTSIMH 3/10pO-
BbSl 1 MHBAIHIOB 110 JUCLUILIMHE TpeIyCMaTpUBaeT IpenocTaBieHne nHpopManuu B popMax, aaanTH-
POBaHHBIX K OTPAHUYCHUSAM HX 3A0POBBS M BOCIPUATHS HH(POPMALIUU:

JIJ1s1 JIMI ¢ HAPYIIEeHUSIMH 3PeHust:

- B (hopMe INIEKTPOHHOTO IOKYMEHTA;

- B IIEYaTHOM (hOpMe YBEINYEHHBIM MIPH(TOM.

JIJ1s1 JIMI ¢ HAPYIIEHUSIMH CJIyXa:

- B (hopMe IIIEKTPOHHOTO IOKYMEHTA;

- B reyaTHou (opme.

JI71s1 JIM1 ¢ HAPYLIEHHSIMH OTIOPHO-IBHIaTeJILHOTO anmapara:

- B (hopMe IIIEKTPOHHOTO IOKYMEHTA;

- B Ie4aTHoOU opme.

[Tpy HEOOXOMUMOCTH /TS JIUIL] C OTPAaHUYEHHBIMHU BO3MOXHOCTSIMU 3/I0POBbs U MHBAJIUI0B IpOILIE-
Jypa OIICHUBAHUSI PE3yIbTaTOB 00yIECHHUST MOXKET IIPOBOIUTHCS B HECKOIBKO ITAIIOB.
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