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PilCC.\l()TpCH&l 151 ()ﬂ()(’)pCHll Ha 3aCCJaHuM Kil(t)ﬁ;{pbl
npotokot Ne 6 oT « 15 » 5 2018 r
JIMCT COI'JTACOBAHUA

PabGouass mporpamMMa IUCHUIUIMHBI COCTaBJieHa C y4dyeToM TpeOoBaHui (enepanbHOTO
rOCyJapCTBEHHOTO 00pa3oBaTelbHOTO cTannapra Boiciiero oopaszoBanus (OPI'OC BO) no HampaBieHHIo
noarotoBku (crnenuanbHocTh) 10.03.01 MudopmanmonHas Ge3omnacHOCTh, yrBepkaeHHoro 01.12.2016
roga, paccMorpeHa u onoOpena Ha 3acenanuu kadenpst KUBDBC «  » 20 rona,
poTOKOJ Ne

PazpaboTunku:
[Ipenomasatens kad. KUBOBC A. 10. Sxumyk
JHouent kad. KUBDBC A. A. Kones

3aBeayroniuii odecreuynBaromiei kad.
KNBE2BC A. A. lllenynanos

Pabouast mporpaMma JUCIUILIMHBI COTIIACOBaHa ¢ (PaKyJIbTETOM U BBITyCKaOIIeH Kadeapoi:

[exan ©b E. M. 1aBbiioBa
3aBenyronIuii BeITycKaromiei kad.

KHNB2BC A. A. lllenynmanos
OKCHepThl:

JHouent kad. KUBDBC E. 10. KocTtrouenko
Honent kad. KUBDBC K. C. Capun
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1. lean u 3aa49u TUCUMILJIUHBI

1.1. Heau TUCHUNIHHBI
[lenpro mpenogaBaHus AUCLUILIUHBI SIBIIsETCS 00ydeHHE CTYAEHTOB IMPUHIUIAM 3KCILTyaTalluu
OBC u cerell Ha ypOBHE CUCTEMHOI'O aIMUHUCTPUPOBAHUSI.
OObexTaMu U3y4eHUs SIBJIAIOTCA:
IPUHLIMIIBI CHCTEMHOTr0 agMuHucTpuposanust OBC u cereii;
anmnapaTHoe M IpPOrpaMMHOE (BKJIIOYas ONEpaloHHbIe cucTeMbl) obecneueHne OBC ¢ Touku
3peHusl aBTOMATU3AlUN YIIPABICHUS UMH.

1.2. 3aga9yn THCHUILIAHBI

— TIONyYeHWE CTYACHTaMH 3HAHMW O 3aJadyaX W HOPMATHUBHO-TIPABOBOM OO0CCIICUCHUU
CUCTEMHOTO aJIMUHUCTPUPOBAHMUS;

— TIOJIyYEHHE€ CTYyJACHTaMU YMEHHUH, CBA3AHHBIX C KOHTPOJIEM ammapaTHOM U HPOrpaMMHOM
koHpurypammu IBC;

— TIOJIy4YEHUE CTYJCHTAMU 3HAHUKW O METOoJaX M YMEHHMH MO HCIOJIb30BAHUIO CPEJICTB
aBTOMAaTHU3aIMK pabOTHI C ammapaTHbIM W MporpaMMHBIM obecrieueHneM DBC, B TOM 4mciie B paMKax
JIOKAJbHOM BEIYHUCIUTECILHOM CETH

2. Mecto aucnuniannsl B crpykrype OIIOII

Huctumnmuna «Cuctemuoe aamunuctpupoBanue» (b1.B.JIB.3.1) otHocutcs k Onoky 1
(BapuaTHBHAs 4acTh).

[IpenimecTByOIUMU ~ TUCHUIUIMHAMHY, (DOPMHUPYIOIIMMU  HayajbHbIe 3HAHUS, SBISIOTCA:
be3zonacHocTh onepannoHHbIX cucteM, besonacuocts ceteit 9BM, MudopmaTika.

[Tocneayromumu JUCHMILTUHAME SBISIOTCS: be3omnacHoCcTh mporpaMMHOro odecreueHus, 3aimTa
BBIITYCKHOW KBaNIM(UKAMOHHON pabOThI, BKJIIOYAs MOATOTOBKY K TPOLEAYPE 3aIIUTHI M IMPOLEAYpPY
3amuThl, [Ipenaumniomnaas npakTuka.

3. TpeGoBaHus K pe3yJibTaTaM OCBOCHHS TUCHUIIHHBI

[Tponecc n3yyeHus QUCUUIUIMHBI HApaBJIeH Ha (JOpMUPOBAHUE CIEAYIOLUINX KOMIIETCHIINI:

— TIK-1 cmocoOGHOCTBIO BBIMOMHATH PAOOTHI MO YCTAaHOBKE, HACTPOWKE M OOCITYKHBAaHUIO
IIPOrpaMMHBIX, NPOTrPaMMHO-aNMapaTHBIX (B TOM YHCI€ KPUNTOrpapUuecKUX) U TEXHUUYECKUX CPE/ICTB
3alIUThl HH(OPMALIUH;

— IIK-3 cnocoOHOCTBIO aIMUHUCTPUPOBATH MOACUCTEMbl MH(GOPMAIMOHHON 0€30MacHOCTH
00beKTa 3aIUTHI,

B pe3ynbraTe u3ydyeHus AUCHUILTUHBI 00YYatOLIUCs JOKEH:

— 3HaTh OCHOBHbIE 33aJaud ¥  HOPMATHUBHO-NIPAaBOBOE  OOECHEYEHHE  CHCTEMHOIO
aJIMMHHUCTPUPOBAHUS

—  YMeTb OCYILECTBJIATh KOHTPOJIb alllapaTHOM U mporpaMMHoi koHpurypauuu IBC

—  BJIAJIeTh HaBbIKaMHU OOECIeYeHHs aBTOMATU3aLUU PAaOOTHI C almapaTHbIM U MPOTrPAMMHBIM
obecnieueHueM DBC, B TOM uncie B paMKax JIOKaJIbHOW BHIYUCIUTENBHON CETH

4. O0beM AUCHHMILVIMHBI U BUbI y4eOHOH padoThl
OOmast TpyOEMKOCTh IUCLUIUIMHBI cOCTaBiseT 6.0 3a4eTHBIX €AMHUIBI U TpE/ACTaBlIeHa B
Tabymue 4.1.
Tabnuua 4.1 — Tpy10eMKOCTh TUCIUILIIMHBI

Bunbl yueOHOM NesTeNbHOCTH Bcero gacos CemecTtpbl

6 cemecTp
AynutopHsble 3aHATHS (BCETO) 108 108
Jlextum 36 36
JlaGopatopHbie paboThI 72 72
CamocTosTenpHas padora (BCero) 108 108
OdopmiteHne 0TYETOB TI0 J1a0OPATOPHBIM paboTam 64 64
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[TpopaboTka JEKIIMOHHOTO MaTepHaa 10 10
CaMocCTOsATEIbHOE U3YUYEHHE TEM (BOIIPOCOB) TEOPETUUECKON 14 14
4acTH Kypca
Hanwucanue pedepatos 20 20
Bcero (6e3 ax3ameHa) 216 216
OO01mas TpyA0eMKOCTh, 4 216 216
3ayerHble EnuHUIBD 6.0 6.0
5. Conepxxanue qUCUUNIMHBI
5.1. Pa3nesnsl JUCHUIIMHEBI H BUALI 3aHATHHA
Paznenbl AMCIMIUIMHBI U BUJBI 3aHATUN TPUBEACHBI B Ta0uIe S.1.
Tabmuma 5.1 — Pa3gensl quCHUININHLI U BHABI 3aHATHH
Bcero
JIab. Cawm. yacoB | Dopmupyembie
HazBanus pasznenoB AUCITUTUIHHBI Jlek., u
pab.,a | pab., (6e3 KOMIICTCHITHH
AK3aMeHa)
6 cemecTp
1 OcHoBHbIe TpUHLMIIBI 3KcIUTyaTauuu DBC 6 0 2 8 IIK-1, I[IK-3
U ceTei
2 Yupasnenue DBC u 10KanbHBIMU 8 20 28 56 ITK-1, TTIK-3
BBIYUCIUTEILHBIMU CETIMH
3 Dkcrutyaranus amnmnapaTHoro ooecrnedeHus 6 12 18 36 IIK-1, I[IK-3
OBC
4 DkcrutyaTanus onepaluoHHbIX CUCTEM 10 24 28 62 IIK-1, I[IK-3
OBC
5 Dkcmmyaranus IpUKIagHOro 6 16 32 54 [IK-1, I[IK-3
nporpaMMHoro obecrneuenust 9BC
Hroro 3a cemectp 36 72 108 216
Hroro 36 72 108 216
5.2. Conep:xanue pa3ieoB IMCUUILIAHBI (110 JIEKIUSIM)
Coneprkanue pas3iesioB JUCIUIUIHH (T10 JICKIIMAM ) IPUBEIEHO B Tabuiie 5.2.
Tabnuna 5.2 — ConepkaHue pa3AenoB TUCIHUIUIMH (TIO JEKITUSIM)
ConeprkaHue pa3ieaoB JUCHHMILIMHEI (o | Tpygoemkocts, | DopMupyeMelie
HaszBanus pasnenos Aep pasit Amen ( pyA ’ pMHIPY
JICKITUSIM) q KOMIIETEHIUU
6 cemectp
1 OcHoBHEIE OcHOBHBIC 331a9¥ CUCTEMHOTO 6 IIK-1, T1IK-3
TIPHHITAITHI aJIMHHHUCTPUPOBAHUS JIOKATBHON
skcruryataru OBC u | BerurcnuTenbHOM cetu. HopmaTuBHO-
cerei MIPaBOBast JOKyMEHTAIUS B CHCTEMHOM
aJIMUHUCTPUPOBAHUU. TUTIBI TUIICH3UN HA
nporpammHoe obecrieuenue. Kypcer
MOBBIIICHUS KBaTU(UKAIIUU CHCTEMHBIX
aJIMHHHCTPATOPOB.
Hroro
2 Vupasnenue OBC u | Meronbl u cpesicTBa onpeaeneHus IK-1, T1K-3
JIOKAJIbHBIMU anmnapaTHOW U MPOrpaMMHOM KOH(UTypaIu
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BBIYUCITUTEIbHBIMU OBC. KoHTpoib U3MEHEHHI cocTaBa
CeTsIMU anmnapaTHOTO U MPOTrPAMMHOTO O0eCTIeueHUs
OBC B paMKax JIOKaJIbHON BBIYUCIUTEIbHOM
ceTu. Y IalleHHbIN J0CTYN U YIIPaBICHUE
OBC. IIpeumyniecTBa BUpTyaIu3aluu
OTEPALMOHHBIX CUCTEM U CETEBBIX
CepBHUCOB. MeToabl U cpeicTBa
BUPTYyaAJIU3AI[MU ONIEPALIMOHHBIX CUCTEM U
MporpaMMHOT0 obecnieuenus. Marerpanus
BUPTYQJIbHBIX ONEPALMOHHBIX CUCTEM U
MIPOrPaMMHOT0 OOECTIeUeHHs B JTOKAIBHYIO
BBIYUCIIUTEIIBHYIO CETh.

Utoro 8
3 Dkcrutyaramus Mertoabl U cpeicTBa TECTUPOBAHUS 6 IK-1, TTK-3
anmapaTHOTo OBICTPOJICHCTBUS AlIapaTHOTO 00eCTICUSHHSI
obecneuenus OBC OBC u nepenauu JaHHBIX B JOKaJIbHOMN

BBIYHCIUTENLHOM ceTu. MeToabl
obecrieyeHus HaiexHOCTH paboTel DBC.
MeTo/b1 U CpeaCcTBa KOHTPOIIS U
JTUATHOCTUKHU COCTOSIHUSI allapaTHOTO
obecneuenus DBC. PezepBupoBanue
anmapaTHOro 00CCIICYCHUS U TAHHBIX.
RAID-maccuBsl.

Htoro 6
4 DkcrutyaTauus MeTozb! U cpelicTBa aBTOMAaTHU3aLUU 10 IIK-1, IIK-3
OTIEPALIMOHHBIX CUCTEM | YCTAHOBKH M HACTPONKU ONIEPAIIMOHHBIX
5BC cucteMm Ha JokainbHbIx OBC. Cpeacrsa

pE3EpPBUPOBAHUS U MIEPEHOCA HACTPOEK
ONEpPalMOHHON CUCTEMBI. MeToAbI U
CpEeACTBA AaBTOMATU3AllUH YCTAHOBKH U
HaCTPOMKHU OonepalMoHHbIX cucteM Ha DBC,
BXO/IAIINX B JIOKAIbHYIO BBIYUCIUTEIBHYIO
ceTb. MeTo/Ibl U Cpe/icTBa OOHOBJICHUS
ONEPAIMOHHBIX CUCTEM.

Hroro 10
5 Dkcrutyaranus Meroasl U cpecTBa aBTOMATU3ALUN 6 IK-1, T1K-3
MPUKIIATHOTO YCTaHOBKH NPOTPaMMHOI0 00ecrieueHus Ha
IIPOrPaMMHOTO OBC, BXOAAIKX B JIOKAJIbHYIO
obecneuenus DBC BBIYHCIIUTENbHYIO CETh. MeTo bl

pE3EPBUPOBAHUS U IIEPEHOCA HACTPOEK
mporpaMmMHOTO obecrieuenus. Metoasl u
CpeacTBa OOHOBIEHUSTIPOTPAMMHOTO
obecrieuenus. CpencTBa aBTOMAaTU3AIUN
PE3EPBUPOBAHUS U CHHXPOHU3ALUU JaHHBIX
B paMKax JOKaJbHOW BBIUUCIUTEIIHLHON CETH.

Hroro 6

Hroro 3a cemectp 36

5.3. Pa3nenbl AUCHMILIMHBI U MEKIMCIUIIIMHAPHBIE CBSI3H ¢ 00ecneYHBAKIUMU (NPeAbIIYIHMH)
U o0ecneynBaeMbIMHU (MOCIEAYHOIMMHU) AUCUUIITIMHAMMA
Paznienbl AUCHUIIIMHBI U MEXIUCHUIUIMHAPHBIE CBA3HM C 00ECIEUMBAIOUIMMHU (MIPEABIAYIINMHU) U
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obecrneurBaeMbIMH (ITOCIICTYIOIMMHI ) TUCIUTUIMHAMHI TIPEICTaBICHBI B TabmuIe 5.3.
Tabmmma 5.3 — Pa3genbl MCHUIUIMHBI U MEKIUCIIUTUTMHAPHBIE CBSI3H

No paznenoB 1aHHOW AUCIUILIMHBL, JUTISI KOTOPBIX
HE00X0IMMO H3y4YeHHE 00ECTICYNBAIONITNX U
HaumenoBaHue MCIUILINH 00ecreunBaeMbIX TUCITUTUIAH
1 2 3 4 5
[IpenmiecTByOMME TUCITUTITAHBI
1 BezonacHOCTh OMepaluOHHBIX CUCTEM +
2 be3omacHocTh ceTeit 9BM + + + + +
3 Undopmaruka +
[Tocnenyromye TUCITUTITMHBI

1 BezonacHOCTh TPOrpaMMHOTO +
o0ecrieyeHus
2 3amura BHITYCKHOM KBaTU(pUKAIMOHHON
paboThl, BKIIIOYAsl MOJATOTOBKY K MPOIEaype + + + + +
3aIUTHI U TPOIEAYPY 3AIIUTHI
3 IIpenaumioMHast mpakTHUKa + + + + +

5.4. CooTBercTBHE KOMIIETEeHIUI, GOpMHPYeMBbIX IPH U3Y4YEeHUHU AUCHMILINHBI, 1 BUAOB 3aHATHH
CooTtBeTcTBHE KOMIIETEHIUH, (OPMUPYEMBIX NPU HU3YYEHUM IUCLUUIUIMHBI, U BHUJAOB 3aHITHN

MPEACTABICHO B Tabnuie 5.4.

Tabmuna 5.4 — CoorBercTBUE KOMIETEHLMH, (OPMUPYEMBIX IMpPU HM3yYEHUH AUCLUUIUIMHBI, U BHJIOB

3aHATHI
Bune! 3ausatuit
Komnerenmuu ®opMBbI KOHTPOJIS
Jlek. JIab. pab. Cam. pa0.
[1K-1 + + + KoHcrexkT camoItoiroToBKH,
Otyet no nabopaTopHOit padoTe,
Omnpoc Ha 3ansaTHsX, Tecrt,
Pedepar, AuddepenumpoBanHbiit
3auer
T1K-3 + + + KoHcIekT caMoImoAroTOBKH,
Otuer o naboparopHoii padore,
Ompoc Ha 3ansTusx, Tecr,
Pecdepar, JuddepenmpoBannblii
3a4er
6. IHTepakTHUBHBIE MeTOABI U (JOPMBI OPraHU3AIUHN 00yUEHUsI
He npegycmorpeno PYIL.

HaunmenoBanue nabopaTopHbIX paboT npuBeeHo B Tabnuue 7.1.

7. JJaGopaTopHble padoThI

Tabnuna 7.1 — HaumeHoBaHue 1abopaTOPHBIX paboT

CornacoBaHa Ha noptane N2 33583

Tpynoemkocts, | Dopmupyemsie
Hazpanus pasnenos HaumenoBanue nabopatopHbix padboT PYA ’ PMHDY
q KOMIIETEHIINH
6 cemecTp
2 Vupasnenne OBC u | MHBeHTapu3anus annapaTtHoro u 8 I1K-1, T1K-3
JIOKaJIbHBIMU nporpaMmHoro obecneuenust OBC,
BBIYUCIUTEbHBIMU BXOJSILINX B JIOKAJBHYIO BBIYMCINUTENBHYIO
CEeTSIMU CETb.
6




Y nanenssiii noctyn u ynpasienune IBC, 6
BXOJISIINMH B JIOKAITbHYIO BEIYUCITHTEIHHYIO
CETb.
Bupryanuzanus oneparuoHHBIX CUCTEM H 6
POrPaMMHOT0 OOeCTeueHusI.
Hroro 20
3 Dkcrutyatarus TectupoBanue OBICTPOICHCTBHS 6 ITK-1, TTIK-3
anmnapaTHoro anmapatHoro obecneuenust BC.
obecneuenus DBC K
OHTPOJIb ¥ TUATHOCTHKA COCTOSIHUS 6
anmapaTHOro o0ecTeueHus
Utoro 12
4 Dkcrnmyaranus ABTOMaTH3a1Usl YCTAHOBKU M HACTPOUKHU 8 [1K-1, T1K-3
OTIEpPAI[MOHHBIX CUCTEM | ONlEPAllMOHHBIX CHCTEM Ha JIoKaibHbIX DBC.
B o
9BC ABTOMAaTH3aIUsl YCTAHOBKU U HACTPOUKH 8
orepanuoHHbIX cucteM Ha DBC, BXoasmux B
JIOKQJTbHYIO BBIYUCITUTEIHLHYIO CETh.
ABTOMaTH3aIUsl OOHOBJICHUS OTIEPAITIOHHBIX 8
cucteM Ha DOBC, BXOAAIMX B JTOKATbHYIO
BBIYHCITUTEILHYIO CETh.
Htoro 24
5 Dkcrutyararus ABTOMAaTH3aIUsl YCTAHOBKU U OOHOBIICHUS 8 ITK-1, ITK-3
MIPUKIIATHOTO nporpaMMHoro obecrneuenust Ha OBC,
MIPOrPaMMHOTO BXOJISINX B JIOKAJILHYIO BBIYUCIUTEIBHYIO
obecneuenus DBC CETh.
PesepBupoBanHme HACTPOEK MPOrPAMMHOTO 8
obOecrnieueHus. ABTOMaTH3AIIH
pe3epBUPOBAHUS U CHHXPOHH3AINH JAaHHBIX
B PaMKax JIOKAJIbHOM BBIYUCIUTEIHHON CETH
Hroro 16
Hroro 3a cemectp 72
8. lIpakTHyeckune 3aHATHSA (CEMMHAPBI)
He mpenycmorpeno PYIL

9. CamocrosiTejibHasi pabora
Bunel camocTosTensHOM paboThl, TPYJOEMKOCTh U (pOpMHpyeMble KOMIETEHIINH MPEACTAaBIEHBI B
tabmuie 9.1.
Tabauna 9.1 — Buasl camocTosITeNbHON paboThl, TPYAOEMKOCTh U JOPMUPYEMBbIE KOMIETEHIIMH

Buasl camocTositensHol | TpynoemkocTs, | @opMmupyemMblie
HasBanus pasznenos g pyA ’ pMHDY @OpMBI KOHTPOJIA
paboThI q KOMIIETEHIH
6 cemecTp
1 OcHoBHBIE [IpopaboTka 2 IK-1, TTK-3 Ornpoc Ha 3aHATUAX
TIPUAHITAITBL JIEKIIMOHHOTO MaTepuasa
KcIuryaranuu OB
skerutyataunu SBC [pr o 2
U cereit
2 Ynpasnenue OBC |Hanucanue pedepaton 10 IK-1, T1K-3 Omnpoc Ha 3aHATHSIX,
1 JIOKQJTbHBIMU Ortuer o
[TpopaboTka 2 .
BBIYUCIUTEbHBIMU nabopaTopHOI
JEKIIMOHHOT'O MaTepHasa
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CeTSAMHU OdopmieHue oTueToB 1O 16 pabore, Pedepar,
nabopaTopHbIM paboTam Tect
Utoro 28
3 Dkcrutyaramus [IpopaboTka 2 IK-1, TTK-3 Ornpoc Ha 3aHATUSX,
anmapaTHoro JICKIITMOHHOTO MaTepuasa Ortuer 1o
obecnieuenus DBC OdOpMICHHE OTIETOR 110 16 nabopaTropHoOit
pabore, TecT
nabopaTopHBIM paboTam
Hroro 18
4 DKcruTyaTanus Hamnucanue pedeparon 10 ITK-1, TIK-3 Ompoc Ha 3aHATHUSX,
ONepalOHHbBIX TpopaGoTka 2 OrtueT 1O
cuctem OBC nabopaTopHOH
JIEKIIMOHHOTO MaTepuasa
pabote, Pedepar,
OdopmieHne 0TIETOB TIO 16 Tect
nabopaTopHBIM paboTam
Htoro 28
5 Dkcrutyararus CaMOCTOSTEIIFHOE 14 IIK-1, T1IK-3 Ormpoc Ha 3aHATUSX,
HPUKJIAJHOTO U3y4eHHEe TeM (BOIIPOCOB) Otuer no
IPOrPaMMHOTO TEOPETUIECCKON YacTH nabopaTopHOI
obecneuenus DBC |kypca pabote, Tect
[IpopaboTka 2
JICKIITMOHHOTO MaTepuasa
Odopmienue oTueToB 1o 16
nabopaTopHBIM paboTam
Hroro 32
Hroro 3a cemectp 108
Htoro 108
10. Kypcogoii npoekT / kypcoBasi padora
He npegycmorpeno PYIL.

11. PeiiTnHroBasi cucreMa /Uil OLCHKH YCIIeBAeMOCTH 00y4aI0IINXCs

11.1. bajquibHbBIE OLIEHKH JJIS1 3JIEMEHTOB KOHTPOJISA
Tabauna 11.1 — banibHble OLIEHKH ISl 3JIEMEHTOB KOHTPOJIS

. . MakcuMalibHbIN
o MaxkcumanbHbBIH MaxkcumanbHbBIH
OneMeHTsl yueOHOH 6asu1 3a Iepuos Bcero 3a
6amt Ha 1-yro KT ¢ | Gann 3a mepuon
JIESITEIbHOCTH mexnay 2KT u Ha CEMECTp
Hayana cemectpa | mexay 1KT u 2KT
KOHell ceMecTpa
6 cemectp
Koncnekr 5 5 5 15
CaMOTIOJITOTOBKH
Omnpoc Ha 3aHATHAX 5 5 5 15
OTuert o mabopaTopHOH 10 20 20 50
pabote
Pedepar 5 5 10
Tect 10 10
HToro MakcumyM 3a 20 35 45 100

CornacoBaHa Ha noptane N2 33583




TIEPHOJT

Hapacraromum urorom 20 55 100 100

11.2. IlepecueT 0a/1710B B OLlCHKH 32 KOHTPOJIbHbIE TOYKH
[TepecueT OamIOB B OLIEHKH 32 KOHTPOJIbHBIC TOUKU MPEICTaBICH B Tadbmue 11.2.
Tabmuma 11.2 — Ilepecuer 6aJIJIOB B OIICHKH 32 KOHTPOJIBHBIE TOYKH

Bamnibl Ha 1aTy KOHTPOJIBLHOM TOYKU Ouenka

> 90% oT MakcuManbHOM cyMMbl 6ayutoB Ha gaty KT 5)

Ot 70% no 89% ot makcumanbHOM cyMMbI 6aiioB Ha naty KT

4
Ot 60% 10 69% OT MakcuManbHOM cyMMbI OayutoB Ha gaty KT 3
2

< 60% ot MakcuManbHOM cymMbl 6ayioB Ha aaty KT

11.3. IlepecueT cymMMbI 02J1JI0B B TPAAULUMOHHYI0 M MEKIYHAPOIHYIO OILlEHKY
[lepecueT cymmbl OAJIJIOB B TPAJIULIUOHHYIO M MEKIYHAPOJIHYIO OLEHKY MpEACTaBIeH B TaOIHIIe
11.3.

Tabnuua 11.3 —IlepecueT cymMMbl 0aJIJI0B B TPAAULIMOHHYIO U MEXIYHAPOAHYIO OLICHKY

Htorosas cymma 6aijios,

Onenka (I'OC) YUYUTBIBAET YCIICIIHO CIAHHBIN Onenka (ECTS)
9K3aMeH
5 (oTmu4HO) (3a4TEHO) 90 - 100 A (oTr4HO)
85 -89 B (ouenp xopor1o)
4 (xopo1o) (3a4TEHO) 75 -84 C (xopomo)
70-74
D (ynoBneTBopHUTEIBHO)
3 (yIOBJIETBOPHUTEIHHO) 65 - 69
(3a4TeHO) 60 - 64 E (nocpencTBenHo)

2 (Hey10BJIETBOPUTEINILHO) (HE

Huxe 60 6aiuios F (HeynoBneTBOpHUTEILHO
3a4TEHO) (eyn p )

12. YueboHO-MeTOAMYECKOE M HH(POPMALIMOHHOE 00ecTieyeHue JUCIUNINHBI

12.1. OcHoBHas IMTEpPaTYypa
1. Kowmmnstotepusie cetu: [IpuHIMNIBI, TEXHOIOTHH, IPOTOKOJIBI : yueOHOe mocodue /it By30B /
B. I'. Omudep, H. A. Omudep. - 3-e uza. - CII6. : TTutep, 2006. - 960 c. (maymuue B 6nbanoreke TYCYP
- 92 7Kk3.)

12.2. lonoanuTeIbHAS JIUTEPaTypa
1. CereBble onepalMoOHHbIE CHCTEMBI : Y4eOHUK it By30B / Bukrop I'puropseBuu Ommdep,
Haramus AnekceeBna Onudep. - CIIO. : ITurep, 2002. - 538[6] c. (Hanuuue B 6ubnmuoreke TYCVYP - 49
9K3.)

12.3. YueOHO-MeTOAMYECKHE MOCOOU S

12.3.1. O0s13aTesibHBbIE Y4eOHO-MeTOAUYECKHE MOCOOUs
1. KoneB A.A. CucremHOe aJIMHHHUCTPHpPOBAaHUE [DIEKTPOHHBIA pecypc]: MeTOAHYEcKue
yKa3aHUs 10 BBINOJHEHHIO JabopatopHbix pabor. 2017. 136 c¢. — Pexum jocryna:
http://kibevs.tusur.ru/sites/default/files/files/upload/lab_sa.pdf (nara oopamenus: 19.05.2018).
2. KoneB A.A. CucreMHOEe aJIMUHUCTPHpPOBAHUE [DJIEKTPOHHBIA pecypc]: Tembl pedepaToB n
METOAMYECKHE YKa3aHus K caMmocToATenbHOM pabore. 2017. 3 c¢. — Pexum pocryma:
http://kibevs.tusur.ru/sites/default/files/files/upload/sa_sam.pdf (maTa oopamenwus: 19.05.2018).

12.3.2. YyeOHO-MeTOAMYECKHE IOCOOMS IJIsI JIML ¢ OTPAHNYCHHBIMH BO3MOKHOCTSIMH 310POBbS M
HHBAJIHI0B
Y4eOHO-MeToAMYECKHE MaTepuabl JIJIsl CAMOCTOATEILHOW U ayAUTOPHON paboThl 00Yy4arOIUXCs
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U3 YHCIIA JIUI] C OTPAHUYCHHBIMU BO3MOXXHOCTSIMH 3/J0POBbSI U WHBAIHUJIOB TPEIOCTABIISIOTCS B (hopMmax,
aIalTHPOBAHHBIX K OTPAaHUYCHHSIM UX 3I0POBbSI U BOCIIPHUATHS HH(POPMAITUH.

JIJ1s1 JIMI ¢ HAPYIIEHUsIMH 3PeHusI:

- B (hopMe AIEKTPOHHOTO JJOKYMEHTA;

- B IICUaTHOHN (OpME yBETUUCHHBIM IIPU(PTOM.

J1J1s1 JIMIL ¢ HAPYIIEHUsIMM CJIyXa:

- B (hopMe AIIEKTPOHHOTO JJOKYMEHTA;

- B [1IeUaTHOM opme.

JIJ1s1 1M1 ¢ HAPYIIEHUSIMH OTIOPHO-IBUTATEJILHOTO aNnapara:

- B (hopMe IIEKTPOHHOTO JJOKYMEHTA;

- B IIEYATHOH (opme.

12.4. TIpodeccuonaiabHbie 6a3bl JAHHBIX H HHGOPMAIMOHHBIE CIIPABOYHbIE CHCTEMbI
1. http://www.elibrary.ru - HayuHast 5eKkTpoHHas OHONIMOTEKA;

2. http://www.edu.ru - BeG-caiiT cucteMsl peaepanbHbIX 00pa30BaTEeIbHBIX TOPTAJIOB;

3. http://edu.fb.tusur.ru/ - oopasoBarenbHbIil mopTai GaKyabTeTa 0€30MaCHOCTH;

4. https://fstec.ru/ - ®enepanpHas cirykba M0 TEXHHYECKOMY U 9KCIIOPTHOMY KOHTPOJTIO.

12.5. Ilepuoauyeckue U3TaHUA
1. Wudopmammss u Oe30macHOCTh [DIEKTPOHHBIA pecypc]|: Hay4dHBIH KypHaI. - BopoHex :
BI'TY . - Xypuan Beixoaut ¢ 1998 r. — Pexwum moctyma: https://elibrary.ru/title_about.asp?id=8748
(mara oopamenus: 19.05.2018).

13. MaTepuajibHO-TeXHHYeCKOe o0ecneyeHne JUCHUILIMHBI U TpedyeMoe NporpaMMHoe
o0ecrneuenue

13.1. O0mue TpedOBaHUS K MATEPHAJIBbHO-TEXHUYECKOMY U POrPAMMHOMY 00ecre4eHHI0
AUCHUILTUHBI

13.1.1. MaTepuajibHO-TeXHUYECKOEe U POrpaMMHOe oOecnedyeHue 1JIs JTeKIIUOHHbIX 3aHATHIl
Jnis mpoBeneHus 3aHATHI JICKIIMOHHOTO THIIA, TPYNIIOBBIX W MHIUBUAYAJIBHBIX KOHCYJIbTAIUH,
TEKYILET0 KOHTPOJISI U MIPOMEKYTOUHOM aTTECTAI[MH UCIOIb3yeTCsl yueOHasi ayJIUuTOPUsS C KOJHMYECTBOM
MIOCAJIOUYHBIX MeCT He MeHee 22-24, oOopymoBaHHas JIOCKOM M CTaHAApTHOW Yy4yeOHON Mebenblo.
HwmeroTcs A€MOHCTpallMOHHOE O00OpyJOBaHME W Y4eOHO-HArjsiiHble MOcoOus, oOecreynBaronue
TEMaTUYEeCKHE WILTIOCTPAIIH 10 JICKIIMOHHBIM pa3zesiaM TUCIIUILITHHEI.

13.1.2. MaTepuajibHO-TeXHHYECKOEe U TPOrPaMMHOe ol0ecriedeHue 1JIs J1aGopaToOpHBIX padoT
JlaGopatopus 6e3omacHoctu ceteit 9BM / JIaboparopus kpuntorpaduu B 0aHKOBCKOM Jiene
yueOHasi ayluTOpHs AJISl NMPOBEACHUS 3aHATUI MPAKTUYECKOTo THIA, yyeOHas ayIuTOpHs AJs

MIPOBE/ICHUS 3aHATUHN JIAOOPATOPHOTO THIIA
634045, Tomckas obnacts, I. ToMmck, yin. Kpacnoapmeiickas, a. 146, 804 ayn.
Onucanne uMeronerocs 000py10BaHus:
- Kommneroteps! knacca He Hmke GigaByte GA-F2A68HM-DS2 rev1.0 (RTL) / AMD A4-6300 /
DDR-111 DIMM 8Gb / SVGARadeon HD 8370D / HDD 1Tbh Gb SATA-III Seagate (10 mit.);
- O0yyaromuii cTeH ] ToKalbHbIE KOMIBbIOTEpHBIE ceTu Microtik routerboard (2 mit.);
- ViPNET YMK «be3omacHocTE ceTeiiy;
- Kommyrarop Mikrotik CRS125-24G-1S-IN (6 mr.);
- Kommsrotep kiacca ne mmke i5-7400/8DDR4/SSD120G;
- Ananmm3atop kabenbHbIx ceteit MI 2016 Multi LAN 350 (3 mr.);
- Anaimuzatop Wi-Fi cereit NETSCOUT AirCheck G2 (2 wrT.);
- Cepgep kiacca He Hmke 4xE7-4809v4/512GBRE16/L.9300-8i/5T6000G7;
- Mapuipyruzarop Cisco 891-K9 (2 mir.);
- Mapmpytuzatop Cisco C881-V-K9 (2 mt.);
- Mapmpytuzatop Check Point CPAP-SG1200R-NGFW (2 mit.);
- KommniexT crienmanuzupoBanHoi ydeOHOU Mebenu;
- PaGouee mecTo mpermogaBates.
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[TporpammMHoOe oOecrieueHue:

— Cisco Packet Tracer

— Cucrema MmoHuTOpHHTa Zabbix

— Kaspersky endpoint security

— Microsoft Windows 10

— XSpider

— Amnammzarop tpaduka Wireshark

— Juctpubyrus Kali Linux

— Mexceresoii skpan UKC Lite

— MexcereBoidkpanPositive Technologies Application Firewall Education
— Cucrema aganmsa 3amumieHaoctd cetd MaxPatrol Education

— Cucrema oOHapyKeHHSI BTOP>KEHHUI Snort

— Cucrema oOHapyKeHHS BTOp)KEHUM Suricata

— CpencTBo NMocTpoeHUs BUPTyalbHbIX YacTHBIX ceTeil Open VPN

13.1.3. MaTepuajibHO-TeXHUYECKOEe U POrpaMMHoOe oOecnedyeHue 1JIs1 CaMOCTOATEIbHOIH padoThl
s camocToATEenbHOW pabOThl MCIONB3YIOTCS YUEOHbIE ayTUTOPUU (KOMIBIOTEPHBIE KJIacchl),
PACIIOJIOKEHHBIE 110 aJpecam:
- 634050, Tomckas obnactb, r. ToMck, Jlennna npocmnexr, a. 40, 233 ayn.;
- 634045, Tomckas obnacts, . Tomck, yin. KpacHoapmetickas, 1. 146, 201 ayn.;
- 634034, Tomckas obnactb, r. ToMmck, Bepuinauna ynuna, 1. 47, 126 ayn.;
- 634034, Tomckas obnacts, . ToMmck, Bepmmnuna ynuna, 1. 74, 207 aya.

CocraB 00opy10BaHUSI:

- yaeOHas meOerb;

- komnbrotepsl kinacca He Hike [I9BM INTEL Celeron D336 2.81Tw. - 5 miT.;

- KOMIIBIOTEPHl MOAKIIOUEHBl K ceTu «MHTepHeT» M 00eCrneunBarOT JOCTYIl B 3JIEKTPOHHYIO
nH(OPMaLIMOHHO-00pa30BaTEeNbHYIO Cpely YHUBEPCUTETA.

[TepeueHs mporpaMMHOTO 0OECTICYSHHS:

- Microsoft Windows;

- OpenOffice;

- Kaspersky Endpoint Security 10 qis Windows;
- 7-Zip;

- Google Chrome.

13.2. MaTepuajbHO-TEXHHYECKO€E o0ecreyeHne M CUMILTHHBI IS JTUI] ¢ OTPAHUYEeHHBIMH
BO3MOKHOCTSIMM 310POBbSl 1 HHBAJIHU/I0B

OcBoeHUE TUCHUIUIMHBI JIMIIAMH C OTPAHUYEHHBIMA BO3MOXKHOCTSMH 370POBbS U MHBAIHIAMHU
OCYIIIECTBISETCS C UCIIOJIb30BAHUEM CPEJICTB 00yUeHHUs OOIIETO U CIIeUaTbHOTO Ha3HAYCHHUS.

[Ipu 3aHATHAX € OOYYAIOMIMMHUCS € HAPYIIEHUSIMM CJyXa TPEIyCMOTPEHO HCIOJIb30BaHUE
3BYKOYCUJIMBAIOIIEH amnmaparypbl, MYJIbTUMEIUWHBIX CPEACTB U JIPYTUX TEXHUUYECKUX CPEICTB
npueMa/repeaayn ydeoHo nHQpOpManuu B JOCTYMHBIX (OopMax, MOOMIHHOW CHCTEMBI MPENO aBaHUs
U O0yYaroUUXCs C WHBAIUIHOCTHIO, TOPTATUBHOW MHIYKIIMOHHON CHUCTEMBI. YueOHas ayauTopus, B
KOTOPOW 3aHMMAIOTCSl O0ydaroIuecsl ¢ HapYIICHHEM Cyxa, 000pyIOBaHA KOMITBIOTEPHOU TEXHHUKOM,
ayIMOTEXHUKOW, BUACOTEXHUKOU, IJIEKTPOHHOU TOCKOW, MYJIbTUMENUNHON CUCTEMOM.

[Tpu 3aHATHAX C 00YYAIONTUMHUCS € HAPYIIEHUSIMU 3PEHUSIMU TIPETYCMOTPEHO MCIIOIH30BaHUE B
JEKIUOHHBIX U Y4YEOHBIX ayIUTOPUSX BO3MOKHOCTH IMPOCMOTpPa YIAJICHHBIX OOBEKTOB (HAIMpHUMeED,
TeKCTa Ha JIOCKE WJIM Claiila Ha DJKpaHe) MPU TIOMOIIM BHUIACOYBETUUUTENCH IS KOM(pOPTHOTO
MPOCMOTpa.

[Ipu 3aHsATHAX ¢ OOydYalOIUMHCS € HAPYWIEHUSIMH ONOPHO-IBUIaTEeJIbHOI0 amnmnapara
UCIIONIL3YIOTCSl alIbTePHATUBHBIE YCTPOMCTBAa BBOAAa WHGOpPMAIMU M APYTrU€ TEXHUYECKUE CPE/ICTBa
npueMa/nepeaaun yadeOHo MHpOpManuu B JAOCTYMHBIX (opmMax, MOOMIBLHON CHUCTEMBI OOyUEHHUS st
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IO ¢ HHBAIMTHOCTEIO.

14. OueHouyHble MaTepuaIbl 1 MeTOAUYECKHE PEKOMEHIALMHU 110 OPTaHU3ALMHN U3yYeHUs!
AUCHUTLTAHBI

14.1. Coneprkanue OLEHOYHBIX MATEPHUAJIOB U METOANYECKHE PEKOMEeHIalluU
s oneHkH cTeneHu chOPMUPOBAHHOCTH M YPOBHS OCBOCHUS 3aKPEIJICHHBIX 3a TUCHUILTAHOMN
KOMIIETEHIINI UCTOB3YIOTCS OLICHOYHBIE MaTepUaiibl B COCTaBE:

14.1.1. TecToBBIC 3aaHUA
1) BeiOepute THUIOBBIE 3a/1a4ll aJMUHUCTpaTOopa 0e30MacHOCTH, sl BbINOJHEHHUS KoTopbix HE
MCIOJIL3YETCS MpOorpamMma ONepaTuBHOTO yripaBieHus Secret Net B pexxrMe KOH(PUTYPUPOBAHUS:
a. KontponupoBanue cocTOSIHUS 3aIIUIEHHOCTH CUCTEMBbI
b. PenaktupoBanue CTpyKTypbl ONIEPATUBHOTO YIIPABJICHUS
¢. Hactpolika mapaMeTpoB CETEBbIX COCAMHEHUIA
d. Hactpoiika mapameTpoB cOopa JIOKaIbHBIX JKYPHAJIOB

2) [dns yero Heobxonumo kButupoBanue coosrtuii HCJI B cucreme Secret Net?
a. Jlnsa ynanenus coositus HCJL u3 xypHanoB ayauta

b. st pukcarum peakiuu aiMUHACTpaTOpa Oe3omacHocTH Ha coObrtre HC/J
c. Ins npenorepamenus HC/I B Oyayiiem

d. dns yerpanenus nocnenctsuit HCJJ

3) st yero npegHazHaueHa MporpaMmma ornepaTuBHOro yrpasieHus Secret Net?
a. Jng upeHTUGUKAMY ¥ ayTeHTUGUKALMK oJb30oBaTenel 1o 3arpy3ku OC

b. st 3amuThl KOHQHUISHINATHHON HH)OpMAIIH

c. [l IeHTpaaTu30BaHHOrO YIPaBJIEHUS 3aILUIIIAEMbIMU KOMITBIOTEPAMU

d. Inst KOHTpOJIA BBIBOAA KOH(HUACHIIMATBLHON HH()OpMAIIH

4) Kakue BO3MOXXHOCTM YHOpaBieHUs anmapatHeiMu wujaeHTtudukaropamu eToken HE
npenocrasiseT Safenet Authentication Manager?

a. O0cinyxuBaHUE 3aPOCOB Ha pa3dIokupoBKy eToken

b. U3Bneuenue kimroveit mudposanus u3 namsata eToken

c. O6noBnenne coaepxxkumoro eToken

d. CamoctosarensHas peructpanus eToken monszoBateneM Ha otaensHoM WEB-caiiTe

5) Kakoil u3 BapuaHTOB OTBETOB HE UCHOJNb3yeTCsl JUIsI ONEPaTUBHOTO HW3BEIICHUS
aIMHUHHCTpaTopa 0€30IacHOCTH O COOBITHAX HECAaHKIMOHMPOBAHHOIO JIOCTyNla B Iporpamme
ornepatuBHOro ynpasieHus Secret Net

a. [IncbMo Ha 37EKTPOHHYIO MOYTY aIMUHUCTPATOPY OE€30MaCHOCTH

b. YBenomiienue Ha TenedoH aIMUHHUCTpaTopa 0e30macHocTy o SMS

c. 3ByKOBO€ YBEJOMJICHHE B IPOTrPaMME ONEPAaTUBHOTO YIIpaBiieHUs pu Bo3HUKHOBeHHH HC/]

d. BuzyansHoe oroOpaxenne HCJl Ha nuarpamme yrpaBiieHUs

6) Kakoif 13 MEeXaHW3MOB y/aJ€HHOTO YIPaBJICHUS 3alUIIAEMbIM KOMIBIOTEPOM HE Pear30BaH
B Kaspersky Security Center?

a. YaneHHas nepe3arpyska 3alluiilaeMoro KoMIboTepa

b. Y nanennoe ynpasieHne HaCTPOIiKaMH aHTUBHPYCa

C. Y1aneHHbI KOHTPOIb LETOCTHOCTH UH(OPMAIIMK OTPAHUYEHHOTO JOCTYIa

d. Yaanennas yctaHOBKa NpUIIOKEHUI

7) Ilepeuncnrre TUIOBBIE 3a7a4l aAMUHHUCTpATOpa 0€30MaCHOCTH, /J1s BbIMoaHeHHs koTopbix HE
HCIIOJIb3YETCS pOorpaMma ONEPaTUBHOTO YIIPABJICHUS B PEXKUME YIIPaBICHMUSL.

a. Hacrpoiika noutoBoii pacchuiku yBenpomineHuid o coobitusix HCJI

b. KoHTponupoBaHHe M OMNOBEIIEHHWE O MPOU3OLIEANINX COOBITUSX HECAHKIIMOHUPOBAHHOTO
J0CTyma
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C. KOHTpOHI/IpOBaHI/Ie TCKYI]_[GFO COCTOAHUA 3allIUIITACMBbIX KOMHBIOTepOB
d. BeimonHeHue AEWCTBHI € 3aIUIIaEMBIMH KOMITBIOTEPAMHU TMPH BO3HUKHOBEHHWH YIPO3 IS
0€30I1aCHOCTH CUCTEMBI

8) bezomacHOCTh MHPOPMAITIH 3TO. ..

a. Kornma nadopmanus 6e3omacua

b. Korma nndopmanus 3amnmiieHa

¢. OrcyrcrBue ymep6a oT uHdopmauu

d. Bce acniekThl obecrieueHus: 6€30MacHOCTH
e. CocTosiHUE 3alUIIEHHOCTH HHPOPMAIIUN

9) Monenb pasrpaHHu€HUs] JOCTYNA, OCHOBAHHAs HAa OOBEIWHEHUH TMOJb30BaTelieil B TPYIIIBL,
Ha3bIBaeTCH. ..

a. PoJIeBOM

b. MaHgaTHOU

C. TPYIIIOBOM

d. TUCKpenroHHOM

10) IIpoBepka mpUHAIIICKHOCTH CYOBEKTY JOCTYIA NPEAbIBICHHOTO UM HUACHTH(PHUKATOPA.
a. ABTopu3anus

b. Unentudukamus

c. CyObexTuBu3anus

d. Ayrenruduxamnus

11) HaGop HOpM, mpaBuil U MPAKTUYECKUX NPUEMOB, PErYIMPYIOIIMX YIpPaBICHHUE, 3AIIUTY U
pacnpocTpaHeHHEe LIEHHON HHPOpMAaIIIH, HA3bIBAETCH. ..

a. Metonom mugppoBaHus

b. Moneinpro 0e30I1acHOCTH

c. [omuTHkoi 6e30macHoOCTH

d. KomnbrorepHoit 6€30macHOCThIO

12) AHanu3 3alUIIeHHOCTH - 37O ...

a. rmpolielypa yueTa JIeHCTBUH, BBIIOJIHAEMBIX M10JIb30BATEIEM Ha MIPOTSKEHUH CeaHca JI0CTyIa

b. He3aBUCHMas HKCIIEPTH3a OTAEIbHBIX 00nacTei (QyHKIIMOHUPOBAHUS IPEATIPUATHS

C. BbIOOp OOOCHOBAaHHOTO Habopa KOHTPMEp, IO3BOJSIOUIMX CHHU3UTh YpPOBEHb PHCKOB [0
IPUEMIIEMON BEITMYMHBI

d. mouck ys3BUMBIX MeCT HH()OPMAILIMOHHONW CUCTEMBI

13) B xxypHane ayreHTHUKAIMNT 0OHAPYKEHO HECKOJIBKO 3aIMCEe HEYCIEIIHBIX MOMBITOK BOUTH
B CHUCTEMY MOJi YYETHBIMHU 3alHCSIMH MOJb3oBareieil. Bo3MoxkHO Obuta mombITKa MOA0Opa Maposei.
Kakoe cTannapTHOe CpeCTBO CIEAYET UCIIONb30BaTh JIsl YMEHBIIEHUS PUCKA TAKOTO POJia aTak?

a. HCTIOJIb30BaTh MYJIbTU(DAKTOPHYIO ayTEHTU(DUKAITIIO

b. HCTIOJIE30BaTh CUCTEMY OOHAPYKEHUST BTOPKCHHUI

C. BKJIIOYUTH OJOKHUPOBKY YUYETHBIX 3allMCedl TPU OMPEIEICHHOM KOIWYECTBE HEYCIEIIHBIX
MOMBITOK PETUCTPAITNHI

d. meperMeHOBaTh YYETHYIO 3alHCh aIMUHUCTpATOPa

14) Kax nHasbiBaeTcst 00bekT Active Directory, KOTOpbli XpaHUT HMHGPOpMaLKI0 00 YUeTHBIX
3ammcsx, OOIUX pecypcax, Moapa3IeIeHUsIX ?

a. Karajuor

b. nomen

C. mamnka

d. cetreBoii noctyn
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15) CornacHo mpoduiTio 3alUThl CPEACTBA AaHTUBUPYCHOM 3aIIMTHI THNA «bY» yCcTaHABIMBAIOTCS
Ha ... MHPOPMAIIMOHHOHN CHUCTEMBI, (DYHKIIMOHHPYIOIIEH Ha 0a3e BEIYMCIUTEILHON CETH.

a. paboYyI0 CTAHIMIO aJMUHICTpATOpa

b. paboune cTaHIIMK MOJIb30BaTEEH

C. cepBepbl

d. cepBepsl 1 paboune CTaHIIUN

16) Kakue coObiTus He GUKCUPYIOTCA MIPHU aAyAUTE YIPABICHUS YYETHBIMH 3aITUCIMU?
a. Ha3znaueHue npas 11os1b30BaTesio

b. BHeceHue y4eTHOM 3amucy B TPy

c. I3smeHenue napoJs noiab30BaTels

d. Co3nanue y4eTHOM 3amucu AJsl OJIb30BaTels

17) Kakue Tumsl 00bEKTOB HE MOTYT IMOABEPraThCs (PUKCAIIUH IPH ayJIUTE JOCTyIa K 00beKTam?
a. YueTHas 3aIucCh

b. Karasor

c. Paiin

d. Knrou peectpa

18) C moMoIp0 4ero MOXKHO HACTPOUTh JTOCTYIHOCTh (DYHKIIMOHAJA TAKUX NMPHIOKEHHH Kak
eToken PKI Client myist monb3oBaTeneii?

a. AIIMUHUCTPATHBHBIC MA0JIOHBI

b. Komannnas crpoka

c¢. Hactpotiku npuinoxeHus

d. Peectp

19) Kakue Timbl 00beKTOB HE MOTYT ITO/IBEPTaThCs (PUKCALMU MPH ayIUTe JOCTYIa K 00beKTaM?
a. YyeTHas 3aluch

b. Katanor

c. Qaiin

d. Knrou peectpa

20) Kakyro ocHacTKy HE0OX0AMMO 100aBUTh B KOHCOJIb YHPaBIEHHS, YTOOBI MPOBECTH aHAIU3
0€30MaCHOCTH OINEePAlMOHHOMN CUCTEMBbI?

a. AHanu3 u HacTpoika 0e30MacHOCTH

b. MonuTtop IP-6e3onacnoctu

c. Penaktop 00bEKTOB IpynnoBoil MOTUTUKI

d. CucteMHbIif MOHUTOP

14.1.2. TeMbl OIPOCOB HA 3aHATHAX
[Tpeumy1iecTBa BUPTYyaIu3alliy ONEPallMOHHBIX CUCTEM U CETEBBIX CEPBUCOB
Mertoznbl 1 cpefcTBa OOHOBICHHS ONEPAIIMOHHBIX CHCTEM

14.1.3. Temsbl pedpepaToB
Cpenctsa ynanennoro goctymna u ynpasieanss I9BC B UNIX-mogo0HBIX onepaliioOHHBIX CHCTEMaX.
[Monnepsxka RAID-maccuBoB B UNIX-110JOOHBIX OMEpaliMOHHBIX CHCTEMaXxX
CpenctBa o6HOBIIeHHS ornteparinoHHBIX cucTeM B UNIX-1og00HBIX OneparimOHHBIX CUCTEMAaX

14.1.4. Bonpocbl Ha caMONIOATOTOBKY
KonTponp w3MeHeHMI! cocTaBa ammapaTHOTO U TporpammHoro obOecmedeHus DBC B pamkax
JIOKaJbHOM BEIYHCINTENbHON cetn UNIX
CpencTBa pe3epBUpPOBaHUS U NEpEHOCA HACTPOEK oneparmoHHon cuctembl UNIX

14.1.5. Bonipocsl 1 depeHIUPOBAHHOIO 3a4eTa
1. Knaccudukanus 3agad CHCTEMHOTO a]MUHUCTPUPOBAHUS JTOKAJIbHOW BHIYMCIUTENILHOMN CETH.
2. OCHOBHBIE HOPMATUBHBIE TOKYMEHTBI, HCIIOJIb3YIOIIHECS B CHCTEMHOM aIMUHHCTPUPOBAHUH.
3. Tunsl TMLIEH3UH HAa TporpaMMHOE oOecIiedeHue.
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4. OCHOBHBIE HaNpaBJICHUS MOBBIIICHUS KBATU(PHUKAIIMA CUCTEMHBIX aJMHHUACTPATOPOB.

5. Metoapl onpeiesieHus anmapaTHOW U mporpaMMHoO# kKoHurypamuu DBC.

6. BO3MOXHOCTH CpeICTB MHBEHTAPU3AIMH allllapaTHON U mporpaMMHoi koHurypamuu IBC.

7. CriocoObl KOHTPOJIS U3MEHEHUH COCTaBa armapaTHOTO W mporpammHoro obecrneuenus IBC B
paMKax JIOKaJbHOW BBIYMCIUTEIBHON CETH.

8. Metoasl W cpencTBa aBTOMATH3AIMM KOHTPOJSL pPabOTOCIIOCOOHOCTH Y3JIOB JIOKAJIbHOM
BBIYMCIIUTEIIBHOMN CETH.

9. MeTonbl ynalieHHOTO JocTyna u ynpasieHus IBC.

10. IIporpammuble CpeaCTBa YAAIEHHOTO 10cTyna u ynpasienus OBC.

11. [IporpamMHoO-anmapaTHbie CpPeICTBA yAAICHHOTO J0cTyna U ynpasieHus IBC.

12. Meroapl M cpeacTBa BUPTYAIM3alMU OIEPALIMOHHBIX CHCTEM M CETEBBIX CEPBUCOB.
[IpenmyriecTBa ¥ HEAOCTATKU UCIOIL30BAHUS BUPTYaAIU3allUU B JJOKAJIbHOW BHIYMCIUTEIBHOMN CETH.

13. MeToap! 1 CpeaCcTBa TECTUPOBAHUS ObICTPOACHCTBUS anmapaTHoro odecriedenus IBC.

14. Metoab! U cpeicTBAa TECTUPOBAHUS NIEpeIaul JaHHBIX B JIOKAIbHON BBIYUCIUTEILHON CETH.

15. MeTozp! u cpeacTBa KOHTPOJISL M JUArHOCTUKHU COCTOSTHUS anmapaTHoro obecreyenus OBC.

16. Pe3epBupoBaHue anmapaTHOro o0ecreueHus U JaHHbIX.

17. RAID-maccuBsl. BapuanTs! peanuzanuu. [IpenmyiectBa 1 HETOCTATKHU.

18. MeToasl M CpelcTBa aBTOMAaTH3allMM YCTAHOBKHM M HACTPOMKH OMEPAI[MOHHBIX CHCTEM Ha
nokanbHbIX DBC u OBC, BX0I41IMX B JIOKAJIBHYIO BRIYUCIUTEIBHYIO CETh.

19. TexHonorusi U cpeACcTBa KIOHUPOBAHUS ONEPAIIMOHHBIX CHCTEM.

20. TexHoJOTHS U CPEACTBA CO3AaHMUs 00pa3za OneparmOHHON CUCTEMBI.

21. Texnonmorus WDS.

22. BerpoeHHBIE B ONEpallMOHHBIE CHCTeMbl cemelicTBa Windows cpencTBa pe3epBUPOBaHUS U
MepeHoca HaCTPOEK OMEPAIMOHHON CUCTEMBI.

23. CtopoHHHE IJIsi ONEPAIMOHHBIX CHUCTeM cemeiicTBa Windows cpelcTBa pe3epBUPOBAaHUS H
MepeHoca HaCTPOEK OMEPALIMOHHON CUCTEMBI.

24. MeTozpl M CpeIcCTBA OOHOBIICHUS ONEPAIIIOHHBIX CUCTEM.

25. Bo3moxnoctu WSUS.

26. Meronpl U cpeAcTBa aBTOMAaTH3al[MM YCTaHOBKM IporpaMMHoro ootecredenuss Ha OBC,
BXOJIAIIUX B JIOKAJIbHYIO BEIYUCIUTEIBHYIO CETh.

27. Bo3moxnoctu ActiveDirectory B yCTaHOBKE IpPOTrpaMMHOIO OOECHEeYeHUss B paMKax
JIOKQJIbHOU BBIYMCIIUTEIBHON CETH

28. Metoabl pe3epBUPOBaHMS U IEPEHOCA HACTPOEK NMPOTrPaMMHOI0 00eCIeUeHHS.

29. MeTofbl M cpesIcTBa OOHOBJIEHUS IPOTPAMMHOI0 00ECTIEYEeHHSI.

30. CpencTBa aBTOMAaTH3aIluU PE3EPBUPOBAHUS U CHHXPOHU3AIUMHU JAHHBIX B paMKax JIOKAJIbHOU
BBIYHCIIUTEIBHOMN CETH.

14.1.6. Tembl 1a00paTOPHBIX PadOT

WuBenTapu3aiys anmnapaTHOro u mporpammHoro obecrneueHuss OBC, BXondumx B JIOKaJIbHYIO
BBIYHCIIUTEIBHYIO CETh.

VY nanennsiit foctyn u ynpasieHue IBC, BXOAAIUME B JIOKaIbHYIO BHIYUCIUTEIBHYIO CETh.

Buptyanu3zamus onepaiioHHBIX CUCTEM U POTPaMMHOI0 00ecieueHusl.

TectupoBanue ObicTpoaeicTBUS annapaTHoro obecrneuenust IBC.

KoHTpoJb ¥ AMAarHOCTHKA COCTOSIHUS allapaTHOTro 00ecreueHHs

ABTOMaTH3a1Usl YCTAHOBKU U HACTPOMKH OMEPALIMOHHBIX CUCTEM Ha JIoKanbHbIX DBC.

ABTOMaTH3alMsl YCTAaHOBKM M HAacTPOWKHM OIepalMoHHBIX cucteM Ha OBC, Bxogsmmx B
JIOKQJIbHYIO BBIYUCIUTEIBHYIO CETh.

ABToMaTtu3anys OOHOBIEHHS ONEpalMOHHbIX cucteM Ha OBC, BXOIMMIMX B JIOKAIBHYIO
BBIUYHCIIUTENbHYIO CETh.

ABTOMaTH3aIMsl YCTAHOBKH M OOHOBJIEHHUsS MporpaMMHOro obecriedeHuss Ha OBC, BXoadumx B
JIOKQJIbHYIO BBIYUCIUTEIbHYIO CETh.

PesepBupoBaHne HacTpOeK MPOrpaMMHOrO oOecreyeHHs. ABTOMATHU3ALUS PE3EPBUPOBAHUS U
CUHXPOHU3AIMH JaHHBIX B paMKax JIOKaIbHON BbIUUCIUTEIBLHON CETH
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14.2. TpeGoBaHuA K OLIEHOYHBIM MATEPHAJIAM JIJIAl JIUI C OTPAHUYEHHBIMH BO3MOKHOCTSMHU

310POBbH U HHBAJIUA0B

Jns nun ¢ orpaHUYEHHBIMM  BO3MOXKHOCTSIMM  37I0POBbSI U HMHBAJIUJOB IPEIYCMOTPEHBI
JIOTIOJTHUTEIBHBIC OIEHOYHBIC MAaTEPHAJIBI, TIEPEUCHb KOTOPBIX yKa3aH B Tabmuie 14.
Tabnuua 14 — JlonosHUTENbHBIE MAaTEpUANIbl OLIEHUBAHUS JJIS JIUI C OrPAHUYEHHBIMU BO3MOXKHOCTSIMU

3A0POBbA U UHBAJINIOB

Kareropun
o0yJaromuxcst

Buapl 1OMOMHUTEIBHBIX OLEHOYHBIX
MaTepUajoB

@DopMbI KOHTPOJISI U OLICHKU
pe3yabTaTOB OOYUECHHUS

C HapyleHUsIMU
ciyxa

TecTbl, TUCHEMEHHBIE CAMOCTOSTEIIEHBIC
paboThl, BONPOCHI K 3a4ETY,
KOHTPOJIbHBIE PabOTHI

[IpenMymiecTBEHHO MUCHMEHHAS
poBepKa

C HapylieHusIMu
3peHHS

CobecenoBaHue 110 BOIIpOcaM K 3a4eTy,
OIIPOC IO TEPMHUHAM

[TpenmyIIeCTBEHHO yCTHAs TIPOBEPKa
(MHAVBUIYATBHO)

C HapylIeHUsIMU
OTIOPHO-
JIBUTATEIILHOTO
amrmapara

Pemenne nucTaHIIMOHHBIX TECTOB,
KOHTPOJIbHbIE pabOThI, TUCbMEHHBIE
CaMOCTOSITENIbHbIE PaOOThI, BOIPOCHI K
3ayery

[Ipenmy1iiieCTBEHHO TUCTAaHIIMOHHBIMU
MeToIaMU

C orpaHryYeHUSIMU TIO
o0IIeMeTUIINHCKUM
MOKAa3aHUSIM

TGCTI)I, INHUCBbMCHHBIC CaMOCTOATCIBHBIC
pa6OTLI, BOIIPOCHI K 3a4€TY,
KOHTPOJIbHBIC pa6OTI)I, YCTHBIC OTBCTEIL

[Ipenmy1iecTBEHHO IPOBEpPKA
METO/IaMHU HCXO/S U3 COCTOSTHUS
oOyuarolerocss Ha MOMEHT IIPOBEPKU

14.3. MeToanyecKkue peKOMeH/IallM M0 OLIEeHOYHBIM MaTepHuaJIaM JUIsl JIMI[ ¢ OrPAHHY €eHHBIMH
BO3MOKHOCTSIMH 3/10POBbSl 1 HHBAJIU/I0B

JUis Ui ¢ OrpaHMYEeHHBIMH BO3MOKHOCTSIMHU 3JI0pOBbSI M HHBAJIUAOB IpelyCMaTpUBACTCS
nocTymnHas popMa mpeaocTaBIeHHs 3aJaHI OLIEHOYHBIX CPENICTB, @ HMEHHO:

- B IleyaTHOH popme;

- B IIeYaTHOH (OopMe C YBEITMUYEHHBIM LIPUPTOM;

- B (hopMe IIEKTPOHHOTO JOKYMEHTA;

- METO/IOM YTSHHS ACCHCTEHTOM 33/IaHUS BCIYX;

- IpEe0CTaBIICHUE 3aJaHHS C MCIIOJIb30BaHUEM CYP/IOTIEPEBO/IA.

JlumaMm ¢ OorpaHUYEHHBIMH BO3MOXXHOCTSIMH 3/I0pPOBBSI M MHBAJMIaM yBEIHMYMBACTCS BpeMs Ha
MOJITOTOBKY OTBETOB Ha KOHTPOJbHBbIE BOIMPOCHL. [l Takux oOyyaromuxcs IperlycMaTpuBaeTCs
nocTymHas popMa IpeoCcTaBlIeHHsI OTBETOB HA 3aJaHUs, & UMEHHO:

— NUCbMEHHO Ha OyMmare;

- Ha0Op OTBETOB Ha KOMITBIOTEPE;

- Ha0Op OTBETOB C MCIIOJIb30BAHUEM YCIYT aCCHCTEHTA,

- IpeCTaBICHNE OTBETOB YCTHO.

[Iporienypa OLEHWMBaHHUS pPE3YJNbTATOB OOYYEHHUS JHIl C OrPAaHHMYEHHBIMH BO3MOXXHOCTSIMHU
3/I0pOBbsI U MHBAJIMJIOB 0 AMUCLUIUIMHE MpEeIycMaTpUBaeT MpeAocTaBlieHHe MHpopMamuu B (opmax,
aIaTHPOBAHHBIX K OTPAaHUYEHHSIM UX 3I0POBbBS U BOCIIPHSTHS HHPOPMAIIUH:

JI1s1 JIMI ¢ HApYILIeHUsIMHM 3PeHHUs:

- B (hopMe AIIEKTPOHHOTO JOKYMEHTA;

- B [I€YaTHOI (popMe YBETUUEHHBIM LIPUPTOM.

JIJ1s1 JINI ¢ HAPYUIEHUSIMH CJIyXa:

- B (hopMe IIEKTPOHHOTO JJOKYMEHTA;

- B MIEYaTHOH (opme.

JI1s1 JIM1 ¢ HAapYILIeHUsIMM ONIOPHO-ABUTaTeIbHOI0 annapara:

- B (hopMe AIIEKTPOHHOTO JOKYMEHTA;

- B MIEYaTHOH (opme.

[Tpy HEOOXOOUMOCTH Il JIUI] C OrPAaHMYEHHBIMH BO3MOXKHOCTSIMH 3/I0POBbS M HMHBAJIMJIOB
IpoIieTypa OICHUBAHUS PE3yJIbTaTOB O0YYSHHS MOYKET IMTPOBOAUTHCS B HECKOJIBKO ITAIOB.
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