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2 [TpakTHyeckue 3aHATHS 18 18 4acoB
3 JlaGopatopHbie pabOTHI 36 36 9acoB
4 Bcero aynuTopHbIX 3aHATHN 72 72 4acoB
5 W3 HUX B MHTEPAKTUBHOU (hopMme 20 20 9acoB
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3auer: 6 cemecTp

Tomck 2018

CornacoeaHa Ha noptane N2 29431



PilCC.\l()TpCH&l 151 ()ﬂ()(’)pCHLl Ha 3aCCJaHuM Kil(i)ﬁ;{pbl
npotokot Ne 6 oT « 15 » 5 2018 r
JIMCT COI'JTACOBAHU A

PabGouass mporpamMMa IUCHUIUIMHBI COCTaBJieHa C y4dyeToM TpeOoBaHui (enepanbHOTO
rOCyJapCTBEHHOTO 00pa3oBaTelbHOTO cTannapra Boiciiero oopaszoBanus (OPI'OC BO) no HampaBieHHIo
noarotoBku (crienuanbHocTH) 10.05.02 MHbopmManmonHas 0€30MacCHOCTh TEJIEKOMMYHHUKAITMOHHBIX
cucrem, yrBepxacaaoro 16.11.2016 roga, paccmorpena u omodpena Ha 3acenanuu kadenpst KUBOBC
« » 20 ropa, mpoTokoi Ne

PazpaboTumk:
JHouent kad. KUBDBC A. A. Kones

3aBeayronuii odecreuynBaromiei kad.
KNBE2BC A. A. lllenynanos

Pabouas mporpaMma JUCIUIIIMHBI COTIIACOBaHa ¢ (PaKyIbTETOM U BBITYCKaOIIEH Kadeapoi:

Jexan ®b E. M. [laBbiioBa
3aBeyrOnInil BeIMTycKaroen kad.

BUC P. B. MemepsikoB
OKCHepThl:

Houent xad. KUBSBC K. C. Capun
JHouent kad. BUC O. O. EBcrotun
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1. lean u 3aa49u TUCUMILJIUHBI

1.1. Heau TUCHUNIHHBI
OcHoBHas nens auctuiuimabl «[Ipuknannas kpuntorpadus» — GOPMHUPOBAHHE Y CTYIACHTOB
MPEJICTABICHUA O MPAKTHYECKOM HCIOJIB30BAHUN KPHUNTOTPAUIECKIX METOJOB 3aIUTHl HHPOPMAIHH
JUTsl peIIeHUs OTACNbHBIX 3a7a4 oOecrieueHus] TH(HOPMAIIMOHHONW 0€301TaCHOCTH.

1.2. 3apa9yn THCHUILIAHBI
— cdopMUpOBaTh TPEACTABICHHE 00 OCHOBHBIX MPOOJIEMax, CBS3aHHBIX C MPAKTUYCCKUM
WCIIOIB30BAaHUE  KPUNTOTPAaPUYECKUX  METOJOB  3allUThl  MHGOPMAIMH; U3YYUTh  OCHOBHBIC
KpunTorpaguueckue MpoTOKOIIbI, H3YUUTh HHPPACTPYKTYPY OTKPBITOTO KITFOYA.

2. MecTo aucuuninHbl B cTpykrype OIIOII
Hucnunmuna «lIpuknagnas kpunrorpadus» (b1.B.OJ1.9) otHocuTcs k Oyioky 1 (BapuatuBHas
4acTh).
[IpenmecTByONMMHA ~ TUCHHMILIAHAMY, (OPMHUPYIOIUMH  HAa4yallbHbIC 3HAHUS, SIBISIFOTCS:
Kpunrorpaduueckue MeTos! 3amuThl HHPOpManuu, OcHOBBI HH(OPMAIIMOHHOK 0€301acHOCTH.
[TocnenyromumMy JUCHUILTHHAMYA SIBIISTIOTCS: 3alllUTa BBITYCKHOW KBaJM(UKAITMOHHOW paboTHI,
BKJIIOYAs MOJITOTOBKY K MPOLEIYPE 3aLIUTHI U MPOIeypy 3amuThl, [Ipeaaumiomuas mpakTuka.

3. TpeOoBaHuA K pe3yJIbTATAM OCBOCHUS JUCHUIIMHBI

[Tponecc n3y4yeHHs TUCIUIUIMHBI HAIPABJICH Ha (POPMUPOBAHHE CIEAYIOUINX KOMITETCHIINNA:

— TIK-13 crnocoOGHOCTBIO OpPraHU30BBIBATH BBINOJIHEHHE TPEOOBAaHMM peXHUMa 3allUThl
uHGOpMallUd OrPaHUYEHHOI'0 JOCTYNa, pa3pabaThlBaTh MPOEKTHI JTOKYMEHTOB, PEriaMeHTUPYIOIIHUX
paboty 1o obecredeHno0 HHPOPMALMOHHON OE30MACHOCTH TEIEKOMMYHHUKAIIHOHHBIX CUCTEM;

— IIK-14 cnocoGHOCTBIO BBIIOJHATH YCTAHOBKY, HACTPOMKY M 0OCIyXHBaHHE, TUArHOCTUKY,
HKCIUIyaTall{l0 ¥ BOCCTaHOBJEHHE DPAaOOTOCIIOCOOHOCTH TEIEKOMMYHHKAIIMOHHOIO OOOpYIOBaHUS U
npUOOPOB, TEXHUUECKUX U MPOTPaMMHO-ANIIAPATHBIX CPEACTB 3alIUThHI TEJIEKOMMYHHUKAIIMOHHBIX CETeH U
CHCTEM;

B pe3ynbrare nzyueHuss AMCUUIIIMHBI 00 yYaOLIUICS TO0JKEH:

— 3HaTh OCHOBHbIE KpUNTOrpa(uUecKre METO/bl, AITOPUTMBI, IPOTOKOJIbI, HCIIOJIb3YEMbIE IS
obecrieyeHns: 6€30MaCHOCTH B KOMITbIOTEPHBIX CETAX.

— yMmeThb 3(QQEKTUBHO HCHOJB30BATh KPUNTOrpaduyecKue METOJbl U CPEACTBAa 3aIMUThI
nH(pOpMallMK B aBTOMATU3UPOBAHHBIX CUCTEMAX.

—  BJIA/IeTh HaBbIKAMU UCIIOJIb30BAHUS TUIIOBBIX KPUIITOTPA(PHUUECKUX AITOPUTMOB.

4. O0beM AUCHHMILVIMHBI U BUbI y4eOHOH padoThl
OOmast TpyIOeMKOCTh IUCHUIUIMHBI cOoCTaBisieT 3.0 3a4eTHBIX €AMHUIBI W TIPE/ICTaBICHA B
tabmuie 4.1.
Tabnuna 4.1 — Tpy10eMKOCTb TUCIUIIMHBI

Buasl yueOHOI AesITeNIbHOCTH Bcero gacos CemecTtphbl
6 cemecTp
AynuropHble 3aHATHS (BCETO) 72 72
Jlexun 18 18
[TpakTHyeckne 3aHATHS 18 18
JlaboparopHbie pabOTHI 36 36
W3 HUX B MHTEPAKTUBHOU (hopme 20 20
CamocTosTenpHas padora (BCero) 36 36
OdopmiteHne 0TYETOB TI0 J1AOOPATOPHBIM paboTam 17 17
[TpopaboTKa JISKIIMOHHOTO MaTepHaa 6 6
ITonroroBka K NpakTUYECKUM 3aHATHSIM, CEMUHApaM 13 13
Bcero (6e3 sx3ameHa) 108 108
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OO0mas TpyA0€MKOCTb, U 108 108
3aueTHble EnuHUIIBI 3.0 3.0
5. Conep:xaHue TUCHUILIHHBI
5.1. Pa3enbl AMCUMILIMHBI M BUbI 3aHATHH
Paznenbl AMCHMIUIMHBI U BUJIBI 3aHATUH TPUBEACHBI B Ta0uIe S.1.
Tabnuna 5.1 — Pa3gesnbl IMCHUIUIMHBI U BUJIbI 3aHITHI
Bcero
[Tpak. | Jlad. Cawm. yacoB | Popmupyembie
HasBanwust pa3ienoB AUCIHUILTAHBI Jlek., g
3aH., 4 | pad., 9 | pad., d (6e3 KOMIIETEHITHN
AK3aMeHa)
6 cemecTp
1 Kpunrorpaduyeckue mpoTOKOJIbI: 2 3 6 10 21 IK-13, I1IK-14
001111e TOHSATHS.
2 [IpoToKobl pacupeieneHusl KIIouen. 13 [1K-14
3 UndpactpykTypa OTKPHITOTO KJIHOYa. 13 IK-13
4 TIpoTOKOJIBI UACHTU(DUKAIINH U 11 4 19 [1IK-14
ayTeHTU(UKALIHU.
5 be3omnacHslii kaHan oOMeHa 2 0 0 1 3 I1K-13
COOOILIEHUSIMU.
6 [IpakTHyeckue aceKThl peau3aiuu 2 6 19 12 39 [K-13, T1K-14
CPEICTB KpUNTOrpauuecKoil 3amThl
uHpOpMaLIUH.
Hroro 3a cemectp 18 18 36 36 108
Htoro 18 18 36 36 108
5.2. Conep:xanue pa3ieoB IMCUMILTAHBI (110 JIEKIUSIM)
Coneprkanue pa3iesioB JUCIUTUIHH (T10 JICKIIMAM ) IPUBEIEHO B Tabmuiie 5.2.
Tabnuna 5.2 — ConepkaHue pa3AenoB TUCIHUIUIMH (TIO JEKITUSIM)
Cogepxanue pa3aenoB aucuuiindel (mo | Tpymoemkocts, | Dopmupyembie
HaszBanus pasnenos Aep pasit Amen ( pyA ’ pMHIPY
JICKITUSIM) q KOMIICTCHITHH
6 cemectp
1 Kpunrorpaguueckue |[lonsiTue kpunrorpadpuieckoro mpoToKoIa. 2 [1IK-14
MPOTOKOJIIBL: 001IIHE Ponpb kpunrorpadguueckux MpoTOKOJIOB B
TTOHSITHS. cUCTeMax 3anuThl HHpopmari. OCHOBHBIC
aTaky Ha KpUNITOTpaduvecKre MPOTOKOIBI.
Hroro
2 IIpoTokounsl VYrpaBineHue CEKpEeTHBIMU KIIFOUaMH. 4 [1IK-14
pacmpeaeneHus Pacrnipenenenne ceKpeTHBIX KITFOUEH.
KITIOYEei. Virtoro
3 UudpacTtpykrypa [ToHsTHE 27EKTPOHHON MOAIHNCH. I1K-13

OTKPBITOT'O KJIFOYa.

VYrpaBieHue OTKPBITHIMU KIIFOUaMU.
OCHOBHBIE KOMIIOHEHTHI HH(PACTPYKTYPHI
OTKpPBITHIX Kitoueil. [lonstue ceprudukara
OTKPBITOTO KJI0Ya. Y JOCTOBEPSIOIINI

LEHTP. ApXUTEKTypa HHPPACTPYKTYPbI
OTKPBITOTO KJIIOYA.

CornacoeaHa Ha noptane N2 29431




Hroro
4 TIIpoTOKOJIBI [TpoToKOIBI HACHTU(UKAIIMN HA OCHOBE [1IK-14
uACHTU(DUKAIINY U napoJsiei, MPOTOKOJbI «PYKOMOXKATHSI» U
ayTeHTU(UKAIIHH. THUIA «3apoc-0TBET». IIoHATHE MPOTOKOIOB
MHTEPAaKTUBHOIO JJOKAa3aTeJIbCTBA U
J0Ka3aTenbcTBa 3HaHM. [IpOTOKOIIBI
UICHTU(PUKAIIMN HA OCHOBE IIPOTOKOJIOB
JI0Ka3aTeNbCTBA 3HAHUS C HYJIEBBIM
pasriameHueM.
Hroro
5 be3onacusiii kanan | [loctpoenne 6e3o0macHOro [1K-13
oOMeHa COOOLICHUAMH. | KOMMYHUKAIIMOHHOTO KaHaJla Ha OCHOBE
KpUNITOrpaQUuecKUX alrOPUTMOB.
Hroro 2
6 IIpakTuueckue [TpoGnembl peanuzanuu 2 IIK-13, I1K-14
ACTIEKTHI peau3aliil | KpUNTOrpaduuecKux alropuTMOB.
CpeICTB I'eneparus cmydailHbIX yncen. 3aliuTa ot
KpUNTOorpaguueckod | yTeuyku HHPOPMALIUH.
3alUThl HHGOPMAIUH.
o (opman Hroro 2
Htoro 3a cemectp 18

5.3. Pa3nesbl AMCUMILNIMHBI M MEKIMCUMILIMHAPHBIE CBA3HU ¢ 00eceYnBAIMMMU (MPeIbI1yMM)

U 00ecrneuynBaeMbIMHU (l'[OCJ'Ie)]leIIH/IMH) JAUCHHUIVIMHAMH

Pa3nensl QTUCHUIUIMHBI U MEXIUCIUIUIMHAPHBIE CBA3M C 00eCNeYnBAOIIMMU (MIPEABIAYIIUMU) U
obecrnieunBaeMbIMH (ITOCIICTYIOIIMMH ) TUCIUTUIMHAMH TTPEICTAaBICHBI B TabIuIe 5.3.
Tabnuna 5.3 — Pa3znenbl IUCHUIUIMHBI U MeXKAUCIUILTHHAPHBIE CBSI3U

HanmeHoBaHME TUCHMILINH

Ne pazaenoB naHHO#N AMCHUIUIMHBI, 411 KOTOPBIX HEOOXO0IUMO
M3ydeHrne 00eCneunBarOIINX U 00eCTIeYNBAEMBIX JUCIUTIINH

1 2 3 4 5 6
[IpenmecTByromue TUCHUIINHBI
1 Kpunrorpaguueckrie METO bl 3aIIUThI + +
uHpopMaun
2 OcHOBBI HH(OPMALIMOHHON +
Oe3omacHOCTH
[Tocnenyromme TUCIUTIITMHBI

1 3amuTa BBITYCKHOM
KBaJIM(DUKAIIMOHHOM paboThl, BKIIOUYAs + + + + + +
MOJArOTOBKY K IPOLEAYPE 3aLLUTHI U
MPOLEAYPY 3aLIUTHI
2 IlpenumiioMHasl IpakTHKA + + + + + +

5.4. CooTBeTCcTBHE KOMIETeHIMIH, GOPMHUPYEMBbIX NPU U3YYEeHUH THCUMIIJIMHBI, 1 BU/I0B 3aHATHH
CooTBeTcTBHE KOMIETEHIMH, (OPMUPYEMBIX NpPU H3YYEHUHM TUCHMIUIMHBL, U BUAOB 3aHATHH
IpesicTaBiIeHo B Tabmue 5.4.
Tabmuna 5.4 — CooTBeTcTBHE KOMMIETEHLUH, (HOPMUPYEMbIX NpPU H3yUYEHHM JUCLUUIUIMHBL, U BHJIOB

3aHATUU

Bunel 3ansaTui

Kommereninn

Jlek.

IIpak. 3aH. JIaG. pao. Cawm. pa0.

q)OpMLI KOHTPOJIA
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[1K-13 + + + + CobecenoBanue, OT4yeT MO
naboparopHoii padore,
Onpoc Ha 3aHsATHSX, TecT

I1K-14 + + + + Koncnekr
CaMOTIOJIrOTOBKH,

Co0OecenoBanue, OTUeT 110
nabopaTopHO# padoTe,
Ormpoc Ha 3ansTUAX, TecT

6. UnTepakTUBHBbIE MeTOABI U (JOPMBI OPraHu3al UM 00y4YeHus!
TexHOIOTHM UHTEPAKTHBHOTO O0YUYEHUS MPU pa3HBIX POpMax 3aHATUH MpUBeIeHBI B Tabuue 6.1.
Tabmmma 6.1 — TexHOJ0THHU HHTEPAKTUBHOTO OOYUCHHUS PU pa3HbIX (popMax 3aHATHNA

NutepakTuBHbBIE HNuTepakTrBHBIC
NutepakTuBHBIC
Mertobt MPAKTUYECKHE 3aHATHS, | TaOOpaTOPHBIE 3aHITHSA, Bceero, u
JCKIUH, 9
q q
6 cemecTp
[Ipe3eHnTanmu ¢ 3 6 5 14
UCTIOJIb30BaHUEM
CJIAMIOB C
00CyXICHHUEM
[Ipe3enTanmu ¢ 1 4 1 6
UCTIOJIb30BaHUEM
MyJIBTUMENNA C
00CyXICHIEM
Hroro 3a cemectp: 10 6 20
Htoro 10 6 20
7. JlabopaTopHbie padoThl
HaumenoBanue nabopatopHbix padboT npuBeaeHo B Tadbaune 7.1.
Tabnuna 7.1 — HannmeHoBaHue 1a00paTOPHBIX paboT
Tpynoemkocts, | Popmupyemelie
HazBanus paznenos HaumenoBanue nabopatopHbix paboT pyA ’ pMHIPY
q KOMIICTCHITHH
6 cemectp

1 Kpunrorpapuueckue | Kpunrorpaduueckue aitnoBeie cucTeMbl 6 I1K-13
MIPOTOKOJIBI: 1

POTOKOJIBI: 00IITHE Wroro 6
MOHSITHSL.
4 TIpoTOKOJIBI CpenactBa Kpunrorpapu4eckon 3aiuuThl 11 [1K-14
UACHTU(DUKAIINY U uH(popMaIuu

HTU(UKAIHH.
ayTeHTH(QHKAIL Uroro 11
6 IIpakTnueckue HIudpoannas daitnoBas cuctema 4 I1K-13, [1K-14
TIEKTHI 17%:010501 o
acre peasan Kpunronposaiiaepbt 15
CpEICTB
kpunrorpadudeckoir | MToro 19
3aMU Tl UHOOPMALIUH.
Hroro 3a cemectp 36
8. IIpakTHyeckue 3aHATHUSA (CEMUHAPDI)
HanmMeHnoBaHme MpakTHYECKUX 3aHATHN (CEMUHAPOB) MPUBEICHO B Tadymle §.1.
6
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Tabnuua 8.1 — HaumeHoBaHMe NPAaKTUYECKUX 3aHATUHN (CEMHUHAPOB)

HaunmeHnoBaHue mpakTUYECKUX 3aHATHI Tpynoemkocts, | Dopmupyembie
HasBanus pasznenos
(cemuHaApOB) q KOMITETCHITH
6 cemecTp
1 Kpunrorpaduyeckue | AHaIU3 ysI3BUMOCTEH MPOCTEHIITNX 3 I1K-14
MIPOTOKOJIBL: 00IIHE IPOTOKOJIOB
MOHSTHSL.
Hroro
2 IIpoTokoibl AHanu3 ysa3BUMOCTEN IPOCTENILINX [1K-14
pacnpezeneHus IPOTOKOJIOB.
Yyeil.

IL0He Hroro 5)
3 Uudpactpykrypa CtpykTypa cepTu(HKaTOB OTKPBITOTO KIIFOYa 4 IK-13

TKPBITOT' Ja.
OTKPBITOTO KJIFOUYa Wroro 4
6 IIpakTuueckue YV nocToBepsronife eHTpbl 6 I1K-13
ACTEKThI pean3alnuu

P 1 Hroro 6

CpeAcCTB
KpunTorpaduueckoin
3aIU Tl MHOOPMAIIHH.
Hroro 3a cemectp 18

9. CamocrosiTesqibHAs padoTa
Bunsl camocTosTenbHON paboThl, TPYAOEMKOCTh U (hOpMUPYEMbIe KOMIIETEHIIUU MIPE/ICTABICHBI B

tabauie 9.1.
Tabnuna 9.1 — Bugsl caMocTosTeNbHOM paboThl, TPYAOEMKOCTh M JOPMUpPYEMbIE KOMIETEHIIMH
Bunpl camocrosrensHoi | TpymoeMKocTh, | DopMHUpYyeMEIS
HazBanus pasnenoB A pyA ’ PMUPY ®DopMBI KOHTPOJIS
paboThI q KOMIIETEHIINHU
6 cemectp
1 IloaroroBka k 3 [TK-13, I1IK-14 | Omnpoc Ha 3aHATUSX,
Kpuntorpaduueckue | mpakTH4eCKUM Otuer 1o
IIPOTOKOJIBI: 00IIKE | 3aHATHSAM, CEMUHApam nabopaTtopHoOit
TTOHSTHSL. adot
0 [TpopaboTka 1 lé 660 ©
obecenoBaHne
JICKIHOHHOT'0 MaTepHuaja a ’
Tect
OdopmreHne 0T4EeTOB MO 6
nabopaTopHBIM paboTam
Htoro 10
2 [IpoTokosbl IToaroroBka k 3 [1IK-14 Koncnekr
pacnpeneneHus MPAKTUYECKUM CaMOTIOJITOTOBKH,
KJTIOUEH. 3aHATHUSAM, CEMUHApaM CobecenoBanue,
Tect
[TpopaboTka 1 e
JIEKIIMOHHOT'O MaTepuaia
Hroro
3 Undpactpykrypa |[loaroroBka k IK-13 Onpoc Ha 3aHATUSX,
OTKPBITOTO KJIFOYa.  |[IPAKTUYECKUM Cobecenopanue,
3aHSATHUSIM, CEMUHApaM Tect
[TpopaboTka 1
JEKIMOHHOTO MaTepuaia
Utoro S
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4 TTpoTOKOJIBI [TpopaboTka 1 [1K-14 Ompoc Ha 3aHATHUSX,
UJCHTUQHUKAIMKA U | JICKIIMOHHOTO MaTepHasa Otuer no
ayTeHTU(UKALIHH. nabopaTtopHoit
yr (rcan OdopmieHre 0T4ETORB 1O 3 5 p Tp
abore, Tect
nabopaTopHBIM paboTaM p ’
Utoro 4
5 bezomnachsrii kanan | [IpopaboTka IK-13 Ornpoc Ha 3aHATUSX,
oOMeHa JEKIIMOHHOTO MaTepuaia Tect
HUSIMH.
coobme Hroro 1
6 IIpakTrueckue [Toarororka k 3 [TIK-13, I1IK-14 |Onpoc Ha 3aHATHUSX,
ACTICKTHI MPAKTUYCCKHM Otuer o
peau3alyy CpeCTB |3aHATHIM, CEMUHApaM nabopaTopHOI
KpunTorpaduaeckoit abore
P padp [TpopaboTka 1 p ’
3alIHUTHI CobGecenoBaHnue,
JEKIIMOHHOTO MaTepuaa
uHpOpMaLnH. Tect
OdopMieHEe OTIETOB 110 8
nabopaToOpHBIM paboTam
Utoro 12
Hroro 3a cemectp 36
Utoro 36
10. Kypcosoii npoekT / kypcoBas pabora
He npeagycmorpeno PYIL.

11. PeliTuHroBasi cucreMa JJisi OlEHKHU yCIIeBAeMOCTH 00y4aro M XCH

11.1. bajuibHbBIE OLIEHKH JIJIS1 3JIEMEHTOB KOHTPOJIS
Ta6mmma 11.1 — bayuibHBIC OIICHKH ISl 2JIEMEHTOB KOHTPOJIS

. N MaxkcumanbHbIN
o MaxkcumanbHbIA MaxkcumanbHbIA
DnemMeHThl yueOHOI 0asu 3a nepuos Bcero 3a
Oamn Ha 1-yto KT ¢ | 0Gasn 3a nepuon
JesTeNbHOCTH mexay 2KT u na CeMecTp
Hayana cemectpa | mexnay KT u 2KT
KOHEI[ ceMecTpa
6 cemecTp
Koncnekr ) ) 3) 15
CaMOIOJrOTOBKH
Ornpoc Ha 3aHATHIX 5 5 5 15
Otuet no nabopaTopHOH 10 10 10 30
pabore
CobecenoBanue 2 2 2 6
Tect 12 12 10 34
HToro MakcumyM 3a 34 34 32 100
epro.
Hapacratomum urorom 34 68 100 100
11.2. Ilepecuer 0a/1710B B OLCHKH 32 KOHTPOJIbHbIE TOYKH
[TepecueT OansoB B OLIEHKH 32 KOHTPOJIbHbBIE TOYKHU MpeAcTaBieH B Tabmuuue 11.2.
Tabnuna 11.2 — [lepecueT 6a/10B B OLIEHKH 3@ KOHTPOJIbHBIE TOUKH
Bamibl Ha 1aTy KOHTPOIBLHOM TOYKH Orenka
> 90% ot MakcuManbHOI cymMMbl 6ayutoB Ha gaty KT 5

CornacoeaHa Ha noptane N2 29431




Ot 70% no 89% ot makcumanbHOM cymMMbl O6amioB Ha naty KT 4

Ot 60% 10 69% OT MakcuManbHOM cyMMbI OayutoB Ha naty KT

< 60% oT MakcuManbHOM cymMbI 6ayioB Ha aaty KT

11.3. IlepecueT cymMMbI 02J1JI0B B TPAAULUMOHHYI0 M MEKIYHAPOIHYIO OLIEHKY
[lepecueT cymmbl OAJIJIOB B TPAIULIUOHHYIO M MEXKIYHAPOJIHYIO OLEHKY MpEACTaBIEH B TaOIHIIE
11.3.

Tabmuma 11.3 — IlepecueT cymmbl 0aJTOB B TPAJAMITMOHHYIO H MEKTYHAPOIHYIO OIICHKY

Htorosas cymma 6asuios,

Ouenka (I'OC) YUYUTBIBAET YCIICIIHO CIAHHBIN Onuenka (ECTS)
IK3aMeH
5 (oTnu4HO) (3a4TEHO) 90 - 100 A (oTr4HO)
85 -89 B (ouenp xopor1o)
4 (xoport0) (3a4TeHO) 75-84 C (xoporio)
70-74
D (ynoBneTBopHUTENIBHO)
3 (yIOBIETBOPUTEIHHO) 65 - 69
(3auTeHo) 60 - 64 E (mocpenctBeHHO)
2 (HEYNIOBICTBOPHUTENLHO) (e Hwmxe 60 6amios F (HeynoBneTBOPUTENBHO)
3a4TEHO)

12. YuyeOoHO-MeTOAMYECKOE M HH(POPMALIMOHHOE 00ecTeyeHue JUCIUIINHBI

12.1. OcHoBHas JIuTEpaTypa

1. Kpunrorpadus B 3agauax u ynpaxHenusx / B. O. Ocumss, K. B. Ocunsn. - M. : 'ennoc APB,
2004. - 143[1] c. : un. - 3arn. o0 : Kpunrorpadgus B ynpaXHCHHSIX U 33Ja4ax. - 3aril. Ha KOPEIIKE :
Kpunrorpadus B ympaxsHeHusx u 3agadax. - bubmmorp.: c. 139. - ISBN 5-85438-009-9 : 52.25 p.
(mammume B 6ubmuoreke TYCYP - 50 3k3.)

2. OcHOBBI HH(pOpPMAIIMOHHONW 0€30MacHOCTH [DIEKTPOHHBIN pecypc]: YuebHoe mocobue /
lomukoB A. M. - 2007. 201 c¢. — Pexum npocrtyma: https://edu.tusur.ru/publications/1024 (mara
obparenus: 19.05.2018).

12.2. lonoTHUTEIBHASI IUTEPATypPa

1. OcHoBel kpunrorpaduu : yaedHoe ocodue s By3os / A. I1. Andepos [u ap.]. - 3-e usn.,
uchp. u joi. - M. : I'enmnoc APB, 2005. - 479, [1] c. : un. - buGnuorp.: c. 469-475. - ISBN 5-85438-137-0
(maymmuune B 6ubmmoreke TYCVYP - 30 k3.)

2. 3y6oB, Amnaronuii IOpbeBuu. Kpunrorpaguueckue MeTobl 3alMTHl  HMH(DOPMAIUH.
CogepuienHsle mugpsl : YueOHoe nocodbue 1 By3oB. - M. : "T'enmuoc APB" | 2005. - 190[2] ¢ (nanuuue
B oubmmoreke TYCVYP - 30 3k3.)

3. Psabko, bopuc fxosneBnd. Kpunrorpapudeckne MeToasl 3alIUThl HHPOpManuu @ YdeOHOe
nocobue 11t By30B. - M. : ['opsiuas muaus-Tenexom , 2005. - 229(3] c. (manuuue B 6ubmuorexke TYCVYP -
30 9k3.)

12.3. YueOHO-MeTOAMYECKHE MOCOOU S

12.3.1. O0s3aTeabHbIe Y4eOHO-MeTOAMYECKHE T0COOHs

1. Escrotun O.0. Kpunrorpadudeckne MeTo/ Il 3aiuThl HHpopMaruu [DneKTpoHHbIH pecypc]:
METOJIMYECKUE YKa3aHUs U1l BBIIOJHEHUS MPAKTUYECKHX M CaMOCTOSITEIBHBIX paboT [DIeKTpOHHBIN
pecypc]. — 2014. — Pexxum JOCTYyTIa:
http://kibevs.tusur.ru/sites/default/files/upload/manuals/evsutin_kmzi.pdf (naTa oopamierus: 19.05.2018).

2. Esciorun 0.0. Ilpuxnagnas kpunrorpadgus [DIeKTpOHHBIM pecypc]: MeToaudeckue
YKa3aHU ISl BBITOJHEHHS JIA0OPATOPHBIX M CAMOCTOSITENTFHBIX paboT [DiekTpoHHBIH pecypc]. — 2014.
— Pexum pocryma: http:/kibevs.tusur.ru/sites/default/files/upload/manuals/evsutin_pk.pdf (mara
obpamienus: 19.05.2018).

CornacoBaHa Ha noprane Ne 29431 9



12.3.2. Y4yeOHO-MeTOANYECKHE OCOOMS IJIs1 JIUI] ¢ OTPAHUYEHHBIMHM BO3MOKHOCTSMHU 310POBbSI M
HHBAJIM/I0B

Y4eOHO-MeToInYeCKHe MaTepHuaibl ISl CAMOCTOATENIBHON U ayTUTOPHON paboThl 00ydaroINXCs
U3 YHCIIa JIUI] ¢ OTPAaHUYCHHBIMU BO3MOXXHOCTSIMH 37I0POBBSI I MHBAJIMIOB MPEAOCTABISAIOTCS B (hopMmax,
alalTHPOBAHHBIX K OTPAaHUYEHHSIM UX 3JI0POBbS U BOCIIPUATHS HH(POPMAITUH.

JIJ1s1 JIMI ¢ HAPYIIEeHUSIMH 3PeHMsI:

- B (hopMe IIEKTPOHHOTO JJOKYMEHTA;

— B IIEYaTHOH (popMe yBETMUECHHBIM MIPU(TOM.

JIJ1s1 JIMI ¢ HAPYIIEHUSIMH cJIyXa:

- B (hopMe IIEKTPOHHOTO JJOKYMEHTA,;

- B IIEYaTHOH (opme.

JI1s1 JIM1 ¢ HApYILIEeHUsIMM ONIOPHO-ABUTaTeIbHOI0 annapara:

- B ()OpME ITEKTPOHHOTO JOKYMEHTA;

- B [1IeUaTHOM opme.

12.4. IIpodeccuonanbHble 0a3bl JAHHBIX U HH(POPMAINMOHHBIE CIIPABOYHbIE CHCTEMbI

1. Copyright for Librarians - Kypc Ha aHrauiickoM s3bIKe, O€CIUIaTHBINA, MHTEPAKTHBHBIHN, C
3aauaMu ¥ mpuMepamu. Bee marepuansl Kypea noctynssl o aunen3un Creative Commons, TO €CTh UX
MOKHO KOTIHPOBATh, PACIPOCTPAHATh U U3MEHATh. cyber.law.harvard.edu. Jloctyn cBoOOAHBI.

2. eLIBRARY.RU - Kpynneiimmii poccuiickuii nH(GOpMAIIMOHHBIN MOpTal B 00JacTH HAYKH,
TEXHOJIOTUH, METUIIMHBI U 00pa3oBaHus. www.elibrary.ru. JlocTym cBOOOAHBIN.

3. Nano - Pecypc npenocrapnsier ganusie o 6onee 200 000 HaHomMaTepruanoB U HAHOYCTPOUCTB,
coOpaHHbIE U3 CAMbIX aBTOPUTETHBIX HAYYHBIX M3JaHMI. nano.nature.com. JlocTyn cBOOOAHBII.

4. Nature - 88 ecTrecTBEHHO-HAYYHBIX >KYPHAJIOB, BKJIIOUas CTapeMIIMid M OJUH U3 CaMbIX
aBTOPUTETHBIX HayYHBIX XKypHaoB Nature www.nature.com. JocTyr cBOOOIHBIN.

5. Polpred.com O630p CMHU - OG30p cpeacTB MaccoBoil WHPpOpMAIUK. EkeqHEBHO THICSYA
HOBOCTEH, MOJIHBIM TEKCT Ha PYCCKOM SI3bIKE. MUIIITHOHBI CIOKETOB MH(GOPMAreHTCTB U JACIOBOM MPECcChl
3a 15 ner. www.polpred.com. JlocTyrnm cBOOOTHBIN.

6. zbMATH - camas monHas MaTeMaTHyeckas 0Oa3a JaHHBIX, OXBAaThIBAOIIAs MaTepUalbl C
koHia 19 Beka. zbMath conepxut okono 4 000 000 goxymenTos, u3z 6omnee 3 000 xypuanoB u 170 000
KHHT 110 MaTeMaTHKe, CTaTHCTHUKE, HHPOPMATHKE, a TAaK)KE MAaITMHOCTPOSHHUIO, (PH3UKE, eCTECTBEHHBIM
HayKaM U ap. zbmath.org. Jloctymn cBOOOTHBII.

7. ApxuB xypHaioB PAH - Poccuiickas akagemus Hayk U uzfatenbctBo «Hayka» mpunsmm
pelieHrne OTKPBITh CBOOOIHBIN JOCTYM K apxuBaM KypHainoB PAH, Bkitouas Homepa xypHasoB 3a 2017
TOJI, BBIITYCK KOTOPBIX 10 KOHTpakTy ¢ PAH ocymecTsusino u3garensctBo «Haykay. becrimatablit goctym
K JJIEKTPOHHBIM BepcusiM >kKypHanoB PAH Oyxer mnpenoctaBmsitbess Ha muargopme elibrary.ru u
libnauka.ru (anexTponnas 6ubnanoreka nznarenbpcTBa «Haykay). Beero sxypHanoB B pedepeHTHOI rpyrmne
149. Cnucok xxypHainoB. JlocTyn CBOOOTHBII.

13. MaTepuajibHO-TeXHHYeCKOe o0ecneyeHne JUCHUILIMHBI U TpedyeMoe NporpaMMHoe
obecrneuenue

13.1. O6mue TpedGoBaHNs K MaTePHATbHO-TEXHUYECKOMY M IPOrPAMMHOMY 00ecIe4eHHuI0
AUCHHUTINHBI

13.1.1. MaTepuaJibHO-TeXHHMYECKOE U IPOrPaAMMHOe oOecriedeHue ISl JJeKIIMOHHBIX 3aHATHI
s mpoBeneHust 3aHATUHN JIGKIMOHHOTO THUIA, FPYNIOBBIX U MHAMBUAYAIbHBIX KOHCYJIbTAIIH,
TEKYILEro KOHTPOJISI U MPOMEKYTOUHOM aTTeCTallMM UCHOJb3yeTCsl yueOHasi ayAUuTOPHUs C KOJIMYECTBOM
MOCAJIOUYHBIX MeCT He MeHee 22-24, oOopymoBaHHas JIOCKOM M CTaHAApTHOW Yy4yeOHON Mebenblo.
HwmeroTcs  A€MOHCTpallMOHHOE O00OpYyJOBaHME W Y4eOHO-HArjsiiHble TOCOOMs, oOecreYnBaronue
TEMaTUYECKHE WIUTIOCTPALIUH 110 JIEKIIMOHHBIM pa3ziesiaM JUCIUILITHHBL.

13.1.2. MaTepua/ibHO-TeXHHYECKOE U MPOrpaMMHOe odecredyeHue sl NPAKTHYECKUX 3aHATHI
JlaGopaTopust mporpaMMHO-amapaTHRIX CPEICTB oOecniedeHusT HH()OPMAITMOHHONW 0€301TaCHOCTH
yueOHasi ayAuTOpUs AJSl MPOBENEHUS 3aHATHH MPAKTHYECKOTO THUIMA, yuyeOHas ayauTopus IS

MIPOBEACHUS 3aHITHI JJaOOpaTOPHOTO THUITA
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634045, Tomckas obnacts, r. Tomck, yi. Kpacaoapmetiickas, a. 146, 405 ayn.

Ornrcanre UMEIOIIETocs 000PyI0BaHHUS:

- Kommerotepsl kiacca He Huke M/B ASUSTeK S-775 P5B 1965 / Core 2 Duo E6300 / DDR-II
DIMM 2048 Mb / Sapphire PCI-E Radeon 256 Mb / 160 Gb Seagate (15 mrT.);

- Kommniext cienmanusupoBanHoi yueOHOU Mebenu;

- Pabouee mecTo mpenogaBates.

[TporpamMmMHOe oOecrieueHue:

— Microsoft Windows 7 Pro

— VirtualBox

— Kpunrorpaduyeckoe cpencto 3ammtsl napopmarmu Kpunrollpo CSP

— AnmapaTHO-POTpaMMHBIE CPEJCTBA YIPABICHUS IOCTYNMOM K JaHHbIM Immdposanus: [10
ViPNet Administrator 4.x, [I0 ViPNet Coordinator for Windows 4.x, IIO ViPNet Coordinator for Linux
4.x, ITO ViPNet Client for Windows 4.x, I1O ViPNet Crypto Service 4.x, KpunrrolIpo CSP, DallasLock

13.1.3. MaTepua/ibHO-TeXHUYECKOE U POrpaMMHoOe odecriedyeHue sl JJalopaTOPpHbIX padoT
Jlaboparopus mporpaMMHO-aINapaTHbIX CPeACTB obecredeHust HHPOPMAIMOHHONW O€30MacHOCTH
yueOHasi ayIUTOpUs JUISl MPOBEICHUS 3aHATHH MPAKTHYECKOTO THUIA, ydeOHAsl ayJuTOpHUs IS
MIPOBEJICHUS 3aHATUH JIaOOPATOPHOTO TUIIA

634045, Tomckas obnacts, r. Tomck, yn. Kpacnoapmeiickas, a. 146, 405 ayn.

Onucanne UMeroIIerocs 000pyI0BaHUS:

- Kommeroteps! kiacca He Hmwke M/B ASUSTeK S-775 P5B 1965 / Core 2 Duo E6300 / DDR-II
DIMM 2048 Mb / Sapphire PCI-E Radeon 256 Mb / 160 Gb Seagate (15 mT.);

- KommiexT cienmanusupoBanHoi yueOHOW Mebenw;

- PaGouee mecto npemnoaaBares.

[Iporpammuoe obecrieueHue:

— Microsoft Windows 7 Pro
VirtualBox
Kpunrorpaduueckoe cpeactso 3ammutsl nHbopMmaiuu Kpunrollpo CSP

— AmnmapaTHO-IpOrpaMMHBIE CPEJCTBA YIPaBIEHUS IOCTYNOM K JaHHbIM ImudpoBanus: [10
ViPNet Administrator 4.x, IIO ViPNet Coordinator for Windows 4.x, IIO ViPNet Coordinator for Linux
4.x, I1O ViPNet Client for Windows 4.x, I1O ViPNet Crypto Service 4.x, KpunrolIpo CSP, DallasLock

13.1.4. MaTepuajabHO-TeXHHYECKOE U POrpaMMHOe o0ecrnedeHne 1Jisi CAMOCTOATEIbLHOMH PadoThI
Jnst caMocToATeNbHOM pabOThl MCMONB3YIOTCS Y4eOHbIE ayTUTOPUU (KOMIIBIOTEPHBIE KJIacchl),
PaCIOJIOKEHHBIE 110 aJpecam:
- 634050, Tomckas obnacts, r. ToMck, Jlennna npocnexr, a. 40, 233 ayxn.;
- 634045, Tomckas obnacts, . Tomck, yn. KpacHoapmetickas, 1. 146, 201 ayn.;
- 634034, Tomckas obnactb, T. ToMck, Bepmimauna ynuia, 1. 47, 126 ayn.;
- 634034, Tomckas obnacts, T. ToMmck, Bepmmnuna ynuna, 1. 74, 207 aya.

CoctaB 000py10BaHUS:

- yueOHast mebernb;

- komnbroTepsl kinacca He Hibke [IDBM INTEL Celeron D336 2.81Tw. - 5 mt.;

- KOMIIBIOTEPHI MOJKIIOYEHbl K ceTu «MHTepHeT» M o0ecrnedyuBaroT JOCTYN B 3JEKTPOHHYIO
MH(POPMALMOHHO-00pa30BaTENbHYIO Cpe/ly YHUBEPCHUTETA.

[TepeueHs mporpaMMHOTO 0OECTICUCHHS:

- Microsoft Windows;

- OpenOffice;

- Kaspersky Endpoint Security 10 mis Windows;
- 7-Zip;

- Google Chrome.
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13.2. MaTepuajibHO-TEXHUYECKO€E o0ecnevyeHre JUCHUMIITIMHBI JJIS JIMI ¢ OTPAaHUYEeHHBIMU
BO3MOKHOCTSIMM 3710POBbSI 1 HHBAJIM/I0B

OcBoeHUE TUCLUIUIMHBI JIMIIAMH C OTPAHUYEHHBIMUA BO3MOXKHOCTSMH 340POBbS U MHBAIHMIAMU
OCYIIECTBJISIETCS C UCIIOJIB30BAHUEM CPEACTB OOYUICHHS OOIIEro 1 CrenuaaIbHOTO Ha3HAUCHUS.

[Ipu 3aHATHSAX € OOYYalOIMMHUCS € HAPYIIEHUSIMM CJyXa MPEIyCMOTPEHO HCIOJIb30BAaHUE
3BYKOYCHUJIMBAIOIICH amnmaparypbl, MYJIbTUMEIUHWHBIX CPEJACTB U JPYIrUX TEXHUUYECKUX CPEICTB
npuema/mepenadn yaeOHolH WHGOpMaIMu B JAOCTYIMHBIX (hOpMax, MOOMIBHON CHCTEMBI MPEIOIaBaHUS
JUIsl 00YYAIOMIUXCsl ¢ WHBAJTMIHOCTHIO, MOPTATUBHON MHIYKIIMOHHON CHCTEMbl. YueOHas ayauTopusi, B
KOTOPOU 3aHUMAIOTCS OOydYaroIuecs ¢ HapyIICHHEM clyXxa, 00OpylIOBaHA KOMITBIOTEPHOU TEXHUKOM,
ayIMOTEXHUKOU, BUACOTEXHUKOU, FJIEKTPOHHOU IOCKOU, MYJIbTUMEIUNHON CUCTEMOM.

[Ipu 3aHsATHSAX C 00YYAIOUIUMUCS ¢ HAPYIIEHUSIMHU 3PEHUSIMU IPEYCMOTPEHO UCIIOIb30BAHUE B
JIEKIIMOHHBIX M YYEOHBIX ayAUTOPHUAX BO3MOKHOCTH IPOCMOTpa YAAJICHHBIX OOBEKTOB (HAIrpumep,
TeKCTa Ha JOCKEe WIM Cllaiij]a Ha SKpaHe) MPU IOMOIIU BHICOYBEIHUYHUTEICH T KOMGpOPTHOTO
MPOCMOTpa.

[Mpu 3aHATUSAX C OOy4YAIOUIMMKCS € HAPYUIEHHUSIMH ONOPHO-JABUTaTe]LHOr0 amnmapara
WCIIONB3YIOTCS aJbTEPHATHUBHBIC YCTPOWCTBA BBOJAa HHGOPMAIMM M JIPYTHe TEXHHYECKHE CPEICTBa
npuema/mepenaun yueOHoil mHGoOpManMKM B JOCTYHHBIX (popMax, MOOMIIBHONW CHUCTEMBbI OOyUeHUS JUIS
JIIOJIEH ¢ HHBAJIUIHOCTEIO.

14. OneHo4YHbIe MATEPUAJIBI M METOIMYECKHE PEKOMEHIAIUH M0 OPraHU3aluN U3YyUYeHHs]
JUCIUININHBI

14.1. Conepma}me OLHCHOYHBIX MAaTCPHUAJOB U METOANYICCKUE PEKOMECHIAIINHU
I[JISI OLCHKH CTCIICHHU C(bOpMI/IpOBaHHOCTI/I N YpPOBHA OCBOCHHA 3aKPCINVICHHBIX 3a I[I/ICIII/IHJIHHOﬁ
KOMHCTCHHI/Iﬁ HCTIOJIB3YHOTCA OLICHOYHBIC MaTCPHAJIbl B COCTABE:

14.1.1. TecToBbIe 327aHUA

ITo npunnuny Kepkroddca B kpunrocucremMe CEKpeTHbIM JOKHO ObITh:

- KJIIOY

- BpeMs nu(poBaHUs

- CJIO’KHOCTB aJIrOpUTMa

- JUIMHA KJto4ya

[To6enurens koukypca AES (Advanced Encryption Standard)?

- DES

- RC6

- Rijndael

- Twofish

Uro takoe muddy3us?

- BoustHue otHOrO 3HaKa OTKPBITOrO KJIF0Ua Ha 3HAYMTEIbHOE KOJIMUYECTBO 3HAKOB IIM(PPOTEKCTA.

- BiiusiHue o/1HOro 3HaKa 3aKphITOroO KII04Ya Ha 3HAYUTENIbHOE KOJIMYECTBO 3HAKOB HIM(PPOTEKCTA.

- Baustnue oJTHOro 3HaKa OTKPBITOTO TEKCTA HA 3HAYUTEIHHOE KOJMUECTBO 3HAKOB IU(PPOTEKCTA.

- BiusiHue anroputma 3amuThl HHQOpPMAaIMK Ha 3HAYUTEIbHOE KOJIMYECTBO 3HAKOB MHU(POTEKCTA.

Kakum cBoiicTBOM J0JKeH 00a1aTh KaHai nepenadn nHGpopmanuu B cxeme Aupdu-Xemimana

- 3alIUIIEHHLIA OT ITIOAMEHEI

- 3aIMIICHHBIN OT IPOCIYIINBAHUS

- 3aKpBITBIA KaHaJI

- OTKPBITHIM KaHal

Kak HaszpiBaeTcs mpeodpa3oBaHre BXOJIHOTO MAcCHUBA JaHHBIX MPOU3BOJILHOM JJIMHBI B BHIXOAHYIO
OUTOBYIO CTPOKY (PMKCUPOBAHHOM JUTHHBI? (MCIIOIB3YET OJJHOCTOPOHHIOK (DYHKIINIO)

- Pa3Ouenue BXOJHOIO MaccHUBa

- XelmunpoBaHue

- CxaTtue

- CnBur

Buael cuMMeTpUYHBIX KPUITOCUCTEM:

- IOTOYHBIE MHUDPHI

- DUII
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- KPUITOCHCTEMBI C OTKPBITHIM KIIFOUOM

- HET OTBETa

Advanced Encryption Standard (AES), takxe u3BecTHbIl kak Rijndael mmeer pasmep Gioka (B
ouTax):

- 64

- 128

-192

- 256

Advanced Encryption Standard (AES), Taxxe u3BecTHblii kak Rijndael moxer umers kiou (B
ouTax):

-128

-192

- 256

- BCE BBIIIIE NIEPEUNCIICHHbBIE

Kakas cxema nexut B ocHoBe DES u TOCT 28147-897?

- Le3aps

- KanTopa

- Oeircrens

- Buxenepa

Kakue 13 cneayonmx aaropuTMoB SBISIOTCS aCCUMMETPUYHBIMU?

- DES

- Onb-I"amans

-T'OCT 28147-89

- RC4

Ha xakoii TpyaHopeaemoii 3a1aue ocHoBaH anroputm RSA?

- Gakropu3aluy Yucel

- Haxoxaenust 601b110T0 MPOCTOTO YKCa

- Boruricnenuu oOpaTHOTO 2NIEMEHTa

- luckpeTHOTO JIorapu(hMUPOBAHHS

Kakas nnuna kmoua B TOCT 28147-89(Marma)? (oTBet B OuTax)

- 64

-128

-192

- 256

Uto 00BIYHO B CeOsI BKITIOUAET CXeMa JIEKTPOHHOM moanucu?

- QITOPUTM T'€HEPALMU KIIIOUEBBIX Map MOJIb30BATENA

- (DYHKIIMFO TTPOBEPKH MOITUCH

- HUYETO U3 BBILIETIEPEUUCIEHHOTO

- BCE M3 BBIIICTIEPEUHCICHHOTO

Merton nonuangdaBuTHOro muppoBaHUst OYKBEHHOTO TEKCTa ¢ UCIIOIb30BaHUEM KIIFOUEBOTO CIIOBA
(TeKCTOBOTO):

- ugp 'poncennra

- llIndp Buxenepa

- Mudp Le3aps

- llludp Bepnama

Kakoii kitou 1octyrneH BceM it IPOBEpKU UPPOBON MOAMUCH MO JOKYMEHTOM?

- 3aKpBITBINA

- OTKPBITBIN

- BHYTPEHHHU

- 001wt

Kakoii mpudt 6omee croiikuii k B3nomy?

- CUMMETpUYHBIN

- ACUMMETpUYHBIN

- [IceBnocuMMeTpUYHBIH
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- Her npaBuiibHOrO OTBETA

Kaxoit anroputm mmdpoBanus crai mpoodpazom s oreuectBenHoro 'OCT28147-897?

- DES

- DSA

- Rijndael

- IDEA

B yem mpenmMymiecTBO CHMMETPUYHBIX CHCTEM HaJl aCHMMETPHUYHBIMU ?

- CKOpOCTb MK (poBaHUs

- IPOCTOTA peanu3alnuu

- U3y4EHHOCTb

- BCE OTBETHI MPABUIIbHBIC

Yro noxpasymeBaercs o] TEPMUHOM ayTEHTHYHOCTh HH(pOpMaLuun?

- LlennoctHOCTH MH(pOPMALIUT

- HeB03MOXKHOCTb OTKa3a OT aBTOPCTBA

- [IoqmuHHOCTH aBTOpPCTBA

- BCE OTBETHI IPaBUJIbHBIE

Bribepure npaBuiIbHBIA BapHaHT, 3alIM(POBAHHON C MOMOIIBIO mHU(pa 1e3aps, CTPOKH: MuUdp
ne3aps

- BiIXC 4€n6cO

- riixc yéubcea

- BKIT IDKUBCO

- FOOBI] BKHEIK

14.1.2. TeMbl OIPOCOB HA 3aHATHAX

[Tonstne xpunrorpaduyeckoro mporokona. Poib kpunTorpaduueckux MPOTOKOJIOB B CUCTEMAaxX
3auThl HHpopMmanuu. OCHOBHBIE aTaKU Ha KPUITOTpapUUECKUe MPOTOKOJIbI.

[TonsiTve 3MEKTPOHHON MOANUCH. YIIPaBIE€HHWE OTKPBITHIMU KitodaMHu. OCHOBHBIE KOMIIOHEHTBI
MHOPACTPYKTYPbl OTKPBITHIX Kimtoueil. [loHsTue ceprudukara OTKpPHITOro Kioya. Y JA0CTOBEpPSIOIIUI
HEHTP. APXUTEKTYpa HHPPACTPYKTYPHI OTKPHITOTO KITFOYA.

[TpoToKkoIbI HAEHTU(UKALMK Ha OCHOBE IapoJieil, MPOTOKOJIbI «PYKOIOXKATUS» U TUIIA «3aIPOC-
orBeT». [IOHATHE MPOTOKOJIOB MHTEPAKTUBHOI'O JI0KA3aTEIbCTBA U JJOKA3aTeNIbCTBA 3HAHM. [IpoToKobI
UACHTU(UKAIIMA HAa OCHOBE MPOTOKOJIOB JIOKA3aTeNbCTBA 3HAHUS C HYJIEBBIM pa3riialieHHueM.

[ToctpoeHne 06e30MacHOr0 KOMMYHUKAIIMOHHOIO KaHajla Ha OCHOBE KpUNTOTrpaduuyecKux
AJITOPUTMOB.

[TpoGneMbl peanu3anuu KpUNTOrpaUUYecKUX aaropuTMoB. l'eHepauus ciay4yailHbIX YHCEN.
3ammra oT yTeuku HH(OpMAaILHH.

14.1.3. Bonipocsl Ha cobeceoBaHue

I[aTB COACPIKATCIILHOC OOBSICHEHHSI TaKHUX yciayr 0C30IMaCHOCTH KakK KOH(l)I/I)IeHI_[I/IaJ'ILHOCTB,
HEJIOCTHOCTD, MOMJIMHHOCTb, HCOTPEKAECMOCTb U JOCTYITHOCTD.

Nudpactpykrypa oTkpbIThIXx kitouei (PKI). OOocHoBaTh HE00XOAMMOCTh  MOAOOHOM
UHPPACTPYKTYpHI. [lepednciuTs 1 00BSICHATH Ha3HAYSHHE COCTABIISIONINX KOMITOHEHT.

Xom-pynkuuu. Kakue Tumbel cCymecTByloT, B 4eM uX paznnuue. OOBSICHUTH CBOWCTBA.
[lepeuncnuth 061aCTH IPUMEHEHHSI. ATaKU Ha XAII-PyHKIHUU. UTO Takoe mapagoKC «IHEU POXKACHUS»?

Bba3oBble NPUHIUIBI TOCTPOEHUS KPUNITOrPaUIECKUX TPOTOKOJIOB.

14.1.4. Bonnpocbl Ha CAMOINIOATOTOBKY
Jlatb conepkaTenbHOE OOBACHEHUS TaKHX YCIyr O€30MacHOCTH Kak KOH(HIEHUIUATbHOCTH,
L[EJI0CTHOCTD, IIOJUIMHHOCTb, HEOTPEKAEMOCTb U JJOCTYITHOCTb.
[lepeuncnuth H3BECTHBIE MeXaHU3Mbl oOecnedyeHus OezonmacHOCTH. OOBSCHUTH B3aUMOCBS3b
ycayr 6€30MacHOCTH, MEXaHU3MOB U aITOPUTMOB.
OOBSICHUTB, YTO TAaKOE COBEPIIEHHAS CEKPETHOCTh, MPHUBECTH MPUMEP COBEPIICHHOTO IHdpa.
OOBsicHUTb cMBbICH TeopeMbl LIleHHOHA.
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CxaTto, HO OCMBICJICHHO, TIOSICHUTh T€ AacleKThl aireOpsl W TEOPUU 4YHCET, KOTOpbIe
UCMOJB3YIOTCS B COBpPEMEHHOW Kpunrorpadguu. MynabTUIIIMKaTHBHAs Tpynna KOHEYHOro IOJs, IO
MOJYJII0O COCTaBHOrO uMcia. Teopempl Oiinepa u ®epma. Dmiuntudeckue Kpusble. ['pynma Touek
AJUTUIITUYECKON KPUBOM.

Pexxumbl mmmdpoBanus. [lepeuncinnts 1 0OBSCHUTH Pa3IHUMSL.

MunumanbHas JUIMHA KIOYa CUMMETPUYHOM KPUITOCHCTEMBI. ODKCIOPTHBIE OIPAaHUYCHMS HA
JUIMHY KJIIO4a.

Merton pacummpeHust KIr4eBOro mnpocrpaHcTBa. IlpuHinun HecemapaOenbHOro Imm@poBaHUs.
MHoroypoBHeBasi Kpunrorpadus.

Nudpactpykrypa oTkpeiThix kimtouer (PKI). OO6ocHoBath HEOOXOIMMOCTH  IMOAOOHOM
uHppacTpyKTypsl. [IpeunciuTe 1 00BICHUTH HA3HAYCHUE COCTABIISIONINX KOMIIOHEHT.

Xom-pynkuuu. Kakue Ttunsl cymecTByroT, B 4eM uX pasinuve. OOBSICHUTH CBOWCTBA.
[lepeuncnanth 001aCTH IPUMEHEHUS. ATaKu Ha XAII-(QDYHKIMHA. YTO Takoe mapaioKe «IHEH pOKICHUI»?

bazoBble MPUHIMIIBI TOCTPOEHUS KPUNTOIpapUUCECKUX IPOJITOKOJIOB.

AHOHHMHOCTh U HEOTCIIEKHBAEMOCTb. [IpoOiiema «yXuHaAOMmMMX Kpunrorpa-gosy. «Criemas»
noanuck Yayma. OOBACHUTH NPUHLMI HOCTPOEHMS IPOTOKO-Ja JUIi AHOHHMMHBIX UYEKOB HAa OCHOBE
«CIIETION» IOIIUCH.

[Tpuniunsl kBaHTOBOM Kpuntorpaguu. OOBSICHUTH KBAHTOBBIM IPOTOKOJ pac-NpeesieHus
KJIFOUEH.

14.1.5. Tembl 12a00paTOPHBIX PadoT
[[IndpoBanHas daiaoBas cucTema
Kpunrorpaduueckue haitioBeie CHCTEMBI
Kpunronposaiinepsr
CpenctBa Kpunrorpaguieckoi 3anuThl HHPOPMAITTH

14.1.6. 3auér

[TonsiTue xkpunrorpaduyeckoro nmporokoina. Ponb kpunrorpaduyeckux NpOTOKOJIOB B CHCTEMaX
3anuThl nHpopMmaryu. OCHOBHBIE aTaKy Ha KPUITOTPAPHUECKUE TPOTOKOJIBI.

[TonsiTvie AMEKTPOHHON MOANMUCH. YIpaBI€HHUE OTKPHITHIMU Kito4amu. OCHOBHBIE KOMIIOHEHTBI
HHQPACTPYKTYPBI OTKPBITHIX Kitoued. [loHsTne ceprudukara OTKPBHITOTO KIOYa. Y IOCTOBEPSIFOIIHIA
HEHTp. ApXUTEKTypa HHPPACTPYKTYPHI OTKPHITOTO KITFOYa.

[TpoTokosibl HAEHTU(PUKALIMN HAa OCHOBE MapoJjiei, MPOTOKOJIbI «PYKOIOXKATHS» U TUIIA «3alpoC-
orBeT». [loHATHE MPOTOKOJIOB MHTEPAKTUBHOTO JI0KA3aTEIbCTBA U JIOKA3aTeNbCTBA 3HAHMS. [IpoTOKOIBI
UJCHTU(PUKAIIMN Ha OCHOBE IIPOTOKOJIOB JI0KA3aTENbCTBA 3HAHUS C HYJIEBBIM pa3IJIallieHUEM.

[TocTpoeHne 06e30MacHOTO0 KOMMYHUKAIIMOHHOTO KaHalla Ha OCHOBE KPHUMNTOTpadudecKux
aJITOPUTMOB.

[TpoGneMbl peanu3anuu  KpUNTOrpadUYecKUX anropuTMoB. ['eHeparus CIydalHBIX YHCET.
3amuTa OT yTeuku HHPOpMaIuu.

14.2. TpeGoBaHus K OLEHOYHBIM MATEPHAJIaM JJIsl JIMI ¢ OTPAHMYCHHBIMH BO3MOKHOCTAMH
310POBbSI M MHBAJIHI0B
Jig M ¢ OrpaHMYEHHBIMHM  BO3MOJKHOCTSMM  3JI0POBbS M HMHBAIUAOB IPELYCMOTPEHBI
AOIOJIHHUTECIBHBIC OIICHOYHBIC MAaTCpUaJibl, IEPCUYCHL KOTOPLIX YKAa3aH B Ta6J'II/IIIC 14.
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Tabmuma 14 — JlononHuTENbHBIE MaTepUaIbl OIICHUBAHUS IS

3I0POBBSI 1 HMHBAIIUIOB

JijI ¢ OIrpaHUYCHHBIMU BO3MOKHOCTAMU

Kareropun
o0yJaromuxcst

Buapl 4OMOIHUTENBHBIX OIEHOYHBIX
MaTepHuasioB

@®opMbI KOHTPOJIS ¥ OTICHKH
PE3yNIbTaTOB O0yUYCHUS

C HapyleHus MU
ciyxa

TecTbl, TUCHEMEHHBIE CAMOCTOSTEIIEHBIC
paboThl, BOIPOCHI K 3a4ETY,
KOHTPOJIbHBIE PabOTHI

[IpenMymecTBEHHO MUCHMEHHAS
poBepKa

C HapylieHusIMu
3peHHS

CobecenoBaHue 110 BOIIpOCaM K 3a4eTy,
OIIPOC IO TEPMHUHAM

[TpenmyIIeCTBEHHO yCTHAsS TIPOBEPKa
(MHAWBUIYATBHO)

C HapylieHusIMU
OTIOPHO-
JIBUTATEIILHOTO
amnrmapara

Pemenue nucTaHIIMOHHBIX TECTOB,
KOHTPOJIbHbIE paOOThI, IMCbMEHHBIE
CaMOCTOSITeNIbHBIE paOOTHI, BOIIPOCHI K
3ayery

[Ipenmy1iiieCTBEHHO TUCTAHIIMOHHBIMU
MeToIaMuU

C orpaHuyYeHUsIMU 110
00IIeMeTUIINHCKUM
MOKAa3aHUSIM

TecTbl, MUCbMEHHBIE CAMOCTOSITEILHBIC
paboThl, BOMPOCHI K 3a4ETY,
KOHTPOJIbHBIE PA0OTHI, YCTHBIE OTBETHI

[IpeuMy1iecTBEHHO IIPOBEpPKA
METO/IaMHU MCXO/S U3 COCTOSTHUS
oOyuarolerocss Ha MOMEHT IIPOBEPKU

14.3. Meroanueckue peKOMeHAAMU 10 OLEHOYHBIM MATEPUAJIaM ISl JTUI[ ¢ OTPAHUYEeHHBIMH
BO3MOKHOCTSIMM 310POBbSI 1 HHBAJIU/I0B

Jns nui ¢ orpaHMYEHHBIMH BO3MOXKHOCTSIMH 3JI0pOBbS M HHBAJIUAOB TMpPEIyCMaTpHUBAETCS
noctymHas popma MmpeaoCcTaBICHHS 3aIaHUi OIICHOYHBIX CPEJICTB, & IMEHHO:

B MIEYaTHOI Qopme;

B MIEYaTHOI opMe ¢ yBEITHMUECHHBIM HIpUPTOM;
B (hopMe€ FIIEKTPOHHOI'O JOKYMEHTA;

METOJIOM YTEHUSI ACCUCTEHTOM 3aJIaHUs BCIIYX;
IIPEIOCTaBIIEHUE 3aJaHHs C UCIIOJIB30BaHUEM CYPAOIEPEBO/IA.

Jlutiam ¢ orpaHMYEHHBIMH BO3MOXKHOCTSIMHU 3/I0POBbSl U MHBAJIUAAM YBEIHMYMBACTCS BpeMs Ha
MOATOTOBKY OTBETOB Ha KOHTPOJbHBIE BOMpochl. [[ms Takux oOywarommxcs MpeaycMaTpuBaeTcs
nocTyrHas (opMa mpeIocTaBiIeHrs OTBETOB Ha 3a/IaHUsI, @ UMEHHO:

INHUCBbMCHHO Ha 6YM8.FC;

Ha6op OTBCTOB Ha KOMIIBIOTEPEC,
Ha6op OTBCTOB C UCIIOJIb3OBAHUEM YCIIYT' aCCUCTCHTA,
MMpeaACTaBJICHHUE OTBETOB YCTHO.

[Tpouenypa oueHHMBaHMSI pPE3yIbTATOB OOYUYEHHUS JIMI C OrPAaHWUYEHHBIMH BO3MOXHOCTSMU
3/I0pOBbsI U MHBAJIMJOB 0 AUCLUIUIMHE MpEeIycMaTpUBaeT MpeAocTaBlieHHe MHpopManuu B (opmax,
a/IalITHPOBAHHBIX K OTPAaHUYEHHUSAM UX 3710POBbsI U BOCIPUATHS HH(POPMALIUU:

J1s1 1ML ¢ HApYIIEHUAMH 3PEHM:

B (hopMe€ FIIEKTPOHHOTO JOKYMEHTA;
B [I€YaTHOHN (popMe YBETUUEHHBIM LIPUPTOM.

JLst M1 ¢ HAapYIIeHUusIMH cJIyXa:

B (hOpMe IIIEKTPOHHOTO JJOKYMEHTA,;
B MIEYaTHOH (opme.

I[.Tlﬁ JIMI ¢ HAPYIICHUSAMMA OIIOPHO-ABUIaTCJIbHOT0 almapara:

B (hopMe FIIEKTPOHHOTO JOKYMEHTA;
B MIEYaTHOH (opme.

[Tpn HEoOXOMUMOCTH JI JIUI C OTPAHUYCHHBIMH BO3MOXKHOCTSMH 3/I0pPOBbS U HMHBAIUIOB
MpoIieIypa OIEHUBAHUS PE3yJIbTaTOB 00YUEHUS MOXKET MPOBOAUTHCS B HECKOJIBKO 3TAIOB.
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