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Paccmotpena u omoOpeHa Ha 3aceJaHuu Kadeapsl
npotokot Ne 6 ot « 15 » 5 2018 r

JIMCT COI'JTACOBAHUA
PabGouass mporpamMMa IUCHUIUIMHBI COCTaBJieHa C y4dyeToM TpeOoBaHui (enepanbHOTO
rOCyJapCTBEHHOTO 00pa3oBaTelbHOTO cTannapra Boiciiero oopaszoBanus (OPI'OC BO) no HampaBieHHIo
noarotoBku (cneruanbHocTH) 10.05.04 HHpOpManmoHHO-aHAIUTHUYECKHE CHCTEMBl O€30TacHOCTH,
yrBepxkaeHHoro 01.12.2016 roma, paccMorpena u ojoOpeHa Ha 3acenanuu kadenpsr BUC «  »
20 ropa, mpoTtokoi Ne

PazpaboTumk:
Houent kad. BUC O. O. EBcrotun

3aBeayronuii odecreuynBaromiei kad.
BUC P. B. MewepsikoB

Pabouas mporpaMma JUCIUIIIMHBI COTIIACOBaHa ¢ (PaKyIbTETOM U BBITYCKaOIIEH Kadeapoi:

Jexan ®b E. M. [laBbiioBa
3aBeyrOnInil BeIMTycKaroen kad.

BUC P. B. MemepsikoB
OKCHepThl:

JHouent kad. KUBDBC A. A. Kones
JHouent kad. BUC A. IO Ucxakos
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1. lean u 3aa49u TUCUMILJIUHBI

1.1. Heau TUCHUNIHHBI
enpto mucuumuuubl  «Kpunrorpadgudeckue MeTOAbl 3aUTHl  HHPOPMALMKY  SBISCTCS
dbopMUpOBaHHE Yy CTYACHTOB OOIMX TPEACTABICHUNA O KpUNTOTpahUIECKUX METOJaX 3allUThI
nHpopManui, O TPUMEHEHHWU KPUNTOTpaQUUECKHX METOJOB 3aIIUThl MH(POPMAIMH IS pEIICHUs
OTIENBHBIX 3a7a4 oOecreueHus: HHHOPMAIIMOHHON 0€30MaCHOCTH U 00 OCHOBHBIX MPHUHIIHUITAX, JICKAIIHX
B OCHOBE ()YHKIIMOHUPOBAHUS KPUNITOTPAPUIECKUX CPEICTB 3aIUTH HH(POpMaIuy.

1.2. 3agauyn THCHUILIAHBI
—  JaTh MPEJICTaBICHHUE O KPUMTOrpahuIeCKUX METOIaX 3alUThl HH(pOpMaIHH;
—  M3y4YUTh MaTEMAaTHYECKHE OCHOBBI COBPEMEHHOM KpUNTOrpaduu;
—  H3y4YUTh COBPEMEHHBIE CTAHIAPTH CAMMETPHYHOTO MU(POBAHUS;
—  H3y4YUTh OCHOBHBIC KPUNTOTPAPUUECKUE AJITOPUTMBI C OTKPBITBIM KITFOUOM;
—  M3y4YuTh Kpunrorpadudeckue GyHKIUHA XEITUPOBAHHUS;
— copMupoBaTh yMEHHE NPHUMEHSATH IMOJYYCHHBIC 3HAHUS ISl KOMITBIOTEPHOW peai3aliuu
KpUNTOrpapUIeCcKuX aJroOpuTMOB.

2. Mecto aucuuminnsl B ctpykrype OIIOIT
Hucuunnuna «Kpunrorpadguueckue Metoasl 3amutsl uHGopmarum» (b1.5.9) otHocutes k 610Ky
1 (6a30Bas 4acTh).
[TpenmecTByOMMMH TUCHUILIMHAMY, (POPMUPYIOIIMMHU HadalbHbIE 3HAHMS, SBISAIOTCSA: Anredpa,
I'eomerpus, uckpernas marematnka, Mapopmarruka, OCHOBBI HH(POPMALIMOHHON O€30MaCHOCTH.
[Tocnenyromumu JUCUUIUIMHAMMY sBIsitoTCS: [IpukinanHas kpunrorpagusi.

3. TpeboBaHus K pe3yJibTaTaM 0CBOEHHs THCIHIIIHHbI

[Tpornecc n3y4yeHHs JUCIUIUIMHBI HAIIPABJICH Ha (POPMUPOBAHHE CIEAYIOUINX KOMITETCHIINA:

— OIIK-2 crnocoOHOCThIO KOPPEKTHO MPUMEHATh ammapaT MaTeMaTHYeCKOro aHaju3a,
T€OMETpHUHU, aNreOphl, TUCKPETHOW MAaTEMaTHKH, TEOPUM BEPOSTHOCTEH, MATEMAaTUUYECKON CTATUCTHUKH,
YHUCJIEHHBIX METOZO0B, METOIOB ONTHMHU3AlMU Ui (GopManu3alMd W pemieHds 3amad B cdepe
npodeccCHnOHALHOM IeATEIIBHOCTH;

B pe3ynbrate u3y4eHus: TUCIUILTUHBI 00YYaIOLIHIACS JOIDKEH:

—  3HaThb OCHOBHbBIE BUJbl KpUNITOTPAPHUUECKUX METOJIOB U aJITOPUTMOB; IPUHLIUIIBI IOCTPOCHUS
KpI/IHTOFpa(i)I/I‘-ICCKI/IX AJITOPUTMOB U TMPCABABIACMBIC K HUM Tp€6OBaHI/I5[; MAaTEMATUYCCKHUEC OCHOBLI
COBPEMEHHOW  Kpunrorpadguu; KpuUnrorpapuueckue CTaHIApThl M WX  HUCIOJIb30BaHUE B
MH(OPMALIMOHHBIX CHCTEMAaxX; MPOCTENIIINE METO/Ibl KPUIITOAHAIN3A.

— yMmeThb 3()QEKTHBHO UCIOJIB30BaTh KPUNTOTPaQHUUECKHE METOIbI M CpPEACTBA 3allUThI
nH(pOpPMAIIMK B aBTOMATU3HPOBAHHBIX CUCTEMAX; IPUMEHSTh MPOCTEHININE METO/IbI KPUITTOAHAIIH3A.

- BJaA€Thb KpI/IHTOFpa(i)I/ILIeCKI/IMI/I METOAaMHU n cpeacrBaMu 3allIUThI I/IH(bOpMaIII/II/I;
HpOCTCI\/JIIHI/IMI/I MCTOJaMM  KpUIITOAHAIW3a, MCTOAaMMU OLCHKU CTOUKOCTH KpI/IHTOFpaq)I/I‘IGCKI/IX
AJITOPUTMOB.

4. O0beM AUCHMILVIMHBI U BUJbI Y4eOHOH padoThl
OOmast TpyOeMKOCTh IUCHUIUIMHBI cocTaBiseT 4.0 3a4eTHBIX €AMHUIBI U TpE/ACTaBlIeHa B
Tabune 4.1.
Tabnuua 4.1 — Tpy10eMKOCTh TUCIUILIIMHBI

Bunbl yueOHOI 1esTenbHOCTH Bcero gacos CemecTtpbl

5 ceMecTp
AyIUTOpHBIE 3aHATHUS (BCETO) 64 64
Jlexun 36 36
[TpakTUyeckue 3aHsATHS 28 28
W3 HUX B MHTEPAKTUBHOU (hopme 18 18
CamocrositensHas paboTa (Bcero) 44 44
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BrimontHeHME MHANBUYaTbHBIX 3aaHUI 20 20
[IpopaboTka JIeKIMOHHOTO MaTepuaa 10 10
[ToaroToBKa K MPAaKTUYECKUM 3aHATHSIM, CEMUHApam 14 14
Bcero (6e3 sx3amena) 108 108
IToxaroroBka u craya 3K3aMeHa 36 36
OO01mas TpyA0eMKOCTh, 4 144 144
3ayerHble EnuHUIBD 4.0 4.0

5. Conepsxkanue Q¥ CHUATINHbBI

5.1. Pa3nesnsl JUCHUIIMHEBI H BUABLI 3aHATHNA
Pazaenbl AMCHMIUIMHBI U BUJIBI 3aHATUH TPUBEACHBI B Ta0uIe S.1.
Tabauma 5.1 — Pa3gensl AUCHMILINHELL U BUABI 3aHITUH

Haspanus pasieioB JUCIUILIMHEL S r 8388208823288
5 cemecTp

1 OcHOBHBIE LIEH U 33a4l KPUITOTpapuu 2 0 1 3 OIIK-2
2 MaremaTH4ecKre OCHOBBI KpunTorpaduu 8 8 8 24 OIIK-2
3 Ucropudeckas kpunrorpadus 2 4 5 11 OIlK-2
4 CummeTpuyHOe MHPpOBAHUE 8 2 4 14 OIIK-2
5 XempoBaHue 4 0 1 5 OIlK-2
6 Kpunrorpadus ¢ OTKPBITBEIM KIIOUOM 8 8 4 20 OIIK-2
7 DNeKTpOHHASI TOITUCH 4 0 1 5 OIlK-2
8 3ammTa UHIUBUAYATbHBIX 3aIaHUM 0 6 20 26 OIlK-2
Hroro 3a cemectp 36 28 44 108

Htoro 36 28 44 108

5.2. Conep:xanue pa3ieoB IMCUMILIAHBI (110 JIEKIUSIM)
Coneprkanue pa3iesoB AUCIUIUIHH (I10 JICKITUSIM) TTPUBEIEHO B TabuIe 5.2.
Tabnuna 5.2 — ConeprkaHue pa3AenoB TUCHUIUIMH (TIO JEKITUSIM)

(]
HazBanus paznenos CopepskaHue paszieioB AUCIMILIMEBI 10 NekiuaM | 8 5 82 = S S
5 cemectp

1 OcHOBHBIE LIENH U Kpunrorpaduueckue MeTo 1! 321U THl HH(OPMALIUU: 2 OIIK-2
3a/1a4u Kpunrorpapuu mppoBaHue, XEIIMPOBAHHUE, FTEKTPOHHAS MTOAMKCH.

Hroro
2 Maremarnueckue Anrebpanyeckue cTpykTypsl. I'pynmnsl. Huknnueckue 8 OIlIK-2
OCHOBBI Kpuntorpadguu | rpynmsl. Konblia, KoJblia KJIacCOB BHIYETOB.

Koneunsie nosst. [Tons Nanya. Dnnuntryueckue

kpuBsble. [ToHsTHE HAMOOIBILIEr0 OOIIETO IEIUTES.

Anroput™m EBKIIMZIA, paCIIMPEHHBIN aJITOPUTM

EBkinnna. CpaBHEHHE NIEPBOM CTENIEHU C OJJHUM

HeusBecTHbIM. KuTaiickas Teopema 00 ocTaTkax.

Hroro 8
3 Ucrtopuueckas Matemaruueckas mozens mudpa. Knaccnueckue 2 OIlIK-2
KpUnTorpadus U QpBL: TOICTAHOBOYHBIH, IEPECTAHOBOYHBIH, (D

Xwunna, mudpel raMMHPOBaHUS.
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Htoro

4 CummeTpuyHOe I'OCT 28147-89. 'OCT P 34.12-2015. TOCT P 8 OIIK-2
m@poBaHue 34.13-2015. DES. AES.
Hroro
5 XemupoBaHue Kpunrorpadpuueckue xem-pynkuu. 'OCT P 34.11- OIIK-2
2012. SHA-3.
Hroro
6 Kpunrorpadus c Konnenmus kpuntorpaduu ¢ OTKPHITHIM KIFOYOM. OIIK-2
OTKPBITHIM KIIFOYOM [Tpotokon duddu-Xennmana. Kpunrocucrema RSA.
Kpunrocucrema Onb-I"amana. Kpuntocucrema
Pabuna. AnropuT™Mbl paboThl ¢ OOJIBITUMHU YHCIIAMH.
Hroro
7 DnexkTpoHHas moanuck | Kol ayTeHTUYHOCTH COOOIIEHUN. DIISKTPOHHAs OIIK-2
nomuck. [OCT P 34.10-2012. DSS.
HNudpactpykTypa OTKpPHITOTO KJIOYa.
Htoro 4
Hroro 3a cemectp 36

5.3. Pa3nenbl AUCHMILVIMHBI U MEKIMCHUIIIMHAPHBIE CBSA3H ¢ 00ecleYHBAKIUMU (NPeAbIIYIHMH)

U 00ecrneuynBaeMbIMHU (l'[OCJ'Ie)]leIIH/IMH) JAUCHHUIVIMHAMH

Pa3nensl QTUCHUIUIMHBI U MEXIUCIUIUIMHAPHBIEC CBA3M C 00eCNeUnBAOIIMMU (MIPEABIAYIIUMU) U

obecrnieunBaeMbIMU (ITOCIICTYIOIIUMH ) TUCIUTIIHHAMH TTPEICTaBICHBI B TabIuIe 5.3.

Tabmuma 5.3 — Pa3aenbl AMCHUIUIMHBI U MEXAUCITUIUTMHAPHBIE CBS3U

HanmenoBanme JAUCIUITIINH

Ne pazaenoB naHHO#N AMCHUIUIMHBI, A1 KOTOPBIX HEOOXO0IUMO
n3y4deHue 00eCreuynBaOIINX U 00ECTICYMBAEMBIX JUCIUTIIIUH

1 2 3 4 5 6 7 8
[IpeamecTByrOmMe TUCHUATIIINHBL
1 Anrebpa +
2 I'eometpust +
3 luckpeTHas MaTeMaTHKa +
4 lnpopmaTuka +
5 OcHOBBI HHPOPMALIMOHHOM +
0e3011acHOCTH
ITocnenyromue qUCHUIIINHEI
1 [Ipuknannas kpunrorpadus + + + + + + + +

5.4. CooTBercTBUE KOMIIETEeHIUI, GopMHPYeMBbIX IPH U3YYEeHUHU AUCHMILINHBI, 1 BUAOB 3aHATHH
CootBeTcTBHE KOMIIETEHIUI, (POPMUPYEMBIX NPU HU3YYEHUH IUCUUIUIMHBI, U BHUAOB 3aHITHNA
IpeJCcTaBIeHo B Tabmuie 5.4.
Tabnuna 5.4 — CooTBercTBUE KOMIIETEHIMH, (OpMHpYyEeMBbIX NPU H3YYEHUU AUCLMILIMHBI, U BHIOB

3aHATUN

Bunrwl 3anstuit

Kowmme
TEHLH
u

Jle

. . < . B
= 8 <2 8 2 O s &w

@OpMBI KOHTPOJIS
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OIIK-2 + + + Jomamtree 3aganue, OTYET 1O
WHJIMBUIYaJIbHOMY 33JIaHHUIO,
Dx3aMeH, 3amuTta otyera, Onpoc
Ha 3aHATHAX, Tect

6. UnTepakTHBHBbIE MeTOABI U (pOPMBI OPraHu3aluM 00y4YeHus!
TexHOIOTH UHTEPAKTUBHOTO O0YUYEHUS MPU Pa3HbIX POpMax 3aHATUH NpUBeIeHBI B Tabuue 6.1.
Tabmmma 6.1 — TexHOJOTHH HHTEPAKTUBHOTO OOYUCHHUS PU pa3HbIX popMax 3aHATHNA

WHuTepakTuBHBIE IpakTHUecKue |VHTepakTUBHbIE
Metonabl Bcero, u
3aHATHUSA, U JEKIHH, 9
5 cemecTp
MuHu-eKIus 8 8
[Ipe3eHTanmm ¢ UCIOIB30BAHUEM 10 10
CIIaliJI0B C 00CYKJIEHUEM
Hroro 3a cemectp: 8 10 18
Hroro 8 10 18
7. JlabopaTopHbie padoThl
He npeagycmorpeno PYIL.
8. IIpakTHyeckue 3aHATHSA (CEMUHAPDI)
HanmMeHoBaHMe NPaKTUYECKUX 3aHATUH (CEMMHApOB) NpUBeIeHO B Tabmuie 8.1.
Tabnuna 8.1 — HaumeHoBaHUE NPAaKTUYECKUX 3aHITHH (CEMUHApPOB)
) (D]
HasBanus pa3enos HauMeHOBaHYE MPAKTHYECKUX 3aHATHA (cemunapos) £ 8 £ 8L = & 2
5 cemecTp
2 MaremaTtnueckue Anrebpanyeckue cTpykTypsl. I'pynnsl. Hukinueckue 2 OIIK-2
OCHOBBI KpUNITOrpauu | TPYMIIbL.
Koib1ia, K0OJIbIla KJIACCOB BBIUETOB. 2
Koneunsle noss, noss [anya. 2
TeopeTnko-4rcI0BbIE AITOPUTMBI, UCIIOJIB3yEMBIE B
Kpunrorpapuu
Hroro 8
3 Ucrtopuueckas [Ipocreiimume mMUPpPHI U UX KPUIITOAHAIN3. 4 OIIK-2
KpUnTorpadus
pumTorpad Hroro 4
4 CummeTpuyHOE CoBpeMeHHbIE CHMMETPUYHbIE UPBI 2 OIIK-2
mudpoBanu
(posarme HUtoro 2
6 Kpunrorpadmus ¢ [Tpotokon Huddu-Xemimana 2 OIIK-2
TKPBITHIM KJIIOUOM
OTKP 1010 Kpunrocucrema RSA 2
Kpunrocucrema Onb-I"amans 2
Kpunrocucrema Pabuna 2
Hroro 8
8 3ammra 3ammuTa MHAUBUAYATBLHOTO 33/IaHUS 110 TEME 2 OIlK-2
WH/IUBUIYaIbHBIX «[IporpammHuas peanusanus npocrenmniero mudpar»
HUN
3a7d 3amyTa HHANBUIYATBHOTO 3aIaHHsI IO TEME 2
«IIporpammHuas peanuszanus CAMMETPUYHOTO MHUPPar»
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3amuTa HIWBUIYATBHOTO 3aaHuUs TI0 TEME

«[IporpammHast peannzanysi aCHMMETPUUHOTO

mudpar

Hroro

Uroro 3a cemecTp

28

9. CamocrosiTesibHast padoTa
Bunasl camocTosTenbHON paboThl, TPYAOEMKOCTh U (hOpMUPYEMbIe KOMIIETEHIIUU MIPE/ICTABICHbI B

tabmuie 9.1.
Tabmmma 9.1 — Bunbl camocTosaTenbHON paboThI, TPYIOEMKOCTh U (hOPMUPYEMBIE KOMITETCHIIUH
Buysl camocTosiTensHol & & £ B 3 E
Haspanus paznenos a 23 EE g Z DopMBbI KOHTPOJIS
paboThI ~ o &F B =
5 cemecTp
1 OcHOBHBIE LIETH U [IpopaboTka JTeKITMOHHOTO 1 | OIIK-2 Ornpoc Ha 3aHATHUSAX,
3aJjauy KpUurnrorpapuu Martepuana DKk3aMeH
Utoro 1
2 Marematuueckue IloaroroBka k 6 OIIK-2 JlomalirHee 3agaHue,
OCHOBBI KpHIITOTpaduu MPAKTUICCKUM 3aHATHSIM, Ompoc Ha 3aHATHSX,
ceMHHapaMm DKk3aMeH
[IpopaboTka JIeKITMOHHOTO 2
MaTtepuana
Hroro
3 Ucropuueckas [Togroroska k OIIK-2 [omamnee 3aganue,
Kpuntorpadus MPAKTUYECKUM 3aHATHM, 3amuta otyera, OTUeT MO
ceMHUHapaM WHUBUIYATEHOMY
3aJlaHuI0, DK3aMeH
IIpopaboTka JIEKIIHOHHOTO 1 A 9
Martepuaia
Hroro
4 CuMmmeTpuIHOE ITonroroBka K OIIK-2 JlomarHee 3a1anue,
mQpoBaHUe MPAKTUYECKUM 3aHATHM, 3amuTa otyera, Onpoc Ha
ceMHHapam 3aHATHAX, OTUET 10
WHIUBUIYaIbEHOM
IIpopaboTka JIEKIIHOHHOTO 2 A Ily3 oMy
3aJlaHuI0, DK3aMeH
Mmarepuaia A i
Hroro 4
5 XemmpoBaHue [TpopaboTka JEKIIMOHHOTO OIIK-2 Ornpoc Ha 3aHATHUSAX,
MaTtepuana DK3aMeH
HUtoro 1
6 Kpunrorpadus c [ToaroroBka k 2 | OIIK-2 Homarnee 3aganue,
OTKPBITBIM KITFOUOM MPAKTUICCKUM 3aHATHSM, 3amuTa otyera, Onpoc Ha
ceMHUHapaM 3aHATUAX, OTUET 1Mo
WHIABY, BHOM
IIpopaboTKa JIEKIIHOHHOTO 2 1 Hygﬂ oMy
aJaHu K3aMeH
MaTepualia 3al 10, Jk3ame
Hroro 4
7 DnextpoHHas moanuck | [IpopaboTka JEKIIMOHHOTO OIIK-2 Ornpoc Ha 3aHATHSAX,
MaTtepuana DKk3aMeH
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Hroro 1
8 3ammTa Brimonnenue 20 |OIIK-2 3amuTa otdyera, OTYET 110
WHIMBUTYaTbHBIX WHIUBUAYATBHBIX 3a1aHUN WHMBUIYATEHOMY
3aJlaHuil Wroro 20 3aJJaHuI0, JK3aMCH
Hroro 3a cemectp 44

IToaroroBka u craya 36 DK3aMeH

9K3aMeHa
Htoro 80

10. KypcoBasi paGora (mpoexT)
He npexgycmorpeno PYIL

11. PeliTuHrOBasi cUCTEMA /IJIsl OLIEHKH yCIIeBAeMOCTH 00y4ar0 1M XCS

11.1. BaanbHbIe OLEHKH IS 3J1eMEHTOB KOHTPOJIS
Tabnuna 11.1 — bayuibHbIE OLIEHKH U1l 3JIEMEHTOB KOHTPOJIS

N N MakcruMalibHbIN
N MaxkcumanbHbII MaxkcumanbHbII
OneMeHThl y4eOHOH 6asu1 3a Iepuos Bcero 3a
Oamn Ha 1-yto KT ¢ | 0Gain 3a nepuon
JESITETbHOCTH mexnay 2KT u na CEMECTp
Hayana cemectpa | Mmexay 1KT u 2KT
KOHell ceMecTpa
5 cemectp
JlomalmHee 3aqaHue 5 5 10
3ammra oT4yera 10 10 10 30
Ornpoc Ha 3aHATUAX 2 2 1 5
Otuer no 5 5 5 15
WH/IMBUIYAIbHOMY
3aJaHUIO
Tect 10 10
HToro MakcumyM 3a 22 22 26 70
nepuo.
OK3aMeH 30
Hapacraromum utorom 22 44 70 100
11.2. IlepecueT 0a/1710B B OLIEHKH 32 KOHTPOJIbHbIE TOYKH
[Tepecuer GayioB B OIEHKH 32 KOHTPOJIBHBIE TOUKH MpeIcTaBlieH B Tabmmie 11.2.
Tabnuua 11.2 — IlepecueT 0ansIoB B OLIEHKU 32 KOHTPOJIbHBIE TOUKH
bannel Ha 1aTy KOHTPOJIBHOM TOUKH Onenka
> 90% ot MakcuManbHOM cymMbl 6arioB Ha aaty KT 5)
Ot 70% 10 89% oT MakcuManbHOM cyMMbl 6ayutoB Ha gaty KT 4
Ot 60% 10 69% OT MakcHMaNbHOM cyMMbI OayuToB Ha maty KT 3
< 60% ot MakcuMaibHOM cymMMbI OansioB Ha naty KT 2

11.3. Ilepecuyer cyMMBbI 02/1710B B TPAAHIIHOHHYIO M MEKAYHAPOAHYIO OLICHKY
[Tepecuer cymmbl OaIOB B TPAJAULIMOHHYIO U MEXAYHAPOIHYIO OLIEHKY MPEJICTaBIeH B TaliuIe

11.3.
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Ta6nuna 11.3 — IlepecueT cymMMbl 0aJIJIOB B TPAAULIMOHHYIO U MEKIYHAPOIHYIO OIICHKY

Htorosas cymma 6ajios,

Omnenka (I'OC) YYHUTHIBACT YCIEITHO CIAHHBIN Omnenka (ECTS)
9K3aMeH
5 (oTMyHO) (3aYTEHO) 90 -100 A (0TIMYHO)
85 -89 B (ouens xoporo)
4 (xopor110) (3a4TEHO) 75-84 C (xoporo)
70-74
D (ynoBneTBOpHUTEIBHO)
3 (y10BIETBOPUTEIHHO) 65 - 69
(3a4TeHO) 60 - 64 E (nocpencTBenHo)
2 (HEYAOBIICTBOPUTEILHO) (e Huxe 60 6amios F (HeynoBneTBOpUTEIILHO)
3a4TEHO)

12. YuyeOoHO-MeTOAMYECKOE M HH(POPMALIMOHHOE 00ecTeyeHue JUCIUNIMHBI

12.1. OcHoBHas JuTEpaTypa
1. Psb6kxo, B.fl. OcHoBBl coBpemeHHOW KpunTorpadpuu u creraHorpaduu [ DIEKTPOHHBINA
pecypc] : monorpacdus / b.S. Psabko, A.H. ®uonoB. — DnexTpoH. AaH. — Mocksa : ['opsiuas nuHus-
Tenmexom, 2016. — 232 c¢. — Pexum gocryma: https://e.lanbook.com/book/111098. — 3arn. ¢ skpana.
[Dnekrponnslii pecype] - Pexum moctyma: https://e.lanbook.com/book/111098, nara obGpartieHus:
29.05.2018.

12.2. JlonosiHuTE IbHAS JIUTEPATypa
1. OcuoBnsl kpunrorpaduu: yueonoe nocooue ans By3oB / A.Il. Andepos, A.FO. 3y6os, A.C.
Ky3pmun, A.B. Uepemymkun. — 3-e¢ u3f., ucnp. u pom. — M.: 'emmoc APB, 2005. — 479 [1] c.
(mamuuue B 6ubnuoreke TYCYP — 30 9k3.)
2. OcHoBBI coBpeMeHHO# kpunTorpadun: yuaeonsiii kype / C.I'. bapuues, B.B. I'onuapos, P.E.
CepoB. — 2-e u3a., nepepad. u pon. — M.: I'opsiuas nunus-Tenexkom, 2002. — 176 c. (Hanmuue B
oubnuorexke TYCVYP — 51 5k3.)

12.3. YueOHO-MeTOAMYECKHE OCOOH ST

12.3.1. O0s3aTeabHbIe Y4eOHO-METOAMYECKHE T0COOns
1. Esctorun O.0. Kpunrorpadpuueckne MeTombl 3amuThl HWHOOPMALUU: METOAUYECKUE
yYKa3aHUs JUIsl BBIOJTHEHUS TPAKTUYECKUX M CAMOCTOSITEIBHBIX PAOOT [DNEKTpOHHBIH pecypc]. —
Pexxum  goctyma:  http://kibevs.tusur.ru/sites/default/files/upload/manuals/evsutin_kmzi.pdf,  mara
obpamenus: 29.05.2018.

12.3.2. YueOHO-MeTOAMYECKHUE TOCOOHSI /ISl JINL C OTPAHNYEHHBIMH BO3MOKHOCTSIMHU 3/10POBbSI M
HHBAJIN/I0B

Y4eOHO-MeTOAMYECKHE MaTepUalbl ISl CAMOCTOATEIbHOW U ayAUTOPHON paboThl 00y4aroIUXCs
U3 YMCIIA JIMI ¢ OTPAaHUYEHHBIMH BO3MOXKHOCTSIMH 3/I0POBbSI M1 MHBAINUJIOB MPEAOCTABISAIOTCS B (opMax,
a/IalITUPOBAHHBIX K OTPAaHUYEHHUSAM UX 3/10pOBbsI U BOCIPUATHUS HHPOPMAIUH.

JLst M1 ¢ HAapyIIeHUsIMU 3pPeHust:

— B (hopMe FIIEKTPOHHOTO JOKYMEHTA;

- B [I€YaTHOI popMe YBETUUEHHBIM LIPUPTOM.

JL1st 1M1 ¢ HApYIIeHUsIMH CJIyXa:

— B (hopMe FIIEKTPOHHOTO JOKYMEHTA;

— B IeUaTHOM opme.

Jlst M1 ¢ HapyIIeHUsIMU ONIOPHO-ABUTATEJILHOTO annapara:

- B (hopMe IIEKTPOHHOTO JJOKYMEHTA;

- B MIEYaTHOH (opme.

12.4. IIpodeccuonabHbIe 0a3bl JaHHBIX U MH(POPMAILIHOHHBIE CIPABOYHbIE CHCTEMbI
1. https://edu.tusur.ru/ — Hayano-o6pa3oBarensusbiii moptan TYCVYP.
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2. http://fgosvo.ru — Ilopran denepalnbHBIX TOCYAapCTBEHHBIX 00pa30BaTEIbHBIX CTAHIAPTOB
BBICIIIETO 0OpPa30BaHMS.

3. eLIBRARY.RU — Poccuiickass Hay4Has 3JIEKTpOHHass OMOJIMOTEKa, MHTETPHUPOBAHHAS C
Poccuiickum nnaexcom HayuHoro rutupoBanus (PUHLI).

4. Scopus — oubimorpaduyeckas u pedepatuBHas 0a3za TaHHBIX.

5. SpringerLink — xpaHuiuIIe IEKTPOHHBIX KOMUI HAYYHBIX KHUT U JKypPHAIIOB, M3/1aBaEMBIX
KoMIMaHuel Springer.

6. IEEE Xplore — smexrponHast miardopma, copepskalas IOJHBIC TEKCTHI MyOJIMKaMi U3
KYpHaJIOB, MaTepuaioB KoH(pepeHmii, ctannapros, n3nasaeMbix IEEE u IEE (Institution of Electrical
Engineers).

13. MaTepuajibHO-TeXHUYeCKOe o0ecnedeHne JUCHUIINHBI U TpedyeMoe NporpaMMHoe
ol0ecreuenue

13.1. O6mue TpeGoBaHus K MaTepPHATbHO-TEXHUYECKOMY M IPOrPAMMHOMY 00ecrie4eH U0
AUCHUIINHBI

13.1.1. MaTepuaJibHO-TeXHHMYECKOE U POrPaMMHOe o0ecriedeHue JJIsl JJEKIIMOHHBIX 3aHATH I
s mpoBeneHusl 3aHATUH JIEKIIMOHHOTO THUIA, FPYNIOBBIX U WHAMBUAYAIbHBIX KOHCYJIbTAIIHi,
TEKYIIEr0 KOHTPOJIS U MPOMEKYTOUYHOM aTTECTAI[UU UCIIOIb3YeTCs y4eOHasi ayUTOPHUsS C KOJTHYECTBOM
MOCAIOUYHBIX MeCT He MeHee 22-24, o0OopymoBaHHAas JIOCKOM M CTaHAAPTHOW Y4eOHON Mebenblo.
HNmerorcss IeMOHCTpallMOHHOE OOOpYIOBAaHWUE H  y4eOHO-HATIIATHBIC TOCOOWS, O00eCICYHBAIOIIHE
TEeMaTHYECKHUE WILTIOCTPAIIMH 110 JICKITMOHHBIM pa3/ieiaM JUCIUILUIHHBIL.

13.1.2. MaTepuaibHO-TEXHHYECKOE U POrpaMMHOe o0ecriedeHue sl MPAKTHYECKUX 3aHATHI
Jlaboparopus mporpaMMHO-aNMapaTHbIX CPEACTB obecredeHust HHPOPMAIIMOHHOW O€30MacHOCTH
yueOHasi ayIuTOpUs JUIS MPOBEICHUS 3aHATHH MPAKTHYECKOTO THUIA, ydeOHAsl ayJuTOpHUs IS

MIPOBEJICHUS 3aHATUH JIaOOPATOPHOIO TUTIA
634045, Tomckas obnacTs, . Tomck, yi. Kpacnoapmeiickas, 1. 146, 405 ayx.
Onucanye UMeIoIIErocs 000pyI0BaHUS:
- Kommeroteps! kiacca He Hmwke M/B ASUSTeK S-775 P5B 1965 / Core 2 Duo E6300 / DDR-II
DIMM 2048 Mb / Sapphire PCI-E Radeon 256 Mb / 160 Gb Seagate (15 mT.);
- KommekT cnennanu3upoBaHHol yueOHON Mebeny;
- PaGouee mecto npemnoaaBaress.
[TporpamMmmHoe obecrieueHue:
Microsoft Windows 7 Pro
— VirtualBox
Visual Studio
Kpunrorpaduueckoe cpeacrso 3ammutsl nuHpopmanuu Kpunrollpo CSP

13.1.3. MaTepuaJbHO-TEXHHYECKOE  IPOrpaMMHOe o0ecredeHne 1Jisi CAMOCTOATEIbLHOH padoThI
Jns caMoCTOATeNbHOM pabOThl MCIONB3YIOTCS y4eOHbIE ayIuTOpUU (KOMIBIOTEPHBIE KIIACCHI),
PaCIOJIOKEHHBIE 110 aJpecam:
- 634050, Tomckas obnacts, T. ToMck, Jlennna npocnexT, a. 40, 233 ayn.;
- 634045, Tomckas obnacte, T. ToMmck, yi. Kpacnoapmetickas, 1. 146, 201 ayn.;
- 634034, Tomckas obnacts, T. ToMck, Bepmmnanna ynuna, 1. 47, 126 ayn.;
- 634034, Tomckas obnactp, T. ToMck, Bepmnauna ynuna, 1. 74, 207 ayn.

CocraB o6opy1oBaHUS:

- yueOHas meOerb;

- komnbrotepsl knacca He Hike [I9BM INTEL Celeron D336 2.81T1. - 5 miT.;

- KOMITBIOTEPHI TOJKIIOYEHB K ceTu «VHTepHeT» U 00ecrnedynBarOT JOCTYN B DJIEKTPOHHYIO
nH(pOPMaMOHHO-00pa30BaTEIBHYIO CPEly YHHBEPCUTETA.

[lepedyers mporpaMMHOTO OOECTICYCHHUS:
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- Microsoft Windows;

- OpenOffice;

- Kaspersky Endpoint Security 10 qyis Windows;
- 7-Zip;

- Google Chrome.

13.2. MarepuajibHO-TeXHHYeCKOe o0ecneyeHHe TUCHUIINHBI VIS UL C OTPAHUYEeHHBIMH
BO3MOKHOCTSIMM 3/10POBbSl H HHBAJIN/10B

OcBoeHME TUCLUIUIMHBI JMIAMU C OIPAaHUYEHHBIMH BO3MOYKHOCTSMM 3/10pOBbS U HWHBAJIUJaMU
OCYILECTBIISICTCS C UCIOJIb30BAHUEM CPEJCTB 00yUEHUs OOILEro U CHelHUaIbHOI0 Ha3HAYECHHUS.

[Tpu 3aHATHSIX C OOy4arOMMKCS € HapyWeHUsIMH CJyXa IPEelyCMOTPEHO HCIOJIb30BaHUE
3BYKOYCWJIMBAIOLIEH amnmaparypbl, MyJIbTUMEIUMHBIX CpPEACTB M JPYrUX TEXHUYECKUX CPEICTB
npuema/mepenaun yueOHoil nHpopManuu B AOCTYMHBIX (hopMax, MOOMIIBHOM CHUCTEMBI IMPETOIaBaHUS
U1 00y4YarOUIMXCSl ¢ MHBAINIHOCTBIO, IOPTATUBHOM MHAYKIIMOHHOW CHUCTEMbl. YueOHas ayauTopHus, B
KOTOPOH 3aHUMAIOTCA OOydarolIuecs ¢ HapylIeHHWEM Cllyxa, 00OpyAOoBaHAa KOMITBIOTEPHON TEXHHKOH,
ayIMOTEXHUKOU, BUACOTEXHUKOU, SJIEKTPOHHOU JIOCKOU, MYJIbTUMEIUMHON CUCTEMOM.

[Tpu 3aHATHAX C O0YYAIOUIMMUCS € HAPYLIEHUSIMH 3PEHUSAMHM [IPETYCMOTPEHO HCII0JIb30BAHUE B
JEKIMOHHBIX M YYEOHBIX ayAMTOPHUSAX BO3MOXKHOCTH IPOCMOTpPa YAAJICHHBIX OOBEKTOB (Hampumep,
TEKCTa Ha JOCKE WIM Ccllaiijla Ha SKpaHe) IpU IOMOILIM BHJIECOYBEIMUUTENEH [UIsI KOM(OPTHOTO
IIPOCMOTpA.

[Ipu 3aHATHAX C OOy4yalOUIMMHCS € HapyLIeHWSIMH OINOPHO-ABHUIaTe/JbLHOI0 amnmnapara
UCHOJB3YIOTCS aJbTEPHATUBHBIE YCTpOWcTBAa BBOJAa WMHGOpMALMKU M ApPyrMe TEXHUYECKHUE CpelICTBa
npuema/mepenayn yueOHoi mH(MOpMaMKM B JOCTYHHBIX (opMax, MOOMIIBHOW CHUCTEMBI OOY4eHUs s
Jroie! ¢ MHBAJIMIHOCTBIO.

14. OneHo4HbIe MaTepHaJIbl U METOAUIECCKUE PEKOMCHAAIIUH 110 OPraHU3allui U3YYCHUSA
JAUCHHUIIIMHBI

14.1. Coneprxkanue OLEHOYHBIX MATEPHAJIOB U METOANYECKNE PEKOMEeHIalluu
I[JISI OILICHKHN CTCIICHU C(bOpMI/IpOBaHHOCTI/I n ypOBH?I OCBOCHUA 3aerHneHme 3a I[I/ICIII/IHJII/IHOI;'I
KOMIIETEHIINI UCTOJIb3YIOTCS OLIECHOYHBIE MATepUalbl B COCTaBE:

14.1.1. TecToBbIe 3a1aHUA
1. Kakoii xkpunrorpaguyeckuii meroa 3amuThl HHGOPMAUMM TpeJHA3HAYeH UIA
ob0ecrieyeHnst KOHQUACHIUATBHOCTH HHpoOpManun?
a) XemupoBaHue
0) DnexTpoHHas MOJIHUChH
B) Iudposanue
r) Kopasl ayreHTHYHOCTH COOOLIEHUI

2. Jlna pemeHMsi Kakoil 3agauym  o0ecreyeHMsi HMHGOPMALMOHHONH  (e30MACHOCTH
NpeAHAa3HAYEHO XeIUPOBaHue?

a) OO6ecrneuenue KOH(MUICHINAIBHOCTH HH(DOpMAIH

6) OoOecneyeHre HEOTKa3yeMOCTH

B) OOecneyeHne KOHTPOIIS LEIOCTHOCTH JAHHBIX

r) [IpoBepka MOATMHHOCTH UCTOYHUKA JAHHBIX

3. Kakum cBOiiCTBOM 00/12J2I0T 3JI€MEHThI & H @1 B KOJIblle KJIACCOB BLIYETOB 10 MOIY.JIIO
n?

a) aal=0(modn)

6) aal=-1(modn)

B) aal=1(modn)

r) aal=n(modn)

4. B KaKoM ciydae CylIecTByeT 3Ha4eHHre a™’ mo moxy.ao n?
a) Ecmm a genmut n
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0) Ecmu n genwur a
B) Ecmm HOJ/l(a,n) =1
r) Ecm HO/l(a, n) > 1

5. IloctaBbTe B COOTBETCTBHE ABOMYHOM mociaegoBateabHocTH 11001101 sjaemeHT moJs
Tanxya GF(28), B Buie KOTOPOIr0 MOKHO NPEICTABHTHL AAHHYIO IOC/I€10BATEJbHOCTD ISl
NpoBe/IeHUs1 HA/I Hell KpunTorpadgpuueckux Npeodpa3oBaHmii.

a) XE+x +xt+x3+x

6) XB+x +xe+x+x+x3+x2+1

B) X +x0+x¥+x2+1

1) X +x+x°+xt+x3+x2+1

6. Yem mmpp «Marma» oriinyaercs ot mudpa, onpenesensoro B cranaapre FOCT 28147-
897

a) JlmuHOoM Kiroua

0) DOTo ABa MPUHIUITHAIBHO PA3HBIX CUMMETPUYHBIX OJJOYHBIX mHUppa

B) HeB03MOXXHOCTBIO HCTIONB30BAHMS TPOU3BOJILHON TaOIHIIBI 3aMEH

r) KomuuectBoM payHioB

7. KaxkoBa JJiMHA CeKpPeTHOro KJ4a B mu@pe «Kysneunx»?

a) 64 Oura
0) 128 our
B) 256 6ut
r) 512 6wur

8. Kakoii u3 pexxuMoB padoThbl CHMMETPUYHBIX 0JI0YHBIX MIM(POB He NMpeIHA3HAYEH JIsl
olecrieyeHnst KOHGUAEHIUATbHOCTH HHpOpManun?

a) Pexum npoctoii 3aMeHBI

0) Pexxum mpocToii 3aMeHBI C 3aleTICHUEM

B) Pexum BrIpaOOTKHM UMUTOBCTaBKH

r) Pexum rammupoBanus

9. B kakoM u3 pexXMMOB PpadoTbl CHMMETPUYHBIX OJIOYHBIX HMM(POB Ppe3yabTaT
3alM(pPOBaHHUA O0YepPeAHOro 0JI0Ka OTKPBITOIO0 TeKCTa NpPH (UKCHPOBAHHOM KJIO4e
3aBHCHUT TOJILKO OT NOPAAKOBOI0 HOMepa JaHHOr0 0J10Ka?

a) Pexum mpocToit 3aMeHbI

0) Pexum ramMmmupoBaHus ¢ 0OpaTHON CBSA3BIO MO BHIXOAY

B) Pexxum rammupoBaHus

r) Pexum rammupoBaHusi ¢ 00paTHO CBS3bIO 10 MHUMPTEKCTY

10. Kakoii u3 nepevncieHHBIX U (POB OTHOCUTCS K KJIACCY AaCHMMETPUYHBIX IHGpoB?

a) Marma

6) Ky3sneunk
B) RSA

r) AES

11. B 4yem 3akiouyaercsi pa3jiuyue MeKIy CHMMETPHYHBIMH M ACHUMMeETPUYHBIMH
KpunrocucreMamu?

a) B pemaembIx 3a1auax 3amuThl HH(GOPMALIUN

6) B moxazatensx kpunrorpaduueckoi CToiikocTu

B) B konmuecTBe 1 Ha3HAUEHUU UCTOIB3YEMbIX KIIIOUEH

r) IIpuHIMNNANBHBIX pa3IUYNN HET
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15.

a)
6)
B)
r)

Iloyemy acuMMeTpHMYHBIC KPHNTOCHCTEMbI 3aTPYAHHUTEIbHO MCHOJB30BATH UIs
HenocpeacTBeHHOro mmndpoBanusa suaeorpadguxa?

B cBsi31 ¢ HEOCTATOUYHOM KPUNTOrpapUUECKO CTOHKOCTBIO aCHMMETPUYHBIX KPUIITOCHCTEM
B ¢BA3u ¢ OTCYTCTBHEM COOTBETCTBYIOIIUX CTAHIAPTOB

B cBsi3u ¢ HEOCTATOUYHBIM OBICTPOICHCTBHEM aCUMMETPUYHBIX KPUIITOCUCTEM
AcHMMeTpHUYHBIE KPUIITOCUCTEMBI UCIIOIb3YIOTCS AJIS1 HEITOCPEICTBEHHOI O MU POBAHMS
BUJEOTpaduKa

ConocraBbTe JIelicTBYIOIINE OTedeCTBeHHbIe KpUNTOrpaguyeckue CTAHAAPTHI C
nepevyrcIeHHbIMU KPUNTOrpauyecKMMH MeTOAaMH 3aIIMThl MH(OPMALMU B MOpPsiAKe
UX NepevyuciaeHns: M(poBaHue, XelIMPOBAHHE, JIEKTPOHHAS MOANUCH.

I'OCT P 34.12-2015, TOCT P 34.10-2012, 'OCT P 34.11-2012

I'OCT 28147-89, 'OCT P 34.11-2012, TOCT P 34.10-2012

I'OCT P 34.12-2015, TOCT P 34.11-2012, 'OCT P 34.10-2012

I'OCT P 34.12-2015, TOCT P 34.11-94, TOCT P 34.10-2012

Ha kakoii BbIYHC/IUTENBHOM 32/1aue 0CHOBaHA KpunTocucrema RSA?
Haxoxnenne HanOoIbIIero o0mero 1emuTes

Boruncnenue MoaysasipHO 0OpaTHOTO 3JIEMEHTA

LlenouncnenHas paxTopu3anus

JuckpeTHOE norapupMupoOBaHHE

Ha kakoM MareMaTM4ecKOM amnmapare OCHOBAaHA cXeMa JJIEKTPOHHOW MOJANKUCH,
onpenesennasi B cranaapre FOCT P 34.10-20127

Komb11a KI1acCOB BEIYETOB

[Tona N'anya

DUIUNTHYECKUE KPUBBIE

MatpuyHbie TpyIIIbI

YeM KOJ ayTEeHTHYHOCTH OTJINYAETCS OT Xell-Koaa?

OTO CHHOHUMBI

XeII-KoJ| paCCYUTHIBAETCS C UCIIOJIb30BAHUEM CEKPETHOTO KITF0Ua, a KOJ AyTEeHTHYHOCTH —
0€e3 MCIOIb30BaHUS CEKPETHOTO KITFOYa

Kop ayTeHTHUHOCTH pacCUUTHIBAETCS C UCTIOIB30BAHUEM CEKPETHOTO KIIF0Ya, a XEHI-KOJ —
0e3 MCIOIB30BaHUS CEKPETHOTO KITFOYa

Koj ayTeHTHUHOCTH paccUUTHIBAETCS C UCTIOIB30BAHUEM 3aKPBITOTO KITFOYA, & XEII-KOJl — C
MCIIOJIb30BAHUEM OTKPBITOTO KITF04a

. UeMm Kkop AYTCHTHYHOCTHU OTJIUYACTCH OT 3HeKTp0HH017] l'lO)]l'[l/[Cl/[?

OTO CHHOHHUMBI

JnvHoit kiroua

DneKTpOHHAas MOJAMUCH 00ECTIeYnBaET HEOTKa3yeMOCTh, a KO ayTeHTUYHOCTH — HET
DeKTPOHHAS TOITUCH 00SCIIEYNBAET BO3MOXKHOCTD IMMPOBEPKH MOTTMHHOCTH UCTOYHHKA
TAHHBIX, 8 KOJ ayTeHTUYHOCTH — HET

. 151 4ero B cxeMax 3J1eKTPOHHON MOANMUCH MCIIOJIB3YIOTCH (PyHKIIUM XeIIUPOBAHUSA?

J1y1g oBBIIEHUS] KpUNITOTpaduIeCKO CTOMKOCTH CXEMBI 3JIEKTPOHHOM MOANNUCH

Jnst obGecriedeHnst KOHTPOJISI LEIOCTHOCTH TOMHUCHIBAEMOTO COOOIIECHHS

Jlnig mpencTaBieHusl MOAMKUCHIBAEMOTO COOOIICHUSI TPOU3BOJILHOM JITMHBI B BUJIE CTPOKH
JTaHHBIX (UKCUPOBAHHOM JJTMHBI

Jlyig ipenicTaBieHusl MOAMMCAHHOTO COOOIEHHUS TPOU3BOJIBHOM JJIMHBI B BUJIE CTPOKH JIaHHBIX
(UKCUPOBAHHOM JUTHHBI
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19. Yem cxeMa 3JIeKTPOHHOI moanucu, onpeeaeHnas B cranaapre FOCT P 34.10-2012,
OTJIMYAETCH OT CXeMbI JIEKTPOHHOM MmoanucH, onpeaeaenHoi B cranaapre 'OCT P
34.10-20017

a) Ilepeunem pemaeMbIxX 3a1a4

6) MHcnonp3yeMbIM MaTEMaTHUYECKUM arIapaToM

B) [lnuHoii moanmucu

r) Hwuuem He oTiinuaercs

20. Yo siBisieTcsl OCHOBHO# Mp0o01eMoii KpUNTOrpaguu ¢ OTKPBITHIM KI0YOM?
a) OoOecrieueHne ayTeHTUYHOCTH 3aKPBITHIX KITIOYeH

6) OO6ecrneuenne KOH(OUICHINATBHOCTH 3aKPBITHIX KIFOUEH

B) OoOecneyeHne ayTeHTUYHOCTH OTKPBITHIX KITFOUCH

r) OGecneyenne KOHPUICHINATHHOCTA OTKPBITHIX KIIFOUYEH

14.1.2. Jxk3aMeHalMOHHbIE BONPOCHI
Teopernueckue BOIPOCHI:
. AnreOpanyeckue CTpyKTypbl. CBONCTBA anredpandeckux CTpyKTyp. ['pymisl, HOArpyIbI.
. [luknu4eckue rpynimsl.
. I'pynnsl IoACTaHOBOK.
. Konpna. Kosb1a K1accoB BIYETOB.
. [osa. Ilona INanya.
. DIUTMNTUYECKUE KPUBBIE HaJl KOHEYHBIM IIOJIEM.
. lHenu u 3anaun kpunrorpaduu. OCHOBHBIE MTOHTHS.
. [Ipocreiimme mudpel: MPOCTON 3aMEHBI, IEPECTAHOBOYHBIN, ad)(DUHHBIH.
. ndp Xunna.
10. ludpst rammuposanus. [udp Beprama.
11. TOCT P 34.12-2015. llIudp «Marmay.
12. TOCT P 34.12-2015. lIudp «Ky3Heunk».
13.TOCT P 34.13-2015. Pexxuimbl raMMUpPOBaHUS.
14. TOCT P 34.13-2015. PexxuMbl IpocToil 3aMEHBI, pEXUM BbIPAOOTKH UMUTOBCTABKH.
15. Crangapt mmdposanus DES.
16. Cranpapt mugposanus AES.
17. Kpunrorpadust ¢ OTKpBITBIM KIFOUOM.
18. Kpunrocucrema RSA.
19. Kpunrocucrema Dnb-I"amans.
20. IIporokon Auddu-Xemmana.
21. Aaroputmbl paboThl C OOJIBIIUMH YUCIAMH.
22. Xew-¢pyukiuu. CBoiicTBa Xeu-(yHKIUH.
23.TOCT P 34.11-2012.
24. Konpl ayTEeHTUYHOCTH COOOIIEHUN. DIEKTPOHHAs MOIHCh.
25.TOCT P 34.10-2012.

O 00 1 N DN B W —

[TpakTuyeckue 3agauu:

1. U3yunTthb cBOMCTBA 1aHHOI anreOpanyeckoil CTPYKTYpBHI.

2. [lycte G — nukanyeckas rpymmna nopsijaka n ¢ oopasyrommm x. Haiitu Bce oOpasyromiue u Bce
MOJITPYIITBI JAHHOW TPYIIITHL.

3. UccrenoBarh KOJIBIO KJIACCOB BHIYETOB IO MOAYIIIO N.

4. Iloctpouts nosie ['anya nocpencTsoM HenpuBoauMoro MHorowieHa f(x). Haiitu o6pazyromiuii
3JIEMEHT MYJIbTUILTMKATUBHOM TPYIIIIBI MOJIS.

5. Iloctpouth rpynmy TOUY€K BSJUIMNTHYECKOW KpuBoM Haja mosneM [Mamya GF(q) mmst maHHBIX
3HAa4YeHUH MapaMeTpoB a, b.

6. 3anucaTh 1EJOYNCICHHYIO JIMHEHHYI0O KOMOMHAITMIO YUCEN a U b.

7. lano coobuienne M. 3amm@poBath €ro ¢ HOMOIIBIO JaHHOTO HIHdpa.

8. Jlano coobmenne M. CdopMupoBaTh JIEKTPOHHYIO MOIMWCH JJIS JAHHOTO COOOIIEHHUS TIO
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I'OCT P 34.10-2012, ucnonp3ys aHHbIE TapaMETPbI JUIMIITUYECKON KPUBOH.

14.1.3. TembI JOMaIIHUX 3aJAHU I
1. UccnenoBaTh Bce CBOMCTBA JAHHOM areOpandecKor CTPYKTYPHI.
2. UccnenoBaTh JaHHOE KOJIBIIO KJIACCOB BHIYETOB.
3. UccnenoBath nanHoe nojue ["anya.
4. UccnenoBaTh JaHHOE TPYIIY TOUEK JUIMIITUYECKONW KPUBOM.
5. 3ammdpoBaTh TaHHBIA OTKPBITHIH TEKCT YKa3aHHBIM MIH(DPOM.

14.1.4. TeMbI OIPOCOB HA 3aAHATHAX

Kpunrorpadguueckre MeToap! 3amiuThl HHPOPMALUHU: MU(PPOBAHKUE, XEIIMPOBAHUE, IICKTPOHHAS
MOJIIHUCH.

Anrebpanueckue cTpykTypsl. I pynmsl. Huknundeckue rpynmsl. Konbla, Koiblia KJIaCCOB BBIYETOB.
Koneunsie mons. Ilons Tanya. Dnnuntuueckue kpusblie. [lonstue HamOombiiero oOLIEro AETUTEIN.
Anroput™m EBkimpa, pacmupeHHbli anroput™ Epximpa. CpaBHeHHE NEpBON CTENEHUM € OAHUM
HeusBecTHbIM. KuTtaiickas Teopema 00 ocTaTkax.

MaremaTuueckas Mmozaeib mudpa. Knaccnueckue mudpsl: MoICTAaHOBOYHBIN, IEPECTAHOBOYHBIH,
mudp Xwuwia, muppsl raMMUAPOBAHUSL.

['OCT 28147-89. TOCT P 34.12-2015. TOCT P 34.13-2015. DES. AES.

Kpuntorpaduueckue xem-pyukuu. [OCT P 34.11-2012. SHA-3.

Konuemnus kpunrorpaduu ¢ OTKpeIThIM KitodoM. [Iporokon Juddu-Xennmmana. Kpunrocucrema
RSA. Kpunrocucrema Onb-I'amansa. Kpunrtocucrema Pabuna. Anroputmsl paboThl ¢ OONBUIMMHU
YU CIIaMU.

Kogsl ayrentuyHoctu coobmenuid. OnektponHas mnoamuck. ['OCT P 34.10-2012. DSS.
HNudpacTpyKTypa OTKPHITOTO KIIFOYA.

14.1.5. TeMbl HHAMBUAYAJIBHBIX 32JAHUI
1. [IporpaMMHas peanu3anus MpoCTEHIIero mudpa.
2. [IporpaMMHas peanu3anus CAMMETPUYHOTO MHUdpa.
3. [IporpammHas peanu3anusi aCHMMETPUYHOTO U pa

14.2. TpeﬁoBa}mﬂ K OCHOYHBIM MaTepHuajJdaM Jisl JUll ¢ OrpaHUYCHHBIMHA BO3MOKHOCTAMMU
3A0POBbA U HHBAJIMI10B
I[J'IS[ Jan ¢ OrpaHMYCHHBIMHM BO3MOXHOCTAMHU 3O0POBbA W HWHBAJIMAOB TPCAYCMOTPCHBI
AOIOJIHUTEIIBHBIC OIICHOYHLIC MATCpHAJIbl, ICPCUCHL KOTOPBIX YKA3aH B Ta6J'II/II_Ie 14.
Ta6J'II/IIIa 14 — I[OHOJ'IHI/ITCJ'[BHBIG MaTcepurajibl OCHUBAHUA JIA JIUL C OrPaHUYCHHBIMU BO3MOKHOCTAMHA
3J0POBbA U HUHBAJINJI0OB

Kareropun Buipl 1OMOTHUTENBHBIX OLIEHOUYHBIX @DOopMBI KOHTPOJISI U OLICHKU
o0yyJaromuxcs MaTepHaloB pe3yJIbTaTOB O0yUYEHUS

TecTbl, NMCbMEHHBIE CAMOCTOSITEIbHBIE
paboThl, BOMPOCH! K 3a4ETy,
KOHTPOJIbHBIE paOOTHI

C HapyleHUsIMU
ciyxa

IIpeuMy1ieCTBEHHO MUCbMEHHAs
IIPOBEpPKa

C napymenusimu | CobecetoBaHue 10 BOIIPOcaM K 3a4eTy, | [IpenmyIecTBeHHO yCTHas MpOBEpKa

3peHus OIIpOC MO TEPMUHAM (MHIMBHIYaJIbHO)
C napyumeHus MU Perenue TUCTaHIIMOHHBIX TECTOB,
OTIOPHO- KOHTPOJIbHBIE pabOTHI, MUChbMEHHBIE | [IpenMyIiecTBeHHO AUCTaHITHOHHBIMHU
JIBUTATENILHOTO CaMOCTOSITeNIbHbIE paObOTHI, BOIIPOCHI K METO/1aMHU
amnmapara 3aueTy
C orpannuenusiMu 1o | TecTsl, NMCbMEHHBIE CAMOCTOSATEIbHbIE [Ipenmy1iiecTBEHHO MTPOBEpKa
o01iemMe IMIUHCKUM paboThI, BOIPOCHI K 3a4ETY, METOJaMHU UCXOJIST U3 COCTOSTHUS
MOKa3aHUAM KOHTPOJIbHBIE pabOThI, YCTHBIE OTBETHI | 00YYarOIIErocsi Ha MOMEHT NPOBEPKHU

14.3. MeToaunuyecKkue PEKOMEHAAIUHA 110 OCHOYHBIM MaTepHuaJaM J1Jad JUI ¢ OrpaHUYCHHLIMHA
BO3MOKHOCTSIMHA 310POBbS U HHBAJIN0B
I[J'IH Ju € OIrpaHUYCHHBIMU BO3MOXKHOCTAMHU 3O0POBbA W HWHBAJIHWAOB HPCAYyCMATPUBACTCA
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nocTynHas popMa mpeaocTaBIeHHs 3aJaHU OLIEHOYHBIX CPEJICTB, @ HMEHHO:

- B I1IeYaTHOM (opme;

- B [TI€YaTHOU (hopMe ¢ YBEITMICHHBIM MIPUPTOM;

- B (hopMe IIEKTPOHHOTO JJOKYMEHTA;

- METO/IOM YTCHHS ACCHCTEHTOM 33/1aHUS BCIYX;

- IpeI0CTaBIICHUE 3aJaHHs C HCIIOJIb30BAaHHEM CYP/I0TIepEBO/IA.

Jluam ¢ OrpaHMYEeHHBIMH BO3MOXHOCTSIMH 3/I0pOBbSl M MHBAJIUJaM yBEIHMYMBACTCS BpeMs Ha
MOJITOTOBKY OTBETOB Ha KOHTPOJBHBbIE BOMPOCHL [l Takux oOydarommxcs NpeaycMaTpHBaeTCs
nocTynHas popMa npeoCcTaBIeHHsI OTBETOB HA 3aJjaHUs, a8 UMEHHO:

- NUCHMEHHO Ha OyMare;

- Ha0Op OTBETOB Ha KOMITBIOTEPE;

- Ha0Op OTBETOB C MCIIOJIb30BAHUEM YCIIYT aCCHCTEHTA,

- IpEeCTaBICHNUE OTBETOB YCTHO.

[Iponienypa OLIEHUBaHHUS pPE3YJIbTATOB OOYYEHHUS JHI C OrPAaHUYECHHBIMH BO3MOXXHOCTSIMH
3I0POBbSI ¥ MHBAJIMJIOB I10 JHUCIUILUIMHE MPEAyCMAaTPUBAET NpEAOCTaBlieHue HHpOpMaruu B ¢Gopmax,
aIaITUPOBAHHBIX K OTPAaHUYCHUSM UX 3JI0POBbSI U BOCTIPUATHS HH(POPMAITUH:

JJ1s1 JIMI ¢ HAPYIIEHUsSIMH 3PEeHHUsI:

- B (hopMe IIEKTPOHHOTO JJOKYMEHTA;

— B IIEYaTHOH (OpMe yBETMUECHHBIM MIPU(PTOM.

JI1s1 1ML ¢ HAPpYLIEHUSIMM CJIyXa:

- B (hOpMeE AIIEKTPOHHOTO JJOKYMEHTA;

- B [I€YaTHOH opme.

Jl1s1 JIN1 ¢ HAPYIIEHUsIMH OTIOPHO-IBUTATEILHOTO aNapara:

- B (hopMe IIEKTPOHHOTO JOKYMEHTA;

- B [1I€YaTHOH opme.

[lpr HEOOXOMUMOCTH Ui JIMI] C OrPAaHUYCHHBIMH BO3MOXKHOCTSIMH 3JIOPOBbSI U HMHBAJIH]IOB
IpoIielypa OlCHUBAHUS PE3yJIbTAaTOB O0YUYECHHUSI MOXKET MIPOBOIUTHCS B HECKOJIBKO ITAIOB.
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