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PilCC.\l()TpCH&l 151 ()ﬂ()(’)pCHLl Ha 3aCCJaHuM Kil(i)ﬁ;{pbl
npotokot Ne 6 oT« 6 » 5 2018 r
JIMCT COI'JTACOBAHU A
PabGouass mporpamMMa IUCHUIUIMHBI COCTaBJieHa C y4dyeToM TpeOoBaHui (enepanbHOTO
rOCyJapCTBEHHOTO 00pa3oBaTelbHOTO cTannapra Boiciiero oopaszoBanus (OPI'OC BO) no HampaBieHHIo
noaroToBku (crenuanbHocTH) 38.05.01 DxoHOMMUeckas 6e30macHOCTh, yTBepkaeHHOoro 16.01.2017 rona,

paccmoTpena u ogobpena Ha 3aceqannu kadeapel KUBOBC «  » 20 rona, MpOTOKOJI
Ne

PazpaboTunku:

[IpenomaBatens kaheapsr KUEOBC A. 10. Sxumyk

HouenTt xadhenpsr KUESBC A. A. Kones

3aBenyronmii odecneunBaronien kad.
KHNB3BC A. A. lllenynanos

Pabouas mporpamma JTUCHUIUIMHBI COTJIacoBaHa ¢ (hakyJIbTETOM M BBINTyCKaroIel kadeapoii:

[exan ©b E. M. 1aBbiioBa
3aBeyrOnIMi BeIMTycKaromen kad.

KHUB3BC A. A. lllenynanos
OKCIEPTHI:

Houent xadhenpsr KUESBC E. 1O. KocTrouenko
Houent xadenpsr KUBSBC K. C. Capun
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1. lean u 3aa49u TUCUMILJIUHBI

1.1. Heau TUCHUNIHHBI
[enbto aucummiauHbl «be30MacHOCTh OMEPALMOHHBIX CHUCTEM» SIBIISIETCSI OCBOCHHE IMPHUHIIMIIOB
MOCTPOCHUSI COBPEMEHHBIX omnepaluoHHblx cucteM (OC) W MPUHUHMIIOB aJIMUHHCTPUPOBAHUS
nojicucTeMsl 3amuThl nHpopmanuu B OC.

1.2. 3agaun AUCHUNIMHBI
— 3agauu U3ydeHUs JTUCUUILIAHBI — MOTYYEHUE CTYICHTaMHU:
— —3HaHMH 0 MeTojax HecaHKuoHupoBanHoro Aocryna (HC/) k pecypcam OC;
— —3HaHWM O CTPYKTYype nojacuctTemsl 3auThl B OC;
—  — HaBBIKOB MCIOJIb30BaHusA cpeacTB U MeToAoB 3amuThl oT HCJI x pecypcam OC.

2. MecTo aucuuniauHbl B cTpykrype OIIOII
Hucunmumna «be3zomacHocts onepanuonHbsix cucrem» (b1.B.OJ.1) otHocurcs k Omnoky 1
(BapuaTUBHAS YacCTh).
[IpenmecTBylOMMMHA ~ TUCHHUIIMHAMY, (OPMHUPYIOIIUMH  HayaJlbHbIe 3HAHUS, SBISIIOTCA:
Nudopmaruka, Onepannonubie cuctembl, OCHOBbI HH(POPMAIIMOHHOW O€30MacHOCTH.

3. TpeboBaHus K pe3yJibTaTaM 0CBOEHHs! THCIHIIIHHbI

I[Mporiecc U3yueHHs TUCHUIUIMHBI HAIIPABJICH Ha (GOPMUPOBAHKE CIICAYIONIMX KOMITETCHITH:

— TIK-20 cmocoOHOCTBIO coOM0maTh B MPO(ECCHOHANBHONW ICSITENbHOCTH TPeOOBaHMS,
YCTaHOBJICHHbIE HOPMATHBHBIMH TPABOBBIMH aKTaMH B OOJIACTH 3al[UThl TOCYIAPCTBEHHOW TaWHBI W
UH(POPMAIIMOHHOW 0€30MacHOCTH, 00eCIIeYnBaTh COOJIIOJICHUE PEKIMA CEKPETHOCTH;

B pe3ynbTate n3ydeHus AUCHUIUTHHBI 00YYAIOIIHICS JOKEH:

— 3HATh — OCHOBHBIC BHBI U YIPO3bl OC30MACHOCTH ONEPAIIMOHHBIX CHCTEM; — 3alllUTHBIC
MEXaHU3MbI U CPEICTBA 0OECIIeYeHUsT 0€30IaCHOCTH OMEPAIIMOHHBIX CHCTEM.

—  yMeTb — HCIOJIb30BaTh CPEACTBA OMEPAIIMOHHBIX CHCTEM JUTs obecredeHus: 3PPEKTUBHOTO U
0e30MmacHOT0 PYHKIIMOHUPOBAHUS aBTOMATH3UPOBAHHBIX CHCTEM.

—  BJajgeTh — Npo(heCCHOHATBHON TEPMUHOJIOTHEH B 00J1aCTH HH(DOPMAITMOHHON 6€30MaCHOCTH.

4. O0beM AUCHUNIMHBI U BUbI Y4eOHOH padoThI
OO0mas TpyIoeMKOCTh JUCIUIUIMHBI cocTaBiseT 2.0 3a4eTHBIX EIWHUIBI U TpeICTaBleHa B
Taonune 4.1.
Tabnuma 4.1 — Tpy10eMKOCTb TUCITUILTAHBI

Buzpl yueGHOM esTebHOCTH Bcero gacos CemecTpbl
5 cemectp
AyIuTOpHBIE 3aHATHUS (BCETO) 50 50
Jlexumn 18 18
JlaGopatopHble paboThI 32 32
W3 HUX B MHTEPAKTUBHOU (hopMme 20 20
CamocTtosTenpHas pabora (Bcero) 22 22
[TonroroBka K KOHTPOJIBHBIM paboOTaM 2 2
OdopmiteHne 0TYETOB TI0 J1AOOPATOPHBIM paboTam 12 12
[TpopaboTKa JIEKIIMOHHOTO MaTepraa 8 8
Bcero (0e3 sx3amena) 72 72
OO61mas Tpya0eMKOCTh, 4 72 72
3ayerHble EnuHUIb 2.0 2.0

5. Conep:kanue QU CHUNTHHBI

5.1. Pa3nesbl AUCHUIIMHBI A BUABI 3aHATHHA
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Pazensl qUCIUIUTMHBL U BUABI 3aHATUN TpUBEICHBI B TabmuIe 5. 1.
Taomumna 5.1 — Pa3aensl IUCHUIUINHEL U BUIBI 3aHITUHA

Bcero
JIa6. Cam. qacoB | Dopmupyemsle
Ha3zBanus pa3nenoB TUCIHUILTHHbI Jlek., u
pab6., 4 | pab.,u (6e3 KOMITCTCHITH
AK3aMeHa)
5 cemecTp
1 OcHOBHBIC MEXaHU3MBI 00ECTICUCHUS 2 0 4 6 ITK-20
6e3omacuoct OC
2 CpencTBa 1 METOIbI Ay TEHTH(UKAIIUU B 4 8 6 18 ITK-20
oC
3 Pasrpannuenue noctyna k pecypcam OC 16 28 ITK-20
4 KoHTpOoJb pabOThI MOJACUCTEMBI 3AIIUTHI 4 4 16 [1K-20
5 KonTponbHas paboTa u 00CcyXIeHue e 0 4 ITK-20
pe3yNIbTaTOB
Wroro 3a cemectp 18 32 22 72
Hroro 18 32 22 72
5.2. Conep:xanue pa3ieioB IMCUMILIAHBI (110 JIEKIUSIM)
Coneprkanue pa3iesioB JUCIUIUINH (T10 JICKIIMAM) IPUBEECHO B Tabuie 5.2.
Tabnuna 5.2 — CozneprkaHue pa3AenoB TUCHUIUIMH (IO JEKIUSIM)
Copepxanue pa3aenoB aucuuiuindsl (mo | Tpynoemkocts, | Dopmupyembie
Ha3zBanus paznenos Acp pasi mcn ( pya ’ PMHPY
JICKIIHSIM) q KOMIICTCHITHH
5 cemecTp
1 OcHOBHBIE Tumossie yrpo3sl 6€30MaCHOCTH PECYPCOB 2 [1K-20
MEXAHU3MBI OC. Tpeboanus k 6e3onacHoctu OC.
obecrieueHHs OCHOBHBIE TPYIIIBI MEXaHHU3MOB 3aIUTHI
6e3omacuoct OC pecypcoB OC.
Hroro
2 CpencrtBa ¥ MeTObl | AyTEHTU(HUKALHSI HA OCHOBE TapoJisl. I1K-20
ayreHTuukanuu B OC | AyTeHTHUPHUKALUS C UCTIOIb30BaHUEM
¢uznueckoro oobekra. buomerpuueckue
METOBI AyTCHTU(UKAITUH.
MHorogakTropHas ayTeHTHDHUKALIHSL.
Texnomorus SSO.
Hroro
3 Pasrpannuenue Knaccudukanms cyobeKTOB U 00bEKTOB IK-20
JoCTymna K pecypcaMm | jocrtyma. [IpaBa nocrymna. MeTo bl
oC pasrpanndeHus gocryna. Pazrpannuenue
JocTyna K (paioBbIM 00BEKTaM.
Hacnenosanue pa3pemennii. Pazrpannuenue
J0cTyna K ycrpoiictBaM. OrpaHuueHus Ha
3aITyCK MPOTPAaMMHOTO 00€CIIeUeHUSI.
Hroro
4 KoHTposb paboThI Opranu3anys 1 UCToIb30BaHUE CPEICTB 4 IK-20
MOJCUCTEMBI 3alIUTHl | aynuTa. KOHTPOIb 1 BOCCTAaHOBIICHHE
[EJIOCTHOCTH TIOACUCTEMBI 3aIUTHI U €€
4
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napaMeTpoB. YTpaBieHne 0€30acHOCTHIO
OcC.
Hroro
5 KonTponbHas pabota | OGCyx)aeHHE Pe3yTbTaTOB KOHTPOJILHOM 2 IK-20
1 00CYXKJICHHE €€ paboThl
pe3yIbTaToB Vtoro 5
Hroro 3a cemectp 18

5.3. Pazgennbl AMCHUIVIMHBI M MEKIUCIMIUIMHAPHBbIE CBA3M € 00ecneYuBalOUMH (MPeabLIy IMMHU)
U o0ecnieynBaeMbIMHU (MOCJIEAYHOIIMMHU) TUCHUIIIMHAMMA
Pazensl IUCHUTUTMHBI U MEXIUCIUTUIMHAPHBIC CBSI3U C 00ECTICYMBAIONIUMHE (TIPEABIIYIITIME) H
oOecrieunBaeMbIMHU (ITOCIIEIYIOMMMHA ) JUCITUTIIIMHAMY TIPEICTaBIICHBI B Ta0ymIe 5.3.
Tabnuua 5.3 — Pa3aenbl JUCHUIUIMHBI U MEXIUCUUIUIMHAPHBIE CBA3H
Ne paznenoB naHHOM AMCHUIUIMHBL, AJ11 KOTOPBIX
HEO0OXOAMMO U3ydeHHEe 00ECTICUNBAIOIITUX U

HanMenoBanmue nuCIumIuH 00ecreunBaeMBbIX AUCIUTIIHH
1 2 3 4 5
[TpenmecTByromuUe TUCIUATIIHHBI
1 Uadopmaruka + +
2 OnepallMOHHBIE CUCTEMBI + + +
3 OcHoBBI HH(GOPMAITMOHHON 0€30MTaCHOCTH + + + +

5.4. CooTBercTBHE KOMIIETEHIUI, GopMHPYeMBbIX IPH U3YYEeHUHU AUCHMILINHBI, 1 BUAOB 3aHATHH
CooTtBeTcTBHE KOMIIETEHIUI, (OPMUPYEMBIX NPU HU3YYEHUM IHUCUUIUIMHBI, U BHUJIOB 3aHITUH

IpeJCcTaBIeHo B Tabaule 5.4.
Tabmuna 5.4 — CoorBercTBUE KOMIETEHLMM, (OPMUPYEMBIX MPU H3YyYEHUU IUCLMILIUHBL, U BHUJIOB

3aHATUN

Bunrl 3anstuit
Komnerenmun ®opMBI KOHTPOJIA
Jlek. Jlab. pad. Cawm. pa6.

I1K-20 + + + ITpoBepka KOHTPOJIBHBIX PAOOT,
Otuer no nabopaTopHoii padbore,
Omnpoc Ha 3aHATUsAX, 3a4yeT, Tect

6. UnTepakTHBHBIC MeTOABI U (hJOPMBI OPraHu3aluM 00yYeHHUs!
TexHOI0rMM UHTEPAKTUBHOTO O0YUEHUS NP pa3HbIX pOpMax 3aHATUH NpUBeeHb! B Tabnure 6.1.
Tabauna 6.1 — TexHOIOTMM UHTEPAKTUBHOIO OOYyUEHUs IPU pa3HbIX popMax 3aHITHH

Metos! WNuTepakTuBHBIE 1a0opaTopHble | MIHTEpakTUBHBIE Beero, 4
3aHATHS, 9 JEKIUH, 4
5 cemectp
IT-mMeTonbt 4 4
IT-MeTOIBI 10 10
[Ipe3eHTanuu ¢ UCIONB30BAHUEM 6 6
MYJIBTUMEANA C 00CYKIEHUEM
Hroro 3a cemectp: 14 6 20
Hroro 14 6 20

7. JlabopaTopHbie padoThl
HaumenoBanue nabopatopHbix paboT npuBeaeHo B Tadbmaune 7.1.
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Tabmuia 7.1 — HaumeHnoBaHue 1abopaTopHbIX padboT

Tpynoemkocts, | Dopmupyembie
HasBanus paznenos HaumenoBanue 1ab0paTopHbIX paboT byA ’ pMHDY
q KOMIIETEHIINH
5 cemectp

2 CpenctBa 1 METOZIbI | AyTeHTH(UKAIIHS B OTIEPAIIMOHHBIX 4 I1K-20
ayreHtuukanuu B OC | cuctemMax nmpu moMouy (Hu3n4eckoro

o0BeKTa

JByxdaxTopHas ayreHTU(pUKALIUS B 4

IPOrpaMMHOM OOECIIeYeHUU Ha OCHOBE

texHoaoruu SSO

Hroro
3 Pasrpanuuenue JIMCKpeIMOHHBIM MEXaHU3M pa3rpaHUUYCHUS I1K-20
JOCTyTNa K pecypcaM | A0CTyma K (aitioBsIM 00beKTaM
ocC MaHaTHBIM MEXaHU3M pa3rpaHUYCHUS 4

JnocTyna K GailioBeIM 00beKTaM

Pasrpannuenue nocryma K ycTponcTBam

Pasrpannuenue nocryna K 3amycKky

POrPaMMHOT0 OOecTieueHust

Hroro 16
4 KoHTpoJb paboThI Aynut coObITHif 6€3011aCHOCTH 4 I1K-20
MOJICICTEMBI 3alIUTHl | ONIEPAIMOHHON CHCTEMBI

AHanu3s, HacTpoWKa U KOHTPOJIb 4

[IEJIOCTHOCTH TTapaMeTpoB 0€30MaCHOCTH

MOJICUCTEMBI 3aLTUTHI

Hroro 8
Hroro 3a cemectp 32

8. lIpakTHyeckune 3aHATHSA (CEMHHAPBI)
He npenycmorpeno PVYIIL.

9. CamocrosiTejibHasi pabora
Bunel camocTosTensHOM paboThl, TPYAOEMKOCTh U (pOpMHpyeMble KOMIETEHIINH NPEACTAaBIEHBI B

tabmuie 9.1.
Tabauna 9.1 — Buasl camocTosITeNbHON paboThl, TPYAOEMKOCTh M OPMUPYEMBbIE KOMIETEHIIMU
Bunael camocrositensHol | TpynoemkocTs, | @DopmMupyembie
HasBanuns pasznenos s Py ’ PMHDY @OpMBI KOHTPOJIA
paboThI q KOMIIETEHIH
5 cemectp
1 OcHoBHBIE [IpopaboTka 2 IK-20 3auer, OTyeT no
MEXaHU3MBbI JIEKIIMOHHOTO MaTepuaia nabopaTtopHoit
MEYCHUS aoore, Tect
g6ec cae 0C OdopmiieHne 0T4ETOB MO 2 pabore, Tec
€30I1aCHOCTH
nabopaTopHBIM paboTam
Hroro
2 CpenctBa u [IpopaboTtka IK-20 3ader, OTueT Mo
METO/IbI JEKIIMOHHOT'O MaTepuasa nabopaTopHOI
HTU(PUKALINHN B te, Tect
ayTeHTH(UKaIL OdopmiieHne 0T4eTOB MO 4 pabore, Tec

oC

nabopaTopHBIM paboTam
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Utoro 6
3 Pasrpannuenue | IIpopabotka 2 IK-20 3auer, OTyeT no
JOCTYTIA K pecypcaM | JIEKIIMOHHOTO MaTepralia nabopaTopHOi
ocC OdopmieHne 0T4ETOB 1O 4 pabore, Tect
nabopaToOpHBIM paboTam
Hroro 6
4 Kontpoas padotsl | [IpopadoTka 2 I1K-20 3ader, OTUeT MO
MOJICCTEMBI JEKIIMOHHOT'O MaTepuasa nabopaTopHOi
SAITEL OdopmiaeHue oTyeToB 1O 2 pabote, Tect
nabopaTopHbIM paboTam
Hroro
5 KontponbHas [ToaroroBka k IK-20 [TpoBepxka
pabora u KOHTPOJIbHBIM padoTam KOHTPOJIbHBIX
o0cyxieHue ee Vitoro 2 pabort, Tect
pe3yJIbTaToB
Hroro 3a cemectp 22
Uroro 22
10. Kypcogoii npoexT / kypcoBasi padora
He npenycmorpeno PVYIIL.

11. PeiiTuHroBasi cucreMa jJisl OlEHKHU yCIeBAeMOCTH 00y4aro M XCH

11.1. baanbHble OLEHKH 1JIS1 3J1eMEHTOB KOHTPOJIS
Ta6mmma 11.1 — bayuibHBIC OIICHKH ISl 2JIEMEHTOB KOHTPOJIS

o . MakcumanbHbIii
. MaxkcumanbHbBIH MaxkcumanbHbBIH
DNeMEeHThI y4eOHOM OaJu 3a rnepuos Bcero 3a
6amn Ha 1-yro KT ¢ | Gann 3a mepuon
JesTeNbHOCTH mexay 2KT u na CeMecTp
Hayana cemectpa | mexay 1KT u 2KT
KOHEII ceMecTpa
5 cemectp
3auer 30 30
Ornpoc Ha 3aHATHIX 2 2 2 6
Otuet no nabopaTopHOH 12 16 16 44
pabore
ITpoBepKka KOHTPOJIBHBIX 10 10
pabot
Tect 10 10
HToro makcumym 3a 14 18 68 100
nepuos
Hapacraromum urorom 14 32 100 100
11.2. Ilepecuer 0a/110B B OLIEHKH 32 KOHTPOJIbHbIE TOYKH
[Tepecuer 6ayIOB B OIEHKH 32 KOHTPOJIbHBIE TOUKH MpeCTaBeH B Tabymie 11.2.
Ta6nuua 11.2 — IlepecueT 6ayijIOB B OLIEHKHU 32 KOHTPOJIbHBIE TOUKH
banel Ha 1aTy KOHTPOJIBHOM TOUKU Ouenka
>90% ot MakcuMabHOM cymMbl 6aiioB Ha aaty KT 5)
Ot 70% 10 89% oT MakcuManbHOM cyMMbl 6ayutoB Ha gaty KT 4
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Ot 60% 1o 69% oT MakcuMalIbHOM cyMMBbI OayutoB Ha naty KT 3

< 60% ot MakcuManbHOI cymMMbl OaniioB Ha naty KT 2

11.3. IlepecueT cyMMBbI 02/1710B B TPAAHIIHOHHYIO M MEKAYHAPOAHYIO OLIEHKY
[Tepecuer cymMbl OaJIOB B TPAJAUIIMOHHYIO U MEXIYHAPOTHYIO OLIEHKY MPEJICTaBICH B TaliHIe
11.3.

Tabnuna 11.3 — [lepecueT cymMBbl 0aJIJI0B B TPAAMLIMOHHYIO U MEXAYHAPOAHYIO OLIEHKY

HroroBas cymma 6amios,

Onenka (I'OC) YYHUTHIBACT YCIEITHO CIAHHBIN Onenka (ECTS)
9K3aMeH
5 (oTM4HO) (3aYTEHO) 90 -100 A (0TIMYHO)
85-89 B (ouens xoporio)
4 (xopor110) (3a4TEHO) 75-84 C (xoporo)
70-74
D (ynoBneTBOpHUTEIBHO)
3 (yIOBJIETBOPHUTEIHHO) 65 - 69
(3a4TeHO) 60 - 64 E (nocpencTBenHo)
2 (HCYAOBIICTBOPUTEILHO) (11E Huxe 60 6amnos F (HeynoBneTBOpUTEIBHO)
3a4TEHO)

12. YuyeOoHO-MeTOAMYECKOE M HH(POPMALIMOHHOE 00ecTeyeHue JUCIUNINHBI

12.1. OcHoBHas JuTEpaTypa

1. PaBomgun O.M., Paonun B.O. be3onacHOCTh OnepanimoHHBIX CUCTEM: YdeOHoe mocooue. — 2-
e u3a., nepepad. u gpon. — Tomck: B-Cnektp, 2006. — 226 c. (Hanuune B oudnuorexke TYCVYP - 80 3k3.)

2. TIlpockypun, B.I'. 3ammra B ONCpalMOHHBIX CHUCTEMaX [DJEKTPOHHBIA pecypc]
[DnekTpoHHBIH pecypc]: yued. mocodue — DnekTpoH. AaH. — Mocksa : ['opsiuas nunus-Tenekom, 2014.
— 192 ¢. — Pexwum goctyna: https://e.lanbook.com/book/63241 (nata oopamenwus: 19.05.2018).

3. MaprembsinoB, H0.®. Omnepanmonnsie crucTteMbl. KOHIENIMHU MOCTPOSHUSI U OOECHeUeHUs
0e30macHOCTH [DJIEKTPOHHBIN pecypc| [DnekTpoHHbIN pecype]: yueb. nmocodue / HO.D. MapreMbsiHOB,
A.B. fIxoBneB, A.B. SIkoBneB. — DnekTpoH. 1aH. — Mocksa : ['opsyast munus-Tenexkom, 2011. — 332 c.
— Pexwum noctyna: https://e.lanbook.com/book/5176 (nara obparenus: 19.05.2018).

12.2. lonotHuTEIBHAS TUTEPATYPA
1. benenpkas, M.H. AamuHuctpupoBaHue B HH()OPMAIIMOHHBIX CHUCTEMaxX [DJIEKTPOHHBIN
pecypce] [DnexkTponHsIit pecypc]: yueb. mocooue / M.H. benenskas, C.T. Manmunosckuit, H.B. fIkoBenko.
— OnexkTpoH. aaH. — Mocksa : l'opsuad nunusa-Tenexkom, 2011. — 400 c¢. — Pexum nocryna:
https://e.lanbook.com/book/5117 (mara obpamenus: 19.05.2018).

12.3. YueOHO-MeTOAMYECKHE TOCOOH ST

12.3.1. O0s3aTeabHbIe Y4eOHO-METOAMYECKHE TOCOOHuS
1. KoueB A.A., Sxumyk A.FO. be3onacHOCTh OnepanvoOHHBIX CHCTeM [DIEKTPOHHBIN pecypc]:
naboparopubiii mpaktukym. Y. 2. — Tomck: B-Cnextp, 2017. — 132 c. — Pexum pnocryna:
http://kibevs.tusur.ru/sites/default/files/files/upload/bos2-lab.pdf (nara obpamienus: 19.05.2018).
2. KomeB A.A., SIxkumyk A.FO. Be3omacHOCTh ONepanMoOHHBIX CUCTEM [DJIEKTPOHHBIN pecypc]:
NPaKTUKYM s camocTosTenbHOM pabotel. — Tomck: B-Cnmektp, 2017. — Pexum nocryma:
http://kibevs.tusur.ru/sites/default/files/files/upload/bos-samrab.pdf (maTa oopamerus: 19.05.2018).

12.3.2. YuyeOHO-MeTOAMYECKHE IIOCOOMS 1JIsI JIML ¢ OTPAHMYCHHBIMH BO3MOKHOCTSIMH 3/10POBbS M
HHBAJIHI0B
Y4eOHO-MeToAMYECKHE MaTepUalbl ISl CAMOCTOATEILHOW U ayAUTOPHON paboThl 00Yy4arOIUXCs
U3 YMCIIA JIUI ¢ OTPAaHUYEHHBIMH BO3MOXHOCTSIMH 3/I0POBbSI M1 MHBAIUIIOB MPEAOCTABIAIOTCA B (hopMax,
a/IalITUPOBAHHBIX K OTPAaHUYEHHUSAM UX 3/10POBbsI U BOCIIPUATHUS HHPOPMAIUH.
JI1s1 IM1 ¢ HAapyLIeHUsIMHM 3PeHHUs:
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- B (hopMe IIEKTPOHHOTO JJOKYMEHTA;

- B IIeYaTHOH (opMe yBETUUEHHBIM MIPU(TOM.

JIJ1s1 JIMI ¢ HApYIIEeHUsIMH cJIyXa:

- B (hopMe IIEKTPOHHOTO JJOKYMEHTA;

- B IIEYATHOH (opme.

JI1s1 JINL ¢ HApYILIEeHUsIMM ONIOPHO-ABUTaTeIbHOI0 annapara:
- B ()OpMe ITEKTPOHHOTO JOKYMEHTA;

- B [1Ie4aTHOM opme.

12.4. IIpodeccuonanbHble 0a3bl JAHHBIX U HH(POPMAINMOHHBIE CIIPABOYHbIE CHCTEMbI
1. http://www.elibrary.ru - Hayunas sekTpoHHast OHOIHOTEKA,;

2. http://www.edu.ru - Be6-caiiT cucteMsl (eepaibHbIX 00pa30BaTeIbHBIX OPTAJIOB,;

3. http://edu.fb.tusur.ru/ - o6pasoBarenbHbIi mopTai GaKyabTeTa 0€30IaCHOCTH;

4. https://fstec.ru/ - denepanbHas ciryx0a M0 TEXHHYECKOMY U 3KCIIOPTHOMY KOHTPOJTIO.

12.5. Ilepuoanyeckne U31aHUA
1. Hnadopmamus u 0e30MacHOCTh [DJIEKTPOHHBIN pecypc|: HaydHbId >KypHaI. - BopoHex :
BI'TY . - XKypnan Beixogutr ¢ 1998 r. — Pexxum nmoctyna: https://elibrary.ru/title_about.asp?id=8748
(mara oopamenus: 19.05.2018).

13. MaTepuajbHO-TeXHHYECKOe o0ecneyeHne JUCIUILIMHBI U TpedyeMoe NporpaMMHoe
ol0ecreueHue

13.1. O6ue TpedOBaHUS K MATEPUAIBLHO-TEXHMYECKOMY U POrPAMMHOMY 00ecne4yeHUIo
AMCUMILTNHBI

13.1.1. MaTepuaibHO-TeXHHUYECKOE U POrPpaMMHOe o0ecriedeHue JJIsl JJEKIIMOHHbIX 3aHATH I
Jnst mpoBenieHus 3aHATUN JIEKIMOHHOTO THUIA, TPYIIOBBIX M MHIAUBUAYAIbHBIX KOHCYJIbTAIUH,
TEKYIIET0 KOHTPOJIS U MPOMEKYTOUHOM aTTeCTallMy UCIOJIb3yeTCs yueOHasi ayUTOpHUsl C KOJTMYECTBOM
MOCAI0OUYHBIX MeCcT He MeHee 22-24, o0OopymoBaHHAas [IOCKOM W CTaHAApTHOW y4yeOHOIl Mebenbro.
Hmerorcss IeMOHCTpallMOHHOE OOOpYIOBAaHWUE H  yUeOHO-HATIISATHBIC TOCOOWS, O00eCIeYHBAIOIIHE
TEMaTHYECKHUE WILTIOCTPAIIMH 110 JICKITMOHHBIM pa3/ieiaM JUCIUIUIHHBIL.

13.1.2. MaTepuaJbHO-TeXHHYECKOE H IPOrpaMMHOe o0ecrnedeHne 1Jisi JJa00paTOpHbIX padoT

Aynuropus UHTEepHET-TEXHONOTHI U MHGOPMAIITMOHHO-aHAJIMTUYECKOMN JAESITETbHOCTH

yueOHas ayIuTOpHs sl MPOBENCHMs 3aHATUH JIEKIIMOHHOTO THMA, ydyeOHas ayauToOpus JUIs
MIPOBEJEHUS 3aHATHM NPAKTUYECKOro TUMa, YydeOHas ayJuTOpusl Uil NPOBENCHUS 3aHITHH
71a00paTOPHOTO THIIA

634045, Tomckas obnacts, r. Tomck, yi. Kpacnoapmeiickas, a. 146, 402 ayn.

Onucanne uMeronerocs 000py10BaHus:

- DKpaH pa3BUKHON;

- MyneTumeauitasiit npoextop View Sonic PJD5154 DLP;

- Komnsrorepsr AMD A8-5600K/ ASUS A88XM-A/ DDR3 4 Gh/ WD5000AAKX 500 Gb (15
IIT.);

- Komnsroreper: DEPO Neos DF226/ 13-7100/ DDR4 8G/ Xectkuit auck 500G/ wmblb/
KJIaBUaTypa/ MOHUTOp (61IT.);

- KommniexT cnienmanuzupoBanHoi ydeOHOM Mebenu;

- PaGouee mecto npemnoaasaress.

[TporpammMHoe oOecrieueHue:

— Microsoft Windows 10

— VirtualBox

13.1.3. MaTepuajibHO-TeXHUYECKOE U POrPaMMHOE oOecneyeHue 1JIs1 CaMOCTOATEIbHOH padoThl
s camocToATeNbHOW pabOThl MCIONB3YIOTCS yUeOHbIE ayIuTOpUU (KOMIIBIOTEPHBIE KIIACCHI),
PacrojoKEHHBIE IO aJpecaM:
- 634050, Tomckas obmacth, T. ToMck, Jlennna npocmnexr, a. 40, 233 ayn.;

CornacoBaHa Ha noprane Ne 27971 9



- 634045, Tomckas o0nacts, r. Tomck, yi. Kpacnoapwmeiickas, 1. 146, 201 ayn.;
- 634034, Tomckas obsactb, T. ToMck, Bepmmanna ynuna, a. 47, 126 ayn.;
- 634034, Tomckas obnacts, T. ToMck, Bepmmauna ynuna, 1. 74, 207 aya.

CocrtaB 000py10BaHUS:

- yueOHast meberb;

- komnbroTepsl kinacca He Hivke [IDBM INTEL Celeron D336 2.81T. - 5 mrt.;

- KOMITBIOTEpPBl HOAKIIOYEHBl K ceTH «MHTepHeT» M 00ecrednBarOT JOCTYN B AJIEKTPOHHYIO
MH(POPMALMOHHO-00pa30BATEIBHYIO Cpely YHUBEPCHUTETA.

[TepeueHs MPOrpaMMHOTO 0OECIICUCHHS:

- Microsoft Windows;

- OpenOffice;

- Kaspersky Endpoint Security 10 mis Windows;
- 7-Zip;

- Google Chrome.

13.2. MaTepuajibHO-TEXHUYECKOE o0ecrnevyeHne JUCHUMIIIMHBI JJIS JIMI ¢ OTPAaHUYEeHHbIMU
BO3MO’KHOCTSIMHU 3/10POBbSI H HHBAJIH/I0B

OcBocHME TUCLUIUIMHBI JUMLAMH C OIPAaHUYEHHBIMH BO3MOYKHOCTSMM 3/10pPOBbS U HWHBaJIUIaMU
OCYIIECTBISIETCS C MCIIOJI30BAaHUEM CPEJICTB 00yUEHUS O0IIEro v CHEeHaIbHOTO Ha3HAYCHHUS.

[Tpu 3aHATHAX C OOy4arOIIMMHUCS € HAPYWIEHHSIMHM CJYyXa IPEAyCMOTPEHO HCIOJIb30BAHUE
3BYKOYCWJIMBAIOLLEH amnmapaTypbl, MYJbTUMEAMMHBIX CPEACTB U JAPYrUX TEXHUYECKUX CpPEICTB
npuema/nepenaun yueOHoill uHpopManuu B AOCTYMHBIX (hOopMax, MOOMIIBHOM CHCTEMBI IPENoiaBaHUs
U1l 0O0Y4YaIOUIMXCSl ¢ WHBAIMIHOCTBIO, TIOPTATUBHON WHAYKIIMOHHOW CHUCTEMBI. Y4eOHas ayauTOpHs, B
KOTOPOHM 3aHUMaloTCs O0Oydaroluecs ¢ HapylIeHHEM cllyxa, 00OpyAoBaHa KOMIIBIOTEPHON TEXHHKOH,
ayJIMOTEXHUKOM, BUJEOTEXHUKOU, IIEKTPOHHON JOCKOM, MYJIbTUMEIUMHON CUCTEMOM.

ITpu 3aHATHAX ¢ 00YUYAIOIIMMUCS ¢ HAPYILIEHUSIMHM 3PEHUSIMH [IPEYCMOTPEHO HCII0JIb30BAaHKE B
JEKUMOHHBIX U YYEOHBIX ayJUTOPHUSAX BO3MOXKHOCTHU IPOCMOTpa YAAJIEHHBIX OOBEKTOB (Hampumep,
TEeKCTa Ha JOCKe WIM claila Ha JKpaHe) MpH IOMOILIM BUACOYBEIMUYUTENEH Uil KOM(OPTHOrO
IPOCMOTpa.

[Tpu 3aHATHSX ¢ OOy4arOIIMMHUCS € HApPYLWIEHUWSIMH ONOPHO-ABUIaTeIbHOI0 anmnapara
HCIOJIb3YIOTCSl aJIbTEPHATUBHBIE YCTPOMCTBA BBOJAa MHGOpPMAlMU U ApPYyrue TEXHUYECKUE CpE/ICTBa
npuema/mepenaun yueOHoil MHpopManuM B JOCTYHHBIX (popMax, MOOWIIBHOW CHUCTEMbI OOydeHUs s
JIIOJIEN ¢ UHBAJIMIHOCTEIO.

14. OneHovHble MaTepHaJIbl U METOAUIECCKUE PEKOMCHAAILUH 110 OPraHU3allui U3Yy4YCHUS
AUCHHUITIJIMHbI

14.1. Conepmaﬂue OLHCHOYHBIX MAaTCPHUAJTOB U METOAUYCCKUE PEKOMECH AU
I[J'IH OLCHKH CTCIICHH C(I)OpMI/IpOBaHHOCTI/I " YPOBHA OCBOCHHA 3aKPCIUICHHBIX 3a JUCIIUTLIMHOMN
KOMIICTCHITUM HCIIOJIB3YIOTCA OLICHOYHBIC MAaTCPHAJIbI B COCTABE!

14.1.1. TecToBbBI€ 3agaHuSA

1. Kakoe u3 MEpeurcCIeHHBIX MPOTPAMMHBIX CPEICTB MOXKET MPUMEHSTHCSA sl oOecredeHus
NBYX(aKTOpHON ayTeHTU(UKALIMN B OTIEPAIIIOHHON cucTeme?

DevicelLock

Process Explorer

JaCarta SecurLogon

Adobe Photoshop

2. Kakoii daxtop ayreHTHUKanuu He npumeHsercs B eToken, HO BcTpedaeTcs B HEKOTOPBIX
moneisx JaCarta?

[Tapois

®dusndeckuit 00BEKT

buomerpus

Bce npumensitorest
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3. Kakas ¢aiinoBas cucrema momkHa OBITh Ha JUCKE, K pecypcaM KOTOPOro HEoOXOIUMO
MIPUCBOUTH KaTETOPHIO KOH(UICHIIMATLHOCTH B Secret Net?

exFAT

UDF

NTFS

FAT32

4. Kakoil W3 mapaMeTpoB HE YUYUTHIBACTCS NMpPH BHECEHHWU YCTPOWCTBA B O€NBI CIHCOK B
DevicelLock?

Wnentudukatop npoaykra

WnenTudukatop npon3BouTeNs

CrtpaHa U3roToBUTEIh

CepuiiHblii HOMEP

5. Iloxg KakuM ypOBHEM KOH(PHICHIMATHHOCTH HEOOXOAUMO BOMTH B CUCTEMY aJIMHHHCTPATOPY,
4T0o0bI Secret Net 03BoJIMIIAa €My U3MEHATh TapaMeTphbl ONIEPAL[MOHHON CUCTEMBbI?

Brictmii (CTporo KOHGUACHIIHATLHO)

Cpennuii (koH()UICHIIMATIBEHO)

Huzmmii (He KoH(DUIESHITHATIEHO)

AJMMHHCTPATOPY MOXHO IMPOBOJAUTH HACTPONKHU MO/ JIIOOBIM YPOBHEM

6. C moMoIIpl0 4ero MOKHO HAacCTPOUTh JOCTYHMHOCTh (PYHKIMOHAJIA TaKUX HPUIIOKEHUH Kak
eToken PKI Client st mons3oBareneii?

Peectp

Komananas crpoka

AJIMUHHCTpPATHUBHBIC IAOJIOHBI

Hactpoiiku npuinoxeHus

7. Kakas wHpOpManus He coiepxuTcs B mnpodmie, cozmaBaeMoM Ha eToken anms Bxoma B
OIIEpaLlMOHHYIO CUCTEMY?

Jomen

Jlorun

ITna-xoxn

[Taposb

8. Kakas n3 mozenelt pasrpaHuueHus 10CTymna He npuMmensiercs B Secret Net?

JluckpenroHHas MOJIENb

ManiaTHas MOJEINb

PoneBast Mmogens

[TprMeHsItoTCs BCe MepeuncIeHHbIE MOJIENH

9. Kakyro BO3MOXXHOCTB IIPEJOCTABIISAET UCIIONIb30BaHUE TeXHOJIoruu SSO?

PasButHe 1 nponBuKeHHe cata

bezonacHoe nonkiodyeHue k web-pecypcam

ABTOMaTHUECKas ayTeHTU(PUKAIUS B IPUIOKEHHUSIX MU noakiIoueHHoM eToken

Ilepenava 2eKTPOHHON MTOYTHI B CETU

10. Kakum o0pa3oM IpeloCTaBUTh MOJIHBIA TOCTYH Jis JIF0OOOM KiIaBUATYyphl, MOAKIIOUYEHHOHN K
CHCTEME C YCTAaHOBJIEHHBIM 3alpeToM JlocTymna K usb-nopram B DeviceLock?

Buectu knaBuatypy B 6enblii crincok kak Unique Device

Buectu knaBuatypy B Geinblii cnicok kak Device Model

OtxmrounTts ynpasnenue noctynom k USB HID B HacTpolikax 6€301MacHOCTH MPOrpaMMBbl

JIro60i1 U3 nepeyrcIeHHbIX BApUAaHTOB

11. Kakyro ocHacTKy HEOOXOIMMO J00aBUTh B KOHCOJb YIPABIICHUs, YTOOBI MPOBECTH aHAIIN3
0€301aCHOCTH OTEePALIMOHHOMN CUCTEMBI?

Monurop [P-6e3onacHocTu

CucTeMHBII MOHUTOP

AHanu3 ¥ HacTporika 0€30MacHOCTH

PenakTop 00BEKTOB IpyIIOBON MOTUTUKU

12. Kakoe nefictBue He PUKCUPYETCS MPU ayJUTE CUCTEMHBIX COOBITHIA?

3aIycK 3J1eMEHTOB CUCTEMBI O€3011aCHOCTH
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OTKITIOUEHHE JIEMEHTOB CHCTEMBI 0€30I1aCHOCTH

[IprcBoeHME NPUBUIIETHI TTOJIH30BATENIO

M3MeHeHne CUCTEMHOTO BPEMEHU

13. Kakue coObITust He (PUKCUPYIOTCS IPU ayAUTE YIIPABICHUS YUCTHBIMU 3aITUCIMU?

Coznianue y4eTHOH 3alucH JUIsl 10J1b30BaTeNs

M3meHeHue napoJs mosb30BaTels

Hasnadyenue npas nosabs30BaTeinto

Bnecenue yueTHOM 3aMucu B TPYIITY

14. Kakue TUIBI 0ObEKTOB HE MOT'YT ITO/IBEPTaThCs (PUKCALMU TPH aAyAUTE JOCTYIa K 00beKTaM?

Daiin

Karaior

VYyeTHas 3anuch

Kunrou peectpa

15. B pe3ynpTaTe Kakoro IeWCTBHS MpOrpaMma, 3alpelleHHas MpaBuiIoM Xella, OyIeT 3amymieHa?

IIporpammy nepeHeciu B Ipyryro nanky

[Tporpammy neperuMeHOBAIH

[TporpaMMy U3MEHWIN WM 3aMEHUIIU Ha IPYTYIO BEPCHUIO

[Tporpammy pazpelniiu npaBuiIom cepTudukara

16. C momouip0 Kakoro rnpasuia B MOJIUTHKE OIPAHUYEHHOTO KUCIIOJIb30BAHUS IIPOrPaMM MOXKHO
3aIllPEeTUTh 3aITYCK JIFOOBIX MPHIIOKEHUH OT OJTHOTO IPOU3BOIUTENS?

IIpaBunom nmytu

[IpaBuiiom xema

[TpaBuinom ceptudukara

[TpaBuiIOM 30H HHTEpHETA

17. OTcyTcTBUE HACTPOMKHU 110 KAKOMY IapaMeTpy MOKET NPUBECTH K OECII0IE3HOCTH IapaMeTpa
«TpeboBaTh HEMTOBTOPSIEMOCTH HApOJICii»?

MakcuManbHbIi CpOK JEHCTBUS MTAPOJIS

MuHuManbHas AJIMHA Daposist

MuHMMaIIBHBIN CPOK ACUCTBUS NAPOJIIS

[Taposs noskeH oTBeyaTh TPEOOBAHUSAM CIIOKHOCTH

18. Uem 00ycioBieHO TpeOOBaHNE HETIOBTOPSIEMOCTH MapoJieii?

[Taponb He NOMKEH MOBTOPSATH JIOTHH MOJIb30BATEIS

VY Bcex nonb3oBaresneil 10JKHbI ObITh pa3Hble MApOJIH

[Taponb 1OJIKEH OTIIMYATHCS OT HECKOJIBKUX MTPEIBLIYIINX

B nmapone He 101KHO OBITH OJIMHAKOBBIX CETMEHTOB

19. Kakoro tumna >xypHaia ayaura B DeviceLock He cymectByer?

Kypnan codbiTuit

XKypnan cobsrtnii u DeviceLock

JKypHaist TeHeBOro KOIMPOBAHMS

XKypnan DeviceLock

20. Kakoii tun aymuta B DeviceLock ¢ukcupyer Bce NONBITKM JOCTyNa, KOTOpble ObUIN
3a0JIOKUPOBaHbI?

Aynur ycriexa

Aynut paspemeHuit

Aynurt 3ampeta

AyauT oTkasza

14.1.2. TeMbI KOHTPOJIBHBIX Pad0OT

1. Kimaccudukamnus yrpo3s mo crnocoOy ux ocymectBienus. Kmaccudukamus 00beKTOB yrpo3s.

2. OCHOBHBIE TPYMIBI MEXAaHU3MOB 3aIIUTHl ONEPAIIMOHHBIX CHUCTEM; OCHOBHBbIE ()YHKIIHH 3THX
MEXaHU3MOB.

3. Ilpouenypsl wuaeHTU(UKALUHU, ayTeHTU(UKAUH, aBTopu3anuu. OrnpeneneHue, NPUHIUI
NENUCTBUA.

4. ®yHKIUYU ayTeHTU(UKAILIMH IO KOHTPOJIIO gocTymna npu padore ¢ OC.

5. ®yHKUMH ayTeHTU(UKAIMY 110 KOHTPOJIIO JocTyma mpu HacTpoiike OC
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6. @akTopsl ayTeHTU(UKAMK — OINpeNeIeHue, THIbI, HpuUMepbl. MHOrogakTopHas
ayTeHTU(UKALUS — ONpeesICHUE, IPUMEPHI.
7. AyTeHTUUKAIMS C MCIONB30BaHUEM Mapojeld. [IpuHIun neicTBys, BapuaHThl peaan3alii,

HEJIOCTAaTKH.

8. Yrpo3bl IpeoJoNeHUs MapOoJbHON 3amuThl. TpeOOBaHUS K MapoisiM ISl YBEIMUYCHHS HUX
CTOMKOCTH.

9. Texuomorust oxHokpatHoro Bxoma (SSO — Single Sign-on). IlpuHnun peicTBus,

MIPEUMYIIECTBA U HEJOCTATKHU.

10. AyrenTudukanus Mnpu MmoMomu ¢uzndeckoro oObekra. llpuHIMI AeWCTBUS, BapHAHTHI
peanu3anuu, HeI0CTaTKU.

11. Wcnonb3oBanue OJHOPA30BBIX Mapojei s ayTeHTU(UKALUU MPU TOMOIIM (U3UIECKOTO
00BEeKTa.

12. AyreHTH(HKAIMA B TPOTPAMMHOM 00€CTIeUeHUH ITPH MOMOIIHU (PU3UIECKOTO 0OBEKTA.

13. AyreHTtudukanus npu MOMOIIA OMOMETPUYECKUX CHCTeM. [IpuHIMI NnelcTBHS, BapHUaHThI
pean3anuy, He10CTaTKy.

14. MeTobpl OMOMETPUYECKON ayTeHTH(UKAIIH.

15. 3agaun MeXaHU3MOB yIPaBIEHUS JOCTYIIOM.

16. IlpuHOMIBI JUCKPELIMOHHOTO yIpaBieHHs AocTynoMm. I[IpenmymiectBa M HEZOCTaTKU
JUCKPEUMOHHON MOJIETIH.

17. Peanuzauusi IMCKPELIMOHHOIO MeXaHu3Ma yrnpasieHus gocrynom B UNIX-cucremax.

18. Peanmmzanusi TUCKPEIIMOHHOTO MEXaHU3Ma yIpaBJieHus qocTynioM B Windows-cucreMax.

19. TlpuHUUNBl MAaHAATHOTO YHpaBieHUs AocTynoM. [IpenmyiecTBa U HEIOCTATKU MaHJIATHOM
MOJIETIH.

20. CoBMecTHOE MCIOJB30BaHUE NUCKPEIMOHHOTO U MaHAAaTHOTO MexaHu3MoB. [IpenmymiectBa
COBMECTHOTI'O MCIOJIb30BaHUS.

21. OcHoBHBbIE MpaBa AocTyma K (aiinosiM o0bekTaM B OC Windows.

22. JlonomHUTEBHBIE TTpaBa JOCTyma K ¢aitnoBeiM o0bektaMm B OC Windows.

23. Brnanenern (aiina u ero Bo3aMoxHoCTH. [1o1X0ap1 K Ha3HAYEHHIO BiIajienblia (daiiia.

24. Knaccudukamus cyObeKTOB JJOCTYIIA.

25. Knaccuduxaius 00beKTOB JOCTYIIA.

26. Yrpo3sl IpeoA0IeHHsI TOJIUTUKH pa3rpaHudeHtsl JOCTyIa K pecypcam.

27. 3ajmaud pasrpaHUYEHUs JIOCTyNa K HepapxuueckuM oObektamM. Ha3HaueHue MeToK
0€30MacCHOCTH JIJIsl HePaAPXUUECKUX OOBEKTOB JIOCTYIIA.

28. IlpaBuna HacienoBaHUs MpaB JocTyna K uepapxuyeckuMm oObekram B OC Windows.
[IpropuTeTsl MpaBUi HaCIEAOBaHUS.

29. IIpaBa goctyna K 31eMeHTaM peectpa u npuHtepam B OC Windows.

30. OcoOeHHOCTH pa3rpaHUYEHUs 10CTyIa MPU yYETE MPOLIECCOB.

31. CnocoObl obecrieueHus: 3aMKHYTOCTH NTPOrpaMMHOM cpefibl. JJOCTOMHCTBA U HEOCTATKU 3THX
METO/]IOB.

32. YpoBHH 0€30MacHOCTH U MpaBUiia MOJIUTUKNA OTPAaHUYEHHOTO UCIOIb30BaHus mporpaMm B OC
Windows. [Ipuopurers! uCniosib30BaHus MIpaBUIL.

33. Crioco0bl pa3rpaHUueHHs JOCTYIA K ycTpoiicTBaM. TuIbI IpaB AOCTyNa K yCTPONUCTBaM.

34. benblii CIMCOK YCTPOMCTB M CIIOCOOBI €r0 MPUMEHEHHS.

35. Ayaut B onlepallMOHHBIX cUCTEMaX. 3a/1auM ayInuTa.

36. CoOwiTust, moasepraemsie aynuty B OC Windows.

37. laHHBIEe O COOBITUH, KOTOPBIE MOTYT (PMKCUPOBATHCS MIPH BEJCHUHU ayAMTA.

38. ITaccuBHBIN M aKTUBHBIA ayAUT. METObI, NCIIONB3YEMBIE B CUCTEMAaX AKTUBHOI'O ay/IUTA.

39. Cocras mabnona 6e3omnacHocti B OC Windows.

40. 3amaym, penraeMbie ¢ MCIOJNB30BaHUEM OCHACTKH «AHAM3 W HACTpOiika 0e30macHOCTH» B
Windows.

14.1.3. 3auér
1. Kimaccudukanus yrpo3s mo crnocoOy ux ocymectBienus. Kmaccudukamnus 00beKTOB yrpo3s.
2. OCHOBHBIE TPYIIBI MEXaHU3MOB 3aIIUTHI ONEPALMOHHBIX CHUCTEM; OCHOBHBIC ()YHKIUU ITHUX
MEXaHH3MOB.
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3. Ilpouenypsl wuaeHTU(UKALUHU, ayTeHTU(UKAUH, aBTopu3anuu. OrnpeneneHue, MNPUHIUI
JIEUCTBUSL.

4. OyHKIUYU ayTeHTU(UKAIIMH IO KOHTPOJIIO AocTymna npu padore ¢ OC.

5. @yHKIMH ayTeHTU(GUKAITUN TI0 KOHTPOJTIO J0CcTyma nmpu HacTtpoiike OC

6. @akTopsl ayTeHTU(UKAIUM — OINpENeIeHUuE, THIBI, NpUMepbl. MHOro(akTopHas
ayTeHTU(UKaLUs — ONpeesIeHUE, IPUMEPHI.

7. AyTeHTUUKAIMS C MCIIONB30BaHUEM Mapojeld. [IpuHuun neicTBus, BapuaHThl peaan3aliii,

HEJIOCTAaTKH.

8. Yrpo3bl HpeoJoNieHUs MapOJIbHON 3amMThl. TpeOoBaHUS K MapoisiM JJs yBETHUYEHHS X
CTOMKOCTH.

9. Texuomorust oxHokpatHoro Bxoma (SSO — Single Sign-on). IlpuHuun peicTBus,

MIPEUMYIIECTBA U HEJOCTATKHU.

10. AyrenTudukamys mnpu Mmomomu ¢uzndeckoro oObekra. lIpuHIMI AEWCTBUSA, BapUaHTHI
peanu3anuu, HeI0CTaTKU.

11. Wcnonb30BaHrue OJHOPA30BBIX MApOJEH Ui ayTeHTU(UKANUU TPU MOMOIU (PU3UIECKOTO
0o0BEeKTa.

12. AyreHTH(HKAIMA B TPOTPAMMHOM 00€CTIeUeHUH MTPH MOMOIIU (PU3UIECKOT0 0OBEKTA.

13. Ayrentudukanus npu MOMOIIM OMOMETpUYeCKHX cucteM. [IpuHIMN AeicTBHs, BapUaHTHI
pean3anuu, HeI0CTaTKy.

14. Metoabl OUOMETPUYECKOM ayTeHTU(DUKAITHH.

15. 3agaun MexaHU3MOB yIPaBIEHUS JOCTYIIOM.

16. IlpuHOMIBI JUCKPELIMOHHOTO yIpaBieHHus AocTynoMm. I[IpenmymiectBa M HeZOCTaTKU
JUCKPEUMOHHON MOJIETIH.

17. Peanuzauus TUCKPELIMOHHOIO MeXaHu3Ma yrpasieHus qoctynom B UNIX-cucremax.

18. Peanmm3anusi TUCKPEIIMOHHOTO MEXaHU3Ma yIpaBJieHus qocTynioM B Windows-cucreMax.

19. TlpuHUUNBl MaHAATHOTO YHpaBieHUs AocTynoMm. [IpenmyiecTBa U HEIOCTATKU MaHJIATHOM
MOJIETIH.

20. CoBMecTHOE MCIHOJIB30BaHUE JUCKPEIMOHHOTO M MaHAATHOTO MexaHu3MoB. [IpenmyiiectBa
COBMECTHOTI'O MCIOJIb30BaHUS.

21. OcHoBHBbIE npaBa A0cTyma K (aiinoBsiM o0bekTaM B OC Windows.

22. JlonoaHUTENbHBIE MpaBa aocTyna K ¢aiiiaoBbiM o0bekTaM B OC Windows.

23. Bnanenen ¢aiina u ero Bo3MoxHOCTH. [1o/1X0/1b1 K Ha3HAYEHUIO BiIajenbla (aiina.

24. Knaccudukanusi CyObeKTOB JOCTYyIIA.

25. Knaccudukanus o0beKTOB 10CTYIIA.

26. 3amaud pasrpaHUYeHHUs JOCTyla K HepapXxudyeckuM oObekTaM. HasHaueHue MeTok
0€30MacHOCTH 151 HepapXHUUECKUX 00BEKTOB JAOCTYIIA.

27. IlpaBuna HacieqoBaHMs IpaB JocTyna K uepapxuyeckuM oObektam B OC Windows.
[TpuopuTeThl MpaBUI HaCIEIOBAHHUS.

28. IlpaBa gocryna k anemeHTam peectpa u npuHTepaM B OC Windows.

29. Oco0eHHOCTH pa3rpaHUUYeHUs JOCTYIa MPH y4ETE MPOLECCOB.

30. CnocoOs1 o0OecrieueHrs 3aMKHYTOCTH TPOTPaMMHOM cpefibl. JIOCTOMHCTBA M HEJOCTATKU dTUX
METO/IOB.

31. YpoBHH 0€3011acHOCTH U MpaBHJia MOJUTHKN OTPaHMUYEHHOTO MCTIO0Nb30BaHus mporpamm B OC
Windows. [IpropuTeTs! HCTI0JIb30BaHUS TPABHII.

32. Cnoco6bl pa3rpaHlueHus A0CTyMa K ycTpoiicTBaM. THIIBI IpaB JOCTyNa K yCTPOUCTBAM.

33. Benblii ciucoK yCTPOUCTB U CIIOCOOBI €T0 MPUMEHEHHSI.

34. Aynut B onepariioOHHBIX CUCTEMaX. 3a7aud ayauTa.

35. CoOwitus, monsepraemelie ayauty B OC Windows.

36. JlanHbIE O COOBITHH, KOTOPbIE MOTYT (PMKCUPOBATHCS MIPU BEICHUU ayIauTa.

37. IlaccuBHBINM U aKTUBHBIN ay1uT. MeTOAbI, HCIIOJIb3yEeMbIE B CHCTEMaX aKTUBHOT'O ay/MTa.

38. Pecypchl u mapameTpsl pabOTBI CUCTEMBI, IIEJIOCTHOCTh KOTOPBIX MOXXHO KOHTPOJUPOBATH.
DTanbl KOHTPOJIS ETOCTHOCTH.

39. CocraB mabmnona 6e3omacuoctd B OC Windows.

40. 3amaum, pemiaeMble ¢ UCMOJIb30BAHUEM OCHACTKU «AHAIU3 M HacTpoiika 0e30macHOCTH» B
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Windows.

14.1.4. TeMbI OIIPOCOB HA 3AHATHSX

Tunoseie yrpossl 6e3omacHoctu pecypcoB OC. TpebGoanus k 6e3omacHoctd OC. OcHOBHBIE
Ipynnbl MEXaHU3MOB 3auThl pecypcoB OC.

AyteHTu(uKanus Ha OCHOBE maposs. AyTeHTHUKAlUs C HCIOIb30BaHHEM (U3UUECKOTO
o0bekTa. bruomerpuueckne MeToabpl ayTeHTU(UKAK. MHOTO(QakTOpHas ayTeHTUUKaus. TexHoIorus
SSO.

Knaccugukamus cyObekToB M 00beKTOB goctymna. llpaBa moctyma. Metoasl pasrpaHUYeHHUs
nocrymna. Pasrpannuenue goctymna kK ¢aiiinoBbeiM oobekTaMm. HacnenoBanue paspeuienuii. Pasrpannyenue
J0cTyna K ycrpoiictBaM. OrpaHiueHHs Ha 3aIlyCK IPOTPaMMHOTO 0OecrieueHMsl.

Opranuzanysg U UCHOJb30BAaHUE CpPeACTB ayauTa. KOHTpOIb U BOCCTAHOBJICHHE LIETOCTHOCTH
MOJICHCTEMBI 3aIlIUTHI U €€ MapamMeTpoB. YipasieHue 6ezonacHocTsio OC.

14.1.5. Tembl 12a00paTOPHBIX Pad0OT
AyTeHTH(UKALKA B ONIEPALUOHHBIX CUCTEMAaX MPHU MOMOLIM (PU3UYECKOTO 00bEKTa
JByxdaxTopHas ayTeHTU(UKALUS B IPOTPaMMHOM 0OECTIedeHUH Ha OCHOBE TeXHosoruu SSO
JIMCKpeMOHHBIN MEXaHU3M pa3rpaHUUYeHUs AOCTyNa K (PaiIoBbIM 00BbEKTaM
ManaTHBIH MEXaHU3M pa3TPaHUYCHUS JOCTyNA K (PaiIoBBIM 00BEKTaM
Pasrpannuenue noctyna K ycTponcTBaM
Pasrpannuenue gocTymna K 3aimycKy nporpaMMHOIo 00ecredeHust
AynmuT coObITHI 6€3011aCHOCTH ONIEPALIMOHHON CUCTEMBI
AHanm3, HacTpOHKa M KOHTPOJIb IIEIOCTHOCTH MapaMeTpoB 0€30MacHOCTH TOJCHCTEMBI 3AIIUTHI

14.2. TpeGoBaHus K OLEHOYHBIM MATEPUAJIAM JIJIAl JIMI C OTPAHUYEHHBIMH BO3MOKHOCTSIMHU
310POBbSI H HHBAJINI0B
Jns nui ¢ OrpaHUYCHHBIMH BO3MOXKHOCTSMM 3JI0POBbS M HHBAIUAOB IPETyCMOTPEHBI
AOIOJIHHUTECIBHBIC OIICHOYHBIC MAaTCpUaJibl, ICPCUYCHL KOTOPLIX YKAa3aH B Ta6JII/IIIC 14.
Tabnuma 14 — JlononHurtenbHble MaTepUasbl OICHUBAHUS JIJIS JIUIl C OTPAHHMYEHHBIMH BO3MOXHOCTSMU
3J0POBbA U MHBAJINJIOB

Kareropun Bu bl 1ONOIHUTENBHBIX OLIEHOYHBIX @DopMbI KOHTPOJISI U OLIEHKU
o0yyaromuxcs MaTEpUaJIOB pe3yiIbTaToB 00yUEHUs

TecTbl, NMCbMEHHBIE CAMOCTOATEIbHbBIE
paboThI, BOMPOCHI K 3aUeTy,
KOHTPOJIbHBIE PaOOTHI

C HapyuieHusIMH
ciyxa

[TpenMytecTBEHHO MUCHMEHHAS
poBepKa

C napymenusmu | CobeceioBaHMe 10 BOIIpocaM K 3aueTy, | IIpenmyriecTBeHHO ycTHas MpoBepKa

3pEeHUs OIpOC IO TEPMHUHAM (MHIMBUYaTIbHO)
C HapyleHusIMU Pemennie qucTaHIIMOHHBIX TECTOB,

OIIOPHO- KOHTPOJIbHBIE paboThl, MUCbMEHHBIE | [IpenmylecTBeHHO AMCTaHIIMOHHBIMU
JBUTATEILHOTO CaMOCTOSITENIbHbIE PabOThI, BOIPOCHI K MeTOJIaMuU

anmnapara 3a4eTy

C orpannuenusmu 1o | TecTbl, MUCbMEHHBIE CAMOCTOSITEIIbHbBIE [Ipenmy1iecTBEHHO IpOBEpKa
00IIeMeTULIINHCKUM paboThI, BOMPOCHI K 3a4eTy, METOJIaMHU UCXOASI U3 COCTOSHHUS
MOKa3aHUsIM KOHTPOJIbHBIE pa0OThI, YCTHBIE OTBETHI | O0YYaroIIerocsi Ha MOMEHT ITPOBEPKU

14.3. Meroanyeckue peKOMEeHAALMH 110 OLEHOYHBIM MAaTepHAaJIaM ISl JIHI ¢ OTPAHUYEHHBIMH
BO3MOKHOCTSIMHU 310POBbSI H HHBAJTHI0B
Jnsg nui ¢ orpaHMYEHHBIMM BO3MOXKHOCTSIMH 3/I0pOBbS. M HMHBAJIUAOB IMpeAycMaTpHUBAaeTCs
nocTynHas popMa npeaocTaBIeHHs 3a/JaHHH OLIEHOYHBIX CPEJICTB, @ UMEHHO:
— B II€YaTHOU (opme;
- B [I€YaTHOH opMe ¢ yBeIMUEHHBIM HIpU(TOM;
— B (hopMe FIIEKTPOHHOTO JOKYMEHTA;
- METOJIOM YTEHHs ACCUCTEHTOM 3aJIaHUs BCIIyX;
— IPEJOCTABIICHUE 33JaHHs C HCIIOJIb30BAaHUEM CYpIOIEPEBOIA.
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JluaM ¢ OrpaHMYEHHBIMH BO3MOXXHOCTSIMH 3/10pOBbSl M MHBAJMJaM yBEIHMYMBACTCS BpeMs Ha
MOJITOTOBKY OTBETOB Ha KOHTPOJBHBIE BOMPOCHL. /[l Takux oOydarommxcs MperycMaTpruBaeTCs
nocTynHas popMa npegocTaBIeHHs OTBETOB HA 3ajaHUs, a UMEHHO:

- MMMCbMEHHO Ha Oymare;

- Ha0Op OTBETOB Ha KOMITBIOTEPE;

- Ha0Op OTBETOB C HCIIOJIb30BAHHEM YCIYT aCCHCTEHTA,

- IPEeCTaBICHNUE OTBETOB YCTHO.

[Iponienypa oOLEHUBaHHUS pE3yJIbTATOB OOYYEHHUS JHIl C OrPAaHHMYCHHBIMH BO3MOXXHOCTSIMHU
3I0POBbSI ¥ MHBAJIMJIOB I10 JHUCIUILUIMHE MPEIyCMAaTPUBACT NpEAOCTaBlieHue WHpOpMaruu B ¢Gopmax,
aIalTHPOBAHHBIX K OTPAaHUYEHHSIM UX 3I0POBbs U BOCIIPUATUS HHPOPMALIUH:

JIJ1s1 JIM1 ¢ HAPYIIEHUSIMH 3PEHHA:

- B (hopMe IEKTPOHHOTO JJOKYMEHTA;

— B IIEYaTHOH (pOopMe yBETMUECHHBIM MIPU(TOM.

JI1s1 1ML ¢ HAPpYLIEHUSIMM CJIyXa:

- B (hOpMeE AIEKTPOHHOTO JJOKYMEHTA;

- B [IeUaTHOM opme.

JI1s1 IM1 ¢ HAPYLIEHUSIMM ONIOPHO-ABUTaTeIbHOI0 annapara:

- B (hOpMeE AIIEKTPOHHOTO JJOKYMEHTA;

- B [IeYaTHOH opme.

[lpy HEOOXOMUMOCTH Il JIUI] C OrPAaHUYEHHBIMH BO3MOYKHOCTSIMH 3JI0POBbSI U HMHBAJIHJIOB
Iporelypa OleHUBAHUS PE3yJIbTAaTOB O0YUYECHHUSI MOXKET MTPOBOIUTHCS B HECKOIBKO ITAIOB.
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