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1. lean u 3aa49u TUCUMILJIUHBI

1.1. Heau TUCHUNIHHBI
[enbto aucummiauHbl «be30MacHOCTh OMEPALMOHHBIX CHUCTEM» SIBIISIETCSI OCBOCHHE IMPHUHIIMIIOB
MOCTPOCHUSI COBPEMEHHBIX omnepaluoHHblx cucteM (OC) W MPUHUHMIIOB aJIMUHHCTPUPOBAHUS
nojicucTeMsl 3amuThl nHpopmanuu B OC.

1.2. 3agaun AUCHUNIMHBI
— 3agauu U3ydeHUs JTUCUUILIAHBI — MOTYYEHUE CTYICHTaMHU:
— —3HaHMH 0 MeTojax HecaHKuoHupoBanHoro Aocryna (HC/) k pecypcam OC;
— —3HaHWM O CTPYKTYype nojacuctTemsl 3auThl B OC;
—  — HaBBIKOB MCIOJIb30BaHusA cpeacTB U MeToAoB 3amuThl oT HCJI x pecypcam OC.

2. MecTo aucuuniauHbl B cTpykrype OIIOII
Hucunmumna «be3zomacHocts onepanuonHsix cucrem» (b1.B.OJ.3) otnHocutrcs k Omnoky 1
(BapuaTUBHAS YacCTh).
[IpenmecTBylOMMMHA ~ TUCHHUIIMHAMY, (OPMHUPYIOIIUMH  HayaJlbHbIe 3HAHUS, SBISIIOTCA:
Nudopmaruka, OcHOBBI HHPOPMAITMOHHOM 0€30IMaCHOCTH.

3. TpeboBaHus K pe3yJibTaTaM 0CBOEHHs! THCIHIIIHHbI

I[Mporiecc U3yueHHs TUCHUIUIMHBI HAIIPABJICH Ha (GOPMUPOBAHKE CIICAYIONIMX KOMITETCHITH:

— TIK-20 cmocoOHOCThIO cOOM0maTh B MPO(ECCHOHATBHOW IESITEIBHOCTH TPeOOBaHHUS,
YCTaHOBJICHHbIE HOPMATHBHBIMH TPABOBBIMH aKTaMH B OOJIACTH 3al[UThl TOCYIAPCTBEHHOW TaWHBI W
UH(POPMAIIMOHHOW 0€30MacHOCTH, 00eCIIeYnBaTh COOJIIOJICHUE PEKIMA CEKPETHOCTH;

B pe3ynbTate n3ydeHus AUCHUIUIAHBI 00 YYaArOIIUICS TOJKEH:

— 3HATh — OCHOBHBIC BHBI U YIPO3bl OC30MACHOCTH ONEPAIIMOHHBIX CHCTEM; — 3alllUTHBIC
MEXaHU3MbI U CPEICTBA 0OECIIeYeHUsT 0€30IaCHOCTH OMEPAIIMOHHBIX CHCTEM.

—  yMeTb — HCIOJIb30BaTh CPEACTBA OMEPAIIMOHHBIX CHCTEM JUTs obecredeHus: 3PPEKTUBHOTO U
0e30MmacHOTr0 PYHKIIMOHUPOBAHUS aBTOMATH3UPOBAHHBIX CHCTEM.

—  BJajgeTh — Npo(heCCHOHATBHON TEPMUHOJIOTHEH B 00J1aCTH HH(DOPMAITMOHHON 6€30MaCHOCTH.

4. O0beM AUCHUNIMHBI U BUbI Y4eOHOH padoThI
OO0mas TpyIOeMKOCTh JUCIUIUIMHBI cocTaBiseT 3.0 3a4eTHBIX EIWHUIBI U TpeACTaBleHa B
Taonune 4.1.
Tabnuua 4.1 — Tpy10eMKOCTb TUCIHUILIIMHBI

Buzpl yueGHOM esTebHOCTH Bcero gacos CemecTpbl
5 cemectp
AyIuTOpHBIE 3aHATHUS (BCETO) 62 62
Jlexuun 18 18
JlaGopatopHble paboThI 44 44
W3 HUX B MHTEPAKTUBHOU (hopMme 20 20
CamocTtosTenpHas pabora (Bcero) 46 46
[TonroroBka K KOHTPOJIBHBIM paboOTaM 2 2
OdopmiteHne 0TYETOB TI0 J1AOOPATOPHBIM paboTam 36 36
[TpopaboTKa JIEKIIMOHHOTO MaTepraa 8 8
Bcero (6e3 sx3ameHa) 108 108
OO61mas Tpya0eMKOCTh, 4 108 108
3aueTHble EauHANb! 3.0 3.0

5. Conep:kanue QU CHUNTHHBI

5.1. Pa3nesbl AUCHUIIMHBI A BUABI 3aHATHHA
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Pazensl qUCIUIUTMHBL U BUABI 3aHATUN TpUBEICHBI B TabmuIe 5. 1.
Taomumna 5.1 — Pa3aensl IUCHUIUINHEL U BUIBI 3aHITUHA

Bcero
JIa6. Cam. qacoB | Dopmupyemsle
Ha3zBanus pa3nenoB TUCIHUILTHHbI Jlek., u
pab6., 4 | pab.,u (6e3 KOMITCTCHITH
AK3aMeHa)
5 cemecTp
1 OcHOBHBIC MEXaHU3MBI 00ECTICUCHUS 2 12 10 24 ITK-20
6e3omacuoct OC
2 CpencTBa 1 METOIbI Ay TEHTH(UKAIIUU B 4 8 14 26 ITK-20
oC
3 Pasrpannuenue noctyna k pecypcam OC 16 10 32 ITK-20
4 KoHTpOoJb pabOThI MOJACUCTEMBI 3AIIUTHI 4 10 22 [1K-20
5 KonTponbHas paboTa u 00CyXIeHue ee 0 2 4 ITK-20
pe3yNIbTaTOB
Htoro 3a cemecTp 18 44 46 108
Htoro 18 44 46 108
5.2. Conep:xanue pa3ieioB IMCUMILIAHBI (110 JIEKIUSIM)
Coneprkanue pa3iesioB JUCIUIUINH (T10 JICKIIMAM) IPUBEECHO B Tabuie 5.2.
Tabnuna 5.2 — CozneprkaHue pa3AenoB TUCHUIUIMH (IO JEKIUSIM)
Copepxanue pa3aenoB aucuuiuindsl (mo | Tpynoemkocts, | Dopmupyembie
Ha3zBanus paznenos Acp pasi mcn ( pya ’ PMHPY
JICKIIHSIM) q KOMIICTCHITHH
5 cemecTp
1 OcHOBHBIE Tumossie yrpo3sl 6€30MaCHOCTH PECYPCOB 2 [1K-20
MEXAHU3MBI OC. Tpeboanus k 6e3onacHoctu OC.
obecrieueHHs OCHOBHBIE TPYIIIBI MEXaHHU3MOB 3aIUTHI
6e3omacuoct OC pecypcoB OC.
Hroro
2 CpencrtBa ¥ MeTObl | AyTEHTU(HUKALHSI HA OCHOBE TapoJisl. I1K-20
ayreHTuukanuu B OC | AyTeHTHUPHUKALUS C UCTIOIb30BaHUEM
¢uznueckoro oobekra. buomerpuueckue
METOBI AyTCHTU(UKAITUH.
MHorogakTropHas ayTeHTHDHUKALIHSL.
Texnomorus SSO.
Hroro
3 Pasrpannuenue Knaccudukanms cyobeKTOB U 00bEKTOB IK-20
JoCTymna K pecypcaMm | jocrtyma. [IpaBa nocrymna. MeTo bl
oC pasrpanndeHus gocryna. Pazrpannuenue
JocTyna K (paioBbIM 00BEKTaM.
Hacnenosanue pa3pemennii. Pazrpannuenue
J0cTyna K ycrpoiictBaM. OrpaHuueHus Ha
3aITyCK MPOTPAaMMHOTO 00€CIIeUeHUSI.
Hroro
4 KoHTposb paboThI Opranu3anys 1 UCToIb30BaHUE CPEICTB 4 IK-20
MOJCUCTEMBI 3alIUTHl | aynuTa. KOHTPOIb 1 BOCCTAaHOBIICHHE
[EJIOCTHOCTH TIOACUCTEMBI 3aIUTHI U €€
4
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napaMeTpoB. YTpaBieHne 0€30acHOCTHIO
OcC.
Hroro
5 KonTponbHas pabota | OGCyx)aeHHE Pe3yTbTaTOB KOHTPOJILHOM 2 IK-20
1 00CYXKJICHHE €€ paboThl
pe3yIbTaToB Vtoro 5
Hroro 3a cemectp 18

5.3. Pazgennbl AMCHUIVIMHBI M MEKIUCIMIUIMHAPHBbIE CBA3M € 00ecneYuBalOUMH (MPeabLIy IMMHU)
U o0ecnieynBaeMbIMHU (MOCJIEAYHOIIMMHU) TUCHUIIIMHAMMA
Pazensl IUCHUTUTMHBI U MEXIUCIUTUIMHAPHBIC CBSI3U C 00ECTICYMBAIONIUMHE (TIPEABIIYIITIME) H
oOecrieunBaeMbIMHU (ITOCIIEIYIOMMMHA ) JUCITUTIIIMHAMY TIPEICTaBIICHBI B Ta0ymIe 5.3.
Tabnuua 5.3 — Pa3aenbl JUCHUIUIMHBI U MEXIUCUUIUIMHAPHBIE CBA3H
Ne paznenoB naHHOM AMCHUIUIMHBL, AJ11 KOTOPBIX
HEO0OXOAMMO U3ydeHHEe 00ECTICUNBAIOIITUX U

HaumenoBanue MCHUILIHE 00eCIeYnBaeMBbIX JTUCIUTLTAH
1 2 3 4 5
[IpenamiecTByOMME TUCIUATLTAHBI
1 Uadopmaruka + +
2 OcHOBBI HH(OPMALIMOHHOM OE30MaCHOCTH + + + +

5.4. CooTBeTcTBHE KOMIIETEHINH, (OPMUPYEMBbIX IPH W3Yy4YeHUH AUCHUILIMHBI, 1 BUI0B 3aHATHI
CooTtBeTcTBHE KOMIIETEHIUI, (OPMUPYEMBIX NPU HU3YUEHUM IUCUUIUIMHBI, U BHUJIOB 3aHITUN

IpeJCcTaBIeHo B Tabaule 5.4.
Tabmuna 5.4 — CoorBercTBUE KOMIETEHLMM, (OPMUPYEMBIX MPU H3yYEHUU IUCLMIUIUHBL, U BHUJOB

3aHATHN

Bunrl 3anstuit
Komnerenuuu DOopMBbI KOHTPOJISI
Jlex. JIa6. pad. Cawm. pa0.

[TK-20 + + + [TpoBepka KOHTPOJIBHBIX PadOT,
Otuer no 1aboparopHoii padore,
Ompoc Ha 3aHsATHAX, 3a4eT, Tect

6. InTepakTUBHBbIE MeTObI U (JOPMBI OPraHU3al UM 00y4YeHUs!
TexHonornu HHTEPAKTUBHOIO 00YyUEHHUs IIPH pa3HbIX (opMax 3aHATHI NpuBeAeHbI B Ta0nuIe 6.1.
Tabnuua 6.1 — TexHOJOTMH HHTEPAKTUBHOI'O O0YUYEeHHUs IPU Pa3HbIX GopMax 3aHITUN

1 (— I/IHTepaKTI/g:;[I:HJiiopaTopHme I/IHJTIeeI;)(?II;TPII/I,B;He Beero,
5 cemecTp

IT-meToan! 4 4
IT-meTomn! 10 10
[Ipe3eHTanmu ¢ UCIOIL30BAaHHEM 6 6
MYJIBTUMEIHA C 00CYKICHHEM

Hroro 3a cemecTp: 14 6 20
Hroro 14 6 20

7. JIaGopaTopHble padoThI
HaumenoBanue nabopaTopHbIX paboT npuBeeHo B Tabnuue 7.1.
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Tabmuia 7.1 — HaumeHnoBaHue 1abopaTopHbIX padboT

Tpynoemkocts, | Dopmupyemslie
HasBanus paznenos HaumenoBanue 1ab0paTopHbIX paboT byA ’ pMHDY
q KOMIIETEHIINH
5 cemectp

1 OcHOBHBIE AnmvunnctpupoBanue OC Windows I1K-20
MEXaHU3MBbI .

VYnpasnenue pecypcamu B OC Windows
o0ecrieueHus
6e3omacuocT OC YnpaBieHue CUCTEMHBIMH CITYXO0aMU U

nporeccamu B OC Windows

Utoro 12
2 CpenctBa v MeTOABl | AyTEeHTU(UKAIUS B OTIEPAIIHOHHBIX 4 I1K-20
ayrentudukanuu B OC |cucreMax npu NoMoIu Gu3nueckoro

oObeKTa

JByxdakTtopHas ayTeHTH(PUKAIHS B 4

IPOTPaMMHOM O0ECTIeYeHIH Ha OCHOBE

texHosoruu SSO

Hroro
3 Pasrpanuuenue JIMCKpEeMOHHBIN MEXaHU3M Pa3rpaHU4CHU I1K-20
JOCTyMa K pecypcaM | A0CTyma K (aiinoBsIM 00beKTaM
ocC MaHaTHBI MEXaHU3M pa3rpaHUYCHUS 4

JnocTyna K GailioBeIM 00beKTaM

Pasrpannuenue nocryna K ycTponcTBam

Pasrpanunuenue gocTymna K 3amycKy

POrPaMMHOTO O0CCTICUEHUS

Utoro 16
4 KoHTpoib paboTs AyauT coObITHIT 6€30TTaCHOCTH 4 ITK-20
MOJICHCTEMBI 3aIIUThl | ONEPALMOHHON CHCTEMBI

AHanu3, HacTpoiKa U KOHTPOJIb 4

L[EJIOCTHOCTH MapaMeTpoB 0€30MaCHOCTH

MIOJICICTEMBI 3aIUTHI

Hroro 8
Hroro 3a cemectp 44

8. IIpakTHyeckue 3aHATHUSA (CEMUHAPHI)
He npenycmorpeno PYIL

9. CamocrosiTeqibHAsA padoTa
Bunbl camocTosTensHOM paboThI, TPYJAO0EMKOCTh U (popMHpyeMble KOMIETSHIINH MPEACTABICHBI B

Tabymue 9.1.
Tabnuna 9.1 — Bugsl caMocTosSTeNbHOM paboThI, TPYAOEMKOCTh M JOPMUPYEMBbIE KOMIETEHIIMH
Bunpl camocTosarensHol | TpygoeMKoCTh, | @opMUpyeMbIe
HasBanns pasznenos g pyA ’ PMAPY @OpMBI KOHTPOJIA
paboThI q KOMIIETEHIINHU
5 ceMecTp
1 OcHoBHBIE [IpopaboTka 2 IK-20 3auer, OTyeT no
MEXaHU3MBI JIEKIIMOHHOTO MaTepuaia nmabopaTopHOH
IeYCHUS abore, TecT
obecnede OdopmiieHne 0T4eTOB MO 8 pabore, Tec

oe3omacaoctu OC

nabopaTopHBIM paboTam
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Utoro 10
2 CpenctBa u [IpopaboTka 2 IK-20 3auet, OTyer Mo
METO/IbI JICKIITMOHHOTO MaTepuasa nabopaTopHOi
ayTeHTH(UKaIuu B OdOpMICHHE OTIETOR 110 12 pabore, Tect
oc nabopaToOpHBIM paboTam

Hroro 14
3 Pasrpannuenue | IIpopabotka 2 I1K-20 3ader, OTUeT MO
JIOCTYTIA K pecypcaM | JIEKIIMOHHOTO MaTepuaia nabopaTopHOi
oc OdopmiaeHue oTyeToB 1O 8 pabote, Tect

nabopaTopHbIM paboTam

Utoro 10
4 Kontpois pabots! | [Ipopabotka 2 I1K-20 3auet, OTyer 1o
MOJICHCTEMBI JIEKIIMOHHOTO MaTepuasa nabopaTopHOi
SallHTE OdopmineHne 0T4eTOB MO 8 pabore, Tect

nabopaTopHbIM paboTam

Htoro 10
5 KontponbHas [ToaroroBka k 2 IK-20 [TpoBepka
pabora u KOHTPOJIbHBIM paboTam KOHTPOJIbHBIX
o0cyxieHue ee Vroro 2 pabort, Tect
pe3yJIbTaToB
Hroro 3a cemectp 46
Utoro 46

10. Kypcosoii npoekT / kypcoBas pabora
He npeagycmorpeno PYIL.

11. PeiiTnHroBasi cucreMa /Uil OLCHKH YCIIEBAeMOCTH 00y4aI0IINXCs

11.1. BajnbHbIe OLEHKH IS 3J1eMEHTOB KOHTPOJIS
Tabnuna 11.1 — banibpHbIe OLIEHKH JJIs1 9JIEMEHTOB KOHTPOJIS

. N MaxkcumanbHbIN
o MaxkcumanbHbIA MaxkcumanbHbIA
DneMeHThI y4eOHO! OaJ 3a nepuos Bcero 3a
Oamn Ha 1-yto KT ¢ | 0Gasn 3a nepuon
JesTeNbHOCTH mexay 2KT u na CeMecTp
Hayana cemectpa | mexnay KT u 2KT
KOHEI[ ceMecTpa
5 cemectp
3ayer 30 30
Omnpoc Ha 3aHATHAX 2 2 2 6
Otuer no nmabopatopHoOit 12 16 16 44
pabote
[TpoBepka KOHTPOJIbHBIX 10 10
pabot
Tect 10 10
HToro MakcumyM 3a 14 18 68 100
nepuos
Hapacraromm urorom 14 32 100 100

11.2. IlepecueT 6a/1710B B OLIEHKH 32 KOHTPOJIbHbIE TOYKH
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[Tepecuet OanIoOB B OLIEHKH 32 KOHTPOJIbHbBIE TOYKHU MpeAcTaBieH B Tabmuue 11.2.
Tabmuma 11.2 — Ilepecuer 6ay10B B OIICHKH 32 KOHTPOJIBHBIE TOYKH

bamibl Ha 1aTy KOHTPOIBLHOM TOYKU OrneHKa

> 90% oT MakcUManbHOM cyMMbl 6ayutoB Ha gaty KT 5)

Ot 70% no 89% ot makcumabHOM cyMMbI 6aiioB Ha naty KT

4
Ot 60% 10 69% OT MakcuManbHOM cyMMbI OayutoB Ha naty KT 3
2

< 60% oT MakcuManbHOM cymMbl 6ayioB Ha aaty KT

11.3. IlepecueT cymMMbI 02J1JI0B B TPAAULUMOHHYI0 M MEKIYHAPOIHYIO OILlEHKY
[lepecueT cymmbl OAJIJIOB B TPAAUIIMOHHYIO M MEKIYHAPOJHYIO OILICHKY IMPEACTaBIeH B Ta0Julle
11.3.

Tabmuma 11.3 — IlepecueT cymmbl 0aJTOB B TPAAMITMOHHYIO H MEXKTYHAPOIHYIO OIICHKY

Htorosas cymma 6asuios,

Onuenka (I'OC) YUYUTBIBAET YCIICIIHO CIAHHBIN Onuenka (ECTS)
IK3aMeH
5 (oTu4HO) (3a4TEHO) 90 - 100 A (oTIHYHO)
85 -89 B (ouenp xoporo)
4 (xopo1o) (3a4TEHO) 75 -84 C (xopomo)
70-74
D (ynoBneTBOpHUTENBHO)
3 (yIOBJIETBOPHUTEIHHO) 65 - 69
(3a4TeHO) 60 - 64 E (nocpencTBenHo)
2 (HEYNIOBICTBOPHTENLHO) (e Hwxe 60 6amios F (HeynoBneTBOPUTENBHO)
3a4TEHO)

12. YuyeOoHO-MeTOAMYECKOE M HH(POPMALIMOHHOE 00ecTeyeHue JUCIUIINHBI

12.1. OcHoBHas IMTEpPaTypa

1. PaBogun O.M., PaBonun B.O. bezonacHocTh onepalnoHHbIX cUcTeM: YuyeOHoe mocodue. — 2-
e u31., nepepad. u gon. — Tomck: B-Crnektp, 2006. — 226 c. (nanuuue B Oudianorexe TYCYP - 80 5k3.)

2. Ilpockypun, B.I'. 3ammra B oOHepalMOHHBIX CHUCTEMaxX [DJEKTPOHHBIH pecypc]
[DnexTpoHHbIHN pecypc]: yuel. mocodue — DnekTpoH. gaH. — Mocksa : ['opsiast iuaus-Tenexom, 2014.
— 192 ¢. — Pexxum poctyma: https://e.lanbook.com/book/63241 (mara obpamienus: 19.05.2018).

3. MaprembsnoB, 10.®@. Onepanuonnbie cucTeMbl. KOHIENIMM MOCTPOCHHUSI W 00ECTICUCHUS
Oe3omacHOCTH [DNEeKTPOHHBINA pecypc]| [DnexTpoHHBIH pecypc]: yued. mocodue / FO.®. MapTeMbsHOB,
A.B. fIxosnes, A.B. SIkoBneB. — DnekTpoH. nan. — Mocksa : ['opstaast muams-Tenexkom, 2011, — 332 c.
— Pexxum nocryma: https://e.lanbook.com/book/5176 (nata obparenus: 19.05.2018).

12.2. lonoanuTeIbHAS JIUTEPaTypa
1. benenpkas, M.H. AnmMuHucTpupoBaHve B HH(POPMAIMOHHBIX CUCTEMax [ODJIEKTPOHHBIN
pecypc] [DnekTponHsIit pecypce]: yueb. mocodue / M.H. benenskas, C.T. Manunosckuii, H.B. fIkoBeHko.
— OnekTtpoH. AaH. — MockBa : l'opsiuas nunusg-Tenexkom, 2011. — 400 c. — Pexwum nocryna:
https://e.lanbook.com/book/5117 (nata oopamenus: 19.05.2018).

12.3. YueOHO-MeTOANYEeCKHE MOCO0U A

12.3.1. O0s13aTesibHbIE Y4eOHO-METOAMYECKHE NT0COOUs
1. Komne A.A., Axumyk A.}O. be3omacHOCTh omnepanmoOHHBIX CUCTEM [DJIEKTPOHHBINA pecypc|:
naGopatopubiii mpaktukym. Y. 1. — Tomck: B-Cnmektp, 2017. — 118 c¢. — Pexum pnocrymna:
http://kibevs.tusur.ru/sites/default/files/files/upload/bezopasnost_operatsionnykh_sistem - 1.pdf  (mata
obpamienus: 19.05.2018).
2. KomeB A.A., SIkumyk A.FO. Be3omacHOCTh ONepalMOHHBIX CUCTEM [DJIEKTPOHHBIN pecypc]:
naboparopubiii  mpaktukym. 4. 2. — Tomck: B-Cmektp, 2017. — 132 c. — Pexum pgocryna:
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http://kibevs.tusur.ru/sites/default/files/files/upload/bos2-lab.pdf (nara obpamenus: 19.05.2018).

3. Kones A.A., SIxkumyk A.}O. bezonacHOCTh OmMEpaliMOHHBIX CHUCTEM [DIEKTPOHHBIA pecypc]:
NPaKTUKYM s camocTtosaTenbHOM paboTtel. — Tomck: B-Cmektp, 2017. — Pexum nocryma:
http://kibevs.tusur.ru/sites/default/files/files/upload/bos-samrab.pdf (maTa oopamerus: 19.05.2018).

12.3.2. YyeOHO-MeTOAMYECKHE IIOCOOMS 1JIsI JIML] C OTPAHMYECHHBIMH BO3MOKHOCTSIMHM 3/10POBbS M
HHBAJHI0B

Y4ueOHO-MEeTOJMUECKHE MaTepHalbl Ui CAaMOCTOSATENILHOM U ayJUTOPHOIN PabOTHl 00yUJarOIIUXCs
U3 YKCIIA JIUI C OTPAaHMYCHHBIMH BO3MOXXHOCTSIMH 3/I0POBbsI U MHBAIMJOB IPEAOCTABISAIOTCS B (hopMax,
alalITUPOBAHHBIX K OTPAaHHYCHUSM X 3[0POBBS U BOCHPUATHS HHYOpMALIUH.

JI1s1 JIML ¢ HAPpYLIEeHUsIMH 3PeHHUs:

- B ()OpME ITEKTPOHHOTO JOKYMEHTA;

- B II€4aTHOH (popMe yBEITMUCHHBIM IIPU(TOM.

JI1s1 1ML ¢ HAPYLIEHUSIMM CJIyXa:

- B ()OpMe ITEKTPOHHOTO JOKYMEHTA;

- B [1IeUaTHOM opme.

JIJ151 JIMIL ¢ HAPYIIEHUSIMHM ONOPHO-IBUTATEJbHOI0 anmnapara:

- B (hopMe IIEKTPOHHOTO JJOKYMEHTA;

- B IIEYAaTHOH (opme.

12.4. TIpodeccuonanabubie 6a3bl JAHHBIX U HHGOPMAIMOHHBIE CIIPABOYHbIE CHCTEMbI
1. http://www.elibrary.ru - HayuHast 35eKkTpoHHas OHOIMOTEKA;

2. http://www.edu.ru - BeG-caiiT cucteMsl (peaepanbHBIX 00pa30BaTEIbHBIX TOPTAJIOB;

3. http://edu.fb.tusur.ru/ - oopasoBarenbHbIi MopTa GaKyabTeTa 0€30MaCHOCTH;

4. https://fstec.ru/ - denepanbhas ciryx0a 0 TEXHUYECKOMY U 3KCIIOPTHOMY KOHTPOJIIO.

12.5. Ilepuoauyeckue U3TaHUA
1. Wudopmamms m Oe3omacHOCTh [DIEKTPOHHBIA pecypc]|: HAy4dHBIH KypHaI. - BopoHex :
BI'TY . - XKypnan Beixogut ¢ 1998 r. — Pexum nocryna: https://elibrary.ru/title_about.asp?id=8748
(mara oopamenus: 19.05.2018).

13. MaTepuajibHO-TeXHHYeCKOe o0ecneyeHne JUCHUILIMHBI U TpedyeMoe NporpaMMHoe
obecrneuenue

13.1. O6mue TpeGoBaHus K MaTePHATbHO-TEXHUYECKOMY M IPOrPAMMHOMY 00ecIe4eHHI0
AUCHHUTINHBI

13.1.1. MaTepuajibHO-TeXHUYECKOE U IPOrPaMMHOe oOecnedyeHue 1JIs JTeKIIHOHHBIX 3aHATUH I
Jns mpoBeneHus 3aHATUN JEKUWOHHOTO THUIA, TPYNIOBBIX M MHAWBUAYAIbHBIX KOHCYJbTAIUH,
TEKYILEro KOHTPOJISI U MPOMEKYTOUHON aTTeCTallMM UCHOJb3yeTcsl yueOHast ayAUuTOpPHUs C KOJIMYECTBOM
MIOCAJIOYHBIX MeCT He MeHee 22-24, oOopynoBaHHas JIOCKOM M CTaHAApTHOW y4eOHOl Mebenbro.
HmeroTcs  A€MOHCTpallMOHHOE O00OpyJOBaHME W Y4eOHO-HArjsiiHble MOcoOus, oOecreynBaromue
TEMaTUYECKHE WUTIOCTPALIUU 110 JIEKIIMOHHBIM pa3ziesiaM AUCIUILIIUHBL.

13.1.2. MaTepuajibHO-TeXHHYECKOEe U TPOrPaMMHOe ol0ecrniedeHue 1Jisl J1abopaTopHBIX padoT

Aynutopus UHTepHEeT-TeXHOIOTHI U MHPOPMALMOHHO-aHAIUTHYECKON AeITeIbHOCTH"

ydeOHasi ayIuTOpHs ISl TIPOBENCHHS 3aHATHH JICKIIMOHHOTO THIIA, ydeOHas ayauTOpHs JUIs
MPOBEICHUST 3aHATHUH TPAKTUYECKOTO THIA, YydeOHas ayAuTOpus sl TPOBEACHUS 3aHATUH
71a00paTOPHOTO THIIA

634045, Tomckas ob6nacTs, T. Tomck, yi. Kpacnoapmeiickas, 1. 146, 402 ayn.

Onucanue UMEIoIIerocs 000pyA0BaHUS:

- DKpaH pa3IBH>KHOM;

- MynbsTumeauiinelii npoextop View Sonic PID5154 DLP;

- Kommerotepsr AMD A8-5600K/ ASUS A88XM-A/ DDR3 4 Gh/ WD5000AAKX 500 Gb (15
IIT.);

- Kommerotepsi: DEPO Neos DF226/ i3-7100/ DDR4 8G/ XKectkuit muck 500G/ Mbiiib/
KJIaBUaTypa/ MOHUTOP (OIIT.);
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- Kommniext cienmanuzupoBanHoi yueOHOM Mebenu;
- Pabouee mecTo npenomaBaTers.

[TporpamMHoOe oOecrieueHue:

— Microsoft Windows 10

— VirtualBox

13.1.3. MaTepua/ibHO-TeXHHMYECKOE U POrpaMMHOe oOecriedeHue JJIsi CAMOCTOSITeIbHOH PadoThl
Jnst caMOCTOSITENIBHOW pabOThl MCIOJB3YIOTCS yUeOHBIE ayIUTOPUU (KOMITBIOTEPHBIE KJIACCHI),
PaCIOJIOKEHHBIE 110 aJpecam:
- 634050, Tomckas obsactb, r. ToMck, JIennna npocmnekr, a. 40, 233 ayn.;
- 634045, Tomckas obnacts, r. ToMmck, yin. Kpacnoapmetiickas, 1. 146, 201 ayn.;
- 634034, Tomckas obsactb, T. ToMck, Bepmnauna ynuna, 1. 47, 126 ayn.;
- 634034, Tomckas obsactb, r. Tomck, Bepuinnuna ynuna, 1. 74, 207 ayn.

CocrtaB 000py10BaHUS:

- yueOHast meberb;

- koMnbroTepsl kiacca He Huxke [I9BM INTEL Celeron D336 2.81'Tw. - 5 mit.;

- KOMITBIOTEpPBl TOAKIIOYEHBl K ceTH «/HTepHeT» M 00ecrednBarOT JOCTYI B AJIEKTPOHHYIO
MH(POPMAIIMOHHO-00pa30BATENBHYIO CPEly YHHBEPCHUTETA.

[TepedeHp MpOrpaMMHOTO OOECIICYCHHUS:

- Microsoft Windows;

- OpenOffice;

- Kaspersky Endpoint Security 10 s Windows;
- 7-Zip;

- Google Chrome.

13.2. MarepuajibHO-TeXHHYecKOe o0ecnedeHHe JUCHUIINHBI VIS JTUL C OTPAHUYEeHHBIMH
BO3MOKHOCTSIMH 310POBbSI H HHBAJIHI0B

OcBoeHMEe TUCHUIUIMHBI JUIAMU C OIPaHUYEHHBIMH BO3MOKHOCTSMHM 3/10pOBbS U WHBAJIUJaMU
OCYILECTBISETCS C UCIOJIb30BAaHUEM CPEJCTB 00yUEHUs O0ILEro v CIelHuaIbHOro Ha3HAYEeHHUS.

[Ipu 3aHATHSIX C OOyYarOIIMMKCS € HapYWIEHUSIMH CJyXa IPelyCMOTPEHO HCIOJIb30BaHUE
3BYKOYCWJIMBAIOLLEH amnmapaTypbl, MYJbTUMEAMMHBIX CPEACTB U JAPYTUX TEXHUYECKHX CpPEICTB
npuema/nepeaayn yueOHoH MHPOpManuu B JOCTYHNHBIX (hopMax, MOOMJIBHOM CHUCTEMBI IPEINOJAaBaHUS
U1 00y4aroUIMXCsl ¢ WHBAIWIHOCTHIO, TTOPTATUBHOM MHAYKIIMOHHOW CHUCTEMbl. YuyeOHas ayauTopHs, B
KOTOpOM 3aHMMAIOTCs OOydarollMecs C HapylIEHHEM ciyxa, 00Opy/loBaHa KOMIBIOTEPHONW TEXHHKOM,
ayIMOTEXHUKOU, BUIACOTEXHUKOU, FJIEKTPOHHOU TOCKOW, MYJIbTUMEIUMHON CUCTEMOU.

[Tpu 3aHATHAX C O0YYAIOUNIMMUCS € HAPYIIEHUSIMH 3PEHUSAMM [IPETYCMOTPEHO HCIIOJIb30BAHUE B
JEKIMOHHBIX M YYEOHBIX ayAMTOPHUSAX BO3MOXKHOCTH IMPOCMOTpPa YAAJCHHBIX OOBEKTOB (Hampumep,
TEKCTa Ha JOCKE WIM Ccllaiila Ha SKpaHe) IMpH IOMOILIM BHMJEOYBEIMUUTENEH [UIsI KOM(OPTHOTO
IIPOCMOTpA.

[Ipu 3aHATHSAX C OOy4yalOUIMMHCS € HapyLIEHWSIMH OINOPHO-ABUIaTe/]bLHOI0 anmnapara
UCTOJB3YIOTCS aJbTePHATUBHBIE YCTPOWCTBAa BBOJAAa WMHGOpPMAIMKU M JApPyrHe TEXHUYECKHE CpelCTBa
npuema/nepeaayn yueOHol MHGopManuu B JAOCTYMHBIX (hopMax, MOOWJIBHON cuCTeMbl OOydeHUs IS
JIOJEHN ¢ NHBAJIUIHOCTBIO.

14. OHCHO‘IHI)IC MaTepHAJIbl U METOAUIECCKUE PEKOMCHAAIIUH 110 OPraHU3allii U3YyYCHUSA
AU CIHUIIIIMHBbI

14.1. ConepxxaHue OLIeHOYHBIX MATEPHATIOB U MeTOANYECKHE PEKOMEHIAM U
21.]'[5[ OLOCHKU CTCIICHU C(bOpMHpOBaHHOCTH nu ypOBHSI OCBOCHUA saerrmeHme 3a )IPICHHHJII/IHOﬁ
KOMIIETEHIINI UCTOIb3YIOTCS OLIECHOYHBIE MaTepUaibl B COCTaBE:

14.1.1. TecToBBIC 3a1aHUA
1. Kakoe u3 mepeyucieHHBIX MPOTPAMMHBIX CPEICTB MOXKET MPUMEHATHCS MJisi 00eCTIeUeHUs
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IBYX(aKTOPHOI ayTeHTU(HUKAIIMH B OTIEPALIMOHHON cucTeMe?

DeviceLock

Process Explorer

JaCarta SecurLogon

Adobe Photoshop

2. Kakoii daxtop ayrentudukauuu He npumensercs B eToken, HO BcTpedaeTcs B HEKOTOPBIX
Mozensx JaCarta?

[Taponb

Du3nyecKuit 00BEKT

buomerpus

Bce npumenstorcs

3. Kakas caiinoBast cucrema nobKHA OBITh Ha JHMCKE, K pecypcaM KOTOPOro HEOOXOAMMO
MIPUCBOMTH KAaTeropuio KoHpuaeHnuanpuoctu B Secret Net?

exFAT

UDF

NTFS

FAT32

4. Kakoil W3 mapamMeTpoB HE YYUTBHIBAETCA IPH BHECEHHWU YCTPOHCTBAa B O€Mblii CHHCOK B
DeviceLock?

Wnentudukatop npoaykra

WnenTudukatop mpon3BoIUTENS

CrpaHa U3roToBUTEb

CepuiiHblil HOMEp

5. Mo xakuM ypoBHEM KOH(UIACHIIMATLHOCTH HEOOXOJMMO BONTH B CUCTEMY aIMHUHHUCTPATOPY,
4yTo0BI Secret Net 103BosmIIa €My U3MEHATD [TapaMeTpbl ONEPAIUOHHON CUCTEMBI?

Bericiuii (cTporo KOH(GUICHIIHAIBHO)

Cpennnii (KOHPUACHIIMATHHO)

Huzmmii (He KOHpUACHIMAIBHO)

AJIMHHHCTPATOPY MOXHO MPOBOJUTH HACTPOWKHU MO IIOOBIM YPOBHEM

6. C moMoIIpI0 Yero MOKHO HACTPOUTh JOCTYMHOCTh (PYHKIIMOHANIA TaKUX MPUIIOKEHUH Kak
eToken PKI Client myst monn3oBareseii?

Peectp

Komangnas crpoka

AJMMHHCTpaTUBHBIE 1IA0IOHBI

Hacrpoiiku npunoxxeHuns

7. Kakas uHopmanus He coiepxurcs B mnpoduie, coznaBaeMoM Ha eToken ans Bxona B
OTIEPAIIMOHHYIO CUCTEMY?

JlomeHn

Jlorun

ITun-xo0nx

[Taponb

8. Kakas n3 Mozenei pasrpaHMueHus JOCTyIa He npuMeHsercs B Secret Net?

JruckpenrnoHHas MOAENb

ManpgatHas Mozienb

Ponesas moznenb

[TprMeHsIIOTCS BCE NEPEUNCIEHHBIE MOJIENH

9. Kakyro BO3MOKHOCTB IIPEIOCTABISIET UCITONIB30BaHNE TeXHOJIOTHH SSO?

Pa3Butue u npoasuxeHue canra

be3zomnacHoe noakimoueHue Kk web-pecypcam

ABToMaTHyecKas ayTeHTU(UKaUs B MPUIOKEHUIX Tpu noakiItoueHHoM eToken

Ilepenaya 37€KTPOHHOM MOYTHI B CETH

10. Kakum 0o0Opa3oM mpeaocTaBUTh MOJHBIM JOCTYI I JII0OOW KJIaBUATYpbI, MOAKIIOUEHHON K
CHCTEME C YCTaHOBJICHHBIM 3aIIPETOM JI0CcTyma K usb-nmopram B DeviceLock?

Buectu knaBuatypy B Oeunblii cniucok kak Unique Device
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Buectu knaBuatypy B Geinblii cnicok kak Device Model

OtxirounTh yrpasienue goctynom k USB HID B HacTpoiikax 6€301MacHOCTH TPOrPaMMbI

JIro60i1 U3 epeYrcIeHHbIX BApUAHTOB

11. Kakyro ocHacTKy HEOOXOIMMO A00aBUTh B KOHCOJIb YIPABJICHHsI, YTOOBI MIPOBECTH aHAIIN3
0€30MMacHOCTH ONIEPAIIMOHHON CHCTEMBI?

MonwuTtop IP-6e30macHocTH

CucreMHbI MOHUTOP

AHanM3 ¥ HacTpoiika 0€30MacHOCTH

PenakTop 00BEKTOB IpyIIOBON HOTUTUKA

12. Kakoe neicTBre He PUKCUPYETCS IPU ayAUTE CHCTEMHBIX COOBITHI?

3aIrycK 3JIeMEHTOB CUCTEMBI O€3011aCHOCTH

OTkJTI0YeHHE PJIEMEHTOB CUCTEMBI 0€3011aCHOCTH

[TprcBOEHUE NPUBUIIETUI 110JIB30BATENIO

H3MeHeHne CUCTEMHOTO BpeMEHU

13. Kakue coObITust HE (GPUKCUPYIOTCS IIPU AyJUTE YIPABICHHUS YI€THBIMU 3aITUCSIMU?

Coznianue y4eTHOM 3anucH JUIsl TOJIb30BaTeNs

W3MmeHeHne naposist osib30BaTess

Haznauyenue npaB moJIb30BaTEINIO

Bnecenue ydeTHOH 3a1McH B IPyIILY

14. Kakue Tunsl 00bEKTOB HE MOTYT MOJBEPraThCcs GUKCALUU IPU ayTUTE TOCTYIA K 00BeKTaM?

Daiin

Karainor

VYueTHas 3anuch

Kirou peectpa

15. B pe3ynbTare Kakoro JeMcTBUS MPOTrpaMMa, 3arpenieHHas MpaBuioM Xela, OyieT 3amymeHa?

[TporpamMmy nepeHeciu B APYryro NanKy

IIporpammy nepenMeHoBaIn

[TporpaMMy U3MEHWIIN WM 3aMEHUITU Ha JPYTYIO BEPCHUIO

[TporpamMmy paspemuiau npaBuioM cepTudukara

16. C moMouIpI0 KaKoro npaBuia B MOJUTHKE OIPAaHUYEHHOTO KCIIOJIb30BAHUS IPOrPaMM MOXKHO
3aMpeTUTh 3ayCK JHOOBIX MPUIOKEHUH OT OAHOTO IPOU3BOJUTENS?

IIpaBunom nmytu

IIpaBunom xema

[TpaBuiom ceptudukara

IIpaBunom 30H MHTEpHETA

17. OtcyTcTBUE HACTPOMKHU MO KAKOMY IapaMeTpy MOKET MPUBECTU K OECIOIe3HOCTH MapaMeTpa
«TpeboBaTh HEMOBTOPSIEMOCTH MAPOJICH»?

MakcuMalIbHBIN CPOK JEHUCTBUS MTapOIIs

MuHuManpHas JJIMHA TapoJIst

MuHUMaIBHBIN CPOK IEUCTBUS MapOIst

[Taponb oykeH oTBeYaTh TPEOOBAHUSAM CIIOKHOCTH

18. YUeMm 00ycinoBieHo TpeOOBaHNWE HETTIOBTOPSIEMOCTH Haposieii?

[Taponb He JOMHKEH MOBTOPATH JIOTUH MOJIb30BATENS

VY Bcex mosb30BaTeel T0KHBI ObITh Pa3HbIE MAPOJIN

[Taponb 10JKEH OTIIMYATHCS OT HECKOJIBKUX MPEIbIIYIINX

B napouie He 70KHO OBITH OZJMHAKOBBIX CETMEHTOB

19. Kakoro tuna xypHaia aynuta B DeviceLock He cymectByet?

Kypnain coObITHI

Kypnan coosituii u DeviceLock

KypHan TeHeBOro KOmMpoBaHUs

Kypuan DeviceLock

20. Kaxoii tun aymuta B DeviceLock ¢ukcupyer Bce MHONBITKM JOCTYMa, KOTOpbIE ObUIM
3a0J10KHpPOBaHBI?

Aynur ycniexa
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Aynut paspemeHuit
Aynut 3ampera
AyauT oTkasza

14.1.2. TeMbl KOHTPOJBLHBIX PadoOT

1. Knaccudukanus yrpos mno cnoco0y ux ocymiectsienus. Kinaccudukanns o0beKTOB yrpos.

2. OCHOBHBIE TPYMIIBI MEXaHU3MOB 3aIUTHl ONEPAIIIOHHBIX CHCTEM; OCHOBHBIE ()YHKIIMH 3THX
MEXaHU3MOB.

3. Ilpouenypsl wuaeHTH(UKALWH, ayTeHTU(UKAUK, aBTopu3anuu. OrmnpeneneHue, NPUHIUI
JIEUCTBUSL.

4. OyHKIUY ayTeHTHPUKAIIMN TI0 KOHTPOJTIO 1ocTyna mpu padore ¢ OC.

5. OyHKIMK ayTeHTU(UKAIIUN TI0 KOHTPOJTIO A0CcTyma nmpu HacTtpoiike OC

6. @akTopsl ayTeHTU(QUKAMK — OINpENeIeHUue, THIbI, NpuUMepbl. MHOrogakTopHas
ayTeHTU(UKALUS — ONpeieIeHUe, IPUMEPHI.

7. AyTeHTUUKAIMS C MCIIONB30BaHUEM Mapojeld. [IpuHIun neicTBus, BapuaHThl peajn3alii,

HEJIOCTAaTKH.

8. Yrpo3bl HpeoJoNeHUs MapOoJIbHON 3amuThl. TpeOOBaHUS K MapoisiM ISl YBEIMUYCHHS HUX
CTOMKOCTH.

9. Texuomorust oaHokpatHoro Bxoma (SSO — Single Sign-on). IlpuHuun peicTBus,

IIPEUMYIIECTBA U HEJJOCTATKH.

10. AyreHTuduKanys Npu MOMOIM (U3NYECKOro oObekTa. [IpuHIMI AeWCTBUS, BapHAHTHI
peanu3aiuu, HeI0CTaTKH.

11. Ucnonb30BaHWe OJHOPA30BBIX IMAPOJICH ISl ayTeHTU(UKAIMHA TP TTOMOINU (PU3UIECKOTO
00BEeKTa.

12. AyreHTH()HKAIMS B TPOTPAMMHOM 00€CTIeUeHUH MTPH MOMOIIHU (PU3UIECKOTO 0OBEKTA.

13. Ayrentudukanus npu mnomMomu OHOMEeTpUdecKux cucteM. IlpuHuun nedcTBHs, BapHaHTHI
pean3anuu, He1I0CTaTKU.

14. Metoab! OnoMeTpuyeckoil ayTeHTU(UKALIUH.

15. 3agaun MexaHU3MOB yIPaBIEHUS JOCTYIIOM.

16. IlpuHUMIBI JAMCKPELIMOHHOTO YIpaBieHHs JaocTynoM. llpeumymiectBa W HEAOCTAaTKU
JTUCKPEMOHHON MOJIETH.

17. Peanu3anuus TUCKPELIMOHHOTO MeXaHu3Ma yrpasieHus qoctynoM B UNIX-cucremax.

18. Peanuzanust TUCKpELIMOHHOTO MEXaHU3Ma yIpaBieHus qoctynoM B Windows-cucremax.

19. IlpuHIMOBI MaHJATHOTO YIpaBlieHHs JocTynoM. lIpeumyiiecTBa MU HeOCTaTKU MaHIAaTHOM
MOJIETH.

20. CoBMECTHOE MCIOJIB30BAHNE JUCKPELMOHHOTO U MaHJATHOro MexaHu3MoB. IIpenmyiiectsa
COBMECTHOT'O MCIOJIb30BaHUS.

21. OcHoBHbIe IpaBa AocTyna K ¢aiinossiM oobexkTam B OC Windows.

22. JlonogHUTENbHBIE MpaBa aocTyna K ¢aiiiaoBbiM o0bekTaM B OC Windows.

23. Bnanenen ¢aiina u ero Bo3moxkHocTH. [To/1x0o/1b1 K Ha3HaYeHHUIO BiajenbLa Qaiina.

24. Knaccudukanusi CyObeKTOB JOCTYyIIA.

25. Knaccudukanus o0beKTOB 10CTYTIA.

26. Yrpo3sl Ipeoa0IeHHsI TOJIMTUKH pa3rpaHudeHtsl JOCTyIa K pecypcam.

27. 3amaud pasrpaHUYEHUs JIOCTyNa K HepapxXxuueckuM oObekraM. HaszHadueHune MeTok
0€30MacHOCTH JIJIsl HePapXUIECKUX OOBEKTOB JIOCTYIIA.

28. IlpaBumia HacienoBaHUs MpaB JoCTyna K uepapxuyeckuMm oObekram B OC Windows.
[IpropuTeTsl MpaBuUi HacIEA0BaHUS.

29. IIpaBa goctyna K 31eMeHTam peectpa u npuatepam B OC Windows.

30. OcobeHHOCTH pa3TrpaHUUYEHUS 1OCTyIa MPU y4ETE MPOILIECCOB.

31. CnocoOsl obecrieueHus: 3aMKHYTOCTH NTPOrPaMMHOM cpefibl. JJOCTOMHCTBA U HEOCTATKU 3THX
METO/IOB.

32. YpoBHH 0€30MacHOCTH U MpaBWJia MOJIUTUKNA OTPAHUYEHHOTO UCIIOIb30BaHuUs porpamMm B OC
Windows. [IpropurteTsl HCTIOJIB30BAHUS TTPABHUIL.

33. Crioco0bl pa3rpaHUueHHst JOCTyIA K yCTpoiicTBaM. TUIbI IpaB AOCTyNa K YCTPOUCTBAM.

34. benblif CIMCOK YCTPOMCTB M CIIOCOOBI €r0 MPUMEHEHHS.

CornacoBaHa Ha noptane N2 27526 13



35. Aynut B onepariMoHHbIX CUCTEMaX. 3aJauu ayauTa.

36. CoOwiTus1, moasepraembie aynuty B OC Windows.

37. JlaHHbIE 0 COOBITUU, KOTOPBIE MOTYT (PUKCUPOBATHCS MIPH BEICHUU ayIuTa.

38. [TaccuBHBINA U AKTUBHBIN ayAUT. METO/IbI, UCTIOIB3YEMBIE B CHCTEMAaX aKTUBHOIO ayIUTA.

39. Cocras mabnona 6e3omacaoctd B OC Windows.

40. 3agaum, pernraeMbie C MCIOJb30BAaHUEM OCHACTKU «AHAIM3 U HACTpoHKa 0e30macHOCTH» B
Windows.

14.1.3. 3auyér

1. OnepannonHas cucreMa Kak paclIMpeHHas BUPTyalbHas MallMHAa U KaK CHUCTEMa YIIPAaBJICHUS
pecypcamu. OnucaHue, peiaeMble 3a1auu.

2. Tunsl pecypcoB BbIYUCIUTENBHON CUCTEMBI U OCOOEHHOCTH YIPABICHUS UMH.

3. Kputepuu 3¢ppexTuBHOCTH PaOOTHI OMEPANMOHHBIX CUCTEM M KJIACCHU(UKAIUS OIEPAIIHOHHBIX
CHUCTEM Ha OCHOBE 3TUX KPUTECPHUEB.

4. ®OyHKUMOHAIbHBIE MOJCUCTEMbI OIEPALMOHHON cucTeMbl. OCHOBHBIE 3aJaud, pellacMble
KQKIOU U3 MOJCUCTEM.

5. Tumsl sigpa onepanuonHoN cucteMbl. OnrcaHue 1 0COOEHHOCTH KaXKA0To TUIIA.

6. Iloncucrema ynpasieHus namsaThio. Tunsl agpecoB. BupryaibHoe aapecHoe NPOCTPaHCTBO U
ero cTpykrypa. Pa3nensemas u Hepazaensemas aMATh.

7. BupryanbHasg namsats. OnpesaeneHne, IpUHIUIBL paboThl, pelIaeMble 3a1auu.

8. Yuér ucnonp3zoBanus namsatu. Onucanue crnoco0oB yuéra.

9. CtpannuHoe pacnpenenenue namsaty. Ilpunimn pabotel, npeoOpa3oBaHUe aapecoB.

10. CermenTtHOE pacnpeneneHue namsatu. [Ipuniun paboTsl, mpeoOpa3oBaHKE aIPECOB.

11. CermeHTHO-cTpaHW4HOe pacnpeaeneHue namsatu. IlpuHuoun paboTsl, npeoOpa3oBaHUE
aaApecoB.

12. Pabouwnii Habop, ero CHoIb30BaHUE JUIsl BHIOOPA BBITECHSIEMOM CTPAaHUIIBL.

13. KsmnpoBanue nanubsix. [Ipuniuns! padotsl. CorsiacoBaHue JaHHBIX IPU KILUIUPOBAHUH.

14. Tumbl w MexaHu3M npepbiBaHuid. OOpaboTumku mpepbiBaHuil. Ilpuopuresauus u
MAaCKUPOBAHME MPEPHIBAHUM.

15. CtpykTypa U pyHKUMHU MOACUCTEMBI BBOJA-BbIBO/A. [IpuHIMIIBI paboThl AucneTyepa BBOJA-
BBIBOJIA M nuctietyepa Plug’n’Play.

16. OcoGeHHOCTH MHOTOYPOBHEBOTO MPEICTaBIEHUS IpaiiBepOB U pabOThI C HUMH.

17. Jlorudeckas cTpykTypa (HhaitsioBoit cUCTeMbI. ATpUOYTHI (haliIOB M CIIOCOOBI UX XPAHEHUS.

18. ®dusmueckas crpykrypa (ainoBoil cucrembl. Kmactep. ®yHKUMM TIaBHOM 3arpy304HON
3aIUCH.

19. ®wusmueckas opraHuzanus ¢aiia ¢ HCHOIb30BAHUEM IE€PEYHs HOMEPOB KIACTEPOB HU
9KCTEHTOB.

20. luckoBble KBOTHI. Pe3epBHOE KONMpoOBaHuUeE.

21. ®usnueckas crpykrypa u ocooeHHoctu FAT u NTFS.

22. ®usnyeckas CTPYKTypa U 0COOEHHOCTH S5 U ufs.

23. Opranuszanus CTaTUYECKUX U JUHAMHUYECKHUX BBI30BOB B ONIEPAIMOHHON CHUCTEME.

24. llonarue npouecca U 1MoToka. Pa3nuuus B UCIOIB30BaHUU MPOLIECCOB U NOTOKOB. KOHTEKCT
mporecca.

25. Co3aHue U YHUUYTOKEHHUE MPOLIECCOB U MOTOKOB. JIECKPUIITOPHI IPOLIECCOB U MIOTOKOB.

26. [InanupoBanue moTokoB. CTpaTeruu U AUCIUILUIMHBI TUIaHUpOBaHus. COCTOSHHS TIOTOKA.

27. AnropuTMBl IUTAaHUPOBAHMSI IOTOKOB, OCHOBAHHBIE HA KBAHTOBAaHUU.

28. ANropuTMbI IUTAHUPOBAHUSI TOTOKOB, OCHOBAaHHBIE HA IIPUOPUTETAX.

29. CMmeniaHHble aITOPUTMBI IJIAHUPOBAHUS TOTOKOB.

30. HacnemoBanme pecypcoB. IlpenmyiiectBa W HEJOCTAaTKH  Pa3IMYHBIX BAPUAHTOB
HacCJIeI0OBaHUS.

31. Cnocobsl MexmporeccHOro oomMeHa cooOueHusiMu. [lpuHiunel paboThl UMEHOBAHHBIX U
HEMMEHOBAHHbIX KaHaJIOB. [IpUHIIUIIBI pabOThI CUTHAJIOB.

32. CuHXpOHHM3aIMsl NPOLECCOB M IOTOKOB. Pemaemble 3amaun. lcmosb3yemble CpencTBa.
Kputnueckue obnacrtu.

33. Cemadophbl, MBIOTEKCHI.
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34. TynukoBble cutyauuu. OnpeneneHue, yClIoBUs BO3HUKHOBeHUs. CTpaTeruu, UCIOJb3yeMbIe
OTHOCHUTEJIEHO B3aUMOOJIOKHPOBOK.

35. M3mepeHne U KOHTPOJIb IPOU3BOJUTEIBHOCTH ONEPALIUOHHBIX CUCTEM.

36. Peectp. Urenue u usMeHeHue peectpa. Jlormueckas cTpykTypa peectpa. Haznauenue
OCHOBHBIX pa3zenoB. Puznueckas CTpyKTypa peecrpa.

37. OcHOBHBIE I'PYMIbl MEXaHU3MOB 3aLUTHI ONEPAMOHHBIX CUCTEM; OCHOBHbIE (DYHKIIMM 3THX

MEXaHU3MOB.
38. Ilpouenypsl uneHtudukanuu, ayTeHTHPUKAUHU, aBTopuszauuu. OmnpeaeneHue, MTPUHIIHUIL
JEUCTBUA.
39. ®yHKIMYU ayTeHTH(UKAIIMHI TI0 KOHTPOJIIO nocTyma rnpu padore ¢ OC u npu Hactpoiike OC.
40. @axTophl ayTCHTH(PHUKAIMU — ONpEICICHHUe, THUIBI, NpuMepbl. MHorodakTopHas

ayTeHTU(UKALUS — ONpeesIeHUE, IPUMEPHI.

41. Ayrentudukanus ¢ UCroiab30BaHueM napoieil. [IpuHuun nefcTBys, BapuaHThl pealnu3alim,
HEJOCTaTKH.

42. VYrpo3sl IpeoAoeHHs MapoJbHOM 3amuThl. TpeboBaHMs K MapoisM A yBEJIMYEHUS UX
CTOMKOCTH.

43. Ayrentudukanus npu nomourn (usmueckoro oObekTa. IIpuHIMN neicTBHSA, BapUaHTHI
peann3anuy, HeI0CTaTKy.

44. Texuonoruss oxHokparHoro Bxoma (SSO — Single Sign-on). IlpuHuun neicTBus,
npeumyluiecTsa U Heoctatku. [Ipumenenue ¢pusndeckoro oobvekra B TexHosnoruu SSO.

45. Ayrentudukanus mpu MOMOIIM OMOMETpHYECKMX cucTeM. [IpuHIMN AeWCTBUS, BapUaHTHI
pean3anuu, HeIOCTaTKy.

46. Metoabl OMOMETPUUECKON ayTeHTHU(PUKALIUH.

47. IlpuHUunbBl JUCKPEUMOHHOIO YyIpaBieHUs JocTynoM. [IpemmyiectBa M HENOCTATKU
JUCKPEUMOHHON MOJIETH.

48. Peanuzanus JUCKPELIMOHHOTO MexXaHuW3Ma ympaieHus noctynoM B Windows u UNIX-
CUCTEMaX.

49. IlpuHUMIIBI MaHJATHOTO YIpPAaBJICHUs AOCTYNoM. [IpeumyiecTBa U HEAOCTaTKM MaHAATHON
MOJIETIH.

50. OcHoBHBIE TTpaBa 1ocTyna K ¢aitnoBeiM o0bekTam B OC Windows.

51. Bnagenen daitna u ero Bo3MokHOCTH. [101X0/1b1 K Ha3HAYCHUIO BaebIla (aiiia.

52. Knaccugukanus cyoObeKkToB U 00BEKTOB JI0CTYIIA.

53. TlpaBwia HaciemoBaHHsS MpaB JocTyna K wuepapxuyeckum obbektam B OC Windows.
IIpropuTeTsl MpaBUil HACIEAOBAHUS.

54. CnocoOs1 o0ecrieueHrs 3aMKHYTOCTH MPOTPAMMHOM cpefibl. JJOCTOMHCTBA U HEOCTATKH ATHX
METOJIOB.

55. YpoBHM 0€3011aCHOCTH U IIpaBUJia MOJUTHKN OTPaHUUYEHHOT0 MCTI0NIb30BaHUs mporpamm B OC
Windows. ITpropHTeThI HCIIOTB30BAHHS TIPABHIL.

56. CocoObl pa3rpaHlueHus JOCTyIa K ycTpoiicTBaM. THIIBI TpaB 1OCTyINa K yCTPOHCTBAM.

57. benblit cIUCOK YCTPONUCTB M CIIOCOOBI €0 IPUMEHEHUS.

58. Aynut B onepariioHHBIX CUCTEMAaX. 3a7aun ayauTa.

59. CobpbrTus, noasepraemele ayauty B OC Windows. JlanHble, pukcupyemsble pu ayauTe.

60. 3agauu, peniaemMble ¢ MCIOJIb30BAaHUEM OCHACTKU «AHAJIU3 W HACTpOilka Oe30MacHOCTH» B
Windows.

14.1.4. TeMbI ONIPOCOB Ha 3aHATHAX

Tumnoseie yrpossl 6e3omacHoctu pecypcoB OC. TpebGoanus k Oe3zomacHoctd OC. OcHOBHBIE
IpyNIbl MEXaHU3MOB 3auThl pecypcoB OC.

AyTeHTU(UKAIMST Ha OCHOBE Mapoiyid. AyTEeHTH(QHUKAIUs C HCIOIb30BAHUEM (PU3UYECKOTO
o0bekTa. bruomerpuueckne MeTopl ayTeHTU(UKaui. MHorogakTopHas ayreHTH(uKanus. TexHomorus
SSO.

Knaccugukanus cy0bekToB U 00bekTOB goctymna. IlpaBa moctyma. Metoabl pasrpaHUdeHHUs
nocrymna. Pasrpannyenue goctymna K ¢aitnoBeiM o0bekTaM. HacnenoBanue pasperienuii. Pazrpannuenue
J0cTyna K ycrpoiictBam. OrpaHrueHHsI Ha 3aIlyCK IPOrpaMMHOTO 0OecreueHusl.

Opranm3anus ¥ HCIOJB30BAaHUE CPEACTB ayauTa. KOHTPOIb W BOCCTaHOBJICHHE IIEIOCTHOCTH
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MOJICUCTEMBI 3aIUTHI U €€ MapaMeTpoB. YnpasieHue 6e3onacHocTbio OC.

14.1.5. Tembl 12a00paTOPHBIX Pad0OT
AyTteHTu(UKAIMS B ONIEPAIHOHHBIX CUCTEMAX MPHU MOMOIIH (PU3NIECKOT0 00BEKTa
JByxdaxTopHas ayTeHTU(UKALUS B IPOTPaMMHOM 0OECTIeYeHUH Ha OCHOBE TeXHOIoruu SSO
JIMCKpelIMOHHBIM MEXaHU3M pa3rpaHUyYeHHs 10CTyna K (ailioBbIM 00bEeKTaM
ManiaTHBIH MEXaHU3M pa3TPaHUYCHUs JOCTyNa K (PaiIoBbIM 00BEKTaM
Pasrpanunuenue noctymna K ycTpoicTBam
Pasrpannuenue nocryma K 3amycKy NporpaMMHOTO 00ecTiedeHus
Aynut coObITHI 6€30MaCHOCTH ONEPAIMOHHON CUCTEMBI
AmHanu3, HacTpOMKa M KOHTPOJIb IIETIOCTHOCTH MapaMeTpoB 0€30MacCHOCTH MOACUCTEMBI 3aIUTHI
AnmvunnctpupoBanue OC Windows
VYupasnenue pecypcamu B OC Windows
VYrpasieHue cucTeMHbIME City)k0amu 1 iporieccamu B OC Windows

14.2. TpeﬁoBaHnﬂ K OH€CHOYHBIM MaTepHuajJaaM IJisd JUll ¢ OrpaHUYC€HHBIMHA BO3MOKHOCTAMMU
310POBbH U HHBAJIUA0B
I[JISI Jan, € OrpaHUYCHHBIMHM  BO3MOXHOCTAMHU 3O0POBbA W HWHBAJIMAOB HPCAYCMOTPCHBI
AOHNOJHHUTEIIBHBIC OIICHOYHBIC MATCpHUAJIbI, IICPCUYCHDb KOTOPBIX YKA3aH B Ta6n1/1ue 14.
Ta6Jmua 14 — I[OHOJIHI/ITGJII)HI)IG MaTCpHraJibl OLCHUBAHUA IJId JIWIL C OTPaHUYCHHBIMHW BO3MOKXHOCTIAMU
300POBbA U HHBAJINIOB

Buapl 1oMOMHUTEIBHBIX OIEHOYHBIX
MaTepUajoB

Kareropun
o0yJaromuxcs

@DopMBbI KOHTPOJISI U OLICHKU
pe3yabTaTOB OOYUECHHUS

TecTbl, TUCHEMEHHBIE CAMOCTOSTEIEHBIC
paboThl, BOMPOCHI K 3a4ETY,
KOHTPOJIbHBIE PabOTHI

C HapylLIeHUsIMU
ciyxa

[IpenmyIiiecTBEHHO MMCbMEHHAS
IIpOBEpPKa

C HapylIeHUsIMU
3peHus

CobecenoBanue 10 BOIIpOcaM K 3a4eTy,
OIIPOC IO TEPMHHAM

[TperMyIIeCTBEHHO yCTHAS TIPOBEPKa
(MHIMBUYaTIbHO)

C HapylmeHHuAIMHN Pemenue qucTaHIIMOHHBIX TCCTOB,

OIIOPHO- KOHTPOJIbHBIC pa6OTI)I, IIMCBMCHHBIC HpeI/IMYHICCTBCHHO JUCTAHIINMOHHBIMHU
JIBUTATEILHOTO CaMOCTOSITENIbHBIC pa0OTHI, BOIIPOCHI K METOIaMHU
armapara 3a4ery
C orpannveHusiMu 1o | TecThl, MUCbMEHHBIE CAMOCTOSITEIIbHBIC [IpeumyIiiecTBEHHO MTPOBEpKa
06HICMC)II/IHI/IHCKI/IM pa6OTI)I, BOIIPOCHI K 3a4€TYy, METOdaMM UCXOOAA U3 COCTOSIHUA
MOKa3aHUSM KOHTPOJIbHBIE paOOTHI, YCTHBIC OTBETHI | 00YYarOIIErocsi HA MOMEHT IPOBEPKU
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14.3. MeToanyecKkue peKOMeHIAHH 110 OLIEHOYHBIM MAaTepHaJIaM /ISl JHI ¢ OTPAHHYEHHbIMHU
BO3MOKHOCTSIMH 3/10POBbSI 1 HHBAJIU/I0B

Jis Ui ¢ OrpaHMYEeHHBIMH BO3MOKHOCTSIMHU 3]I0pOBbsI M MHBAIMJOB IpPEAyCMaTPUBAETCS
nocTymHas popmMa mpeaocTaBIeHHs 3aJaHI OIIEHOYHBIX CPEJICTB, & IMEHHO:

— B IleyaTHOI popme;

- B IIeYaTHOH (OopMe C YBEITMUYEHHBIM HIPUPTOM;

- B (hopMe IIEKTPOHHOTO JJOKYMEHTA;

- METO/IOM YTEHHS ACCUCTEHTOM 33/1aHUs BCIYX;

- Ipe0CTaBlIeHUE 3aJaHHs C HCIIOJIb30BAaHHEM CYp/I0TIepeBO/Ia.

.HI/IHaM C OrpaHMYCHHBIMH BO3MOXXHOCTSAMU 3J0POBb W HMHBAJIWIAAM YBCIWYHWBACTCA BPEMA Ha
MOJITOTOBKY OTBETOB Ha KOHTPOJBbHBIE BOIMPOCHL. [l Takux oOyyaromuxcs IperycMaTpuBaeTCs
noctymHas opma MpeaoCTaBICHUS OTBETOB Ha 33aJJaHNs, @ IMEHHO:

- NUCbMEHHO Ha OyMmare;

- Ha0Op OTBETOB Ha KOMITBIOTEPE;

- Ha0Op OTBETOB C MCIIOJIb30BAHHEM YCIYT aCCHCTEHTA,

- IpeJCTaBICHNUE OTBETOB YCTHO.

[Iponienypa olLeHUBaHMS pE3yJIbTAaTOB OOYYEHHUS JHMIl C OrPAaHHMYEHHBIMH BO3MOXXHOCTSIMHU
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30POBBSl M WHBAJIWIOB 0 JUCIMIUIMHE MPEAyCMaTPUBACT NpeAOCTaBIeHUEe WHpOpManuu B (opmax,
aIalTHPOBAHHBIX K OTPaHUYEHISIM UX 3I0POBbBS U BOCIIPHUSTHS MHPOPMAITUH:

JIJ1s1 JIMI ¢ HAPYIIEHUsIMH 3PeHusI:

- B (hopMe AIEKTPOHHOTO JJOKYMEHTA;

- B IICUaTHOHN (OpME yBETUUCHHBIM IIPU(PTOM.

J1J1s1 JIMI ¢ HAPYIIEHHUsIMM CJIyXa:

- B (hopMe AIIEKTPOHHOTO JJOKYMEHTA;

- B [1IeUaTHOM opme.

JIJ1s1 1M1 ¢ HAPYIIEHUSIMH OTIOPHO-IBUTATEJILHOTO aNnapara:

- B (hopMe IIEKTPOHHOTO JJOKYMEHTA;

- B IIEYATHOH (opme.

[lpu HEOOXOAMMOCTH JUIsi JIMII C OTPAaHUYCHHBIMH BO3MOKHOCTSIMH 3JI0OPOBbSi M HMHBAJIUIOB
npolielypa OICHHBAHUS PE3yJIbTATOB 0O0YYCHHS MOXKET ITPOBOIUTHCS B HECKOJILKO JTATOB.
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